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1. Introduction

Generative AI has rapidly gained attention with Ope-
nAI’s release of ChatGPT in November 2022, but until 
then it had only been a topic of conversation among ex-
perts. Under these circumstances, NEC declared that it 
would proactively use generative AI for its internal opera-
tions, research and development, and business domesti-
cally and internationally in the press release “NEC Group 
policy on the use of ChatGPT” (April 2023) 1). To ensure 
that generative AI can be used for internal operations in 
line with this declaration, NEC’s internal IT department 
needed to provide ways that employees of the NEC Group 
can use generative AI for business with a sense of securi-
ty. This paper presents how we prepared and implement-
ed them and how they are being used.

2. Launch of the NEC Generative AI Service (NGS)

Consideration for establishing the NEC Generative AI 
Service (NGS) began in earnest in early April 2023. We 
began by creating a use policy and then built a system 
in accordance with it, preparing means for effective use. 

Based on these three pillars, we began to provide NGS 
services on May 8, 2023. 

2.1 Establishment of a use policy

The Management Information Systems Department 
and Smart Work DX Center played a central role in con-
sidering the use policy, which was later checked and 
evaluated by many relevant departments including the 
Human Resources and General Affairs Department, 
Legal Department, Risk Management & Compliance De-
partment, Digital Trust Business Strategy Department, 
and Software & System Engineering Department. De-
spite being a relatively new field, we understood the 
nature of the risks and worked to swiftly establish rules 
that do not impose excessive restrictions on the use of 
generative AI.

Major points of consideration in establishing the use 
policy were:

• Risk of information leaks
• Risk of copyright and intellectual property in-

fringement
• Low answer accuracy

In May 2023, we launched the NEC Generative AI Service (NGS) with the aim of internal business use. For the 
large language model (LLM), we used not only GPT-3.5 from Microsoft’s Azure OpenAI Service but also GPT-4 
and NEC’s LLM. We not only made mechanisms available but also established rules so employees could appro-
priately use generative AI and prepared policies for its use. In addition, to make full use of generative AI within 
the NEC Group and lead the way in achieving overwhelming improvements in productivity, we launched the NEC 
Generative AI Transformation Office and started to provide the MyData service from December 2023, aiming to 
improve the value of the NGS. At the end of this paper, we present a variety of utilization cases. 
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The following is an overview of the rules that were 
created after discussing and considering these points:

(1) Employees must comply with internal regulations 
such as NEC’s AI and Human Rights Principles, 
Rules for Trade Secret Management, and Basic 
Rules on Information Security as well as the fol-
lowing basic policy and must appropriately use 
generative AI.

(2) Employees must comply with the Rules for Trade 
Secret Management and appropriately use gener-
ative AI in accordance with the information input.

· They must not use generative AI when handling 
top secret, strictly confidential information, or 
confidential information (personal information: 
subject to the Act on the Protection of Personal 
Information).

· They can only use the NGS when handling confi-
dential information (excluding personal informa-
tion), information for internal use only, or infor-
mation for the NEC Group’s internal use only.

(3) They must check the quality of the output con-
tents and consider risks before using the content.

We make sure that only employees who agreed upon 
these conditions and submitted an application for use 
are allowed to use the NGS.

In addition to these rules, the NGS logs all the input 
to and the output from the generative AI in a format 
that can be audited at any time to avoid information 
leaks, copyright infringement, and other risks. In the 
unlikely an employee is involved in a lawsuit due to the 
use of generative AI, this makes it possible to trace how 
the generative AI was used and to ensure a smooth re-
sponse.

2.2 System creation

The NGS is achieved by a sparse structure that has 
few non-zero components, which is commonly called 
composable architecture. The internal DX Development 
Center (NDX) used the services and platforms in which it 
is proficient, enabling it to achieve speedy development. 
Specifically, the NGS uses Mendix for the front end of 
the chat screen, MuleSoft for the API, Snowflake for log-
ging, and ServiceNow for the application system.

At the time of the service launch, we adopted the 
Azure OpenAI Service, provided by Microsoft in partner-
ship with OpenAI, as the Large Language Model (LLM) 
that forms the core of the generative AI. This is because 
OpenAI’s technology was already the de-facto standard, 
and it does not use input information to train and fine-
tune the model. At the time of the service launch, only 
GPT-3.5-Turbo was available.

We confirmed that the environment we created met 
the appropriate security requirements. After performing 
basic checks when each part of the infrastructure was 
introduced, we also checked the network and access 
control in cooperation with the Cyber Security Strategy 
Department to fully confirm that there is no risk of infor-
mation leaks due to the infrastructure before providing 
services.

2.3 Measures for use 

Generative AI is a fairly new service so we focused 
on the promotion of its utilization and visualization. The 
following are measures to promote its use we prepared 
after the service launch:

· Usage status dashboard
· Voice of Employee (VoE)
· AX (AI Transformation) Acceleration Hub/NEC 

Prompt Pad
The usage status dashboard initially only covered the 

number of service registrants, number of chats, and 
some other elements; but it later became usable for 
aggregation by model or organization. This is how the 
visualization of the usage state is continuing.

VoE is one of the measures that have been promot-
ed by the internal IT team since 2022 as an initiative 
to improve services by listening to employee feedback. 
Digital Workplace (DWP), a service that brings together 
Microsoft 365, Zoom, Box, and NEC’s proprietary add-on 
functions, is an example of VoE. We applied this to the 
NGS to ensure that we can achieve the functionality im-
provements needed by users. By preferentially address-
ing requirements that receive many likes, we became 
able to improve usability in a relatively short period.

We are also focusing on collecting examples of how 
generative AI is used. First, we launched the NEC 
Prompt Pad, a site for sharing generative AI prompt 
templates, in August 2023 and achieved constant re-
sults by aggregating prompts. Subsequently, we rede-
signed it as the AX Acceleration Hub in November 2023 
with a view of handling a wide range of use cases and 
ideas. We also organized a monthly award competition 
to select the person who best used generative AI—in the 
same way the most valuable player (MVP) is selected 
after a game— and have been accelerating the accumu-
lation of use cases as a result.

In addition to these, we tried to make sure that gener-
ative AI is used by as many people as possible through 
presentations in internal e-mail newsletters and the por-
tal website, video manuals on how to use generative AI, 
and internal contests.
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2.4 NEC Generative AI Transformation Office

 In addition, to make full use of generative AI within 
the NEC Group and lead the way in overwhelming im-
proving productivity, we launched a virtual organization 
called the NEC Generative AI Transformation Office, 
directly under the CIO/CISO in May 2023. Its roles and 
mission are as follows:

· Creation of use effects
- Promoting integrated management and use with 

the Transformation Office playing a central role
- Achieving overwhelming productivity improve-

ments regardless of business field and depart-
ment

· Sophistication of the NGS
- Supporting multiple vendor solutions
- Working with all internal systems

· Returning internal knowledge to customers
- Quickly doing it with agility as Client Zero
- Supporting clients’ business transformation and 

productivity improvement based on knowledge

3. Expansion of Service Contents

3.1 Provision of GPT-4

When NGS was launched, only GPT-3.5-Turbo was 
available, but it was a time when the world was only be-
ginning to be astonished by the overwhelming capabili-
ties of GPT-4.

Because NEC had applied to Microsoft Corporation 
for use before other companies, NEC could acquire the 
GPT-4 environment relatively quickly compared to the 
competition and began offering it on the NGS in late May 
2023. In particular, GPT-4-32k can handle a large num-
ber of tokens and has high accuracy, so many users use 
and benefit from it on a daily basis.

3.2 Provision of NEC’s LLM

On July 6, 2023, NEC announced the development of 
a lightweight LLM with world-class Japanese language 
proficiency and performance. In conjunction with the 
announcement, we made NEC’s unique LLM model avail-
able to the NGS so that employees can use it as Client 
Zero.

3.3 MyData service

One of the most common comments received after 
the launch of the NGS was about the need to make 
inferences based on internal content and knowledge. 

Several methods for generative AI are available, and 
NEC decided to use a method called Retrieval Augment-
ed Generation (RAG). For implementation, we adopted 
LlamaIndex. This paper does not explain the technical 
aspects in depth, but by registering Office documents or 
PDF files you have in advance, you can make use of that 
knowledge. As of December 2023, the accuracy of gen-
erative AI is not yet high, but we have started providing 
the NGS in response to feedback from employees who 
are willing to try it out. Through measures such as re-
placing LlamaIndex with another means, we aim to im-
prove the accuracy of generative AI in the fourth quarter 
of FY2023.

4. Presentation of Use Cases within the NEC Group

A variety of initiatives have been launched, including 
the following:

(1) Support for common operations
· Support for creating project progress reports
· Support tool for setting operational goals
· Automatic generation of reports on planned en-

gagement measures
· Career workshop using the NGS
· Mentoring system (research policy)
· Earnings forecast response system using AI
· Bot for Microsoft Teams (NEC Digital Assistant)
· Chat support by using MIP-NEXT
· Automatic email generation add-in for Outlook

(2) Development
· Making macros easier to understand
· Automatic generation of MuleSoft API by genera-

tive AI
· Utilization of the created API source code through-

out the company
· Automatic creation of specifications
· Application of generative AI to modernization 

projects (working with SAP)
(3) Security

· Utilization in AI Red and Blue teams
· Outlook add-in to check for suspicious e-mail
· Distribution of security news articles

(4) Operation
· Operational risk assessment, including reputation-

al risk and countermeasures
We will present some examples from among these ini-

tiatives.

4.1 Support tool for setting operational goals 

AI provides support for setting smart operational goals 
and for setting and agreeing on goals (Fig. 1).
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4.2 Outlook add-in to check for suspicious e-mail

We are currently developing an Outlook add-in to 
check for suspicious e-mail (Fig. 2). It uses the NGS API 
services to check if the email in question is suspicious or 
not. This is expected to make it possible to handle cas-
es that are difficult to detect with conventional pattern 
matching.

4.3 Operational and reputational risk assessment and 

countermeasures

The reputational risk assessment and creation of 

countermeasure plans based on news articles that are 
thought to be related to NEC are automated thanks to 
generative AI (Fig. 3). Previously, the contents of re-
lated articles were checked manually. Automation using 
generative AI has reduced the work hours for the task 
by 80%.

* Mendix is a trademark or registered trademark of Mendix 

Technology B.V. in the United States and other countries.

* MuleSoft is a trademark or registered trademark of Salesforce, 

Inc. in the United States and other countries.

* Snowflake is a trademark or registered trademark of Snow-

flake Inc. in the United States and other countries.

* ServiceNow is a trademark or registered trademark of Service-

Now, Inc. in the United States and other countries.

* Microsoft, Azure, Microsoft 365, Office, Microsoft Teams, and 

Outlook are registered trademarks or trademarks of Microsoft 

Corporation in the United States and other countries.

* ChatGPT is a trademark of OpenAI.

* Zoom is a registered trademark or trademark of Zoom Video 

Communications, Inc. in the United States and other countries.

* Box is a trademark or registered trademark of Box, Inc.

* All other company names and product names that appear in 

this paper are trademarks or registered trademarks of their 
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Fig. 1 Support tool for setting operational goals.

Fig. 2 Outlook add-in to check for suspicious e-mail.

Fig. 3 Operational and reputational risk assessment and 
countermeasures.

Recommendations for setting 
goals are generated.

Before

Analyze 
reputational risks

Define risk level

Consider
countermeasures

Determine if
countermeasures 

are required

Determine 
countermeasures

Extract news
Collect

Summarize
Understand

After

Analyze 
reputational risks

Define risk level

Consider
countermeasures

Determine if
countermeasures 

are required

Determine 
countermeasures

Extract news
Collect

Summarize
Understand

Extracting Analyzing
risk

Proposing
alternative

Defining
risk level

By having employees determine risk countermeasures based on the NGS output 
only, work hours are dramatically reduced, and they can focus on their core work.

Reduce work hours by 80%
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