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1. Background

In response to social issues such as the declining work-
force due to the falling birthrate and an aging population 
as well as problems related to technology succession and 
aging infrastructure, there is a growing need to solve 
social problems by using machines to do the many tasks 
that could previously only be done by humans1). As a 
means to achieve this, there are growing expectations to 
promote digital transformation (DX) by methods such as 
automation and labor saving through remote monitoring 
and control using Beyond 5G, the Internet of Things (IoT) 
and AI. In the field of remote monitoring and control, 
many use cases require equipment to be mobile and easy 
to install. This means that wireless communication is es-
sential, and high application performance (such as for the 
accuracy of the video content analysis of images from se-
curity cameras, transport throughput of automated guid-
ed vehicles, and safety in autonomous driving) must be 
guaranteed. Accordingly, in addition to conventional poli-
cies to improve communication quality, there is a growing 
need to strengthen policies that precisely adhere to ICT 
performance requirements related to communication 

quality, response performance, etc. per communication 
session and in real time to enable use with the stable use 
of high-performance applications. This paper introduces 
application-aware ICT control technology that enables 
such stable usage of the aforementioned applications.

2. ICT Performance Requirements for Applications

Section 2 discusses the performance requirements 
for ICT infrastructure in promoting DX through remote 
monitoring and control using Beyond 5G, IoT, and AI.

2.1 Responding to the diversification of applications and 

their requirements

The expansion of the target areas (such as factories, 
warehouses, construction sites, etc.) for DX promotion 
through remote monitoring and control requires support 
for a wide variety of applications and their ICT perfor-
mance requirements. However, because of the difficulty 
in securing experts who have a deep understanding of 
both applications and ICT infrastructure and because the 
need to optimize ICT infrastructure in real time makes it 
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difficult to manually handle the tasks, functions are re-
quired to automatically optimize ICT infrastructure.

2.2 Meeting stringent bi-directional ICT performance require-

ments 

In promoting DX through remote monitoring and 
control, there is a strong need to ensure that applica-
tions are available with stability and high performance, 
because application performance often directly affects 
the performance of the core business. To achieve this, 
strict ICT performance requirements must be met. Fur-
thermore, for example, in the remote control of factory 
automation and of robots, the bi-directional communi-
cation consisting of the status monitoring and control 
instructions for equipment and robots must be complet-
ed within a certain amount of time, so high ICT perfor-
mance (high reliability, low latency, etc.) must be main-
tained in both the upstream and downstream directions.

2.3 Supporting a mix of multiple applications

In promoting DX, a wide variety of applications and 
their requirements must be considered, and the same 
application may generate several types of traffic with 
different requirements. For instance, when video distri-
bution that requires high-speed, high-capacity commu-
nication and remote control that requires high reliability 
and low latency are mixed, a wide range of ICT perfor-
mance requirements must be addressed simultaneously, 
such as achieving high reliability and low latency while 
maintaining high-capacity communication.

3. AI-based Radio Quality Analysis 

Section 3 describes the technology for learning-based 
radio quality analysis that enables the visualization and 
the analysis of radio quality with AI to immediately iden-
tify the cause of deterioration in communication quality 
and to take proper measures2)3).

3.1 Challenges

In the field of remote monitoring and control where ac-
tive use is made of Beyond 5G, IoT, and/or AI, communica-
tion quality may deteriorate due to fluctuations in the radio 
wave environment caused by the movement of equipment 
and people. Because radio waves are invisible, the cause of 
the degradation is difficult to identify, and analysis requires 
a great deal of time and effort. As a result, there is a need 
to automatically identify the causes of poor communication 
quality and to shorten the time required to take action.

3.2 Solution

The learning-based radio quality analysis technology 
described in this section uses AI to analyze the charac-
teristics of radio quality fluctuations and automatically 
identify the causes of degradation in performance per 
communication session in real time. Specifically, it sim-
ulates situations in which multiple causes (distance at-
tenuation, shielding, fading, etc.) affect communication 
quality, generates time series data of radio quality index 
values, and uses the simultaneous time series data to 
learn by using machine learning methods. Then, it auto-
matically identifies the causes of degradation in commu-
nication quality in the field from the time series data of 
the radio quality index values in the actual environment.

3.3 Effectiveness

Experiments have confirmed that AI can identify the 
causes of degradation in communication quality with 
high accuracy, even when individual causes of quali-
ty degradation occur independently or when multiple 
causes occur in combination (Fig. 1). AI automatically 
identifies and visualizes the causes of degradation in 
communication quality and the extent of the impact, 
making it possible to take prompt action based on that 
information, and as a result, applications can be used 
with stability and high performance.

4. Application-Aware RAN Optimization

Section 4 describes a system that automatically op-
timizes the radio access network (RAN) in accordance 
with the requirements of each application.

4.1 Challenges

Regardless of how sophisticated the standard specifi-
cations of the 5G or Beyond 5G are or how optimized the 
network slice design/construction is at service launch or 

Fig. 1 AI-based radio quality analysis.
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how optimized the allocation of computing resources to 
the RAN is, there is a limit to how well they can respond 
to dynamically changing communication requirements and 
ever-changing radio quality. Dynamic, real-time, intelligent 
RAN optimization is essential to achieve a stable and high 
application performance in such a fluctuating environment. 

4.2 Solution

AI, which understands both the application and the 
RAN, intelligently and automatically optimizes the RAN 
to enable a world where applications can be used with 
stability and high performance without the presence of 
ICT infrastructure in a transparent and open network 
architecture that is easy to deploy internationally. AI is 
incorporated in the RAN Intelligent Controller (RIC) as 
defined by the O-RAN Alliance4) to intelligently control 
the O-RAN central unit (O-CU) and the O-RAN distribut-
ed unit (O-DU). By doing so, the features of 5G and Be-
yond 5G (high speed, high capacity, high reliability, low 
latency, etc.) can be maximized and applications can be 
used with stability and high performance (Fig. 2).

4.3 Effects

The experiment confirmed that an application’s com-
munication requirements can be achieved with high 
reliability in an environment where the application’s ICT 
performance requirements and radio quality vary in ac-
cordance with the field conditions (e.g., movement of 
equipment, risk of collision between devices, etc.).

5. Remote Monitoring System Using Video Streaming 

Technology

Section 5 describes a remote vehicle monitoring sys-
tem using video streaming technology5)6).

5.1 Challenges in remote monitoring

A remote vehicle monitoring system must distribute 
videos through wireless networks. However, because the 
communication speed of the networks slows down when 
the radio environment deteriorates, the amount of video 
data must be reduced to maintain the image quality re-
quired for monitoring. 

5.2 Solution

NEC has developed a learning-based media transmission 
control technology that can reduce the amount of video 
data by learning the regions of interest and the optimal 
image quality required for image analysis at the monitor-
ing center and by controlling the quality of the transmitted 
video and has also developed a vehicle remote monitoring 
system using this technology (Fig. 3). This system con-
sists of an integrated monitoring screen that lists the vid-
eo images of all vehicles to be monitored and a detailed 
monitoring screen that zooms in on vehicles requiring op-
erator attention or intervention. At the monitoring center, 
object detection, lane detection, distance estimation, and 
other functions are performed on the images transmitted 
from the vehicles. When a person, bicycle, or vehicle en-
ters within a certain distance from the vehicle’s lane, the 
system determines that operator attention is required and 
displays videos of the vehicle in question on the detailed 
monitoring screen together with an alert.

5.3 Effectiveness

After conducting a demonstration experiment in which 
two vehicles were monitored, operators evaluated the 

Fig. 2 Application-aware RAN optimization.

Fig. 3 Remote vehicle monitoring system.
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6. Edge-Cloud Processing Optimization 

Section 6 describes the technology for optimally sharing 
AI video analysis tasks in a distributed edge cloud comput-
ing environment that is connected by wireless networks.

6.1 Challenges in inference processing of video analysis

In video analysis such as for behavior recognition, 
the processing load fluctuates in accordance with the 
number of objects in the video frame. This is dealt with, 
for example, by transferring the processing tasks that 
cannot be accommodated in the edge to the cloud. This 
method, however, results in a loss of data or a degra-
dation in accuracy unless an optimal task distribution 
method is selected that takes into consideration the 
variations of the wireless network performance. 

6.2 Solution

To solve this problem, NEC has developed a technology 
for edge-cloud processing optimization that transfers the 
processing for the AI video analysis from the edge to the 
cloud by considering variations in the wireless network 
performance between the edge and the cloud (Fig. 4). 
This technology predicts fluctuations in processing load 
and performance of wireless networks. It then calculates 
and selects the optimal processing pipeline based on 
these constraints, thereby achieving dynamic changes in 
the allocation of processing.

6.3 Effectiveness

An experiment using video from a construction site 

and AI-based behavior recognition has confirmed that 
accuracy degradation can be reduced by selecting the 
optimum allocation in accordance with the number of 
objects in the video frames and fluctuations in wireless 
network performances.

7. Conclusion

In this paper, we described application-aware ICT 
control technologies that enable applications to be used 
in a stable manner with high performance. As specific 
examples, we introduced a technology for radio quality 
analysis based on the active use of AI, a technology for 
application-aware RAN optimization, remote monitor-
ing systems using video distribution technology, and a 
technology for edge-cloud processing optimization. By 
using these technologies in accordance with the ICT per-
formance requirements of applications and by effective-
ly utilizing network and computing resources, we can 
achieve high performance for a wide variety of applica-
tions.

Fig. 4 Edge-cloud processing optimization.

2 3

2 31

2 3

Processing load/resource information Switching control

Optimization of processing pipeline

Processing unit

Pipeline (1)

Pipeline (2)

Pipeline (3)

Initiatives in Core & Value Networks

Application-Aware ICT Control Technology to Support DX Promotion with Active Use of Beyond 5G, IoT, and AI

NEC Technical Journal／Vol.17 No.1／Special Issue on Open Network Technologies 117



Authors’ Profiles

TAKAHASHI Eiji 
Senior Research Architect
Secure System Platform Research Laboratories

IWAI Takanori 
Director
Secure System Platform Research Laboratories

NIHEI Koichi 
Principal Researcher
Secure System Platform Research Laboratories

MORIMOTO Masaharu 
Principal Researcher
Secure System Platform Research Laboratories

Initiatives in Core & Value Networks

Application-Aware ICT Control Technology to Support DX Promotion with Active Use of Beyond 5G, IoT, and AI

NEC Technical Journal／Vol.17 No.1／Special Issue on Open Network Technologies118



Thank you for reading the paper.
If you are interested in the NEC Technical Journal, you can also read other papers on our website.

Link to NEC Technical Journal website

Vol.17 No.1 Special Issue on Open Network Technologies
 — Network Technologies and Advanced Solutions at the Heart of an Open and Green Society

Remarks for Special Issue on Open Network Technologies
NEC’s Technological Developments and Solutions for Open Networks

Papers for Special Issue

Open RAN and Supporting Virtualization Technologies
Innovations Brought by Open RAN
Reducing Energy Consumption in Mobile Networks
Self-configuring Smart Surfaces
Nuberu: Reliable RAN Virtualization in Shared Platforms
vrAIn: Deep Learning based Orchestration for Computing and Radio Resources in vRANs

Wireless Technologies for 5G/Beyond 5G
NEC’s Energy Efficient Technologies Development for 5G and Beyond Base Stations toward Green Society
Millimeter-wave Beamforming IC and Antenna Modules with Bi-directional Transceiver Architecture
Radio-over-Fiber Systems with 1-bit Outphasing Modulation for 5G/6G Indoor Wireless Communication
28 GHz Multi-User Massive Distributed-MIMO with Spatial Division Multiplexing
28 GHz Over-the-Air Measurements Using an OTFS Multi-User Distributed MIMO System
Comprehensive Digital Predistortion for improving Nonlinear Affection and Transceivers Calibration to Maximize 
Spatial Multiplexing Performance in Massive MIMO with Sub6 GHz Band Active Antenna System
Black-Box Doherty Amplifier Design Method Without using Transistor Models
39 GHz 256 Element Hybrid Beam-forming Massive MIMO for 8 Multi-users Multiplexing

Initiatives in Open APN (Open Optical/All Optical)
NEC’s Approach to APN Realization — Towards the Creation of Open Optical Networks
NEC’s Approach to APN Realization — Features of APN Devices (WX Series)
NEC’s Approach to APN Realization — Field Trials
Wavelength Conversion Technology Using Laser Sources with Silicon Photonics for All Photonics Network
Optical Device Technology Supporting NEC Open Networks — Optical Transmission Technology for 800G and Beyond

Initiatives in Core & Value Networks
Technologies Supporting Data Plane Control for a Carbon-Neutral Society
NEC’s Network Slicing Supports People’s Lives in the 5G Era
Application-Aware ICT Control Technology to Support DX Promotion with Active Use of Beyond 5G, IoT, and AI
Using Public Cloud for 5G Core Networks for Telecom Operators

Enhancing Network Services through Initiatives in Network Automation and Security
NEC’s Approach to Full Automation of Network Operations in OSS
Autonomous Network Operation Based on User Requirements and Security Response Initiatives
Enhancing Information and Communications Networks Safety through Security Transparency Assurance Technology
Enhancing Supply Chain Management for Network Equipment and Its Operation

Network Utilization Solutions and Supporting Technologies
Positioning Solutions for Communication Service Providers
The Key to Unlocking the Full Potential of 5G with the Traffic Management Solution (TMS)
Introducing the UNIVERGE RV1200, All-in-one Integrated Compact Base Station, and Managed Services for Private 5G
Vertical Services Leveraging Private 5G to Support Industrial DX
Integrated Solution Combining Private 5G and LAN/RAN

Global 5G xHaul Transport Solutions
xHaul Solution Suite for Advanced Transport Networks
xHaul Transformation Services
xHaul Transport Automation Solutions
Fixed Wireless Transport Technologies in the 5G and Beyond 5G Eras
SDN/Automation for Beyond 5G
OAM Mode-Multiplexing Transmission System for High-Efficiency and High-Capacity Wireless Transmission

Toward Beyond 5G/6G
NEC’s Vision and Initiatives towards the Beyond 5G Era

NEC Information

2022 C&C Prize Ceremony

Vol.17 No.1
September 2023         

Special Issue TOP

Information about the NEC Technical Journal

Japanese English

https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230101.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230102.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230103.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230104.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230105.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230106.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230107.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230108.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230109.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230110.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230111.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230112.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230113.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230113.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230114.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230115.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230116.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230117.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230118.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230119.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230120.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230121.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230122.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230123.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230124.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230125.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230126.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230127.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230128.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230129.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230130.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230131.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230132.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230133.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230134.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230135.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230136.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230137.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230138.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230139.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230140.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/pdf/230141.pdf?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/g2301pa.html?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/g23/n01/g2301pa.html?fromPDF_E7501
https://jpn.nec.com/techrep/journal/index.html?fromPDF_E7501
https://www.nec.com/en/global/techrep/journal/index.html?fromPDF_E7501

