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    Special Issue on Sustainable Data-driven City Management


    ■Vision for Data-driven City Management


    Global Perspective for Data-Leveraged Smart City Initiatives


    This paper gives an outlook of recent smart city activities in Europe and North America which leverage interchange and utilization of cross-sector data. In these regions, cities are now focused on achieving digital transformation of the city management after experiencing many challenges in the earlier smart city efforts. And now the goal for the smart city has become to build a more sustainable and citizen-centric community via crosscutting, problem-solving, and flexible approach. Such an innovation agenda calls for an open and agile nature for the data exchange platform and an EU-originated open source software called FIWARE, which is rapidly gaining its visibility as the de-facto standard smart city IoT platform, is highlighted. Furthermore, some important clues in achieving digitalization of cities, including non-technical aspects, are also discussed.


    A Paradigm Shift in City Management Practices Targets the Sustainable Society


    In Japan, which is faced with an aging society ahead of the rest of the world, achieving a sustainable society by overcoming the shortage of social security resources in the future is the biggest challenge. The country now needs to review city management practices that have continued to be used since the high growth period by aiming to bring about a transformation. This will be a radical paradigm shift from the former hard infrastructure (the type of social infrastructure composed of concrete), to the flexible and adaptable infrastructure (one that focuses on the utilization of data). In order to advance such a transformation, the application of digital measures will not in itself be enough. It will also be required to achieve a regional co-creation policy that sounds more like analog measures. Japan, as forerunner of finding answers to emerging issues, must succeed in creating social infrastructure via new concepts that are capable of resolving this hard-to-solve social issue. The results are then expected to contribute to worldwide improvements.


    ■Demonstration and Implementation Examples of Data-driven Smart Cities


    Case Study of Data-driven City Management in Cities Abroad


    The concept of adopting corporate management techniques for city management is starting to gain momentum. To ensure better, more enriched lives for citizens, we must constantly invest in innovation to increase efficiency on a sustainable basis. Trials are underway to effectively utilize existing data to enhance city management. NEC is harnessing its technologies and solutions in initiatives to realize sustainable city management in several European cities. This paper provides a summary of NEC’s Cloud City Operation Center (CCOC) as a solution to achieve the aforementioned objective, and presents use cases demonstrating how this solution is being adopted in cities abroad that are striving to become smart cities.


    Building a Common Smart City Platform Utilizing FIWARE (Case Study of Takamatsu City)


    As part of its effort to implement the Ministry of Internal Affairs and Communications’ proposal for “Promoting Data Utilization-Oriented ICT Smart Cities” the City of Takamatsu is the first organization in Japan to adopt the FIWARE platform — a common platform that makes it possible for ordinary citizens and businesses, as well government and municipal organizations, to freely access and use public data. Specifically, Takamatsu City has built a system that leverages the power of advanced IoT technology to collect, store, visualize, and analyze data in the fields of disaster management (coping with as a large-scale disaster) and tourism (promotion of sightseeing and MICE), which are both considered as a high priority. In this case study, we will examine in detail the common platform introduced to Takamatsu City and how the city utilizes data in the disaster-management and tourism fields.


    Initiatives to revitalize regional economies by advancing “OMOTENASHI” — Hospitality
offered to foreign visitors to Japan


    Robust consumption by foreign visitors to Japan contributes to and is considered to be an essential input for the revitalization of our regional economies. In this paper we introduce several support solutions applied by NEC. These are 1) An advanced urban service system that aims to provide meticulous “OMOTENASHI” hospitality to each and every foreign visitor, and 2) A transportation and sightseeing services system for visitors that is provided via collaboration between local enterprises. We aim to contribute to the comprehensive development of cities by promoting cross-industry and community collaboration, and thereby increase the inflow of domestic and foreign tourists and enhance tourism consumption.


    Case Studies of Data Utilization by Municipal Governments: Applying Data in Various Fields Such as Financial Affairs, Childcare, and Community Revitalization


    Throughout Japan, municipal governments are required to implement the Comprehensive Strategy for Revitalizing Towns, People and Work. To ensure efficient and carefully planned management of policies and projects in areas such as financial affairs, childcare, and community revitalization, a new methodology for
policy-making that derives insights from data collected from various sources needs to be examined and established. In this paper, we describe the actions undertaken by Okazaki City and Mito City in pursuit of this goal.


    ■City Management Technologies


    FIWARE, Information Platform for Implementing Data Utilization Based City Management


    The enforcement of the Basic Act on the Advancement of Public and Private Sector Data Utilization in 2016 in Japan is expected to promote the use of the data possessed by national and local governments as well as private businesses in solving urban issues. However, there is no mechanism in place to distribute the utilized data, and this is developing into a growing issue. To address this issue, NEC has begun participating in the development of the FIWARE architecture since 2011. FIWARE is a platform developed and implemented to promote data utilization and service linkage across the boundaries of local governments and enterprises providing public services in Europe. Involvement in the project has allowed NEC to verify the quality of the platform for use in city management and businesses, leading to the launch of a security-enhanced platform service utilizing FIWARE.


    FogFlow: Orchestrating IoT Services over Cloud and Edges


    Nowadays IoT infrastructure providers for smart city, smart industry, and connected vehicles are facing huge complexity and cost to manage their geo-distributed infrastructures for supporting various IoT services, especially those that require low latency. FogFlow is a distributed execution framework to dynamically orchestrate IoT services over cloud and edges, in order to reduce internal bandwidth consumption and offer low latency. By providing automated and optimized IoT service orchestration with high scalability and reliability, FogFlow helps infrastructure providers to largely reduce their operation cost. FogFlow also provides a data-centric programming model and a development tool chain for service developers and system integrators to quickly realize IoT services with low development cost and fast time-to-market. This has been proven in the labs as well as in real smart city projects done by NEC Solution Innovators.


    Security Requirements and Technologies for Smart City IoT


    While the Smart City enables efficient City management, it involves the risk that the system may be targeted by cyberattacks. This paper deals with the security requirements necessary for secure smart city management and the security functions needed to meet them. In addition, considering the features of Smart City IoT that handles a variety of data and installs devices throughout the streets, this paper also explains that the security requirements specific to the Smart City IoT should satisfy a flexible information distribution control and support the protection of the IoT devices. Furthermore, this paper discusses technologies for meeting such requirements (Secure data distribution platforms and anti-tamper mechanisms of the IoT devices).



    European Trends in Standardization for Smart Cities and Society 5.0


    In Japan, the trend towards Society 5.0 — the information society — has been identified. The digitalization of production, distribution and even consumption of goods and services creates value in the digital economy. The knowledge processing (including artificial intelligence and machine learning) that is needed for services, based on collection and combination of information from many different sources, requires that its metadata (quality of information, source, licensing and usage rights, including for personal/private information) is known. There are many hundreds of relevant standards and reference is made here to surveys. In the European standards group ETSI ISG CIM, an open API known as NGSI-LD is being developed for interchange of this information, and co-operations with many other standards bodies are helping achieve interoperability with IoT platforms, mobile Apps, legacy databases and linked open data systems.


    City Evaluation Index Standards and their Use Cases


    One of the critical goals of city management is to improve a city’s values while achieving sustainable growth. In order to improve a city’s values an objective evaluation for identifying its current status is required. Several international standardization organizations have therefore developed evaluation indices from various viewpoints. This paper introduces some city evaluation index standards and their actual use cases and discusses how NEC’s smart city products can contribute to city values improvements from the viewpoint of city evaluation index standards.


    ■Co-creation with Local Communities


    An Introduction to “Partnership for Smart City Takamatsu” as a Platform to Engage in Local Co-creation Activities


    In October 2017, “Partnership for Smart City Takamatsu” was founded in Takamatsu City, Kagawa Prefecture to provide a positive environment for community co-creation. The Council hopes to achieve a “smart city” by utilizing various data inputs to incentivize the movement of people, things, and information throughout the city, encouraging reciprocal cooperation between local communities, generating innovation and promoting synergy effects. In this paper, the Council is regarded as a platform to encourage open innovation, and we describe its role in smoothing the flow of ideas whose emergence, selection, and practice can lead to innovation.


    Launch of Setouchi DMO — A Co-Creation Venture That Goes beyond the Conventional ICT Framework


    Destination management/marketing organizations or DMOs are one of the hottest new concepts in the tourism industry in Japan. Focusing on promoting a community as both an attractive travel destination and an exciting place to live and work, DMOs play a critical role in community revitalization efforts. With these goals in mind, the seven prefectures surrounding Japan’s Seto Inland Sea joined together to establish Setouchi DMO. NEC was brought in right at the inception and has since played a prominent role in moving this project forward. By getting involved in the local communities and staying in close touch with residents, we have gained a deeper understanding of local issues, enabling us to implement business creation activities more attuned to community needs. This paper looks at our new commitment to community co-creation projects, which provide us with an opportunity to work closely with local communities to achieve a collaborative vision, combining our expertise and technology with the organization’s assets to go beyond the conventional framework of value provision that ICT has traditionally been capable of offering.


    Community Co-creation Based on a Comprehensive Cooperation Agreement


    As our rapidly evolving world throws up a dizzying array of new challenges, communities across Japan are struggling to cope with a broad range of complex issues. To support these communities, NEC is promoting community co-creation through a comprehensive cooperation agreement with local stakeholders — and by actually working with them on-site — in order to identify issues and potential values and enable the community to achieve its desired goals on a medium to long term basis. In this paper, we will illustrate NEC’s efforts in this area by examining projects based on a comprehensive cooperation agreement undertaken in collaboration with local universities and municipalities staff members introducing the case studies in the Asahikawa area on Japan’s northern Hokkaido island and Kamakura City in Kanagawa Prefecture.


    A Common-Sense Approach to the Future — Study Group for Co-creation of New Municipal Services


    Over the past few years, the acceleration of various trends has begun to put increasing stress on public services in Japan. From sky-rocketing social security costs due to a rapidly aging population and a plummeting birth rate to depopulation in rural areas caused by overconcentration in the Tokyo metropolitan area, Japan’s small towns are facing an ever more challenging future. At the same time, struggling municipalities must cope with newly introduced national policies such as the “My Number” identification system and “digital government.” All of this has necessitated planning and policy-making for new municipal services (digital transformation in municipal administration) that are different from the conventional services traditionally provided by municipalities. To help solve these issues, the Study Group for Co-creation of New Municipal Services was set up in cooperation with NEC. In this paper, we look at how the study group utilized NEC’s technology and know-how to take on the challenges faced by municipal governments around Japan.


  



  
    General Papers


    Spin-Current Thermoelectric Conversion — Informatics-Based Materials Development and Scope of Applications


    Since the energy conversion technology that makes use of a new physical property called the spin current was reported in 2008, conversion efficiencies have been improved significantly, being helped by the discovery of new materials. This improvement has been backed not only by the accumulation of discoveries of new materials and mechanisms but more importantly, by efforts aimed at improving the efficiencies of materials development processes by taking a completely new approach. This paper introduces the creation of a new materials development process that combines an attempt at large-scale data acquisition in the field of materials development and an informatics approach for analyzing the acquired data by using machine learning. The potential benefits of its utilization are also discussed. In addition, the paper discusses the application domains of the spin-current thermoelectric conversion technology that are currently being put into practical use.


    Reducing the Power Consumption and Increasing the Performance of IoT Devices by Using NanoBridge-FPGA


    The NanoBridge-FPGA, a field programmable gateway array incorporating NEC’s original NanoBridge metal atom migration-type switch, offers higher power efficiency and faster processing speed while achieving excellent durability against radiation and high temperature. That combination of reduced power consumption and increased performance makes the NanoBridge-FPGA suitable for application in a wide spectrum of fields. Featuring higher power efficiency than a CPU, an FPGA is a group of integrated circuits that facilitate hardware (circuit configuration) switching using semiconductor switches and memory modules. The new NanoBridge FPGA ramps up that power efficiency of the FPGA by replacing these semiconductor switches and memory modules with the space-saving NanoBridge. This paper discusses the operating principle of the NanoBridge, the internal construction of the NanoBridge-FPGA, and compares its performance with commercially available FPGAs.


    Development of Nano-carbon Materials for IoT Device Applications


    NEC Corporation is the originator of the carbon nanotubes (CNTs) and carbon nanohorn aggregates (CNHs) of representative nanomaterials. CNTs show either metallic or semiconducting properties that depend on differences in the arrangement of carbon hexagons. The thin film transistors that utilize the semiconducting CNTs are expected to extend application in the electronics domain. The CNHs have a high specific surface area and feature high dispersion and they are expected to be applicable to energy devices such as capacitor and fuel cell electrodes. More recently, NEC Corporation has discovered the carbon nano-brush (CNB), which is attracting much interest because it possesses the excellent properties both of the CNTs and the CNHs. This paper introduces NEC Corporation’s current nanocarbon materials developments.


    Proof of Concept of Blockchain Technology in the Field of Finance Using Hyperledger Fabric 1.0


    A blockchain is a distributed ledger system that allows the participants to share and record data without using a centralized management system. This paper introduces a PoC that was performed through inter-company collaboration operations in order to verify the applicability of blockchain to the IT systems of financial institutions with high system requirements for quality. The results have proven that Hyperledger Fabric 1.0, which was the blockchain platform adopted in the PoC, can meet many system requirements for operability/maintainability and security, but also that, it still has some issues that need to be addressed, such as resistance to falsification and implementation of a cryptography function.
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    Today’s world is one of ever increasing complexity. As globalization and diversification bring new and unexpected changes, communities struggle to maintain ties to local cultures and traditions, weaving an ever more intricate web of social and environmental issues that threaten to paralyze local governments and residents. At NEC, we are committed to helping to solve social issues that challenge communities around Japan and around the world by leveraging our expertise in ICT. Our goal is the achievement of a society that embodies the values of safety, security, efficiency, and equality.


    From a global perspective, we see more and more people heading to the cities, leading to increasing urban concentration and overcrowding. Globally, the percentage of city dwellers is expected to reach 70 percent by 2050, with crime and the risk of terrorism increasing in tandem. At the same time, the online world is exploding, with millions more people getting connected every day. This has given rise to new types of crimes that cannot be prevented by conventional methods, increasing the necessity to develop digital technology-based anti-crime measures.


    When we look more specifically at Japan, we see an aging population with fewer and fewer children — a trend likely to accelerate in the future. Increasing social security costs and a decreasing workforce, as well as slumping consumption and declining economic vitality, pose severe challenges for governments at both national and local levels. Aggravating the financial stress imposed by changing demographics will be the increased burden on local economies imposed by deteriorating infrastructure that needs to be maintained or repaired. So grim is the outlook that almost half of municipalities in Japan may disappear by 2040 due to depopulation.


    We have been working all over the world to support the transition to secure, safe cities with our advanced technology, which includes security technology, as well as AI and IoT technologies such as biometrics and image analysis. For example, our crowd behavior analysis technology is contributing to city management — particularly in cases of natural disasters or other emergencies — by analyzing security camera footage in real time to capture the degree of congestion of a large crowd and the flow of people, making it possible to generate alerts appropriate to the emergency conditions. The results of the analysis can subsequently be used for crowd behavior prediction, further refining city management capabilities. At the same time, measures are incorporated to protect individual privacy.


    By converting real-world events — which have gone unnoticed until now — into digital data and then using that data for visualization, analysis, prescriptions, we will be able to help execute evidence-based city management by setting clear key performance indicators (KPI) and implementing a visualized plan-do-check-act (PDCA) cycle.


    For effective exploitation of information, it is important to take privacy into consideration while assuring quality and utilizing a wide range of data sources. The key to maximizing value is to connect data across a broad range of sources and inputs, transcending specific fields such as disaster management, safety, tourism, transportation, construction, healthcare, and infrastructure maintenance. Integrating diverse data in this way will create new value, new opportunities, and stimulate new ideas. This in turn will promote innovation in municipal and private sectors, improving and enhancing services for residents, thus leading to increased value and differentiation of the city as a whole with a focus on new business creation and human resource development at the community level.


    While NEC has data utilization platforms and advanced digital technologies in AI, networking, and security to help achieve these goals, we are also — as part of our efforts to accelerate data utilization — focusing on community cocreation activities. These activities aim at economic growth and creation of sustainable communities by helping solve local issues in collaboration with municipalities, local enterprises, and residents, through the efforts such as the establishment of a smart city promotion council and the conclusion of a comprehensive cooperation agreement.


    By collecting a wide range of urban data and integrating it around a human-oriented core, NEC will help transform lifestyles into ones that are more abundant and meaningful, while achieving cities that are safer, more reliable, more sustainable, and easier to live in. By integrating the real world with cyberspace, NEC is aiming to create a humancentered society where people’s lives and interactions will be enhanced through city management. At NEC, we will set our own priority themes and our own KPIs from the perspective of environment, social, and governance (ESG) to maximize our social value. In so doing, we believe we can contribute to the United Nation’s Sustainable Development Goals (SDGs).


    In this special issue on sustainable data-driven city management, we introduce NEC’s solutions for achievement of safer cities, various technologies for city management, and case studies of our commitment to community co-creation.


    We hope that you will enjoy reading this issue and look forward to your continuous guidance and encouragement.
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  Start-up of Data Utilization-type Smart Cities


  
    Efforts to create smart cities, aimed at solving social issues through digital transformation, have entered a new era. While the early smart cities focused on laying out the systems for each field, such as energy and traffic, and on data utilization within each of these fields, the smart cities to come will primarily deal with cross-domain data utilization to address social issues with a view to total optimization. This paper gives an overview of the development state of data utilization-type smart cities by discussing the trends in smart cities headed in a new direction and some solution examples NEC is working on in Japan and abroad, as well as introducing the city management technologies which form the foundation of the solutions.
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    1. Introduction


    International efforts aimed at attaining the Sustainable Development Goals (SDGs) adopted by the United Nations in 2015 are gaining momentum in individual countries. The Japanese government is also promoting the Society 5.0 concept for the attainment of the SDGs in order to realize a smart society that brings a richer life to people by highly integrating cyberspace and physical space.


    Cities have a variety of issues. Smart cities are initiatives to solve social issues, such as energy supply, traffic congestion, disaster preparedness, and healthy longevity, through digital transformation. It is not simply about introducing AI, IoT, and other digital technologies to social infrastructure, but aims to induce a digital transformation and solve social issues.


    The early smart cities had specialized ICT systems in individual fields and used data separately. While this significantly contributed to the resolution of issues in the specific areas, it rendered cross-domain data utilization and coordination difficult. On the other hand, as social issues have a composite impact, cross-domain data linkage to create new services and values are increasingly in demand. Europe, where the development of smart cities first started, developed FIWARE as a data utilization platform to solve such issues and is promoting it for worldwide proliferation. Cross-domain data utilization is promoted to realize a data-centric society.


    Once multifaceted data accumulation is achieved, the circumstances in cities can be visualized with a centralized system. Supporting city management undertaken by city leaders from a data utilization aspect can contribute to the resolution of social issues in an efficient and sophisticated manner as well as the creation of social values, such as safety, security, efficiency, and equality. Ultimately, the smart cities in the new era aim for the creation of such social values from a total optimization perspective (Fig. 1).
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         Fig. 1 Transition of smart cities.
        

     


  


  
    2. Smart Cities in the World


    Smart city initiatives are spreading out all over the world. Cities are building their own hypothesis and verifying values toward the creation of social values. This section introduces some successful overseas cases of social value creation through digital transformation. NEC was involved in all of these projects (Fig. 2).
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         Fig. 2 NEC’s smart city projects (listing only the cities introduced herein).
        

     


    The first implementation project is in Tigre, Argentina, an early smart city that resolved social issues by utilizing digital technologies. Tigre established a public monitoring center for centralized monitoring of security camera images installed throughout the city. At this center, images are automatically analyzed by AI to readily detect wanted criminals and stolen cars. As a result, monthly auto thefts recorded in 2008, which was about 120 cases, dropped by almost 80% by the year 2013. The transformation into a safer city has had a positive impact on tourism as well. In 2016, the city’s major industry recorded a three-fold increase in tourism-related sales (including sales from restaurants and hotels) over the last decade. NEC not only built the system, but also launched a co-creation project with the city officials and formulated a city vision for 2030, contributing to defining the city’s issues1).


    The second smart city project is the implementation in Santander, Spain, where we achieved cross-domain data utilization. In Santander, 12,000 sensors were installed throughout the city, which were consolidated on FIWARE ― the data utilization platform ― and used in applications for a variety of areas, including waterworks, parking, and energy. One of these applications is the use in the garbage collection business. Conventionally, garbage collection trucks ran their fixed routes regardless of whether there was an actual accumulation of garbage. Considering this matter, the project set up, on garbage bins, sensors that measure the amount of garbage in order to streamline the collection routes, which resulted in a 15% cost reduction. This data utilization platform aims to publicize the Application Programming Interface (API) so that private firms can offer their services. Furthermore, the project works to make data visible to citizens while also collecting opinions from citizens to be reflected in urban planning. The project intends to reinforce the engagement with citizens through such bidirectional communication.


    The third example is a project aimed at realizing next-generation smart cities. Drawing on the aforementioned FIWARE, NEC developed the Cloud City Operation Center (CCOC) as a common platform that supports the data utilization aspect of city management. The CCOC has been introduced at integrated management centers in Bristol, UK, and Lisbon, Portugal, and we are currently verifying the effects.


  


  
    3. Smart Cities in Japan


    Smart city initiatives are also growing in Japan. The Japanese government has upheld Society 5.0 to promote the creation of social values by means of digital implementations. This section introduces some projects that are creating social values through digital transformation in Japan. NEC was involved in all of these projects (Fig. 2).


    The first example is a project in Toshima Ward in Tokyo, where digital technologies solved issues in the area of disaster preparedness. Toshima Ward incorporated a crowd behavior analysis technology that analyzes security camera images with AI into its comprehensive disaster preparedness system. The ability to automatically calculate the number of retained people and the direction of traffic in the event of a disaster was useful in taking measures, including quick guidance of people having difficulty getting home. NEC also conducted demonstration experiments for understanding the local state by analyzing SNS, etc. using natural language processing technology. These implementations are contributing to the creation of the safe, secure city that the ward envisions.


    The second example is a smart city project currently in an experimental phase, aiming to contribute to inter-industrial data utilization. In Roppongi and Toranomon, Tokyo, and Hiroshima, NEC tested the omotenashi (“Japanese hospitality”) service that uses personal data and the tour promotion service with a focus on public transportation as services for foreigners visiting Japan. Using public transportation IC cards, multiple local industries, including airports, bus systems, hotels, and tax-free businesses, collaborated for the verification project aimed at regional vitalization.


    The third example of smart city implementation is in Takamatsu, Kagawa Prefecture, where we achieved cross-domain data utilization. In Takamatsu, we collected real-world data by means of IoT in the fields of disaster preparedness and tourism, both of which are high priority areas, and developed a system that visualizes data and a FIWARE-based data utilization platform that can also be utilized by other industries. Previously, city officials visited the actual rivers to study the flood risks; since the introduction of this system, officials at the city hall can quickly learn of the approach of dangerous water levels, in the case of heavy rain, based on the information provided by the system. This has led to an actual advantage in terms of taking early action. In relation to the above, Partnership for Smart City Takamatsu was founded in Takamatsu to work on solutions to regional issues through collaborative data utilization by the private and public sectors and academia.


    The fourth example concerns demonstration experiments for accelerating data distribution. In March 2018, SAKURA Internet, Inc. and NEC jointly built a data distribution environment compliant with FIWARE specifications in Fukuoka, Fukuoka Prefecture. Releasing this environment to experiment participants, which include venture businesses, SMEs, and other organizations and individuals, will not only allow the participants to use it for their own business purposes, but also allow them to share amongst themselves the needs and issues related to data distribution. We will develop an ecosystem in the data distribution market and promote the creation of smart applications that create new value.


    The fifth example is the experimental phase of a project that supports city leaders in city management from a data utilization aspect. In Okazaki, Aichi Prefecture, AI performs correlation analyses using open data. To operate administrative policies efficiently and in a planned manner, the city uses various data ― finance, childcare, regional promotion, and more ― and applies it to their policy-making approach, such as predicting the relationship between the implementation of policies and the expected effects. Such efforts can ultimately lead to a reform in city management, for example, a revision in the allocation of budgets spent on social infrastructure.


    As mentioned previously, smart city initiatives are shifting from the early design of digital use that only tend to the solution of individual social issues towards the creation of new values via cross-domain data utilization and the direction of supporting city leaders’ city management from the data utilization aspect, both in Japan and abroad.


  


  
    4. City Management Technologies


    Data utilization platforms are at the core of a cross-domain data utilization-type smart city. FIWARE is a data utilization platform developed by the Future Internet- Public Private Partnership (FI-PPP) in Europe over five years, starting in 2011. FIWARE Foundation was established in 2016 and carries out promotional efforts to make FIWARE the de facto standard in Europe. It is characterized by the adoption of OMA NGSI-9/10 as API as well as its provision of modules as open source software (OSS). Being an open architecture, it can prevent vendor lock-ins.


    However, the initial version developed in Europe focused on openness and requires reinforcement in aspects of security, AI, and analytics. The risk of interruption of urban functionality by a cyberattack is higher in smart cities, where diverse social infrastructure systems are digitized. Additionally, if systems handle personal data, measures against information leaks must be further strengthened. Furthermore, as the circulation of real data from IoT progresses, the processing capacity of networks connecting devices and the cloud will become an issue. As a solution to this, reinforcement in edge computing areas, such as the development of Fog- Flow technology, must be sought. NEC is developing a Japanese version of the data utilization platform for this end to accommodate these particular concerns prevalent in Japan (Fig. 3).
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         Fig. 3 Reinforcements in the Japanese version of the data utilization platform.
        

     


    On the other hand, the process toward the standardization of smart cities is also progressing at the management level in parallel with the technical developments. Standardization is under review by the International Organization for Standardization (ISO) and the International Telecommunication Union (ITU). Some standard key performance indicators (KPI) for city management are also released. Being aware of this trend, NEC engages in technical development conducive to social values.


  


  
    5. Conclusion


    As described earlier, NEC is working on smart cities aiming for digital transformation in cities. NEC also has a history of being deeply involved with the establishment of public-domain ICT systems, such as that represented by the development of local government systems and the proliferation of the My Number System in Japan (Fig. 4). Nevertheless, new initiatives such as cross-domain smart cities often lack an established scheme by city operators ― simply building an ICT system is not the end of the story. NEC is focused on regional co-creation and working hand-in-hand with the locals in these new smart city efforts. NEC is in the progress of transitioning from an enterprise that provides things to an enterprise that delivers new value to society.
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         Fig.4 NEC’s public-domain solution business.
        

     


  
    * OMA is a registered trademark of Open Mobile Alliance Ltd.


    * Other company and product names mentioned in this article are trademarks or registered trademarks of the respective, relevant organizations.
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    This paper gives an outlook of recent smart city activities in Europe and North America which leverage interchange and utilization of cross-sector data. In these regions, cities are now focused on achieving digital transformation of the city management after experiencing many challenges in the earlier smart city efforts. And now the goal for the smart city has become to build a more sustainable and citizen-centric community via cross-cutting, problem-solving, and flexible approach. Such an innovation agenda calls for an open and agile nature for the data exchange platform and an EU-originated open source software called FIWARE, which is rapidly gaining its visibility as the de-facto standard smart city IoT platform, is highlighted. Furthermore, some important clues in achieving digitalization of cities, including non-technical aspects, are also discussed.
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    1. Introduction


    While the world population is continuing to grow, the population in urban areas is increasing much more rapidly and, by the year 2050, two thirds of the world population is predicted to live in urban areas. This trend has become the source of various social issues, including delays in infrastructures preparations, widening gaps in life expectancy levels and insufficiency of resources (foods, water, energy, rare metals, etc.). On the other hand, in the regions where the industrial development has matured, such as in Europe and Japan, another set of issues are emerging that accompany the increase in the aging population and the aging of urban infrastructures. Aiming at solving these issues by 2030, the United Nations has defined 17 goals and 169 targets to be comprehensively achieved by 2030 and has compiled them into the Sustainable Development Goals (SDGs). The SDGs were unanimously adopted at the 2015 General Assembly by the 193 member states. Countries in the leading position have recently taken the approach of achieving the targets via a digital revolution and the projects of advanced smart cities are attracting attention because of the possibility that they will contribute substantially to sustainable city management.



  


  
    2. Worldwide Expansion of Digital Smart Cities


    The projects associated with the smart city were begun in Europe and are currently being expanded worldwide (Fig. 1).
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         Fig. 1 The Major Smart City Projects = Worldwide (★: Projects participated by NEC).
        

     


    Smart city initiatives in their initial period have been focused on enhancing the efficiency of specific service domains such as for power supply or traffic infrastructures. However, since the problems of cities affect each other across the domains, a more holistic approach is necessary in order to create a sustainable city. Also, in the initial period, smart city projects tended to focus on introducing new technologies by working with global technology providers. Consequently, the outcome of those projects were seriously questioned as to whether they really improved citizen’s lives. There is also the issue that many projects are still in the pilot stage. Even when a smart city in an early stage is developed via government funding, it cannot be expanded unless a more sustainable financial mechanism is established that assures continuous operation.


    The use of recently emerging digital technologies such as AI and IoT is currently raising great expectations. It is however required to convert the approach to smart city implementation into a problem-solving type approach, instead of simply prioritizing the use of new technologies. We must also try to maintain financial sustainability for the various stakeholders.


    Based on the recognition of issues as described above attempts to convert smart city projects to next-generation ones are now beginning to emerge.


    In Europe, the European Commission has defined the high-level strategy of “Digital Single Market (DSM)”. And as the related agenda, initiatives such as Digitizing European Industry and the e-Government Action Plan were established in 2016. In this way, cross-cutting data utilization is now making steady progress as seen, for instance as the consolidated Open Data Portal that gathers the open data of member countries.


    In the United States, the Global City Teams Challenge (GCTC) was started in 2014. This is a program under the leadership of the National Institute of Standards and Technology (NIST) that aims at deploying IoT technologies to smart cities. Based on cross-cutting linkages of various fields including those for traffic management, energy, and health, the local governments, academic institutions, enterprises and NPOs are organizing teams called action clusters to solve these issues. This program also attracts participants from countries other than the United States, including Japan.


    In the UK, the Smart City Framework (SCF) was issued as a guide to assist city leaders in their efforts for achieving innovations that can overcome social issues. The British Standards Institution (BSI) has formulated it as the Publicly Available Specification (PAS-181: 2014)1) in which an integrated operation model is defined, aiming at breaking away from the “silo mentality” and offering services based on citizen-centric designs (Fig. 2).
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         Fig. 2 New integrated operation model for smart city.
        

     


    In the present paper, we refer to the next-generation approach as the digital smart city. The objective of this approach is the digital innovation of cities by solving issues of the smart cities emerging in the initial period as
described below (Fig. 3).
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         Fig. 3 Requirements for the digital smart city.
        

     


    The first step is to transform the approach into the problem-solving type approach without presupposing specific technologies and to prioritize cross-cutting data utilization. Open data allows the administrative information of various fields to be used and the application of IoT combines real-world data so that data obtained from diversified sources can be applied collaboratively.


    The services to be provided in the next step presuppose evolution brought about by innovations. The standardized Application Programming Interface (API) is open so that the various developers can participate. The data utilization systems that become the contact points with citizens are designed as citizen-centric city management design (design thinking approach) in order to encourage the engagement of citizen groups. 


    Meanwhile, the establishment of monetization mechanism is necessary in order to carry out sustainable operations under limited financial investment. The objective is to develop the investment and economic growth models and scale them in a sustainable manner. By implementing the capability of assessing the outcomes of projects based on measured data, the evidence-based city management may be implemented.


    Composite efforts as described above may not only solve problems in individual fields but may also promote the creation overall of new social values. Innovations for flexibly dealing with various environmental changes lead to the birth of new industries, and the resulting economic growth will make it possible to implement a sustainable city.


  


  
    3. FIWARE as the Data Interchange Platform

    In Europe known as an advanced region of smart cities, the Data utilization platform FIWARE has been developed starting from 2011 and has been financed under the next-generation Future Internet-Public-Private Partnership (FI-PPP) program. NEC has been participating in this program from the initial phase.


    The core function of FIWARE is the “context information management” that provides application systems with various IoT data at desired timings. One of its main features is that it implements this function as the open source software (OSS) of an API, conforming to the international standard (NGSI-9/10). The nature of its open architecture enables extension of the systems without relying on a single ICT vendor. In addition, the modular structure enables quick startup by freely combining the modules required for each city. The developed modules can be replicated and reused in another city, so that flexibility is very high.


    When FIWARE is used as the core method for connecting various information source systems and application systems, it will be possible to utilize data efficiently by means of the cross-cutting approach (Fig. 4).
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         Fig. 4 Features of FIWARE.
        

     


    In 2016, the FIWARE Foundation was established as a non-profit organization for promotion under private leadership. It holds a FIWARE Summit series as the place of exchange between stakeholders: including developers, entrepreneurs and governmental officials. It also activates promotion activities by organizing a business-focused ecosystem as described below.


    The foundation works together to align the reference architectures with smart city consortia such as the OASC (Open & Agile Smart City) and TM Forum. The TM Forum is the association that issued the City as a Platform Manifesto in 2017 and defined ten common principles driving smart city achievements. These principles include the need to be grounded in open architectures and to have the support of goal 11 of the SDGs (Making cities and human settlements inclusive, safe, resilient and sustainable).


    The foundation is also endeavoring to disseminate FIWARE by supporting the acceleration of start-up enterprises as well as by enhancing collaborations with investment institutions while offering technical support.


    Furthermore, under the collaboration with standardization organizations such as the International Telecommunication Union (ITU) and European Telecommunications Standards Institute (ETSI), harmonization of API specifications is underway. These efforts are making the FIWARE the de-facto standard in Europe. As of 2018, FIWARE has already been adopted by more than 115 cities including some from outside Europe.


    With the consideration that the endeavors of the FIWARE community as described above are indispensable also for Japan to achieve its Society 5.0 policy, NEC became the first Japanese enterprise member of the highest-class (Platinum) of the FIWARE Foundation in March 2017. Acting as a member of the Board of Directors (BoD) and Technical Steering Committee (TSC), NEC is leading the promotion of the enhancement and the extension of the functions of FIWARE.


  


  
    4. Mechanisms for Promoting Digitalization

    4.1 Cases of frontrunner smart cities


    In reality, to simply introduce digital technologies cannot alone advance digital innovation. Smart cities need to implement mechanisms that can promote digital innovation.


    In Amsterdam (Netherlands), the Amsterdam Smart City (ASC) was established as the government-private investment-based consortium for promoting the creation of an intelligent city. In 2014, the municipality installed the Chief Technology Officer (CTO). With the ASC occupying the core position, more than 70 enterprises and organizations are gathered to advance digital innovations by respecting the bottom-up approach by involving the citizenry. At the same time as the ASC assumes leadership in start-up support activities, the municipality runs a data lab and implements more than 200 projects. After a year or two, when actual results are confirmed, the target areas are to be expanded.


    Helsinki (Finland) is improving the start-up support by aiming at transforming the city into an innovative hub. The municipality opened the Helsinki Region Infoshare (HRI) in 2011 to enable free use of open data in a wide range of categories from traffic to buildings, economy, taxes, cultural and health matters. The Helsinki Region Transport (HSL) that was organized in 2010 by several local governments including the Helsinki municipality supports startup enterprises by providing open data and open API. Several enterprises utilize the open data to develop services such as Mobility as a Service (MaaS) including route guidance, and more than 30 services have already been registered.


    The characteristics commonly observed in cities such as the above are; 1) the high-level goals that each city should aim for are defined explicitly and shared by crossing the barriers of efficiency improvement per department, and; 2) there exists an organization that can facilitate the various stakeholders to stimulate the inception of innovations regionally, even at the technological level while aligning the direction to the mayoral level goals as detailed above. In addition the FIWARE Foundation installs regional city co-creation centers called iHubs or Innovation Hubs for use as places of exchange between stakeholders; including regional enterprises, universities, public institutions and entrepreneurs. An example of iHub in Malaga (Spain) provides an environment for app development using various in-city data accumulated on the FIWARE and uses a shared office for the guidance of business models to prepare startups and arrange exhibitions to demonstrate the developed products.


    The living lab is one of the active value verification mechanisms of the IoT era that is attracting attention as the place of verification for the validity of solutions. The most well-known living labs include the DOLL2) and ENoLL3). The DOLL (Denmark) is a place for encounters and experience of the developers and purchasers of smart city solutions. Three laboratories including the Living Lab (place of experience), Quality Lab (testing environment) and Virtual Lab (virtual development environment) are organized there. ENoLL or the European Network of Living Labs is an international association of living laboratories worldwide, and particularly in Europe. After starting up in 2006, it began the concept of the “open ecosystem” that enables mutual benchmarking between participants by providing experiment facilities and best practice information exchange opportunities.


    4.2 Common points in digital technology promotion


    Based on the projects outlined above, this section enumerates the points commonly required for the promotion of digitalization. To begin with, declaration of the vision aimed at by each city in a written form and strong leadership of the chief executive are the minimum conditions. But this is not enough to arouse the courage of challenging new concepts in the field or for changing the procedures that have been inherited with the “silo mentality”. Therefore, advanced smart cities are adopting the four functions of: facilitation, startup support, innovation hub and living lab.


    Facilitation refers to a post or organization that leads the cross-cutting smart city implementation, including data strategy, in place of the chief executive. This post may be called the CTO or CDO (Chief Digital Officer) who should assume responsibility for what is achieved. Verifications of hypotheses based on data are repeated from the policy candidate phase by setting the Key Performance Indicators (KPIs). What is important is that the appropriate municipal official continuously oversees the work as the staff commander, in place of relying on outsider control.


    The startup support is to create an environment for fostering entrepreneurs who can function as the motive force for promotion of the regional economy. This support includes training programs for the utilization and monetization of data, introduction of mentors and network development.


    The innovation hub is the place of exchange for driving bottom-up innovations. It changes the urban services from those exclusively belonging to the administration and builds new local business ecosystems. Exchange of ideas of multiple stakeholders including the administration, citizens, universities, enterprises and NPOs aims at the creation of services by using the design thinking approach.


    The living laboratory provides the place for verification experiments to enable the initial startup of the new services. It provides actual environments for testing the IoT services, partitioning them by period and area. This makes it possible for an introductory start of open and agile developments.


    The leading smart cities combine mechanisms as described above to tackle digital innovations targeting sustainable, citizen-centric city managements.

  


  
    5. Conclusion


    The perspective for development of digital smart cities worldwide is given. The trends are recently shifting from the enhancement of the smartness of individual fields to smart cities based on cross-sectional data utilization. Although many projects are still at the experiment verification stage, common points required for advanced innovations are now taking on a clear shape.


    In Japan, the national government has started to take the leadership in promotion of data utilization aiming at the implementation of Society 5.0. We aim to avoid these efforts from becoming sporadic and to enable sustained innovation based on each region’s own leadership. We also anticipate that the approaches as introduced above that are ongoing worldwide, will offer a worthy reference.
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    Abstract


    In Japan, which is faced with an aging society ahead of the rest of the world, achieving a sustainable society by overcoming the shortage of social security resources in the future is the biggest challenge. The country now needs to review city management practices that have continued to be used since the high growth period by aiming to bring about a transformation. This will be a radical paradigm shift from the former hard infrastructure (the type of social infrastructure composed of concrete), to the flexible and adaptable infrastructure (one that focuses on the utilization of data). In order to advance such a transformation, the application of digital measures will not in itself be enough. It will also be required to achieve a regional co-creation policy that sounds more like analog measures. Japan, as forerunner of finding answers to emerging issues, must succeed in creating social infrastructure via new concepts that are capable of resolving this hard-to-solve social issue. The results are then expected to contribute to worldwide improvements.
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    1. Introduction


    By setting the Society 5.0 policy, the Japanese Government is promoting its international competitiveness through digital transformation. This is being prepared via legislation such as the Basic Act on the Advancement of Public and Private Sector Data Utilization in 2016 and the amendments to the Act on Protection of Personal Information in 2017. The Special Mission Committee on IT Strategy of the Liberal Democratic Party started to study data utilization platforms in 2016 and NEC joined positively in its proposed activities. As a result, the committee’s proposed scheme entitled “Digital Nippon 2017” cited FIWARE, as a data utilization platform based on open architecture that would launch the dissemination of FIWARE within Japan. In Japan, as forerunner of finding answers to emerging issues, efforts aimed at data utilization are expected to function as an innovation prime mover.


  


  
    2. A Paradigm Shift in City Creation


    Each city has multiple issues that vary widely, depending on the region. These include traffic jams, food supply issues, disasters such as earthquakes and tsunamis, crime, child raising, society of health and longevity, international competitiveness and depopulation. Nevertheless, the issue that is commonly the most important for all cities is the implementation of a sustainable society.


    Japan has already shifted from the growth period to the mature period. It is estimated that the population will decrease from about 120 million in 2018 to about 49 million in 2100. There is also an estimation that a half of the current local governments in Japan will risk disappearance by 2040. Japan, which leads the world in facing a super-aging society issue may also risk suffering a shortage of social security expenditure revenues.


    The social infrastructure needs therefore to impose a radical paradigm shift. Moving from the former hard infrastructures composed of concrete that were applied in the high growth period to the flexible and adaptable infrastructures based on an increased utilization of data (Fig. 1).
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        Fig. 1 A paradigm shift in social infrastructures.
      

    


    For example, instead of building a library for the rental of books, it would be possible to examine if the total cost can be reduced by converting the old way into a new way such as an online library based on data utilization. An increase in the height of robust flood barriers may be proposed as a protection measure against tsunami damage, by averting the possibility that waves of an unexpected height will pass over them. In such a case it is worth examining if this practice might be replaced by the addition of a data utilization measure that could provide better communications for citizens, such as a resilient disaster-prevention navigation service capable of flexibly transmitting information, even in the case of an unexpected event. In addition, as medical and nursing care expenses increase, it would be useful to examine whether total social security expenses can be reduced by shifting the ratio of cost from medical treatment to prevention. For such a purpose, a means of communication that utilizes personal data is useful. Instead of advancing individual fields, overall optimization should be aimed at that makes use of mutual linkages among the different fields. Discussions such the above will be essential in implementing a sustainable society in the future.


  


  
    3. Creating a Flexible and Adaptable Infrastructure Based on Data Utilization


    3.1 Economic circulation model


    The objective of a flexible and adaptable infrastructure is the creation of a sustainable city. As this involves a large number of complex factors, the present section discusses them by associating them in the context of an economic circulation model (Fig. 2).
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        Fig. 2 Economic circulation model - Toward a sustainable city.
      

    


    A sustainable city needs a continuous supply of financial resources. If these are insufficient, the social infrastructure cannot be maintained and the increased insecurity and inconvenience will lead to population outflow. The result is a vicious circle with increasing shortages of the requisite financial resources. Depopulation also affects consumption and results in industrial decline. The decline of industries inevitably reduces regional employment levels, which affects the incomes of the inhabitants and a vicious circle is again produced. Thereby reducing the consumption levels even further because of the need to conserve funds for the provision of daily life support.


    3.2 Sustainable city management


    In order to implement a sustainable city, the economic circulation model consisting of such double loops should be changed in a favorable direction by means of a suitable trigger. Such a trigger can be generated by means of city managements that apply changes directly to their social infrastructures and thus exert indirect influences on the various factors composing them. Just as by the fact that private enterprises have survived for many years using management systems based on data processing. Cities should also perform appropriate management practices, so that they can survive by promoting innovations according to environmental changes.


    Specifically, cities set the Key Goal Indicators (KGIs) and Key Performance Indicators (KPIs) that will contribute to the achievement of targets and turn the Plan-Do-Check Act (PDCA) cycle. The means for achieving the targets consist of multiple candidates, and it is also important to review policies if the effect does not appear by hypotheses verifications based on data. The Administrative Reform Promotion Office of the Japanese Government is promoting the Evidence Based Policy Making (EBPM), by which data utilization is presupposed. Attempts have also been started to perform a correlation analysis using AI to see what kinds of measures exert what influences on each factor of the economic circulation model. Subsequently, the budget allocated to each element of social infrastructure (flow e in Fig. 2) can be reviewed according to environmental changes.


    Such city management practices indispensably need multifaceted data utilizations. They cannot be started effectively without suitable data inputs (Fig. 3).
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        Fig. 3 Image of a flexible and adaptable infrastructure.
      

    


    3.3 Organization of the new ecosystems


    Innovation is also necessary for the parties providing public services. Hitherto, public services have been provided under the leadership of local governments. However, advanced cities worldwide have now begun to organize new administrative ecosystems under governmental / private sector collaborations. Places of regional co-creation are formed to promote innovations by the participation of local enterprises, universities and NPOs. Each service is not continually used in the same manner once it has been created, but is subjected to repeated evolutions in order to improve its usability. New industries are created in order to stimulate the economy via this process. The local participants involved in this process are motivated by self-realization and give to society so long as the economic circulation model operates favorably. To prepare such a situation, data should be opened and the API should be disclosed so that the API usage can be established economically (Fig. 3).


    3.4 Enhanced engagement of citizens


    The engagement of citizens should also be encouraged. Based on the concept of citizen-centrism, services should be transformed to improve their usability as typically represented in the one-stop governmental services. Development of services should be conscious of the need to shift from the consumption of material things to the consumption of experience.


    On the other hand, it is also effective to prepare a mechanism for collecting citizens’ opinions. Transformation into a sustainable city will be accompanied by painful events. The dilapidation of constructions such as bridges etc. will require the allocation of a huge amount of tax. However, if dilapidation countermeasures are not pursued and the bridges are blocked, inconvenience is likely to increase. What is essential is to adopt a convincing solution based on suitable data such as frequency of use and to hold bi-directional communications that are capable of forming a consensus for modifying the allocation of social infrastructure budgets (Fig. 3).


    3.5 Cross-domain data utilization


    Data utilization platforms are indispensable for promoting efforts to achieve the measures mentioned above. Furthermore, in addition to using open data, it is essential to utilize cross-domain data. FIWARE that was developed in Europe by the Future Internet Public-Private Partnership (FI-PPP) and was subsequently disseminated worldwide is optimum for such purposes. However, since it is not easy to alter those traditional local government systems that have been optimized per domain, into a form of cross-domain systems, it will be required to increase the degree of maturity step by step (Fig. 4).
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        Fig. 4 Degrees of cross-domain system maturity.
      

    


    In the first step, the local government information is turned into open data to improve the operation efficiency. Second, a common platform should be adopted to enable mutual data utilizations between different domains and to make this the ground for the operation reform to come. For example, a single camera image offers utilization potential in multiple domains. Such as in the security management of an entrance gate, identification of health conditions and safety confirmation in the case of a disaster. Finally, individual services should be connected for value creation from the viewpoints of users such as in the implementation of one-stop services. In addition to improvements in individual services, city managements should also be based on data, so as to achieve an overall optimization of policies.


    3.6 Monetization of cities


    As discussed above, continuous financial resources are necessary for effective city operations. If city managements can bring about changes to the factors offered by the economic circulation model (Fig. 2), money flow from beneficiaries can also be expected. (a) to (d) below corresponds to those in Fig. 2.


    Improvements in the population situation (daytime and nighttime populations) leads to; (a) increase in the resident taxes and donations (including resident tax deductible donations from non-residents). Improvements in the consumption and investment leads to; (b) increases in the consumption tax, income tax (separate tax associated with real estate, financing, etc.) and fixed assets taxes. Improvements in employment leads to; (c) increases in income taxes (comprehensive taxes on salaries, etc.). Improvements in industries lead to; (d) increases in corporate taxes, donations and advertising expenses. In addition, other funding mechanisms are beginning to be employed, including; (d) BID (Business Improvement District) into which the landowners who could be beneficiaries can invest; (b) SIB (Social Impact Bond) with which funds from the private sector are engaged and paid according to achievements, and; (b) crowd funding by which citizens contribute.


    It is naturally not an easy task to improve the flow of funds immediately. However, we believe that it is important to engage in trial and error in a way tailored to each individual region and that these attempts will bring about good economic circulation.


  


  
    4. Regional Co-creation for Continuous Operations


    Simply implementing digital technologies based on a city’s data utilization platforms will not advance the Paradigm shift. Regional co-creation where human behavior is the driving force, that is, activities regarded as analog measures is also necessary.


    At NEC, we started our Future City Development Division in April 2017, and organized “sandboxes” matching the circumstances of individual regions to practice regional co-creation. Various techniques are employed via this approach, such as holding co-creation workshops, running city creation conferences, concluding comprehensive collaboration agreements, establishing Destination Management Organization (DMOs) and investing into special-purpose companies. What is common to any of these is that, instead of acting as a vendor of ICT systems, we organize ecosystems composed of different business types in each region for continuing deliberations on the solution of issues. Deliberations are advanced by repeating trial and error e exercises and by adopting an effective Deliberations are advanced by repeating trial and error e exercises and by adopting an effective design thinking approach. The large variety of participants means that new ideas may easily be born, but it is not rare that the large range of cultural differences or positions tend to easily cause collisions. As this has posed questions regarding facilitation capabilities, we are currently working hard on resolving this point (Photo).
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        Photo A scene in a co-creation workshop (Takamatsu City, Kagawa Pref. Japan).
      

    


  


  
    5. Conclusion


    In the above we set forth a grand targeted vision, but in actual fact the challenge has just begun and we cannot yet say that important results have already been achieved. We have long been contributing to city creation by building ICT systems, but the activity contributing to city management procedures discussed here is a new experience that poses a wide range of issues. We are determined to overcome each and every issue and advance our efforts step by step by means of pursuing hypothesis verifications in the various domains.


    Japan, as forerunner of finding answers to emerging issues, must succeed in creating social infrastructure via new concepts that are capable of resolving this hardto-solve social issue. When the super aging society eventually arrives in the world, these solutions are then expected to contribute to worldwide improvements.
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    Abstract


    The concept of adopting corporate management techniques for city management is starting to gain momentum.To ensure better, more enriched lives for citizens, we must constantly invest in innovation to increase efficiency on a sustainable basis. Trials are underway to effectively utilize existing data to enhance city management. NEC is harnessing its technologies and solutions in initiatives to realize sustainable city management in several European cities. This paper provides a summary of NEC’s Cloud City Operation Center (CCOC) as a solution to achieve the aforementioned objective, and presents use cases demonstrating how this solution is being adopted in cities abroad that are striving to become smart cities.
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    1. Introduction


    As of 2018, more than 50% of the world’s population are city dwellers, and this percentage is expected to exceed 75% within 20 years. Accordingly, the percentage accounting for GDP, energy consumption, greenhouse gas emissions, and other economic indicators is expected to increase further. In other words, cities play an important role in developing and promoting economic growth and prosperity of the entire country.


    Cities, meanwhile, are motivated to make citizen’s lives better on a completely different scale as nations. The reason for this is that once residents feel dissatisfied with living conditions, they can easily relocate to another city; it is infinitely easier to move to another city than to another country. This underlying competitive nature is the engine that creates and sustains innovation in cities.


  


  
    2. Issues in City Management


    Although each city has its own unique history, industries, and scale of activity, with specifically different issues and priorities, some issues that cities face are common to all. In this section, we explore the issues of sustainability and continuity which are common to all cities.


    2.1 Sustainability


    The multifaceted notion of sustainability is regarded as a major issue.


    (1) Economic sustainability


    

    Under the recent business downturn and swelling budget deficit, the national government cannot avoid fiscal austerity measures in view of concerns about the future of social security and welfare. This means that cities must construct new business models that do not depend on government subsidies in order to remain an attractive location as targets for business and investment.


  


    (2) Social sustainability


    
    Social stability in the form of quality of life (QOL), legal framework, and business opportunities are essential aspects in attracting talent and investments to cities.


    


    (3) Environmental sustainability


    
    Particularly in areas of rapid urbanization, lack of infrastructure is placing great strain on the environment. This calls for the need to implement growth strategies with minimal negative impact on the environment.


    


    2.2 Continuity


    It is essential to formulate and execute new plans for developing smart cities, while ensuring that existing public services continue to run smoothly.


    (1) Data collection


    

    Data plays a vital role in urban development because it provides us a window to accurately understand how the public services are offered and used to achieve the goal of transformation and reform, and how citizens feel about these services. However, many cities do not have a system in place to automatically collect data, and thus the resulting information is often inaccurate.


    


    (2) Transformation program


    

    A large number of municipal ministries and agencies act independently, making it difficult for local government leaders to oversee the entire city and ultimately draw a clear vision of the future. Transformation can be achieved only by overcoming a number of tiers of local governments, the siloing for each service, and the accompanying subdivisions of budget. Related departments must share long-term targets and short-term indicators and form a strategy that all departments are capable of supporting. To this end, it is essential to build a flexible and efficient data platform as a mediator between the data source and application.


    


  


  
    3. NEC’s Solution


    3.1 Cloud City Operation Center (CCOC)


    NEC’s CCOC (Fig. 1) is a common platform system developed by NEC to provide status visualization, data analysis and simulation for industry-specific smart services. This system utilizes FIWARE, the infrastructure software developed and implemented by the Future Internet Public-Private Partnership Program (FI-PPP) of the European Union (EU), and has been adopted for use in the system to realize smart cities in countless cities and companies mainly in Europe. FIWARE is characterized by its open architecture that is geared toward existing IT systems and systems to be newly developed.
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        Fig. 1 NEC Cloud City Operation Center.
      

    


    (1) Features



    	Visualizes data and customizes dashboard functions

    	Integrates Internet of Things (IoT) data

    	Integrates existing IT system data

    	Creates rules and workflow for automated services

    	Creates reports

    	Adds analysis algorithm for specified services




    (2) Effects of implementation



    	Helps organize and manage old and presently collected
data

    	Enables efficient development of IoT applications

    	Visual data identifies strategic advantages

    	Discloses data to citizens and entrepreneurs

    	Forecast algorithm promotes efficiency of services

    	Promotes collaboration between relevant ministries
and agencies

    	Derives profit from businesses based on the data




    3.2 Screen components


     The CCOC Platform provides a wide assortment of components to facilitate the flexible and rapid visualization of data (Fig. 2).



    	Map, Table, Graph, Gauge, Event details, Predictions, Alarms, Actuation, Multivariate analysis, Create new event, Camera, Filter, and Embedded web
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        Fig. 2 Screen Image of CCOC Platform.
      

    


    3.3 Integrated application


     The CCOC Platform allows subsequent NEC security applications to be implemented at any time.


    (1) IAPRO: Advanced image analysis and behavior detection system


    
     Enables high accuracy behavior detection by monitoring moving objects in real time, and automatically recognizes and tracks people, vehicles, and other objects (Fig. 3).

    


    
      [image: 180105_03.jpg]

      
        Fig. 3 Image of IAPRO-based monitoring.
      

    


    (2) NeoFace series


    

     The NEC NeoFace series offers face recognition products1) harnessing the benefits of NEC’s face recognition technology which is considered the best in the world in speed and accuracy. This technology is used in a wide range of global applications (Fig. 4) including computer-access authentication, and entrance and exit management in the industrial sector; face authentication entrance in the entertainment sector; and immigration control, national ID system, and other applications in the government sector.
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        Fig. 4 Image of NeoFace Watch.
      

    


  


  
    4. Case Examples


     As people in European countries generally have a high environmental awareness, the European Union (EU), and governments in its member countries and their local governments have been driving smart city policies forward focused on promoting the pervasive use of renewable energy. At the time of the year 2018, the EU countries are working toward the goal of achieving comprehensive smart cities based on the utilization of data.


     Here, we introduce smart city initiatives deployed in Bristol and Lisbon.


    4.1 Bristol City


     Bristol is a regional hub city with the eighth largest population in the UK. The city aims to create innovative new smart services under one of UK’s advanced flagship smart city projects. Bristol City and the University of Bristol established a joint venture called Bristol Is Open (BIO) to propel the smart city project forward. NEC has entered into a partnership with BIO.


     As a first step, a facility called the City Operation Center
(COC) was set up as a platform to promote the sharing
and usage of data between concerned ministries and
agencies (Photo).


    
      [image: 180105_05.jpg]

      
        Photo City Operation Center.
      

    


     The British government operates a cooperative purchase program geared for the central and local governments, and NEC has received approval to provide CCOC cloud hosting services to support the program. This framework has also been used to provide the CCOC to Bristol city.


     The screen components installed in NEC’s CCOC will be used to firstly enable the visualization of in-home nursing care, community monitoring, and traffic monitoring operations. Furthermore, the event management component will be used to promote work flow standardization (Situation management). Going forward, plans are underway to deliver a wide spectrum of services in such fields as energy supply management, waste management, and entertainment.


    4.2 Lisbon City


     Lisbon is the capital of Portugal with a population of about 540,000 people within the city’s administrative limits. In the urban area extending beyond these limits, the population exceeds 3 million people, making it the 11th most populous urban area in the EU. Popular as a tourist destination, Lisbon is striving to strengthen security and better the quality of life (QOL). To accelerate the digital transformation of the city as a whole, it is considering the cross-integration of urban environmental data collected through IoT devices, data from external agencies, and data from multiple departments of the city.


     To achieve this endeavor, the city established a facility called the Integrated Operation Center (COI). NEC’s CCOC, as a system to be installed within the COI, was selected among other global and Portuguese vendors in a competitive bidding to provide the integrated management system for data collection.


     Under this system, the CCOC will integrate and manage data from 10 internal systems in Lisbon city, and will achieve the linkage of data from 30 external systems (airport, railway, traffic, environment, energy, police, and other systems). NEC’s IAPRO has also been deployed as a community monitoring system (Fig. 5).
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        Fig. 5 Image of community monitoring system.
      

    


     NEC will leverage its AI and IoT technologies for real-time collection and analysis of various kinds of community-acquired data (weather, geography, tourism, air pollution, traffic congestion, etc.), thereby contributing to the swift provision of municipal services in response to the detection of illegally parked vehicles, suspicious objects, and more.


  


  
    5. Conclusion


     There are still many issues to contend with in order to realize smart cities. To solve these issues, cities are starting to examine ways to manage cities like companies with focus on sustainability. In this paper, we presented some use cases of NEC’s solutions and the management of cities abroad based on the data utilization.
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  Building a Common Smart City Platform Utilizing FIWARE (Case Study of Takamatsu City)
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    Abstract


    As part of its effort to implement the Ministry of Internal Affairs and Communications’ proposal for “Promoting Data Utilization-Oriented ICT Smart Cities” the City of Takamatsu is the first organization in Japan to adopt the FIWARE platform — a common platform that makes it possible for ordinary citizens and businesses, as well government and municipal organizations, to freely access and use public data. Specifically, Takamatsu City has built a system that leverages the power of advanced IoT technology to collect, store, visualize, and analyze data in the fields of disaster management (coping with as a large-scale disaster) and tourism (promotion of sightseeing and MICE), which are both considered as a high priority. In this case study, we will examine in detail the common platform introduced to Takamatsu City and how the city utilizes data in the disaster-management and tourism fields.
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    1. Introduction


    With a view to realizing a city capable of sustainable growth, Takamatsu City in Kagawa Prefecture has introduced a common smart city platform that collects, stores, visualizes, and analyzes data across a broad range of fields.


    In this paper, we examine the smart city platform implemented by Takamatsu City. The first in Japan to adopt the FIWARE platform, this system leverages the power of IoT technology and open APIs to collect, store, visualize, and analyze data related to two of the issues the city has to reckon with — disaster management and tourism.


  


  
    2. FIWARE — A Common Platform for Smart Cities


    FIWARE*1 is an open source middleware platform that was developed and implemented under the European Union’s FI-PPP project*2. Designed to support the creation of smart cities, FIWARE is already widely used in Europe by municipalities and businesses.


    NEC has been a committed partner in FIWARE’s development since 2011. We have independently verified the quality of the FIWARE platform and are now offering local governments and area developers a security-enhanced service for smart cities using FIWARE, which we call the Data Utilization Platform Service.


    To help solve some of the issues faced in modern urban centers such as revitalization of communities and improvement of safety, this service uses IoT technology to collect comprehensive data in various fields and spheres (for example, disaster management, tourism, transportation, energy, environment, etc.) from various locations throughout the city and region. The accumulated data is stored on cloud servers where it can be shared, analyzed, and processed. The common smart city platform implemented by Takamatsu City is centered on NEC’s Data Utilization Platform Service and currently utilizes data related to disaster management and tourism.


  
    *1 FIWARE stands for “Future Internet-ware,” and is a next-generation Internet middleware platform developed by FI-PPP in order to enhance Europe’s competitiveness in next-generation Internet technology and support the development of smart applications in social and public spheres.


    *2 Standing for Future Internet Public-Private Partnership, FI-PPP implemented a five-year project starting in 2011 with a budget of 300 million euros as an ICT project under the EU 7th Framework Programme.

  


  


  
    3. IoT-Based Data Utilization Technology in the Disaster Management Field


    Two key issues dominate disaster management scenarios in Takamatsu City: (1) the risk of flooding of local rivers caused by localized torrential rain and typhoons, as well as by tsunamis and high tides along the coast — which have been increasing in recent y ears; and (2) the need to quickly assess shelter requirements and availability should a large-scale disaster occur and the ability to expeditiously provide accurate information to citizens if, for example, a Nankai megathrust earthquake were to occur (something that is expected to happen in the near future with a likelihood of 70 to 80 percent within thirty years).


    The system we have designed provides real-time data on river levels, sea levels near seawalls, as well as shelter availability (Fig. 1). Before the implementation of this system, there was no way to detect water levels in real time so checks were performed on the spot by city staff members. Now, thanks to the introduction of this system, we have been able to provide an environment where early-stage disaster measures (swift provision of accurate information to citizens, on-the-spot investigation by city staff, etc.) can be readily managed directly  from the city hall by live monitoring of the situation in disaster-struck regions.
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        Fig. 1 Overview of Takamatsu City’s System.
      

    


    3.1 Visualization of Water Levels in Rivers and Tide Levels at Seawalls


    To solve the issue described in (1) above, we installed water and tide level sensors at the observation points designated in Takamatsu City’s flood-preventionplan (Photo 1). In addition to the data on water and tide levels collected from these sensors, we also incorporate data regarding water and tide levels, as well as the amount of rainfall provided on Kagawa Prefecture’s disaster management website. All of this information is visualized on the Takamatsu City Dashboard (Fig. 2).
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        Photo 1 Water Level Sensor.
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        Fig. 2 Screenshot of Takamatsu City Dashboard (Visualization of Disaster Management Data).
      

    


    3.2 Visualization of Shelter Availability


    Issue (2) was addressed by installing smart meters at designated shelters in Takamatsu City. By collecting the data on power usage conditions from those smart meters and visualizing it on the Takamatsu City Dashboard, we can determined whether or not more shelters need to opened and the status of open shelters.


    We also have provided the city staff with a smartphone app that allows them to register the evacuation status — right on the spot at a shelter — onto the Takamatsu City Dashboard when the shelter is open and running.


  


  
    4. IoT-Based Data Utilization Technology in the Tourism Field


    Takamatsu City is focusing on two primary goals in the area of tourism: (1) to explore the development of new tourism resources such as the creation of dining, entertainment or sightseeing activities at night that would encourage tourists to stay overnight, as well as to support and develop local gourmet culture; and (2) to make the city more attractive to foreign tourists by installing multilingual signage, increasing the number of bilingual or multilingual staff, and adopting Universal Design principles.


    To help address these issues, we have built a system that tracks usage of bicycles rented out to tourists (including foreign tourists). Facing the Seto Inland Sea, Takamatsu City has few hills and the scenery there is so beautiful that it has become famous, attracting an increasing number of foreign tourists. The relatively flat topography of the city and its surroundings makes it easy for tourists to get around by bicycle, so rental bicycles are commonly used to get to the various sightseeing spots. By tracking the movements of these bicycles, we can collect data that supports the exploration of new tourism resources and shows where services can be improved for foreign tourists (provision of multilingual guides, installation of multilingual signs, provision of language courses for workers in the tourist industry, etc.).


    4.1 Visualization of Rental Bicycle Usage Data


    Now let’s take a look at how we tried to help address these issues. We incorporated a GPS tracking unit (a device that records travel paths using a GPS) in the rental bicycles (Photo 2). When a bicycle with a GPS tracking unit is returned to a rental bicycle station, the GPS log data in the GPS tracking unit is automatically collected via Wi-Fi. By comparing this data with the user attribute data (nationality, sex, age, usage purpose, etc.) collected beforehand (with user consent), this system is able to analyze the user’s movements.
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        Photo 2 GPS Tracking Unit Mounted on Rental Bicycle.
      

    


    The results of these analyses are stored in the common platform and visualized on the Takamatsu City Dashboard particularized as point of departure, destination, duration of stay, and travel routes (see the shaded areas in Fig. 3).
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        Fig. 3 Screenshot of Takamatsu City Dashboard (Visualization of Tourism Data).
      

    



  


  
    5. Conclusion


    In addition to tourism and disaster management, Takamatsu City plans to implement the common platform data utilization system introduced in this paper in other areas that fall under municipal. Together with NEC and STNet, the City is studying the construction of a verification environment for a common platform that will allow industrial, academic, private, and public sector entities to freely utilize the data. It is anticipated that the businesses and organizations that make up Partnership for Smart City Takamatsu*3 will take advantage of this verification environment to develop new applications in a variety of different areas such as disaster management, tourism, security, and welfare.


  
    *3 Established in October 2017 under the auspices of Takamatsu City and six companies and organizations. Its objective is to solve local municipal issues through industrial, academic, private, and public collaboration, while promoting a common platform for appropriate and effective utilization of data in the public and private sectors (achievement of a smart city). Thirty companies participated in this council as of the end of April 2018.

  


    


  
    * Wi-Fi is a registered trademark of Wi-Fi Alliance.

    * All other company and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    Robust consumption by foreign visitors to Japan contributes to and is considered to be an essential input for the revitalization of our regional economies. In this paper we introduce several support solutions applied by NEC. These are 1) An advanced urban service system that aims to provide meticulous “OMOTENASHI” hospitality to each and every foreign visitor, and 2) A transportation and sightseeing services system for visitors that is provided via collaboration between local enterprises. We aim to contribute to the comprehensive development of cities by promoting cross-industry and community collaboration, and thereby increase the inflow of domestic and foreign tourists and enhance tourism consumption.
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    1. Introduction


    More and more foreigners are visiting Japan for sightseeing and shopping. In January 2018, the Japan National Tourism Organization announced that the number of foreign visitors for 2017 had reached 28.69 million, which marked the highest number to date. The government set a target to attract 40 million foreign visitors in the year 2020 along with a tourism consumption target of JPY 8 trillion.


    The Japan Tourism Agency has formulated the “Tourism Vision to Support the Future Japan” and has announced that Japan will promote tourism as one of the key industries. The agency has selected nature, culture, food and climate as the four markers upon which to promote tourism in Japan. It is also expected that these may contribute to the growth strategy for local economy revitalization.


    One of the aspects of realizing this project is to improve soft infrastructure services and ICT usages. This paper introduces the challenges faced by municipalities that aim to provide high quality, advanced services by building an environment where foreign visitors can stay, shop, and enjoy other activities in comfort.


  


  
    2. Demonstration Project under the “IoT omotenashi cloud service” Proposed by MIC


    For a two year period from 2016 to 2017, the Ministry of Internal Affairs and Communications (MIC) has continued the demonstration experiment of “Internet of Things (IoT) omotenashi cloud service project”, which is a part of “Advancement of ICT utilization for the whole society towards 2020 : Action Plan (Ver. 1)”.


    “IoT omotenashi cloud service project”, the demonstration project by MIC, was implemented to realize society’s so called “omotenashi environment” that enables foreign visitors to go about unaccompanied and to spend their time comfortably, in local areas. The key points for achieving this project are explained below.



    	Implementation of cloud services that support social environments for foreign visitors in travel, sightseeing, shopping, etc.

    	Implementation of advanced and flexible services under the cloud computing environment, including smartphone, prepaid transportation IC cards and digital signage.

    	Implementation of policies, the so called “personal data store (PDS)” and the “vendor relationship management (VRM)”. PDS is a service that lets users store, manage and deploy their individual data, and VRM is a business activity that enables users to control their personal data usage and to intentionally select the service providers.





    Foreign visitors register their own personal information data via an exclusive application installed on their smartphone. After registering his/her age, language, allergy history, passport details, etc. to the cloud service, they can select their desired services via the service list on their smartphone.


    Companies that provide services such as transportation, hotels, restaurants, duty-free shops, etc. will use this user-approved, personal information data to improve the provided services. The tool to extract such personal information data is the prepaid transportation IC card that is linked to personal data (Fig. 1).


     
        [image: 180107_01.jpg]
        
         Fig. 1 Illustration of IoT omotenashi cloud service.
        

     


    NEC has been actively participating in the demonstration experiment of the “IoT omotenashi cloud service project” for the two year period from 2016 and 2017. We are a co-developer enterprise for the cloud service platform and we have employed NC7000-3A, which is compliant with the Open ID Connect standard. Various services that link to this cloud service platform have been studied.


  


  
    3. Evaluation of the Cloud Service System


    In order to implement the “IoT omotenashi cloud service project” in society, demonstrations of usage cases in five locations of three separate areas have been studied in 2016 and have revealed various issues. Various companies have collaborated in demonstrations as members of this project. NEC has joined the use case held in the Roppongi/Toranomon area, Minato-ku in Tokyo. In this area, five use cases were demonstrated, focusing on the flow of foreign visitors as they proceeded with their travels after passing through immigration, found accommodation, dined and shopped (Fig. 2).　


     
        [image: 180107_02.jpg]
        
         Fig. 2 Outline of the demonstration of a use case in the Roppongi / Toranomon area.
        

     


    Airport Transport Service Co., Ltd. was in charge of sending foreign visitors personal information data to hotels together with the bus arrival time information. The company extracted the foreign visitors’ personal information data via the prepaid transportation IC card that they purchased before boarding buses. Hotel Okura Tokyo Co., Ltd. was in charge of providing the guidance for a smooth check-in and restaurant menu information that was finely tuned to individual hotel guests. J&J Business Development Corp. (presently J&J Tax Free Corp.) evaluated the system for enhancing the efficiency of tax free procedures when shopping. The Japan Shopping Tourism Organization was in charge of assembling foreign visitors who could attend these demonstrations and managed the results of the demonstration experiments. Subsequently, NEC facilitated the ICT and took charge of registering personal data and supporting the linkages between the various services and the “IoT omotenashi cloud service project”. In 2017, Airport Transport Service Co., Ltd. proposed the slogan “Sightseeing without luggage” and implemented the demonstration project of a hand luggage delivering service for hotels by bus.


    Issues extracted via these trials are explained below.


(1) Guarantees of the “IoT omotenashi cloud service project” platform for society


    
    When acquiring personal information data for tax free procedures, etc. it is essential that such personal information data is guaranteed by official authentication. In order to provide some of the services, a rearrangement of legal systems is necessary.


    In a survey carried out among foreign visitors, some responded, “I trust Japan so I have no problem providing my passport information”. Only a few responded as such, but they offer positive factors that could reduce anxiety in registering visitors’ personal information. This seems to be pre-requisite for arranging systems and frameworks suitable for an information distribution society in which users can control their personal data usage and intentionally select service providers.


  


(2) Issues when utilizing personal information data for providing services


    
    The “IoT omotenashi cloud service project” platform employs PDS and VRM concepts. In order to use personal information properly, it is necessary to build a system that is compliant with the Private Information Protection Law. Especially when third parties use the personal information of visitors, a new system arrangement is necessary. While considering various factors, such as acquiring the consent of information holders, terms of use, and other agreements between users and service providers, it is also necessary to consider trends in the personal information protection systems in Europe.


  


(3) Identifying and guaranteeing the prepaid
transportation IC card user


    
    When visitors received services in this demonstration experiment, a prepaid transportation IC card was used to access their personal information. This procedure may cause confusion of card information data, especially when groups of foreigners visit a restaurant.


    Not only with services that require official authentication guarantees, but also the above cited situation could be a factor in degrading the quality of the service provided to individual foreigners. Services should be provided only to a card holder. Moreover, it is necessary to prepare a system by which those shop staff members who provide the services can identify the card holders easily. Employing a biometric authentication technique is one solution that does not give stress or discomfort to the service users.


  


  


  
    4. Demonstration Experiment of “Local Area Visitor Transport Services” in 2017


    Even in areas visited by many foreigners, poor transportation availability for the last mile to the destination may obstruct visitors from reaching it. This may result in foreign visitors only visiting the most famous sites of an area without venturing further to explore all corners of the area. Such circumstances may cause a financial imbalance for the area.


    As a solution for this issue, a use case was implemented in 2017; transportation companies were linked together to provide services. The demonstration experiment of “local area visitor transport services” was conducted in Hiroshima prefecture in the west part of Japan, by applying the “IoT omotenashi cloud service project” (Fig. 3).
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         Fig. 3 Outline of the demonstration experiment in Hiroshima.
        

     


    Linking bus and taxi services creates a transportation environment that facilitates trouble-free travel in local areas. Moreover, facilities offering hands-on activities and the local municipality collaborate with each other and provide events in which foreign visitors can enjoy attractive experiences. This is an attempt to promote sightseeing in wider areas.


    Under the leadership of Japan Shopping Tourism Organization, Hiroshima Prefectural Bus Association, Hiroshima Electric Railway Co., Ltd., JTB Chugoku Shikoku Corporation (presently JTB Corp.) and NEC Corporation worked together to conduct the demonstration experiment. 


    The projected setting is rather simple.


    Foreign visitors buy a “Visit Hiroshima Tourist Pass”, a round tour transportation sightseeing pass for foreign visitors, and then register their personal information data in order to link the pass to the prepaid transportation IC card. They may then select one of the nine optional plans of the round tour of Hiroshima and surrounding areas. The pass is available at Hiroshima Airport, Orizuru Tower, and guest houses in Hiroshima. Foreign visitors make a reservation to visit a desired place and on the day they visit, they get on the bus with the prepaid transportation IC card. The visitor’s reservation No. and personal information will then be shared among taxi companies and other facilities. An approximate arrival time can be assumed so that taxi arrangements and other facility preparations for visitors may be arranged.


    Buses, taxies, package tours conduct their own appropriate service provision system by using foreign visitors personal information data acquired via “IoT omotenashi cloud service project” (Fig. 4).
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         Fig. 4 Outline of the Hiroshima demonstration experiment service flow.
        

     


    The demonstration experiment was held over a month and about 50 foreign visitors participated. Some of the sightseeing spots have managed to acquire more foreign visitors than expected, and some visitors joined an overnight guest house trial tour. The demonstration showed that visitors will change their journey plan if they discover another attractive event. To provide such attractive events and acquire more visitors, collaborative work by various companies is essential, as well as work to promote the attractions of an area.


    Even though many aspects of the IT infrastructure required improvement for making services more convenient to visitors, the project provided local business owners with a valuable demonstration on how visitors travel around an area. The demonstration experiment has provided us with a model that offers solutions for attracting visitors and increasing tourism consumption.


  


  
    5. Blueprint for Developing Cities


    Foreign visitors to different places in Japan are viewed as a way to deal with several social issues arising from local depopulation. Their presence may create more employment and help to maintain various service industries, etc.


    Currently, various environmental options have already been prepared, such as Wi-Fi services run by local municipalities, multi-language services, establishing a Japanese version of DMO (Destination Management Organizations), and developing the sightseeing resources led by commercial enterprises.


    At the same time, we have to take into account the fact that the tourism industry involves many different types of companies and institutions such as transportation, accommodations, retailers, facility operators, municipal offices, etc. In order to promote the tourism industry, collaborative linkages among such companies and governmental offices, etc. are essential. Foreign visitors’ preferences change quickly. Understanding them via social media or behavioral histories will make it possible to develop effective promotions for different targets. Preparation of suitable environments including those for transportation and language services arranged to welcome foreign visitors will also be useful.


    The demonstration experiment at Hiroshima in 2017 was held under the leadership of transportation companies that are contributing to local people’s everyday transportation needs. We consider that this demonstration experiment will be a good example of a company collaboration service for those areas that will acquire more visitors. Tourism consumption will also increase in these areas by transporting more visitors to the attractive sightseeing sites of specific areas. At the same time, personal information data of individual foreign visitors may be used by companies to provide order-placed services for each visitor. Ultimately, the satisfaction level of foreign visitors will increase, which may result in a favorable circulation of returning guests.


    This use case can be developed for not only buses and taxies but also for on-demand transportation systems, car sharing services and for linkages with primary transportation networks. Moreover, it can be employed for domestic tours by Japanese travelers, and to provide local soft infrastructure services to residents.


    Information for the use cases includes transportation service schedules, delay information, and the schedules of various events hosted by the local municipalities, etc. By handling various kinds of local information, implementation of transportation services of many kinds will be possible.


    Besides such advanced local transportation services, it is essential to implement “One to One” promotions that will dispatch attractive messages aimed at foreign visitors.


    Travel methods are shifting more and more from package tours to independently arranged tours. In this regard, approaches that actively use social media via individual smartphones will be of key influence for “One to One” promotions.


  


  
    6. Conclusion


    By focusing on the behavior of foreign visitors, the present paper offers solutions to the various challenges that impede smooth human flow from outside an area and it thereby promotes consumer demand within an area. The project proposes the local slogan “stay another night in the area” and “enjoy more shopping in the area”.


    Moreover, in preparing for the future information society that will be led by individuals, the “IoT omotenashi cloud service project” can offer innovative initiatives for storing and using personal information data.


    As we look ahead to the encroaching information distribution era, we will continue to contribute to local revitalization schemes, while exploring the needs of the project stake holders involved in community and city development.


  


  
    * Wi-Fi is a registered trademark of Wi-Fi Alliance.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Throughout Japan, municipal governments are required to implement the Comprehensive Strategy for Revitalizing Towns, People and Work. To ensure efficient and carefully planned management of policies and projects in areas such as financial affairs, childcare, and community revitalization, a new methodology for policy-making that derives insights from data collected from various sources needs to be examined and established. In this paper, we describe the actions undertaken by Okazaki City and Mito City in pursuit of this goal.
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    1. Introduction


    In recent years, the evolution of big data and the expansion of IoT (Internet of Things) technologies have encouraged more and more municipalities in Japan to seek ways to exploit the large amounts of data collected from various sources together with the analytical power of AI to plan new strategies in line with the national government’s Act on Overcoming Population Decline and Vitalizing Local Economies in Japan, which was decreed on November 28, 2014. Using the Comprehensive Strategy for Revitalizing Towns, People and Work as a blueprint, Okazaki City in Aichi Prefecture and Mito City in Ibaraki Prefecture, working in close collaboration with NEC, launched a number of initiatives aimed at actualizing the principles of the Comprehensive Strategy.


  


  
    2. Okazaki City Case Study: Using Data Analysis to Support Administrative Planning


2.1 Background of data analysis initiative


    Committed to adhering as closely as possible to the strategy formulated in the Comprehensive Strategy for Revitalizing Towns, People and Work, Okazaki City wanted to find a way to better exploit the huge amounts of data it had already collected. Over the years, NEC has developed an extensive portfolio of data-driven projects, accumulating the experience and expertise in big data and AI anaytics to provide the support the City needed to successfully realize its goals.


2.2 Issue 1: Population maintenance and increase - analysis of open data obtained from core cities


    Limiting or reversing population decline is one of the nation’s greatest challenges. At the local level, it can affect not only the sustainability of a municipality, but its very existence. To address this issue, we decided that, in addition to using data obtained from Okazaki City, we would also use open data from core cities throughout Japan.


    The first step was to perform a correlation analysis. What we mean here by correlation analysis is an analysis method used to determine if there is a correlation (linear relationship) between variables. By calculating correlation coefficients, you can objectively indicate relationship between variables with numerical values. Data items that correlate highly with the total fertility rate (TFR) are listed in descending order in Fig. 1.
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        Fig. 1 Results of Correlation Analysis (All Core Cities).
      

    


    As shown in this table, the factors that are highly correlated with a high TFR are: (1) motorized society, (2) large area and low population density, and (3) less oversized garbage. While these correlations do not demonstrate a cause-and-effect relationship, it makes sense to prioritize policies that support these factors.


2.3 Issue 2: Fiscal forecast


    Every year, municipal governments typically formulate their budgets based on estimates of the revenues and expenditures for the next fiscal year. Administrative planning is based on the budget. As revenues and expenditures are difficult to predict, the budget is not set in stone and a reserve fund must always be secured. Securing a reserve fund may sometimes make it necessary to put off some projects. We verified whether a fiscal forecast that applied various algorithms to past expenditure data would make it possible to formulate a reliable budget that would have higher precision than a conventional budget dependent on the experience and intuition of municipal staffers.


    Fig. 2 shows the results of the verification where we used the financial system data for the past six years as learning material and tried to see how close we could get to the actual past results.
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        Fig. 2 Analysis Results: Time-series Analysis (by Month/Year) - Civil Engineering Expenditures.
      

    


    These graphs compare the differences between the forecast values and the actual results in fiscal 2015. The column graph on the left shows yearly comparisons of the budget, results, and forecasted civil-engineering expenses while the line graph on the right shows the transition in expenditures by month. In the graph on the left, the left column represents the budget, the center the result, and the right the forecast. In the graph on the right, the actual results and forecast values are represented with lines, while the range with 90% reliability is shaded.


    As is clear from these graphs, the difference between the actual civil-engineering expenditures and the budget is 1 billion yen, while the difference between the actual expenditures and the forecast is 390 million yen. Had the forecast been adopted, a budget reduction of 610 million yen would have been possible. Moreover, the monthly forecast is highly precise and seasonal fluctuations can also be forecast.


    For the time-series analysis, we analyzed each expenditure item. The aggregated results of this analysis are shown in the column graph in Fig. 3. The stacked column on the left represents the results when budget is subtracted from the result - which is the actual condition. The stacked column on the right is the representation when the result is subtracted from the forecast. When you compare it with the actual condition, you can know that there is a 1.07 billion yen difference. This clarifies that it is still possible to improve the accuracy through analysis.
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        Fig. 3 Results: Summary of Time-series Analysis.
      

    


    It should also be noted that, although the reduction effect is obvious, there are far more items that fall in the category of compensation expenses (deficit) in the “Forecast ? Result” column. This is the issue we need to address in the future.


2.4 Issue 3: Resident satisfaction survey


    To turn the resident satisfaction survey results into quantitative data, we conducted a regression analysis in which we analyzed the relationships between the projects. Fig. 4 shows the results of this analysis. We performed regression analysis by asking the citizens to check the most appropriate answer to each question as follows:
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        Fig. 4 Analysis of Factors Contributing to Satisfaction: Results of Regression Analysis.
      

    



    	Very dissatisfied

    	Slightly dissatisfied

    	Neither satisfied nor dissatisfied

    	Slightly satisfied

    	Very satisfied




    These answers were then turned into numerical value data and subjected to regression analysis. In Fig. 4 below, the issues that can affect overall satisfaction - which was rated independently of other entries - are listed from left to right in the order of higher to lower scores. This graph makes it clear that projects such as living infrastructure, civic life, and urban attractiveness can exert more influence on overall satisfaction than other projects.


    We also performed text mining using AI in the free comment field of the questionnaire1). Text mining is a process of deriving high-quality information from text by breaking down the aggregated text by word and analyzing
its structure.


    We applied text mining to the entries in the free comment field to find out what residents wanted. The results were broken down by sex and generation. Fig. 5 shows the relationships between words, as well as between sexes and generations after breaking down the text by word. In this chart, we get a bird’s-eye view of those relationships. For example, we can see that demand for public facilities in general is high among females in their 20s to 30s, while demand more specifically for parks and hospitals is high among females in their 20s. As the age of the respondents increases, the relationship with the word “bus” becomes closer, suggesting that elderly people may be more likely to use buses than cars.
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        Fig. 5 Analysis Results: Okazaki City Overall.
      

    


    As we can see from the chart above, using AI to analyze the survey results enabled us to better comprehend how and what the citizens were thinking.


  


  
    3. Mito City Case Study: Using Data Analysis for Fiscal Expenditure Optimization, Accounting Efficiency Improvement, and Internal Control


3.1 Analysis of fiscal expenditure forecast


    As we did in Okazaki City, we used big data analytics to forecast social assistance expenditures to support budget formulation for the municipal government of Mito City. We used Python Statsmodels, which is the world’s leading open source statistical modeling software, to create a time-series analysis model. When we predicted the social assistance expenditure in FY 2016 based on the 3-year expenditure results from FY 2013 to FY 2015 using this model, we discovered that the model’s forecast values were closer to the actual values (within about 100 million yen) than the requested budgetary amount. Hence, we confirmed that a time-series analysis model would be an effective tool for improving the accuracy of budget formulation.


    In the future, we plan to conduct further verification of time-series analysis models in budgetary formulation and financial planning at relevant departments of the city by breaking down the forecast units by department, project, and month.


3.2 Improving accounting efficiency - automatic entry of withholding tax classifications


    We also tested out the possibility of using AI technology to automatically determine what to enter in financial documents - especially for entries that are difficult to resolve. We used our machine-learning software called NEC Advanced Analytics-Text Analysis to create a model that would predict withholding tax classifications and expenditure items (sections) in accordance with the subjects of financial documents. And we were able to achieve very high F1 scores* of 98% for the prediction of withholding tax classifications and 97% for the prediction of expenditure items (sections). If such automatic entry support functionality and screening support functionality are packaged in a financial accounting system and offered to customers, it would be possible for them to dramatically reduce the time required for these tasks. For instance, let’s assume that a 15-minute reduction in per case processing time to produce a financial document (including improvement in the return rate) is achieved. If this improvement is applied to an organization that produces 150,000 documents a year, a reduction of 37,500 man-hours can be achieved, leading to significant cost-savings on the order of a few hundred million yen per year.


    We plan to continue this study and hope that we will be able to contribute to work-style reform in municipal governments, thereby reducing municipal expenditures.


3.3 Internal control - anomaly detection


    The Local Autonomy Law was revised in June 2017. Taking effect as of April 2020, the revised law will require major municipalities (recommends smaller municipalities) to enhance their internal controls and to reform their audit systems. In collaboration with Mito City, we began researching and developing a system to support internal control and audit operations. Currently, internal municipal audits usually involve sampling of paper evidence. In the future, preventive audits - which are closer in concept to internal controls - are expected to be required, rather than conventional audits which only find problems after they have occurred. For this project, we developed AI functionality that predicts failures to create payment documents or settle accounts and warns of them. The effectiveness of this technology is now being evaluated. We are also working to develop anomaly detection functionality for financial and accounting data to monitor and deter accounting and financial fraud (Fig. 6).
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        Fig. 6 Visualization of Staff Activities and Transactions.
      

    


  
    * Indices for evaluation of search performance. Also called F-measure. The balanced F1 score is the harmonic mean of precision and recall.

  


  


  
    4. Conclusion


    As cities throughout Japan explore the radical potential of big data and AI for creating smarter, more efficient urban environments that take advantage of highly networked services, NEC has played an active role in supporting municipalities as they progress towards this end by providing appropriate technologies, helping identify issues, and generating data-based solutions. In collaboration with Okazaki City and Mito City, we have tested and verified feasible solutions that use data analysis and AI to streamline budgetary procedures and reduce expenditures.
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    Abstract


    The enforcement of the Basic Act on the Advancement of Public and Private Sector Data Utilization in 2016 in Japan is expected to promote the use of the data possessed by national and local governments as well as private businesses in solving urban issues. However, there is no mechanism in place to distribute the utilized data, and this is developing into a growing issue. To address this issue, NEC has begun participating in the development of the FIWARE architecture since 2011. FIWARE is a platform developed and implemented to promote data utilization and service linkage across the boundaries of local governments and enterprises providing public services in Europe. Involvement in the project has allowed NEC to verify the quality of the platform for use in city management and businesses, leading to the launch of a security-enhanced platform service utilizing FIWARE.
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    1. Introduction


    NEC is promoting the smart city project aimed at creating social values that enable the realization of a “safe”, “secure”, “efficient” and “equal” society. Since the utilization of various data across the boundaries of organizations and business fields is important for the implementation of the smart city, the active utilization of an information platform is critical for this purpose.


    NEC built a data utilization platform compliant with FIWARE, which is an open platform developed in Europe, and is using this information platform to provide services to local governments and area developers (Fig. 1).


     
        [image: 180109_01.jpg]
        
         Fig. 1 FIWARE-compliant information platform.
        

     


  


  
    2. Data Utilization Platform FIWARE


    2.1 What is FIWARE


    FIWARE is a typical example of efforts made under collaboration of the EU and private sectors aimed at developing a platform to enable data utilization in the social and public domains. It is an IoT platform development project for implementing a smart city in Europe in order to obtain various results out of those cities1). Many major business enterprises in Europe are participating in the project, and NEC has joined the development in 2011 as the first and only Japanese company to join the project.


    FIWARE comprises a suite of software modules supporting the development and dissemination of applications that support the next-generation Internet technologies. Platforms for different uses can be realized by combining existing open-source modules, and also by developing new modules (Fig. 2).
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         Fig. 2 FIWARE as platform software.
        

     


    The modules are specified as Generic Enablers (GE) by FIWARE, and the implemented modules (GEri) are provided for reference. The GE interfaces are specified by the NGSI, which is standardized by OMA (Open Mobile Alliance), an organization of mobile carriers and vendors. Among the 14 standards of NGSI, NGSI-9 (interface for discovery of the data location) and NGSI-10 (for making a query of the data entity) have been adopted (Fig. 3).
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         Fig. 3 NGSI-9, 10.
        

     


    Conventional systems for smart cities have been built for individual domains and thus had only limited effects for improving the efficiency of city management. Meanwhile, as FIWARE is configured of open sources and defined to use open interfaces, it enables cross-domain and cross-organizational data utilizations in addition to traditional service building. It is therefore expected to create more new services and values2) 3) (Fig. 4).
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         Fig. 4 Acceleration of cross-domain innovations by FIWARE.
        

     


    2.2 Features of FIWARE


    NEC regards the following four features as FIWARE’s defining features.


    (1) Standardization of data models


    
    The data handled in FIWARE, including individual identifiers, attributes and additional information, is managed as context by using standardized data model.


    As a result, any module included in FIWARE can utilize the accumulated data (Fig. 5).


     
        [image: 180109_05.jpg]
        
         Fig. 5 Standardization of data models.
        

     


    


    (2) Advanced data query


    
    FIWARE uses standardized data models and standardized interfaces called the NGSI (Fig. 6). Context Broker and IoT Discovery are GEs which typically characterize FIWARE. Context Broker has an interface compliant to NGSI-10 and retrieves data from sensors according to requests from the application. During this process, the GE that selects the sensor to retrieve data is IoT Discovery, which uses the NGSI-9 interface. In this way, FIWARE achieves advanced data query by combining the unified data models and NGSI.
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         Fig. 6 Context Broker and IoT Discovery.
        

     


    


    (3) Distributed data management


    
    Although FIWARE was developed as an IoT platform, the interfaces of applications and sensors are specified as NGSI. This allows FIWARE to connect to other platforms using the same interface, enabling the management of distributed data.

    


    (4) Connectivity to existing systems


    
    FIWARE unifies data models, but also provides the GE for converting the data formats so that it can handle data from previous systems. In the future, there is a plan in place to increase the number of compatible data formats.

    


    2.3 Dissemination of FIWARE and FIWARE Foundation


    More than 1,000 startups from over 100 cities already participate in the FIWARE community. Furthermore, the FIWARE Foundation, e.V. (hereinafter, referred to as FF), which is a nonprofit organization established under the private sector’s leadership in 2016 to disseminate FIWARE, has 180 organizational members as of 2018, including NEC as one of the Platinum members4).


    The FIWARE Lab is one of the achievements of FIWARE that provides cloud environments for the FIWARE developers as well as related app developers. NEC and NEC Technologies India built a FIWARE Lab node environment in India to perform global co-creation activities based on FIWARE and started to provide the environment in April 20185).


    The latest trends of FIWARE can be found on the FIWARE website6) run by FF as well as in the FIWARE Global Summit7) (hereinafter referred to as “FIWARE Summit”) held in the spring and fall every year. The FIWARE Summit of May 2018 held in Portugal gathered more than 500 participants from 135 cities in 36 countries around the world, and over 50 lectures were presented. Besides NEC, which is an FF member, other participants from regional and local governments in Japan, such as from Takamatsu City, gave lectures, the number of which succeeded that of Europe and India. The topics of discussions covered the applications of FIWARE in agriculture, smart city and industry as well as the energy domain. For the industry domain, in particular, the concept of a platform called the Industrial Data Space was announced for implementing data distribution in various domains, including the manufacturing industry. At the FIWARE Summit, active discussions regarding this concept were also held on the implementation method, architecture and future orientation.


  


  
    3. Utilizing FIWARE to Implement Society 5.0


    3.1 Trend of public-private sector data utilization


    The enactment of the Basic Act on the Advancement of Public and Private Sector Data Utilization in 2016 triggered anticipation for the utilization of data possessed by the national government, local government and private enterprises in solution of urban issues. This act was enacted to promote data utilization toward the implementation of Society 5.08). Society 5.0 refers to a human-centered society that balances economic advancement with the resolution of social problems by a system that highly integrates cyberspace and physical space (super-smart society). With Society 5.0, the Japanese Government aims at linking systems in 11 domains composing such a system through service platforms (Fig. 7). This policy was deployed, for example, into the Data Utilization Smart City Project in the FY 2017 budget of the Ministry of Internal Affairs and Communications, setting the year 2017 as the first year of public-private sector data utilization.
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         Fig. 7 Eleven domains composing the “super-smart society”.
        

     


    NEC recommended a FIWARE-compliant platform to the Liberal Democratic Party as an implementation of the service platform (Fig. 8), and it was also published in the LDP’s ICT policy named “Digital Nippon 2016/2017”10). In addition, NEC also supported the introduction of FIWARE in the Takamatsu and Kakogawa municipalities that were selected as the targets of the data utilization smart city promotion project.
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         Fig. 8 Platform compliant to FIWARE.
        

     


    3.2 Data utilization platform service using FIWARE


    To make FIWARE applicable in city management and businesses, NEC verified the quality on its own and provided it as a platform service by enhancing the security, etc11).


    3.3 Features and functions


    NEC’s data utilization platform service has the following two features.



    	Creating new services through cross-sector, cross-domain and cross-regional accumulation and linkage of data.

    	Provisioning strong security essential for data utilization and one-stop support.




    Thanks to these features, integrating urban data into the service for collection and accumulation and sharing the data mutually will enable the creation of new cross-sector services. This in turn will enable to provide standard services comprised of a wide array of functions required for the realization of smart cities, such as a data publication site listing the collected data, and a geographical information system that visualizes a city (Table).


    
     
      Table Function list.
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    3.4 Actual cases of applications


    3.4.1 Takamatsu City, Kagawa Prefecture


    Takamatsu is the first Japanese city to use FIWARE to build a common platform allowing open data utilization for the local government as well as residents and local enterprises. Furthermore, the local government is working together with NEC and STNet to build a trial environment on which various players in the industry, academia, government and private sectors can utilize data freely12). There is anticipation that this platform will be used by the enterprises and organizations that make up “Partnership for Smart City Takamatsu” established by Takamatsu City and others to conduct experiments of new services in a myriad of fields (Fig. 9).
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         Fig. 9 Image of FIWARE platforms utilized in Takamatsu city.
        

     


    3.4.2 Kakogawa City, Hyogo Prefecture


    In FY 2017, Kakogawa City introduced a FIWARE-based platform that accumulates data from various sectors and publicizes them as open data in an aim to improve convenience and comfort for citizens; create a safe and secure city through public-private sector collaboration; activate the economy; create new businesses; and improve the transparency and reliability of the local government (Fig. 10).
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         Fig. 10 Open data platform of Kakogawa City.
        

     


    3.4.3 Kawasaki City, Kanagawa Prefecture


    Kawasaki City conducted an experiment aiming to achieve low carbonization with a view to support local and industrial environmental revitalization efforts. This project was subsidized by the “FY 2016/2017 CO2 Emission Control Project Expense Fund (Low-Carbon Waste Management Project)” of the Ministry of the Environment. As part of this experiment, FIWARE-based system measures the amount of waste in the hospital, then provide the optimum route for the garbage truck drivers based on the gathered data from the hospital and registered data by the clinics (Fig. 11)13).


     
        [image: 180109_12.jpg]
        
         Fig. 11 Optimal route system in Kawasaki City.
        

     


  


  
    4. Conclusion, Future Perspective


    The enforcement of the Basic Act on the Advancement of Public and Private Sector Data Utilization is expected to increase the public-private sector collaborations for data utilization in Japan from the first year of data utilization in FY 2017. What is important for promoting the data utilization is the presence of an open platform that implements a data economy with participation from players from the business, academia, public and private sectors. To turn the platform into reality, it is not enough to standardize the open API and data format in  the collaborative areas. It is also necessary to develop guidelines pertaining to the distribution of data through the platform that address the quality assurance of distributed data, the system for securely exchanging data between data owners and users, and the handling of anonymously processed data or personal data. There are also technical issues that need to be addressed.


    In Europe, the General Data Protection Regulation (GDPR) was enforced on May 25, 2018, requiring businesses handling personal data to guarantee the right of individuals to control their own personal data. These trends are a challenging concern which we cannot ignore as issues arise in tandem with the greater use of data. It is important to consider the utilization of data from both the perspectives of globalization and the shift from the public sector to the private sector.


  


  
    * OMA is a registered trademark of Open Mobile Alliance Ltd.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    Nowadays IoT infrastructure providers for smart city, smart industry, and connected vehicles are facing huge complexity and cost to manage their geo-distributed infrastructures for supporting various IoT services, especially those that require low latency. FogFlow is a distributed execution framework to dynamically orchestrate IoT services over cloud and edges, in order to reduce internal bandwidth consumption and offer low latency. By providing automated and optimized IoT service orchestration with high scalability and reliability, FogFlow helps infrastructure providers to largely reduce their operation cost. FogFlow also provides a data-centric programming model and a development tool chain for service developers and system integrators to quickly realize IoT services with low development cost and fast time-to-market. This has been proven in the labs as well as in real smart city projects done by NEC Solution Innovators.
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    1. Introduction


    The Internet-of-Things (IoT) enables a hype-connected society in which more and more things (e.g., connected cars, flying drones, and houses) are connected and become smart, meaning they are able to sense and react on real-time situations by utilizing data from different sensors and data sources. All of these smart things are empowered by their backend services, which usually consist of a set of sophisticated data processing logics. One of the big challenges to make constraint IoT devices smart is to easily, fast, and efficiently orchestrate their backend service logic so that they can react as fast as possible and utilize as much data as they can.


    Unlike traditional big data analytics, the orchestration of IoT services must take into account the following issues:



    	Data are constantly generated by sensors over time and it is not economically sustainable to send all raw data to the centralized cloud due to the high bandwidth cost and latency. More data processing must be dynamically offloaded to the edges close to data sources.


    	Data and derived knowledge must be shared and exchanged across devices, services, applications, and platforms. Such a hyper-connected IoT system needs to manage thousands of linked IoT application executions in the same edge cloud environment with shared data resources.


    	System workloads are more dynamic. Devices, services, and end user applications appear, move around, reconnect, and disappear. This leads to constantly changing workloads.


    	Low latency and fast response time are required by many IoT services.


    	The backend infrastructure needs to manage highly heterogeneous and geo-distributed resources of edge nodes at different layers.





    All of these technical issues introduce new challenges and lots of complexity for infrastructure providers to manage their IoT services. FogFlow is designed to take care of all these complex issues for infrastructure operators and to help them automatically and efficiently manage various IoT services within a shared and geo-distributed environment.


    As illustrated in Fig. 1, FogFlow provides a standard-based and data-centric edge programming model for IoT service providers to easily and fast realize their services for various business demands. With its data-driven and optimized service orchestration mechanism, FogFlow helps infrastructure providers to automatically and efficiently manage thousands of cloud and edge nodes for city-scale IoT services to achieve optimized performance. In large scale IoT projects like Smart Cities or Smart Factories, FogFlow can therefore save development and operation cost, improve productivity, provide fast time-to-market, as well as increase scalability and stability.


    
      [image: 180110_01.jpg]

      
        Fig. 1 Value propositions of FogFlow.
      

    


  


  
    2. FogFlow


    In FogFlow, an IoT service is defined as a data processing flow represented by a graph of linked operators. An operator takes input from the IoT devices or from earlier parts of the processing flow. It performs the business logic of the IoT service and passes the intermediate result to the next operator. An operator is realized as a dockerized application and instantiated by FogFlow to run as a task within a dedicated docker container. Tasks are linked with each other during runtime based on the data dependency of their inputs and outputs.


    As illustrated by Fig. 2, IoT services are orchestrated as dynamic data processing flows between producers (e.g., sensors) and consumers (e.g., actuators or applications) to perform necessary data processing. The following steps are designed to carry out the orchestration of an IoT service.


    
      [image: 180110_02.jpg]

      
        Fig. 2 High level model of FogFlow.
      

    


    First, service developers create a service template to define the service logic, using the FogFlow Task Designer, which is a web-based graphical flow editor as shown in Fig. 3. The service template represents the abstract, static data processing logic of the IoT service, including the details on which operator is utilized to take which type of input for producing which type of output, and also when and how the operator should be triggered. Service providers can reuse the operators registered by others or implement their own operators.
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        Fig. 3 FogFlow Task Designer.
      

    


    Once the service template is submitted, FogFlow will monitor the context of available data in its runtime system to determine when and how the submitted service should be instantiated. For example, a flow can be started when a data item arrives at an IoT gateway. FogFlow determines how many task instances are required for each operator and also the detailed configurations of each task instance. The data structure of all data flows is described based on the same standardized data model called NGSI1). Therefore, FogFlow can learn which type of data is created at which edge node. It then triggers and launches dynamic data processing flows for each edge node based on the availability of registered context metadata.


    Third, using some optimization algorithms, FogFlow decides where to deploy which task instance according to the real-time system context, including how much resources are available on each edge node, where the data sources are located, and how the predicted workload is changing over time.


    As compared with other edge computing frameworks like Azure IoT Edge and Amazon Greengrass, FogFlow has the following unique features.


    
    


    Data-centric Programming: In FogFlow we can ease the design and usage of IoT services by providing a data-centric programming model for different roles to express their goals at different levels in a more data-centric and intuitive way.


    As shown in Fig. 4, at the operator level, operator providers just need to annotate which type of data their operators can handle, which functionality is provided, and which type of results are produced. At the service layer, service designers can easily compose different operators to form their service templates in just a few minutes. After that, during the runtime data processing, flows can be automatically orchestrated by FogFlow based on the high level data usage intent defined by service users.
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        Fig. 4 Different roles in FogFlow.
      

    


    Service users can be either data producers or result consumers. From the producer perspective, they can request which type of service logics to be applied to their data; while from the consumer perspective, they can request which type of results to be generated. What FogFlow does is to translate their high level data usage intents into concrete data processing flows and then deploy and maintain them seamlessly over cloud and edge nodes. More importantly, with this data-centric programming model and based on standard data model,the underlying data processing flows can be shared and optimized across multiple services and users. FogFlow provides a unique basis for infrastructure providers to move towards a data-driven ecosystem and economy.


    
    


    Autonomous Management: FogFlow can carry out IoT service orchestration decisions in a decentralized and autonomous manner. This means each FogFlow edge node can make its own decisions only based on a local context view. This way the majority of workloads can be directly handled at edges without always relying on the central cloud. With this “cloudless” approach, FogFlow can not only provide fast response time, but also achieve high scalability and reliability.


    
    


    Optimized Deployment: In FogFlow the task configuration and deployment of data processing flows is optimized for the cloud-edge environment to meet certain goals, for example, minimizing the internal data traffic between cloud and edge nodes, minimizing the latency to produce expected actionable results from raw data, or maximizing the accuracy of the produced results. The optimization of data processing flows not only happens at the beginning of launching a service, but also continues during the entire service lifetime. One of such optimization behaviors is dynamically migrating tasks from one edge to another edge in order to maintain the minimal response time for mobile objects like connected cars or flying drones.


  


  
    3. Edge Programming Models


    Currently the following two programing models are provided by FogFlow to support different types of workload patterns.


    3.1 Service Topology


    The first workload pattern is to trigger necessary processing flows to produce some output data only when the output data are requested by consumers. To define an IoT service based on this pattern, the service provider needs to define a service topology, which consists of a set of linked operators and each operator is annotated with a specific granularity. The granularity of an operator will be taken into account by FogFlow to decide how many task instances of such an operator should be instantiated based on the available data. A service topology must be triggered explicitly by a requirement object issued by a consumer or any application. The requirement object defines which part of processing logic in the defined service topology needs to be triggered and it can also optionally define a specific geo-scope to filter out data sources for applying the triggered processing logic. More details can be seen in our previous paper2) and the online tutorial3).


    3.2 Fog Function


    The second workload pattern is designed for the scenario in which service designers do not a-priori know the exact sequence of stream processing steps. Instead they can define a fog function to include a specific operator for handling a given type of information. FogFlow can then create the graph of processing flows based on this description of all fog functions.


    Different from service topology, a fog function is a very simple topology with only one operator and it is triggered when its input data become available. As FogFlow can automatically chain different fog functions as well as allow more than one fog functions to handle a new data item, a constantly changing execution graph can be automatically triggered and managed by the FogFlow runtime as data arrive and disappear.


    From the design perspective, fog function is more flexible than service topology, because the overall processing logic of an IoT service can be easily changed over time by adding or removing fog functions when the service processing logic needs to be modified for new business requirements. With the fog function programming model, FogFlow can support serverless computing for a cloud-edge based environment.


  


  
    4. Use Cases


    This section explains how FogFlow programming models can be used by service providers to realize different smart IoT services. Two concrete use case examples are introduced: the first one is based on service topology while the second one is based on fog function.


    4.1 Lost Child Finder


    This use case is to find a lost child as soon as possible by taking advantage of edge computing enabled by FogFlow. Assume that there are lots of cameras deployed in a smart city and also inside stadiums. As part of the city infrastructure, some edge nodes like IoT Gateway are deployed in many different fields of the city to be managed by FogFlow for supporting various IoT services.


    One service that can be easily realized based on FogFlow is to find a lost child using the service topology illustrated by Fig. 5. The designed service topology consists of three different operators: Face Extraction that can recognize and extract face images from camera video streams, Feature Generation that calculates the feature vector for each detected face, and Face Matching that compares detected faces with the face of the lost child in terms of their feature vectors. Different granularity is defined with each operator in the service topology, for example, Face Matching is instantiated per child while the other two operators are instantiated per camera.


    
      [image: 180110_05.jpg]

      
        Fig. 5 Lost child finder.
      

    


    To trigger this service topology, an external application issues a requirement and also subscribes to the output result of the Face Matching operator. By changing the geo-scope defined in the requirement, the external application can control FogFlow to orchestrate this service topology for a changing geo-scope, so that we can first search for the child in a small scope and then expand the searching scope step by step if the child is not found.


    In this use case the external application as a consumer is very simply because all the complexity of how to dynamically orchestrate the data processing flows for a changing geo-scope is handled by FogFlow. In addition, according to our experiment, we can also reduce bandwidth consumption by 95% as compared with a cloudbased approach.


    4.2 Smart Parking


    We implemented this use case together with our European project partner, University of Murcia, based on the real scenario of Murcia City. In Murcia, there are two types of parking sites, regulated parking zones that are operated by the city government and can provide historical information of how parking slots are used per day, and private parking sites that are operated by private companies and can provide real-time availability of parking spots. By utilizing these two types of data sources and other public transportation information, our Smart Parking service can provide real-time and personalized parking recommendation for each driver.


    In this use case, it is not easy to apply service topology, but using fog function to realize the required data processing logic is straightforward. As illustrated by Fig. 6, we just need to design and implement dedicated fog functions for each physical object involved in the use case. For example, one fog function for each public site to predict how many parking spots are available per 10 minutes based on their historical information; two fog functions for each connected car, one to estimate its arrival time according to the traffic situation on the way and the other to calculate at which park site the driver can get a parking spot on arrival. The deployment of those fog function instances are placed on the edge node close to their input data sources so that FogFlow can help to reduce more than 50% bandwidth consumption and also provide real- time parking recommendation for each driver.
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        Fig. 6 Smart parking.
      

    


  


  
    5. Interworking with FIWARE


    Since November 2017 FogFlow has been promoted as an incubated open source Generic Enabler (GE) in the FIWARE community4). Within this community, FogFlow
holds a unique position as Cloud-Edge Orchestrator to launch and manage dynamic data processing flows seamlessly over cloud and edges for data ingestion, transformation, and also advanced analytics. As illustrated by Fig. 7, FogFlow can interwork with other FIWARE GEs to power FIWARE-based IoT Platforms at the following two layers.
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        Fig. 7 Integration with other FIWARE GEs.
      

    


    At the upper layer, FogFlow can interwork with Orion Broker via the standardized NGSI interface in the following two ways. The first one is to consider Orion Broker as the destination of any context information generated by a FogFlow IoT service. In this case a NGSI subscription must be issued by an external application or FogFlow Dashboard to ask FogFlow to forward the requested context updates to a specified Orion Broker. The second one is to consider Orion Broker as a data source to provide additional information. In this case we can implement a simple fog function to fetch any necessary information into the FogFlow system. In either way there is no need to make any change to the existing Orion-based FIWARE system. Therefore, this type of integration can be done fast with nearly zero effort.


    At the low layer, for the integration with any Non-NGSI supported devices like MQTT, COAP, OneM2M, OPC-UA, LoRaWAN, FogFlow can reuse the modules of existing IoT agents and transform them into FogFlow adapters based on the fog function programming model. With these adapters FogFlow can dynamically launch necessary adapters for device integration directly at edges. This way, FogFlow can and is able to talk with a wide range of IoT devices.


  


  
    6. Conclusion


    FogFlow is a distributed execution framework to orchestrate IoT services by managing their dynamic data processing flows over cloud and edges in a seamless and scalable manner. This article introduces its design goals, key technology features, and business value propositions. We also briefly explain its programming models, including service topology for on-demand data processing and fog function for serverless edge computing. Two use cases are presented to illustrate how these two programming models can be used to realize city-scale IoT services.


    FogFlow has been promoted as an open source FIWARE GE and it can easily interwork with other FIWARE GE. As a standard-based and data-driven edge computing framework, FogFlow provides a unique basis for infrastructure providers to make their infrastructure open towards a data-driven ecosystem and economy.
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    Abstract


    While the Smart City enables efficient City management, it involves the risk that the system may be targeted by cyberattacks. This paper deals with the security requirements necessary for secure smart city management and the security functions needed to meet them. In addition, considering the features of Smart City IoT that handles a variety of data and installs devices throughout the streets, this paper also explains that the security requirements specific to the Smart City IoT should satisfy a flexible information distribution control and support the protection of the IoT devices. Furthermore, this paper discusses technologies for meeting such requirements (Secure data distribution platforms and anti-tamper mechanisms of the IoT devices).
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    1. Introduction


    The Smart City is one that can be managed efficiently by the active use of the IoT (Internet of Things) and its use cases cover a wide range, from disaster prevention to tourism and environmental protection. On the other hand, as the introduction of IoT has connected City management systems to networks, the risk that the systems may become a target of cyberattacks has been a consequence. It is reported that a vulnerable traffic system that is susceptible to being hacked already exists. Such an attack on a smart city system may lead to the paralysis of vital urban functions. Moreover, since the smart city handles closed data such as personal information as well as open data, the optimum management of such data becomes necessary.


    This paper discusses the security requirements that the IoT system supporting the Smart City (hereinafter the “Smart City IoT”) should meet by focusing on the requirements proper to the Smart City IoT. Other security requirements are common to those of IT systems and include authentication/permission, inhibition of unnecessary communications and security operation/ administration (IoT device management, vulnerability/ patch management, and incident response, etc.) These general security requirements are brought together in the Cloud Control Matrix1).


 


  
    2. Security Requirements Proper to the Smart City IoT


    For the security requirements proper to the Smart City IoT, NEC has developed a smart city function model based on the documents issued by International Electrotechnical Commission2) and European Union Agency for Network Information Society3). The threats have been sorted out using a threat analysis technique called STRIDE. Based on the results, the authors will show the security requirements proper to the Smart City IoT below in this paper. Specifically, the authors will clarify the security requirements based on features of the Smart City IoT that handles various data and the installation of devices throughout its streets.


    (1) Prevention of data leaks and falsifications

    
    As one of the Smart City IoT’s features, both the open and closed data is handled together. For example, touristic information is basically open data and the personal part of healthcare data is closed data. In addition, as for highly precise traffic congestion information linking an event information system or a traffic control system, information is expected to be exchanged between the various systems. In consequence, it is required to prevent leaks and the falsification of information, even in environments where a variety of data types and diverse inter-service linkages exist together.


    


    (2) Prevention and discovery of device tampering

    
    For ordinary IT systems and smart factories, the IoT devices are installed only at the premises. In the case of the Smart City IoT, the devices are installed throughout the city streets, so that they are easy to access for the attackers. Therefore, considering the risk of an attacker accessing a device directory and carrying out data falsification or device tampering, it is essential to quickly discover tampered or illegal devices. In addition, robustness is required for the entire system from IoT devices to the cloud. This is because a Smart City IoT is composed of IoT, gateways, servers, computers and so on, and that the attacker aims at the weakest part of the system, which makes it necessary to fine tune all of the devices in order to improve the robustness of the entire system.


    


 


  
    3. Security Functions Required for the Smart City


    This chapter describes the functions for meeting the security requirements proper to the smart city, as discussed in chapter 2. It specifically deals with a secure data distribution platform capable of preventing data leaks and falsifications and the tamper detection technology for discovering tampered devices. The presence of both of these technologies ensures the control of information distribution on a reliable platform, thereby serving to implement a secure smart city (Fig. 1).
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         Fig. 1 Security functions required for the smart city.
        

     


    3.1 Secure Data Distribution Platform Preventing Data Leaks/Falsifications


    The FIWARE is a Smart City IoT platform developed in Europe. Consisting of a group of components called the GEs (Generic Enablers), it can build platforms for the smart city by combining GEs for information collection and analyses, etc. GEs for security are also available, including Wilma that monitors and controls access, AuthZForce that makes access acceptance decisions based on security policy, and Keyrock that performs user authentications. However, what is available is only the framework of an access control mechanism employing the GEs. In order to control information distribution availability using GEs, it is necessary to examine access control models by actually using the GEs. Describing the security policy using a language called the XACML and preparation of a database for storing the data for use in access control are also required. This constraint has prevented the ease of use of the FIWARE.


    To solve this issue, NEC has developed a secure data distribution platform that covers the actual use cases of smart city information distribution and one that is easy to use. The secure data distribution platform controls the distribution of information by assigning attributes to the users. Data and access are controlled based on the relationships of such attributes. Specifically, we analyzed the use cases of smart city and clarified the attributes required for controlling smart city information distribution. Examples of the attributes are departments such as disaster prevention and tourism, and the positions (security levels) of users. Simply assigning these attributes to each user and item of data makes it possible to control the information distribution easily. The distribution ranges may be controlled flexibly by, for example, disclosing confidential data only to those trusted users in specified positions (control according to security level status: gray lines), sharing closed information only inside City Hall (control according to the appropriate department attribute: dotted lines) and opening up information also to the citizenry (black lines) as shown in Fig. 2.
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         Fig. 2 Example of information distribution in a smart city.
        

     


    3.2 Security of communications: Lightweight authenticated encryptions


    In addition to the information distribution controls described above, the prevention of data falsification requires data protection even for data collection from devices. Encryption of communications is effective for this purpose but, since IoT devices are restricted in their CPU power and memory capacities compared to computers, it is sometimes impossible to embed the encryption facility in an IoT device. To solve this issue, NEC has developed TWINE4), a lightweight encryption technology capable of protecting the communications of IoT devices with low memory capacity by means of encryption. When the OTR (Offset Two-Round) authenticated encryption is used additionally, it is possible to implement encryption and falsification detection simultaneously.


    3.3 Tamper detection technology for preventing/discovering device Tampering


    As described in chapter 2, the security of IoT devices at terminals is important for more firmly protecting IoT devices against cyberattacks. However, as also mentioned in section 3.2, some IoT devices cannot introduce security measures due to their CPU power and/or memory capacities. NEC has solved this issue by developing a lightweight tamper detection technology that is applicable to IoT devices with inadequate CPU performances and memory capacities5)(Fig. 3). This technology employs TrustZone, the memory function of ARM Cortex-M, in the lightweight (4 KB) installation of a function for detecting tampering of execution codes. It monitors the control instructions sent to a device and examines only the execution code of the function corresponding to an instruction in real time in order to minimize its effect on the IoT device. This function is also applicable to IoT devices for which delays are not permissible. It achieves lightweight installation by focusing on the detection function, so it is incapable of tampering prevention, but a quick response such as via device isolation or recovery is possible after the detection.
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         Fig. 3 Lightweight tamper detection technology.
        

     


 


  
    4. Security in Intercity Cooperation


    More than one city may be linked to provide better services. For example, in the case of a disaster, quick delivery of rescue supplies to the stricken areas is made possible by linking the Smart City IoT of multiple cities. When the Smart City IoT systems of several cities are linked for information exchange, they should meet the following security requirements in addition to the Smart City IoT requirements described in chapter 2.


    (1) Federated Authentication


    
    Federation of user authentications becomes necessary in order to allow users in a certain city to benefit from services provided by another city, or to
refer to its data.


    


    (2) Protection of information handed by other systems


    
    In addition to the information generated by the platform of a city it is also necessary to manage the information generated in another city and transferred via the linkage services.


    


    (3) Incident responses across systems


    
    When the platforms of several cities are linked for operation, it is necessary to perform incident responses across several platforms. This makes it necessary to prepare suitable mechanisms for efficient operations.


    


    Moreover, further to the requirements mentioned above, “(1) federated authentication” can use a standard protocol such as the SAML or OpenID Connect, but “(2) protection of information handed by other systems” and “(3) incident responses across systems” do not have standardized technologies or protocols. NEC is planning to further advance technological developments as it is expected that such technologies will be needed to support the advancement of smart cities in the future.


 


  
    5. Conclusion


    Response to cyberattacks is critical for the stable management of smart cities. In the above, the authors have explained the security requirements of the Smart City IoT and have also introduced security technologies to meet these requirements. In order to create safe and secure societies for the future, the authors are aiming to advance developments and to facilitate the installation of technologies for ensuring the security of Smart City IoT.


  


  
    * ARM Cortex, TrustZone are registered trademarks of ARM Limited (or its subsidiaries) in the EU and other countries.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    In Japan, the trend towards Society 5.0 — the information society — has been identified. The digitalization of production, distribution and even consumption of goods and services creates value in the digital economy. The knowledge processing (including artificial intelligence and machine learning) that is needed for services, based on collection and combination of information from many different sources, requires that its metadata (quality of information, source, licensing and usage rights, including for personal/private information) is known. There are many hundreds of relevant standards and reference is made here to surveys. In the European standards group ETSI ISG CIM, an open API known as NGSI-LD is being developed for interchange of this information, and co-operations with many other standards bodies are helping achieve interoperability with IoT platforms, mobile Apps, legacy databases and linked open data systems.
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    1. Introduction — Trends in Digitization, Cities, Society


    More and more economic value is generated and stored in the digital economy and services. Examples are everywhere. Manufacturing is evolving from just-intime mass production towards point-of-sale customized production based on digital design (e.g. 3D printing1)). Transportation is evolving from personally-owned cars or public-transport towards multi-modal transport and autonomous vehicles2) which rely on digital modelling of the real-world. Analog signals for telecommunication were an absolute miracle of innovation when the first telephone was set up by A.G. Bell on 10th March 18763) and when chosen in 1898 as one of NEC’s first products4), but will likely disappear in our lifetimes, completely replaced by digital protocols. The rising tide (or tsunami?) of digital information is illustrated by the forecast in Fig. 1 below indicating that global internet traffic is currently about 150 thousand petabytes per month and increasing.
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         Fig. 1 Trend in network traffic, Exabytes (1000 petabytes) per month for 2016-21.
        

     


    Against this background, the Japanese government proposed in October 20176) that we should aim to exploit the innovations of the fourth industrial revolution (e.g. Internet-of-Things, big data, artificial intelligence, robotics and the sharing economy) to solve our social challenges (e.g. active-aging society, healthy society, inclusive society, smart cities, resilient economy).


    Common standards and interoperable interfaces are essential for success. They reduce costs, enable successful ecosystems, facilitate innovation, enhance error-tracking, limit liability and preclude lock-in to the products and services of single suppliers.


    The Society 5.0 will be an information society and access to information in smart cities will be as essential as access to water or air. NEC is strongly involved in co-creating the technologies and standards which will ensure the free flow of that “air” (information): internationally, in Europe and in Japan. This article focuses on Europe.


 


  
    2. Segments of Standardization in the EU


    Within Europe there are multiple layers and topics for standardization bodies, with various connections to government agencies which try to balance industry-driven activity with national or EU social goals.


    The three EU-wide standards developing organizations (ESOs) whose specifications are recognized for government procurement are CEN, CENELEC and ETSI. The organization CEN handles specifications related to international trading, the welfare of European citizens and the environment, CENELEC creates specifications focusing more on electro-technical areas, whereas ETSI focuses on specifications related to telecommunications. However, this separation of responsibilities has been disintegrating over the last decade, primarily due to the invasion of digitization into all aspects of the economy and life-style.


    As examples of this overlap, when the European Commission recently (September 13th, 2017, see7)) published a planning document for a European-wide cybersecurity certification and compliance scheme, all three ESOs responded immediately with their own critiques. In the case of digitalization of industrial processes, the European Commission was so concerned that proprietary and de-jure specifications were arising in such large numbers, at local and national and international level, that it initiated in early 2018 a special sub-committee MSP DEI of the Multi-Stakeholder Platform advisory group8) to create by November an overview and recommendations for government action (see9)). A NEC staff member was appointed by ETSI as its representative on
this committee.


    In the case of Smart Cities standards, all ESOs have various groups impacting the field: for example, CENELEC (similar to ISO) has high-level management guidelines and KPIs; CEN has environmental guidelines and measurement specifications, ETSI has IoT-related specifications. A special joint coordinating committee called SF-SSCC10) has been set up to (at a minimum) map the overlapping work areas and specifications. NEC staff have been key contributors to its work, proposing methods to categorize the many different working groups impacting Smart Cites as shown in Fig. 2.
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         Fig. 2 A partial overview of standardization organizations creating Smart City specifications.
        

     


    The drawing in Fig. 2 is part of a mindmap initiated by NEC as part of SF-SSCC work. Each branch of the drawing represents a different major standardization body, e.g. CEN, CENELEC, ETSI, oneM2M, ITU-T, ISO, IEC, all of them with (partially) overlapping work impacting Smart Cities. The mindmap activity provides links to hundreds of documents from many sources is reported in detail on the SF-SSCC website10). It is expected to continue to October this year, then be mainstreamed into an ongoing activity of the ESOs.


    Such a detailed overview of standards is strongly needed, to avoid accidental duplication of effort and to assist Smart Cities in finding all relevant work. Obtaining an overview is practically impossible for individual experts or policy managers, as illustrated by the recent case when CEN created a group “CEN Workshop Good Practices for Smart City Solutions”11) but even many experts within CEN were not aware of its launch.


  


  
    3. Prioritizing Smart City Standards


    However, collecting and categorizing specifications and their responsible working groups is only the beginning. There are already so many hundreds of standards relevant to Smart Cities that the supreme need of policy managers and technical officers – expressed again and again in interviews and articles – is to get a top-down overview beginning with key issues and policy requirements, then the sub-categories of technology approaches which may be suitable, then the details of which specifications may apply, preferably selecting only the most relevant standards for their particular cities and use cases.


    To help achieve such a prioritized view of useful standards for city managers, NEC co-founded at the beginning of 2018 the ETSI group ISG CDP (City Digital Profile12)). The initial difficulty was to achieve a paradigm switch, to analyse first what are the main goals and needs of the city managers and then what services and processes are needed and only then what technology choices are suitable and which standards apply. In most standards groups, unfortunately, first the technology is discussed, then there are discussions of how to apply it (even if that technology is not optimal for Smart City use cases).


    It is acknowledged in ISG CDP that it is essential for Smart Cities to deploy horizontal platforms which can enable an initial use case (service) then be applied “cross-domain” to enable at low incremental investment more use cases in each city, as shown in Fig. 3. However, there is so far no guideline to policy choices such as: (a) which services first; (b) which sensor infrastructure to install first, but with flexible expansion; (c) which horizontal platform to allow easy expansion; (d) which platform APIs provide best interoperability (including with legacy systems).
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         Fig. 3 ETSI ISG CDP view of phased evolution of smart city initiatives.        

     


  


  
    4. Layers of Standardisation


    Most analyses of platforms for Smart Cities or for Society 5.0 begin with the ISO seven-layer model. That can be simplified somewhat into five broader layers, as shown in Fig. 4 (abbreviations are listed at the end of this article):
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         Fig. 4 Simplified Layered Architecture for Information Management.        

     



    	Data Collection and Device Actuation Layer

        (physical, link and network layers)

         Technologies: LoRa, DECT ULE, 3GPP LTE, etc

    	Integration and Management Layer

        (device detection and upgrades, data collection)

        Technologies: MQTT, CoAP, oneM2M

    	Information Access Layer

(align data using common definitions / vocabulary)

Technologies: OMA NGSI, ETSI ISG CIM (NGSI-LD)

    	Knowledge Processing Layer

(integration of data into a real-world model, with plausibility checks, data analytics and artificial intelligence)

    	Application Layer

(using domain-specific knowledge and services)

Technologies: applications for services like multi-modal transport planning, eHealth services integrating personal sensor and lifestyle information, citizen services access




    At each layer there is an abstraction from details: for example the IoT standards developed by oneM2M14) for the “Integration and Management Layer” have the huge advantage that they handle data collection independent of most device protocols. At the so-called “northbound” interface of oneM2M, which connects with the Information Access Layer, there is no need (and also much reduced possibility) to interact directly with the devices.


    Similarly, the next layer, the information access layer, should provide a northbound interface to higher-level software, in the Knowledge Processing layer, such that the higher-layer software interacts only with the socalled “digital twin”15) of the real-world objects which are connected i.e. there is no direct interaction of knowledge processing software with the sensors and actuators and databases which provide the status and historical information.


  


  
    5. Successfully combining data from many sources, for reliable AI


    Knowledge processing involves collection and combination of information (also known as context information) from many sources, as illustrated in Fig. 5. The current great difficulty is to develop a low-cost, flexible, scaleable system (shown by four arrow lines in Fig.5) for information exchange between legacy (e.g. SQL databases or even just file-servers), open data, IoT and user Apps systems, which is also able to preserve and exchange provenance and licensing information about the data.
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         Fig. 5 The goal of NGSI-LD is interworking between six
“silos” of context information.        

     


    Provenance information documents the source and quality (accuracy) of information, whereas licensing information documents the rights for using the information in different contexts, including for personal/private information. A key factor in successful A.I. is the ability to trace the source and accuracy of input information, for which the stringent attention to provenance and data quality is essential. Currently many companies spend large fractions of their data acquisition budgets on purchasing and “cleaning up” relevant data. Such an approach does not scale for Society 5.0.


    NEC is working within two international bodies addressing these issues: (a) the ITU-T Focus Group on Data Publishing and Management to support IoT and Smart Cities & Communities16); (b) the ET SI Industry Specification Group for Context Information Management (ISG CIM)17). Indeed, NEC supplies managing staff to the ITU-T FG DPM committee and NEC was co-founder of ETSI ISG CIM. The author of this paper was twice elected as Chairman of that group.


    The work in ISG CIM is culminating in an open API known as NGSI-LD API18), which is scheduled for completion this year. A preliminary version is available for review. NGSI-LD API re-uses the JSON-LD protocol, which is already supported by many groups19) for linking data. Similar topics are also under discussion within W3C Web-of-Things20) and the Dublin Core21) groups.


    The open source FIWARE Foundation22) plans to implement NGSI-LD quickly within its suite of software. NEC supports the work of FIWARE Foundation through a Platinum Membership and provision of delegates for the Board and for the Technical Steering Committee.


  


  
    6. NEC’s Mission in Standardization


    The above article discusses many aspects of standardization in Europe; but why is NEC supporting it so strongly? There are short term and long term reasons.


    The short term reason is that the ICT industry follows a powerful paradigm of creative self-destruction based on standards and the self-reinforcing network effect23). Standards are necessary to enable interoperability at a given layer, enabling the N2 value-add for each additional node in an N-node network and providing so-called “points of interoperability” to the layer above. However, those same standards ensure the commoditization of the equipment using them: that is, when the major interactions of equipment are standardized, the only differentiator is price (plus reliability, performance or security, but these tend to be secondary to price in highly competitive businesses).


    The result of commoditization is that sustainable profits are mainly available near the leading edge of innovation, which nowadays is always in software (including business models), and has reached the information and knowledge layers of Fig. 4. This is the chosen field of NEC.


    As well as short term reasons, the long term reason to support European (and global) standardization is that only in this way can NEC ensure its mission24).


  


  
    7. Conclusions


    The complexity and inter-relation between many IoT, Cloud and semantic technologies is threatening to overwhelm traditional standardization approaches, which historically tend to be vertical silos. The huge number of SDOs and alliances set up is very difficult to monitor, even for experts, and the traditional coordination approach based on 1-to-1 liaisons, which was satisfactory in the case of a few organizations, has not worked for today’s much larger number of bodies.


    The traditional approach of “modularising” some aspects (layers) to hide complexity can still be used, but additional coordination is needed at each higher layer, as is recognized by the formation of such groups as SF-SSCC, ITU-T DPM, ETSI ISG CIM and others.


    Creation of Society 5.0 will require significantly increased commitment to transparency and inter-connection of information resources, not only within the many standardization groups, but from the people and companies which create and implement the solutions.
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    Abstract


    One of the critical goals of city management is to improve a city’s values while achieving sustainable growth. In order to improve a city’s values an objective evaluation for identifying its current status is required. Several international standardization organizations have therefore developed evaluation indices from various viewpoints. This paper introduces some city evaluation index standards and their actual use cases and discusses how NEC’s smart city products can contribute to city values improvements from the viewpoint of city evaluation index standards.
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    1. Introduction


    One of the critical goals of city management is to improve a city’s values while achieving sustainable growth. An objective evaluation for identifying current status is required in order to assess a city’s values. Since fairness is required for such evaluations, the use of evaluation indices set by a public institution is desirable. Moreover, applying a single set of evaluation indices will enable comparison of evaluation results among cities. Based on the background situation described above, objective and universally usable city evaluation indices have been standardized by various international standards organizations.


    This paper introduces some internationally agreed city evaluation indices and their actual use cases. It also examines how NEC’s smart city products can contribute to city values improvements from the viewpoint of city evaluation index standards.


  


  
    2. City Evaluation Index Standards


    City evaluation index standards are being developed by public standards organizations that include: the International Telecommunication Union (ITU), International Organization for Standardization (ISO) and ISO/IEC JTC1 (ISO/IEC Joint Technical Committee 1). The United Nations has also approved the indices of the degree of achievement of Sustainable Development Goals (SDGs). Below we introduce the city evaluation index standards that have already been published.


    2.1 ITU-T Y.4900/L.1600 Series


    At ITU, which is a United Nations specialized agency, standards related to city evaluation indices are being developed in the Telecommunications Standardization Sector (ITU-T). As shown in Table 1, four Key Performance Indicators (KPIs) have been published as ITU-T Recommendations. As the ITU-T is a standardization organization in the field of ICT, these indices focus on the introduction of ICT in cities. Other recommendations are also being developed regarding a maturity model of a city and its degree of open data utilization.


    
     
       Table 1 City evaluation indices defined in ITU-T Recommendations.
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    2.2 ISO 37120:2014


    The ISO published international standard ISO 37120:2014 (Sustainable development of cities and communities - Indicators for city services and quality of life) in 2014. This standard was developed using unified indices with the objective of comparing and evaluating cities worldwide. It defines 100 indicators (46 core indicators and 54 supporting indicators) from the 17 themes shown in Table 2. For example, “Safety” specifies 5 indicators as shown in Table 3.


    
     
       Table 2 Seventeen themes of city evaluation indicators specified in international standard ISO 37120:2014

(The figures inside parentheses are the number of indicators.).
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       Table 3 Safety-related evaluation indicators defined in international standard ISO 37120:2014.
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    In addition to ISO 37210, the ISO also published standards related to the evaluation indices for community infrastructures. ISO 37153 (Smart community infrastructures – Maturity model for assessment and improvement) published in 2017 presents guidelines for the continuing improvement of community infrastructures. It provides the indicators for assessing a community infrastructure from the three viewpoints of performance, process and interoperability and evaluates each of these in five steps to identify current issues and points to be improved. The indicators to be assessed are provided in ISO/TS 37151 (Smart community infrastructures – Principles and requirements for performance metrics).



    2.3 Indicators for SDGs achievement


    In September 2015, the United Nations General Assembly adopted General Assembly Resolution 70/1 “the 2030 Agenda for Sustainable Development,” which defines the SDGs as the issues to be resolved in terms of human achievements by the year 2030. The SDGs consist of 17 goals and 169 targets to be achieved for them. The goals include those related to sustainable cities and communities (Goal 11: Sustainable Cities and Communities).


    In July 2017, the United Nations General Assembly adopted General Assembly Resolution 71/313 on the work of the United Nations Statistical Commission that defines the methods of assessing the achievements of the goals and targets defined by the SDGs comprised of 232 indicators. As not much time has passed from the resolution so far, there is no case yet of a city applying these indicators as of May 2018. However, their use is expected to increase in the future.


  


  
    3. Use Cases of City Evaluation Index Standards


    Attempts of city evaluations applying the city evaluation index standards described in chapter 2 and publications of their results have been reported as detailed in the following sections.


    3.1 Certification program of WCCD


    The World Council on City Data (WCCD) has executed a program for the certification of international standard ISO 37120:2014 described in the above1). With this certification system, a city reports the results of city evaluation based on ISO 37120:2014, a third party inspects them and the results are certified and published. As of May 2018, the results of evaluations of 55 cities worldwide are published on the WCCD website. As the evaluation results are based on unified indicators that are internationally standardized, comparison among different cities is possible. However, because some cities do not submit reports on all of the 100 indicators defined in ISO 37120:2014, an exhaustive comparison is not possible, so the ranking of cities is not provided.


    In order to encourage cities to report on the evaluation results of more indicators, the WCCD performs certifications at five levels according to the number of indicators reported on the results of the evaluations. As shown in Table 4, 82 cities have been certified as of May 2018, and 59 among them are given the highest “Platinum” level.


    
     
       Table 4 Five certification levels defined by WCCD.
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    3.2 Smart Cities Index system of India


    India is known as a country that is positively inclined toward the promotion of smart cities and the government has announced a project of building smart cities in 100 of its domestic cities. The approach of this country consists of introducing unified city evaluation indices and of identifying the degree of progress of smart city building for each city that uses them. As the city evaluation indices are used exclusively inside India, they do not need to be internationally standardized. They can be designed in accordance with India’s domestic properties and used in the evaluations. Research institutes including The Indian School of Business developed original indices and are evaluating domestic cities using them2). The index system was developed based on international index standard ISO 37120:2014 described above and by adding evaluation indicators specific to India. It is composed of six themes including Living, Economy, People, Governance, Mobility and Environment, and of 58 indicators. As of May 2018, 53 Indian cities have been evaluated and the results published, making it possible to identify the current status of each city and to recognize the issues.


    3.3 Use of city evaluation indices in Dubai and Singapore


    Dubai in the UAE is promoting a smart city project called “Smart Dubai” aiming at city management not relying on the oil. The city intends to ensure a sustainable growth through invitation of investments and creation of employment by arranging suitable social infrastructures. To achieve this goal, Dubai must announce its assessment of how smart it is. Dubai has executed an evaluation using the city evaluation indices defined by the ITU-T described above and has published its current status analysis stressing points to be improved in the future.


    Singapore is also taking a similar approach to Dubai by promoting a smart city project under the slogan of “Smart Nation”. Like Dubai, this city has also published evaluation results that define points to be improved. In the future, it is expected that more cities worldwide will attempt to promote their smartness to the world by publishing evaluation results obtained by applying city evaluation index standards.


    As seen above, many cities worldwide are promoting their smartness via their efforts for enabling intercity comparisons using standardized city evaluation index systems and for enabling objective evaluations of their present situations and issues.


  


  
    4. Application of City Evaluation Index Standards in Specific Themes


    In chapter 3, we overviewed city evaluation index standards for the values of a whole city. The present chapter examines the application of city evaluation index standards to specific themes of interest and the identification of issues in each theme. Identifying issues and clarifying the ICT solutions for them can lead to further improvements in city values.


    Let us for example consider the theme of “development of a safe, secure city”. Among the city evaluation index standards described in chapter 2, examples of evaluation indicators related to this theme are shown in Table 5. Evaluating these indicators makes it possible to identify the current status of this field and to identify its issues. Cities where the development of a safe, secure community by introducing disaster and crime countermeasures are desirable for promoting improvement measures based on the indicators. In case more detailed analysis is needed in this theme, it is possible to utilize theme-specific index systems published in the private sector that may be used in addition to standardized indicators. The Safe Cities Index 20173) is not an international standard, but introduces detailed safety-specific indicators.


    
     
       Table 5 Examples of evaluation indicators related to the development of safe and secure communities.
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    The city evaluation index standards can also be used in examining the introduction of ICT solutions for solving the issues revealed by evaluations. For example, let us consider the comprehensive disaster prevention system built by NEC in the Toshima Ward, Tokyo, using the “Crowd behavior analysis technology4)”. This system detects abnormal situations in real time from live camera images obtained in the ward and enables early response measures for commuters unable to return home after a disaster as well as accident prevention in congested areas at normal times. The “Urban surveillance system5)” in the Tigre City, Argentina introduced by NEC applies crime-prevention measures for detecting suspicious vehicles and generating crime incidence maps. These systems are expected to improve evaluation results of indicators in Table 5 and to contribute to the creation of safe and secure communities.

 
    As seen in the above, the application of city evaluation index standards to a specific theme can identify the current status and any relevant issues. Additionally it also makes possible the selection of ICT solutions for the identified issues.



  


  
    5. Conclusion


    In the above, we introduced examples of city evaluation index standards and described actual use cases. Approaches for enabling inter-city comparisons by using standardized city evaluation index systems and those for the objective appeal of a city’s smartness are being conducted worldwide. We also examined how NEC’s smart city products can contribute to city values improvements from the viewpoint of the city evaluation index standards.


    Use of city evaluation index standards enables evaluation of the value of each city objectively and helps to identify the issues to be improved. At NEC, we are working to develop smart city solutions for such urban issues, and are thereby contributing our expertise to support city managements in promoting sustainable growth.
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    Abstract


    In October 2017, “Partnership for Smart City Takamatsu” was founded in Takamatsu City, Kagawa Prefecture to provide a positive environment for community co-creation. The Council hopes to achieve a “smart city” by utilizing various data inputs to incentivize the movement of people, things, and information throughout the city, encouraging reciprocal cooperation between local communities, generating innovation and promoting synergy effects. In this paper, the Council is regarded as a platform to encourage open innovation, and we describe its role in smoothing the flow of ideas whose emergence, selection, and practice can lead to innovation.
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    1. Introduction


    As business models evolve from traditional monozukuri (product manufacturing) to kotozukuri (customer experience based services, systems creation), NEC has begun to explore various avenues for the development of new business. In regard to the creation of smart cities, we are engaged in initiatives (raising social capital, and social value network) to support innovation through co-creation to help solve their issues and challenges in cities.


    In October 2017, we participated in the establishment of Partnership for Smart City Takamatsu in Takamatsu City, Kagawa Prefecture and have subsequently played a leading role in providing the Council’s administrative office with planning and management support.


    In this paper, we describe how the Council has created an innovative environment to support co-creation.


  


  
    2. Utilizing Data to Promote Innovation


    According to a study conducted by the Ministry of Internal Affairs and Communications’ Statistics Bureau, Japan’s population has been declining since 2008. In response, local governments and businesses are seeking to generate innovation by drawing on local skills and characteristics, while accelerating independent economic activity. This has led to increased collaboration and resource sharing between local governments and businesses to create new added value and contribute to community revitalization.


    Among these resources, data — or information — in particular, represents a resource that could be much better utilized. By sharing data, we can make it more accessible. Centralizing various data inputs to facilitate cross-referencing makes it possible to discover relevant community issues that might otherwise remain hidden. Moreover, we can also use that same data to solve those issues. Data analysis can be applied to policy making by local governments and can be leveraged by entrepreneurs and businesses to develop new services and applications that support the creation of new businesses.


    It is difficult for individual municipalities or businesses to generate solutions to contemporary social issues in isolation. Co-creation provides an opportunity for communities to come together with businesses and solution providers such as NEC in a collaborative environment where fresh ideas can be generated and embodied, new solutions implemented, and challenges overcome.


  


  
    3. About Partnership for Smart City Takamatsu


    3.1 Overview of the Council


    Established on October 25, 2017 in Takamatsu City, the Council is comprised of 14 separate entities, including the municipal government, various enterprises, and NPOs. The goal of this Council is to create a smart city that fosters innovation, reciprocal cooperation between local communities, and promotion of synergy effects, while utilizing relevant data to revitalize the movement of people, products, and information throughout the city. As a center for community co-creation, the Council itself can be seen as an innovation driver.


    To accomplish this goal, a broad range of participants from industrial, academic, public, and private sectors were expected to gather and act autonomously, rather than simply being incorporated into the city’s administrative functions and controlled by the city. Although the Council is chaired by the Mayor of Takamatsu and the city’s ICT promotion department is acting as the Council’s Secretariat, the steering committee is made up of experts from various fields who are entrusted with studying the core issues animating the Council — namely, how to encourage the Council’s members to innovate in ways that will help achieve Smart City Takamatsu, as well as to determine what fields should be selected and what solutions should be taken (Fig. 1).


     
        [image: 180114_01.jpg]
        
         Fig. 1 Structure of the Council.
        

     


    3.2 Two functions of the Council


    Now let’s look at the activities the Council is conducting from the viewpoint of functions (policies) that can lead to innovation. Fig. 2 shows the conceptual flow based on the concept of open innovation advocated by Henry Chesbrough, in which a company chooses the idea (or ideas) from a multitude of ideas that exist inside and outside the organization that best corresponds with the company’s strategies and thereby connects them to innovation. We adopted the open innovation approach with the following two objectives in mind: 1) the ability to create multiple ideas that can potentially help solve the issues the communities are facing; and 2) examination and selection of ideas attractive to the Council based on the direction the Council, as an organization, is aiming for and application of those ideas to practical use.
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         Fig. 2 Conceptual Flow — Transforming Ideas into Innovation.
        

     


    Function (1): Idea multiplier


    A crucial role of the Council is to serve as an idea multiplier ((2)) making it possible for innovations targeted at the creation of Smart City Takamatsu and more effective data utilization to be generated. The first way to achieve this is to increase the number of Council members — which will lead to more encounters between and among entities, thereby increasing the possibilities for the generation of new ideas. As of the end of March 2018, there were 26 member organizations participating in the Council and that number is on the rise (Fig. 3).
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         Fig. 3 Composition of the Council (March 2018).
        

     


    The second way to facilitate idea generation is to increase the opportunities for discussion between Council members and members of the community, rather than restricting exchange to a limited group. Consequently, on February 24, 2018, we held an open symposium concerning issues the community was facing where residents, business people, and Council members could participate in a wide open and wide-ranging discussion.


    This symposium was promoted as an opportunity for people to express and exchange their opinions regarding the vision of the future set forth by the Council. Nearly a hundred local residents participated in this symposium (Photo 1). The discussions, as well as a survey of the participants helped the Council better understand local priorities and highlighted issues the Council had not considered — such as support for child care — that local residents strongly endorsed (Fig. 4).
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         Photo 1 Symposium with Community Residents.
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         Fig. 4 Symposium Questionnaire Results (Number of valid respondents: 58).
        

     


    The third measure we took in support of idea multiplication was to create a video to communicate to community residents the concept of Takamatsu’s smart city (Photo 2). The video was uploaded to YouTube and can be viewed free of charge by anyone. We hope that this video will stimulate the exchange of new ideas. We asked a local production company to make this video, which had the positive side effect of leading us to the discovery of more fascinating places and businesses in Takamatsu.
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         Photo 2 Smart City Takamatsu Video.
        

     


    Function (2): Identifying ideas for innovation


    Generating ideas as described above is the first step. Finding the right ideas and bringing them to fruition is the next and perhaps most important step. The question is: how best to analyze those ideas and determine which ones are most likely to generate innovation? This is the key function of the operating committee and so the quality of their assessment will determine the success of the entire project.


    Let’s look at the basic structure of the steering committee first. The steering committee is composed of elected members from the Council, external experts, and observers. The main responsibilities of the steering committee are as follows:


    1) Study and establishment of Council policies and procedures


    2) Establishment of working groups (WGs)


    To improve the quality of the committee’s work, we conducted the following activities in FY 2017.


    Regarding item 1), one of the primary areas of study is assessing and evaluating the Council’s vision for the future. By having each member of the steering committee evaluate where they think the Council should be headed, we were able to clarify future-oriented policies regarding the fields where the Council should create innovation. The above-mentioned symposium held in February 2018 also played an important role in identifying those fields. With the participation of the members of the steering committee — who are also members of the Council, the symposium helped the committee focus on how to integrate the Council’s vision with the opinions of local residents, thereby contributing to more effective selection of ideas.


    Next, concerning item 2), we set up theme-focused WGs. These WGs were intended for planning and study of specific new applications and services that use a common platform (FIWARE) for data utilization. The process of setting up a WG is shown in Fig. 5.
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         Fig. 5 WG Setup Process.
        

     


    The role of the steering committee is to select and assess ideas that have the potential to generate the kind of innovation the Council is trying to create. It is important that the feasibility of ideas proposed by the Council members be examined carefully and thoroughly. And that’s precisely what makes it necessary to set up a WG.


    It is important to remember that regardless of the quality of analysis conducted by the steering committee, any plan is susceptible to obsolescence. There is always the possibility that what is required may change if study and actualization of the plan takes multiple years. Therefore, the activity of a WG must be carried out in as short a time as possible and a decision on whether to implement the plan also needs to be arrived at quickly. For optimal results, the lifetime of a WG should be no more than a year. If further validation of the plan is required, that should be determined as soon as the WG has completed its work.


    Several WGs have been operating simultaneously so far this year. For example, one WG is studying distribution and utilization of transportation data with a view to creating a system that can take advantage of data relating to the service conditions of Kotoden Bus — Takamatsu City’s public transportation system. The goal is to put the data out in an easy-to-access, easy-to-use way that will allow anyone who needs the data to effectively utilize it. If this can be achieved, other organizations will be more likely to make their data available. It is also likely to accelerate the solution of other issues confronting stakeholders in the Takamatsu area.


  


  
    4. Conclusion


    This paper has reviewed the new structures in open innovation activities of Partnership for Smart City Takamatsu, which seeks to contribute to the revitalization of the Takamatsu area by promoting open innovation and community co-creation. This is especially significant when NEC creates completely new business models and implements them.


    NEC is continuing to support the Council in incentivizing the creation of new businesses, believing that increased data sharing and data utilization under the Council’s aegis will help seed innovation throughout the city.


  


  
    * YouTube is a registered trademark or trademark of Google Inc. in the U.S. and other countries.

    * All other company names and product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    Destination management/marketing organizations or DMOs are one of the hottest new concepts in the tourism industry in Japan. Focusing on promoting a community as both an attractive travel destination and an exciting place to live and work, DMOs play a critical role in community revitalization efforts. With these goals in mind, the seven prefectures surrounding Japan’s Seto Inland Sea joined together to establish Setouchi DMO. NEC was brought in right at the inception and has since played a prominent role in moving this project forward. By getting involved in the local communities and staying in close touch with residents, we have gained a deeper understanding of local issues, enabling us to implement business creation activities more attuned to community needs. This paper looks at our new commitment to community co-creation projects, which provide us with an opportunity to work closely with local communities to achieve a collaborative vision, combining our expertise and technology with the organization’s assets to go beyond the conventional framework of value provision that ICT has traditionally been capable of offering.
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    1. Introduction


    Jointly established and operated by the seven prefectures surrounding the Seto Inland Sea, the Setouchi DMO is a public-private partnership created to promote tourism throughout the area of the Seto Inland Sea. At the most basic level, the Setouchi DMO seeks to achieve regional revitalization by establishing and promoting the Setouchi brand. Deeply involved since the organization’s inception, NEC has played a role in leading and supporting the project.


    DMO stands for destination management/marketing organization. Already the dominant concept in tourism marketing in North America and Europe, destination management is being promoted by the Japanese government which considers it key to promoting regional revitalization.


    NEC’s participation in the Setouchi DMO is much more than just a provider of information communications technology (ICT). Instead, our staff are working closely with local members and residents to leverage our knowhow and the organization’s assets to jointly identify and solve challenges facing the community and help create and establish new businesses that will propel the DMO’s efforts into a new realm.


    In this paper, we will look at some of NEC’s activities in connection with the Setouchi DMO and demonstrate how they make this an ideal case study of our commitment to regional revitalization.


  


  
    2. About the Setouchi DMO


    2.1 Establishment of the DMO as a public-private partnership


    Aiming at regional revitalization (achievement of local renaissance and enhanced growth) through the establishment of the Setouchi brand, seven prefectures (Hyogo, Okayama, Hiroshima, Yamaguchi, Tokushima, Kagawa, and Ehime) (Fig. 1) that surround the Seto Inland Sea worked together with seven regional banks to jointly establish the Setouchi DMO (Photo 1).
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         Fig. 1 The Seven Prefectures that Comprise the Setouchi Region.
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         Photo 1 Establishment of the Setouchi DMO.
        

     


    The Setouchi DMO is composed of two bodies: the Inland Sea, SETOUCHI Tourism Authority, which is a general incorporated association founded under the auspices of the local government; and the Setouchi Brand Corporation, which was founded by regional financial institutions and private companies inside and outside the region. The result is a fluid and flexible organization that demonstrates both public and private characteristics and whose two components are able to act both independently and collaboratively.


    2.2 Features of the Setouchi DMO


    Operating primarily as a branch of the local government, the Inland Sea, SETOUCHI Tourism Authority undertakes marketing and promotion activities aimed at attracting people to the Setouchi Region. Another way of putting it is to say the Tourism Authority’s role is to create demand. Meeting that demand is the function of the Setouchi Brand Corporation, which is run for the most part by private companies. It is responsible for providing financial and management support to help improve and increase services provided by local tourism-related businesses. A third organization — Setouchi DMO Members — was established jointly by the Tourism Authority and the Brand Corporation. It’s a membership-based service
that provides local businesses with useful functions offered by the DMO. The Setouchi DMO is the overarching organization and operates through close cooperation between these three entities (Fig. 2).
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         Fig. 2 Composition of the Setouchi DMO.
        

     


    As well as investing in the Setouchi Brand Corporation, NEC has reassigned an employee to the company. This makes it possible for us to act as one of the active players in the organization and send our staff there on a long-term business trip basis. By embedding our employees in the region, we can establish a presence and better integrate ourselves in the local communities. Since arriving in the region, we have been working closely with local residents to advance regional revitalization
(Photo 2).
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         Photo 2 Exhibition of Setouchi Products Held at NEC Headquarters Building.
        

     


  


  
    3. Launching a Membership Service Operation


    3.1 Creating a system to support local businesses


    Since most of the region’s tourism-related businesses consist of small and medium-sized companies and the self-employed, it is important to assure that support in people, goods, money, and information (knowledge) is widely disseminated so that new tourism demands can be translated into new business opportunities. Consequently, we decided to launch a fee-based membership service called Setouchi DMO Members that would offer knowledge and know-how, as well as management support and business aid services. Because the Setouchi DMO’s umbrella organizations are seven prefectural governments and local banks in the region, local clients and businesses view it as more trustworthy than an independent private organization. Therefore, it was expected that many businesses and service providers would be attracted to Setouchi DMO Members not simply because of the value of the above-mentioned membership services offered, but because they approved of the regional revitalization activities undertaken by the Setouchi DMO.


    3.2 Taking the initiative to transcend borders


    Because this project was conceived as a means of providing a revenue base for the Setouchi DMO going forward, it was critical to get it underway as soon as the organization had reached a consensus regarding the implementation of well-planned, ongoing activities. This meant that in just six months we had to establish a marketing structure to obtain members, design operation flows, and develop appropriate ICT. Not surprisingly, given the circumstances, we had to deal with a wide range of issues that couldn’t be quickly or easily delegated. Instead, all staff members came together to offer their ideas and discuss solutions, transcending their original roles as planners and engineers to become active participants in propelling forward the organizations to which they belonged. More than anything, it was the commitment of all our staff to working together to move the project forward that made it such a success.


    3.3 Application of leading-edge ICT to old customs to create something new


    One of the greatest challenges we faced in Setouchi was overcoming local adherence to paper documentation in their business practices and systems. As an IT vendor, NEC offers a number of membership management systems. Naturally, the system we intended to build for the Setouchi DMO Members was an online system in which prospective members would sign up by entering their data in a web form. We soon discovered, however, that what we thought of as standard practice in this day and age, remained an unwelcome technological intrusion as far as the people of Setouchi were concerned. Paper documentation was considered the proper and only way for business or government-related documentation to be handled. This made it necessary for us to design a new system whose operation flows and functions would better suit the local requirements. After all, the only trustworthy business practice in this region was the traditional business practice in which a form was filled out manually and then stamped and stored. That was the only way to encourage prospective applicants to join Setouchi DMO Members.


    At first, we thought that this was a custom peculiar to banks and applied mainly to the financial institutions who would be our partners in this operation. But as we continued the process, we soon learned that many of the small and medium-sized companies who would be our membership targets shared this view. Thus, despite the short development period, we spent the first two months discussing what the document format and workflow should be. Our examination didn’t end with the creation of an entry format and multiple choices required for designing a database, but went as far as construction of a workflow that would include the physical exchange of paper-based documents. What we designed was a new form of workflow that incorporated seemingly obsolete business practices — such as a man-to-man approach until a prospective member joined, how to handle information flows and processes when an application was made via a distributor, and how to send, receive, and store the original and copies of the application form — into ICT. As a result, the initial 2–3-sheet application form became a 5-sheet carbon copy form and we decided that the status of applicants from sign-up to acceptance as members would be classified into five stages according to the flow to facilitate management (Photo 3).
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         Photo 3 Application Form for Setouchi DMO Members.
        

     


    By respecting the local culture and introducing a workflow and system that more closely conformed with actual business practice in the region, we succeeded in obtaining cooperation from important regional companies in acquiring members, which enabled us to obtain many fee-paying members as soon as we launched the operation.


  


  
    4. Membership Service


    4.1 Provision of services to support online sales


    As we studied the membership service, we noticed that there was a pressing shortage of resources for product promotion and expansion of sales. As many of the local enterprises that would be offering local specialties and experience-oriented sightseeing programs were small and medium-sized companies, their focus was more on product development than marketing and sales. Considering this, we set up an online shopping mall that enabled members to easily set up an online shop that provided full support for product introduction, promotion and sales. We
also established a system to support expansion of sales channels and promotion of members’ products by launching a website called Setouchi Brand.jp comprised of three divisions — Setouchi Marché which sells local specialties, Setouchi Experience which sells community-based tourism products, and Setouchi Cheers which conducts crowdfunding (funding a project to help launch a new business by raising money via the Internet) (Fig. 3).
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         Fig. 3 Setouchi Brand.jp Website.
        

     


    4.2 Online shopping mall activities


    A project called Setouchi Souvenir Contest was held in cooperation with a local TV station from February to March 2018. The aim of the contest was to pick the number one souvenir from the seven prefectures in the Setouchi region in competition-style sales. During the period this event took place, entries were introduced on TV almost every day. Meanwhile, we conducted a poll on the most popular souvenir at local events and community gatherings, while also selling the participating souvenir products. As for sales of local specialties, we succeeded
in significantly increasing visits to the Setouchi Brand.jp website by conducting a promotion in conjunction with the contest. We also set up webpages dedicated to the contest during the contest and conducted a poll on the most popular souvenir on those webpages, which led to sales promotion for the member enterprises.


    When it comes to crowdfunding, we provided the member enterprises with various different kinds of support ranging all the way from choosing a project to
materializing that project. In December 2017, in collaboration with a company dealing in Setouchi lemons, we helped materialize a project that could only be possible in the Setouchi region.


    The important factors for the successful achievement of a crowdfunding project are that the quality and value of the shipped product meet the expectations of the funders and that webpages effectively narrate a story to attract many prospective funders, while also conveying a visual impression of that narrative (sophisticated impression, reliable policy, etc.). This meant that we held numerous discussions with the member enterprise who had originated the project to refine and enhance the project. Ultimately, we launched a project which was approved and funded by many people. As a token of appreciation, the project sent the funders a perfume made of the natural essence extracted from the lemon, as well as freshly picked lemons — something that was greatly appreciated by most, with some commenting how the lemon refreshed their tired body and mind.


  


  
    5. Further Expansion of Services and Future Prospects


    As the number of members increased and a wide spectrum of local enterprises started to participate, we began receiving requests for transaction of services and products between members, as well as for introduction of reliable enterprises for potential business partnership. We are now considering a B2B matching platform that will allow the several hundred members scattered over the seven prefectures to flexibly communicate with each other. There is also a request to prioritize the massive volume of data that will be uploaded to the above-mentioned platform and to build a new system that will filter the data and send only useful information to the members. Therefore, discussions focusing on further expansion of services are now underway.


    The pioneering membership service operations at Setouchi DMO has led to countless inquiries from government ministries and agencies, local governments, and other DMOs and is attracting public attention. We anticipate that this DMO will evolve into a service platform provided with multitenant functionality and serve as a system that will support other DMOs around Japan as well as deployment to overseas DMOs.


  


  
    6. Conclusion


    In this paper, we have introduced the Setouchi DMO and our active participation in helping this organization achieve its goals as a case study for community co-creation where new value is created while staying true to the vision that animates local communities. In particular, we believe our role in the Setouchi DMO shows how companies such as NEC can transcend the conventional ICT framework and contribute in a more positive and dynamic fashion to regional revitalization. By deepening our understanding of the issues the community is facing and by keeping in close contact with the community, we are able to offer our own value in the process, as well as to create solutions in cooperation with the community and lead them to new businesses. These approaches have now come to define what is expected of participants in community co-creation and regional revitalization. We are committed to continuing to provide new value that transcends the conventional framework of ICT through co-creation activities while constantly capturing local needs and up-to-date trends through participation in a groundbreaking community organization like the one that has been discussed in this paper.
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    Abstract


    As our rapidly evolving world throws up a dizzying array of new challenges, communities across Japan are struggling to cope with a broad range of complex issues. To support these communities, NEC is promoting community co-creation through a comprehensive cooperation agreement with local stakeholders — and by actually working with them on-site — in order to identify issues and potential values and enable the community to achieve its desired goals on a medium to long term basis. In this paper, we will illustrate NEC’s efforts in this area by examining projects based on a comprehensive cooperation agreement undertaken in collaboration with local universities and municipalities staff members introducing the case studies in the Asahikawa area on Japan’s northern Hokkaido island and Kamakura City in Kanagawa Prefecture.
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    1. Introduction — Importance of Community Co-creation through a Comprehensive Cooperation Agreement


    One of the biggest issues facing Japan today and one which is receiving increasing attention from media and advocacy groups alike is the combination of a declining birthrate and aging population. One side effect of this trend is the growing need for regional revitalization in many communities around the country. This need consists of two basic currents.


    The first current is the need to maintain the present level of services even though the number of users is decreasing, as we can see in public services such as transportation. And the second current is the need to attract people from outside the community; or to put it another way, it is the need to increase revenues and employment by rediscovering local resources and repurposing them to redefine the attractiveness of the community.


    Addressing these needs is the first step to putting the brakes on the acceleration of the declining population and aging society. In other words, these currents can be interpreted as representing the shift from active, vigorous investment for growth to the minimum investment necessary to make a community sustainable.


    In almost every case, when faced with these issues, communities have no idea what to do or even where to start. This means that before goals can be set, or a solution can be proposed, the problem must be identified. Moreover, the impact of any changes does not take effect immediately. Progress may be slow and imperceptible at first, contributing to the vaguely perceived notion that issues of local communities are increasing in complexity.


    Given this background, we must start by identifying the issues on the assumption of a commitment that extends over the medium to long term. Consequently, we are actively implementing comprehensive cooperation agreements with stakeholders in each community because we need to leverage the strengths of the community and the strengths of NEC in order to find effective solutions.


    In this paper, we will look at two cases — one in the Asahikawa area on Japan’s northern Hokkaido island and the other in Kamakura City in Kanagawa Prefecture — and examine the specific approaches taken in each case.


  


  
    2. Case Study 1: Community Co-creation in the Asahikawa Area, Hokkaido


    (1) Launch of community co-creation project

    
    This project began at the request of NEC’s Hokkaido branch office. By 2014, all of Hokkaido’s major cities except Sapporo were suffering from severe
population decline. Municipalities in these areas — who were already our clients — wanted to know if we could offer any assistance in finding solutions to the problem of depopulation and the accompanying erosion of community vitality. Our Hokkaido branch office soon realized that the survival of these communities necessitated finding a way to make the maintenance of existing businesses and the sustainability of the community compatible with each other.

    


    (2) Identification of issues and establishment of NEC’s value proposition

    
    First of all, we visited a few dozen companies in various industries in the Asahikawa area and interviewed their chief executives in order to correctly understand the issues the area was facing while compartmentalizing the municipal policies put forth by local authorities and the issues driving them.


    Next, we classified issues raised in public hearings and in discussions with municipal officials and business people using a relationship diagram. We then visited those companies again and had meetings repeatedly to discuss what the bottlenecks were and what actions could be taken to solve them.


    The issues identified at those meetings varied. But when it came to the goal of an ideal city, the opinions could be roughly divided into two: a city easy to live in for residents and a city easy to visit for foreign tourists.


    As we proceeded with these discussions, we soon found that the community’s various stakeholders tended to act on their own. To build a more cooperative and collaborative framework that could develop a shared goal and a common strategy, in 2015, NEC gathered together all of the community’s stakeholders — such as the president of Asahikawa University, the manager of the Regional Development Division of Asahikawa Shinkin Bank, and the chairperson of downtown store associations.

    


    (3) Conclusion of the comprehensive cooperation agreement

    
    Once we had brought together all the stakeholders, we quickly discovered that a primary goal shared by all of them was to redefine the attractiveness of the Asahikawa area by rediscovering local resources.


    This, it was hoped, would lead to increased tourism revenue and local employment. All were agreed that the focus should not be on just foreign tourists, but no one had any clue how to attract tourists in general.


    Together, the stakeholders and NEC formed an executive committee and inaugurated a project called the “Future of Asahikawa” in 2016. The first thing we did was partner with college students to ask approximately three hundred random passers-by on the streets to write down what aspects of Asahikawa they liked and what kind of future they wanted for Asahikawa. We then took pictures of these people holding their comments in front of them and made a collection of pictures. In so doing, we successfully visualized the ideas and hopes of the local people (Photo 1).
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         Photo 1 On-the-street comments from about 300 people (excerpted).
        

     


    Next, we solicited the participation of about seventy people from various walks of life — including presidents and employees of companies, NPO staff, housewives, and students — and held a workshop called “Envisioning Asahikawa in 2042” which drew on the comments from the 300 on-the-street interviews (Photo 2).
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         Photo 2 “Future of Asahikawa” workshop.
        

     


    In this workshop, we elucidated the strength and attractiveness of Asahikawa as perceived by the community residents at an unconscious level. The findings were then combined with current trends to depict an image of the future of Asahikawa as specifically envisioned by the residents of the Asahikawa area. This helped us get a better idea of what the community members were hoping for the future.


    Our efforts were favorably received as local people came to understand and appreciate the new methodology and information we were bringing to the community. This led to the conclusion of the comprehensive cooperation agreement with Asahikawa University in December 2016.


    


    (4) Our responsibilities after conclusion of the agreement

    
    Since concluding the agreement, we have been playing the role of advisor by examining the curricula and offering NEC courses at the university. We have also participated in various meetings in the community to strengthen our commitment to community revitalization activities. Consultation requests from the local government have also increased, enabling us to expand our activities from a merely an advisory role to a more comprehensive support function in which we are to provide actual solutions such as providing systems to improve the efficiency in administrative tasks using ICT.


    For example, to address the issue of tourism revitalization, in collaboration with Asahikawa City and Asahikawa Shinkin Bank we held an exhibition of products from Asahikawa at one of our facilities in the Tokyo metropolitan area. With tens of thousands of people as potential visitors, this event not only helped raise awareness of Asahikawa’s products, but also served as a test market, helping to establish what products were popular and what prices were appropriate, thereby contributing to future policy making aimed at expanding tourism revenue.

    


  


  
    3. Case Study 2: Community Co-creation in Kamakura City, Kanagawa


    (1) Launch of community co-creation activity

    
    This project began when NEC dispatched employees to Kamakura City for three months as part of a short-term employee training program held by Code for Japan.


    To help identify the overarching issues that needed to be addressed, we met with neighborhood associations to talk about issues faced by the growing number of elderly residents in the area, held a user experience (UX) workshop on the theme of “civic cooperation” between city staff and community members, and engaged in discussions on the theme of work-style reform (Photo 3).
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         Photo 3 UX workshop attended by city staff and community members.
        

     


    


    (2) Identification of issues and establishment of NEC’s value proposition

    
    As a result of our participation in these activities, we identified the following issues:


    
        	Achievement of a community in which the elderly can live actively and positively

        	Utilization of private-sector methodology (e.g., UX method) in policy making

        	Achievement of work-style reform that improves operational efficiency of city staff

    


    In addition to our ability to provide IT services as a vendor, our private-sector methodology and knowhow add value to our services, enabling us to better support the community in addressing these issues and needs.

    


    (3) Conclusion of the comprehensive cooperation agreement

    
    Confident that NEC’s philosophy of creating new value propositions by solving social issues through co-creation complemented Kamakura City’s Open Government Policy, which seeks to implement community development in collaboration with various entities while taking advantage of private-sector methodology, we concluded a comprehensive cooperation agreement for the implementation of co-creation activities on a medium to long term basis.


    As for the specific details of the agreement, five pillars of activity were defined, including activities aimed at the creation of a prosperous city where people could enjoy healthy and meaningful lives, human resource training targeted at city staff, and community development using ICT.

    


    (4) Our responsibilities after conclusion of the agreement

    
    One of our responsibilities is to verify the effectiveness of robotic process automation (RPA)*.


    While the need to improve productivity through workstyle reform has been strongly advocated, Kamakura City was reviewing not only operational processes but also the improvement of operational efficiency by utilizing IT. City officials were especially interested in the effects and processes of RPA — which has begun to see wide-scale use recently. But they had no idea what RPA was. Moreover, even though we were already deploying RPA as a solution, we needed to learn how to appropriately focus RPA tasks by getting a better understanding of our customers’ operational processes. Thus, our needs complemented the needs of Kamakura City and we worked together to simplify verification of RPA.


    After an analysis by both NEC and Kamakura City, the city’s tax department was selected as a target because it had a high operational load, and the introduction of RPA was implemented in the flow shown below:


    1) Presentation of RPA to the tax department

    2) Understanding the operational details of the tax department and selection of RPA applied tasks

    3) Verification of RPA in validation environment


    Conventionally, this relationship is regarded as one between client and vendor, meaning that to carry out processes 1) to 3), the vendor must first learn the details of the business and then propose to the client the areas where RPA can be applied. However, there are drawbacks to this method, namely that it takes too long to determine where RPA can best be applied and the proposal tends to be one-sided making it difficult to satisfy both sides. That is why we implemented the processes in a co-creation fashion by holding workshops (Photo 4).
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        Photo 4 Workshop attended by NEC and city staff.
      

    


    Specifically, a group was formed with members from the tax department’s staff and NEC to coordinate the understanding of RPA functions. The group members compartmentalize the operation processes by marking their tasks with tags on sketchboards or large-size papers. This way the operations with high load were pinpointed, allowing us to focus on precisely the operations where RPA should be applied. Once those operations were identified, NEC created the RPA program while the city side coordinated the schedule and prepared for the verification environment. The effectiveness of the introduction was verified by both sides.


    Through the commitment discussed above, NEC was able to verify the procedure to select RPA-applicable operations, while the city verified the effectiveness of the introduction of RPA and the introduction procedure, as well as improving their understanding of RPA. All this contributed the achievement of workstyle reform.


    In addition, we are also making efforts to solve other community issues such as verification of elderly monitoring service and verification of computer programming education for elementary schools.


    


  
    * Robotic process automation (RPA) is the utilization of recognition technology (rule engine, machine learning, etc.) to improve the operational efficiency of business and government offices.

  


  


  
    4. Conclusion


    This paper has introduced two co-creation case studies. As we have seen, community co-creation based on a comprehensive cooperation agreement is a very effective means of identifying local issues, exploring the possibilities for new businesses, and developing solutions and strategies to achieve the goals determined by the community and vendor working in tandem.


    In addition to Asahikawa University and Kamakura City, NEC Group has concluded comprehensive cooperation agreements with various other municipalities including Kushiro City in Hokkaido, Yuzawa City in Akita, Hakui City in Ishikawa, Wakayama Prefecture, and Kumejima Town, Shimajiri District in Okinawa. We are also strongly committed to solving social issues and verifying feasibility of operations.


    As laid out in the Mid-term Management Plan 2020, NEC will continue to promote co-creation activities with community stakeholders, focusing on developing solutions for social issues by partnering with customers.
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    Abstract


    Over the past few years, the acceleration of various trends has begun to put increasing stress on public services in Japan. From sky-rocketing social security costs due to a rapidly aging population and a plummeting birth rate to depopulation in rural areas caused by overconcentration in the Tokyo metropolitan area, Japan’s small towns are facing an ever more challenging future. At the same time, struggling municipalities must cope with newly introduced national policies such as the “My Number” identification system and “digital government.” All of this has necessitated planning and policy-making for new municipal services (digital transformation in municipal administration) that are different from the conventional services traditionally provided by municipalities. To help solve these issues, the Study Group for Cocreation of New Municipal Services was set up in cooperation with NEC. In this paper, we look at how the study group utilized NEC’s technology and know-how to take on the challenges faced by municipal governments around Japan.
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    1. Introduction


    In response to the promulgation of Act on the Use of Numbers to Identify a Specific Individual in Administrative Procedures (My Number Act) in 2013, NEC launched the Study Group for New Municipal Services Related to My Number in 2014 to study issues in public administration related to the My Number system. This study group was established as a sub-working group of the Study Group for Municipality Information System and was meant to provide a forum where NEC and multiple municipal organizations would work together to identify issues and develop solutions which would then be proposed to the Cabinet Secretariat and the Ministry of Internal Affairs and Communications (MIC).


    This study group actively pursued these goals throughout 2015 and 2016. In 2017 we decided to expand the scope of the study group’s activities beyond
the My Number system and launched a new study group called the Study Group for Co-creation of New Municipal Services.


    This paper introduces some of the findings of the Study Group for Co-creation of New Municipal Services.


  


  
    2. About the Study Group for Co-creation of New Municipal Services


    2.1 Overview


    The Study Group for Co-creation of New Municipal Services is a discussion-style forum targeted at co-creation of new municipal services by leveraging NEC’s technology and know-how in order to solve issues faced by municipalities around the country. Four meetings were held in FY 2017. Each meeting consisted of twopart sessions. In the first part, information about the latest trends in public governance was shared, while in the second part participants discussed various ways to achieve new services that focused on improving resident services. After each meeting, participants had an opportunity to experience NEC’s latest technology.


    The main venue for the meetings was NEC’s Tokyo head office (Co-creation Space on the second floor of the NEC headquarters building) (Photo). Meetings were also held at NEC’s regional or branch offices in various localities. Both venues were connected by a video conferencing system to facilitate the participation of stakeholders from distant municipalities.
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         Photo Main Venue (Tokyo).
        

     


    2.2 Discussions at the first meeting


    The study group’s first meeting was held on June 27, 2017. Twenty-two people from fourteen municipalities (mainly government ordinance cities and core cities) engaged in discussions on the following topics.


    • Part 1


    (1) Review of FY 2016

    
    First we outlined the activities conducted by the Study Group for New Municipal Services Related to My Number.

    


    (2) Information sharing using the Cooperation
Network System for Personal Information

    
    We gave lectures on the technical materials published in the digital PMO* of the Cabinet Office regarding the Cooperation Network System for Personal Information — an information sharing platform for the My Number system developed by the Cabinet Secretariat. We also introduced the Inter-municipality Server – a platform built by the Japan Agency for Local Authority Information Systems (J-LIS) which uses application software developed by the MIC.

    


    (3) Operation of Mynaportal and Childcare Onestop Service

    
    We explained how the functions of the Cabinet Secretariat’s “Mynaportal” and Childcare One-stop Service. We also offered some tips on how municipalities could implement these services.

    


    (4) Transfer of National Health Insurance from national government to prefectural governments

    
    We explained the revision of the law concerning the transfer of National Health Insurance based on the material provided to local governments by the Ministry of Health, Labor and Welfare (MHLW) and the All-Japan Federation of National Health Insurance Organizations. We also discussed various other matters that local governments need to handle.

    


    • Part 2


    (1) Public and private sector data utilization  (commitment to non-identifiable processed information)

    
    In conjunction with enforcement of the Basic Act on the Advancement of Public and Private Sector Data Utilization, Revised Act on the Protection of Personal Information, and Revised Law for the Protection of Personal Data Held by Administrative Organs, anonymized data (non-identifiable processed data) has become available to private enterprises. We explained what this all meant and engaged in discussions on potential issues related to this.

    


    (2) Service counter reform (utilization of AI at public service counters)

    
    Discussions were held revolving around NEC’s promotion of the idea of using NEC the WISE — a portfolio of leading-edge AI technologies developed by NEC — at public service counters.

    


    2.3 Discussions at the second meeting


    The study group’s second meeting was held on August 25, 2017. The following topics were discussed.


    • Part 1


    (1) Information sharing using the Cooperation
Network System for Personal Information

    
    Following up on discussions at the first meeting, thelatest information uploaded to the digital PMO was classified and explained.

    


    (2) Operation of Mynaportal and Childcare Onestop Service

    
    Again following up the first meeting, we classified and explained the latest information uploaded to the digital PMO.

    


    (3) Insurer Effort Support System

    
    We talked about trends in the national health insurance and public nursing care insurance areas as they related to the Insurer Effort Support System implemented by the MHLW.

    


    • Part 2


    (1) Introduction of a use case in public and private sector data utilization (commitment to non-identifiable processed data)

    
    We discussed a use case hypothesized by NEC — a usage example of non-identifiable processed data when a new store is opened.

    


    (2) Service counter reform

    
    We gave examples of the implementation of MIC’s Operational Reform Model Project in FY 2016 and FY 2017 (the public recruitment to submit ideas for this project is planned in FY 2018). We also introduced a prototype we are developing that is tentatively called Co-creation Knowledge AI.

    


    (3) Work style reform

    
    We talked about NEC’s commitment to work style
reform.

    


    • Exhibition


    
    We showed various solutions based on new technology, enabling participants to look them over after the meeting.

    ▪ Aerial projection system▪ Chatbot▪ Electronic signage solution▪ Non-identifiable processed information

    


    2.4 Discussions at the third meeting


    The third meeting of the study group was held on October 20, 2017. The following topics were discussed.


    • Part 1


    (1) Information sharing using the Cooperation Network System for Personal Information

    
    Following up the first and second meetings, the latest information uploaded to the digital PMO was classified and explained.

    


    (2) Healthcare and nursing care reform

    
    We gave an overview of the revisions to laws pertaining to the Medical Care System for the Elderly in the Latter Stage of Life and to the National Health Insurance, explaining how these would impact local public administrative services.

    


    (3) Exhibition at “Computerization Local Authorities 2017”

    
    We gave an overview of the exhibition in the NEC booth at an event called “Computerization Local Authorities 2017,” held by the J-LIS on November 9 and 10, 2017. We also explained what NEC would propose at the vendor presentation (Fig. 1).
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        Fig. 1 Overview of the NEC Exhibition.
      

    


    
    Drawing on what it gleaned from the study group’s discussions, NEC put together a vendor presentation for the exhibition entitled “A New Society Based on Municipal AI and My Number”. This presentation was well received by the audience, which included a large number of staffers from various local governments and organizations.

    


    • Part 2


    (1) Promotion of IoT in municipal operations

    
    We invited Mr. Akihira Yoshimoto, Senior Director of the Planning Department at the Association for Promotion of Public Local Information and Communication — an extra-governmental organization of the MHLW — to give a lecture on the latest work done by the Local IoT Network of Cross-sector Supporters (LINCS) and the Committee for the Project for Promotion of Local Private and Public Sector Data Utilization.

    


    (2) Public and private sector data utilization
(commitment to non-identifiable processed information)

    
    Drawing on our research and what we learned from the study groups, we devised a set of validation tests that would use municipal authorities as the testing field. We held some discussions related to this topic and ultimately began running our tests in cooperation with one of the municipal organizations that had participated in the meeting.

    


    (3) Service counter reform.

    
    We presented NEC’s proposal for the MIC’s Operational Reform Model Project. We also presented a plan for validation tests using an automatic response
service (chatbot) and held discussions about the plan. In accordance with this plan, we built an automatic response service tentatively called Co-creation Knowledge AI, which would automatically answer general questions from residents. We
have begun testing the Co-creation Knowledge AI to refine accuracy.

    


    • Exhibition


    
    We showed various solutions based on new technology, enabling participants to look them over after the meeting.

    ▪ Integrated GIS system▪ My Number card reading using a smartphone▪ Non-identifiable processed information

    


    2.5 Discussions at the fourth meeting


    The study group held its fourth meeting on January 19, 2018. The following topics were discussed.


    • Part 1


    (1) Information sharing using the Cooperation Network System for Personal Information

    
    The latest information uploaded to the digital PMO — which elaborated on issues still remaining after the full-fledged launch and revision of the layout of the July 2018 data — was classified and explained.

    


    (2) Healthcare and nursing care reform

    
    We held discussions on the following aspects of healthcare:


    
        	Incentives for health insurance

        	Incentives for nursing care insurance

        	How to meet the requirements regarding notification of medical expenses when filing tax returns

        	How to handle online qualification verification systems.

    


    


    (3) Revision of the Family Registration Law and reform of the tax system

    
    We classified the materials published by the Ministry of Justice (MOJ) and the MIC and explained some of the ways in which the following legislative system reforms would be likely to affect local authorities.


    
        	Introduction of the My Number system in areas relevant to the Family Registration Law

        	Digitization of the Notice for the Determination of the Amount of Special Collection of Individual Inhabitant Tax (Form No. 3 Appendix)

        	Turning the Individual Inhabitant Tax into a current year taxation system

    


    


    • Part 2


    (1) Public and private sector data utilization (commitment to non-identifiable processed information)

    
    The local authorities which had participated in the validation tests presented their results and issues.

    


    (2) Service counter reform

    
    
        	Co-creation Knowledge AI (tentative name)
The nine participating organizations and NEC tested, evaluated, and improved the Co-creation Knowledge AI repeatedly until we felt that we had a achieved an appropriate level of accuracy. The results of these tests showed that we were able to successfully improve AI accuracy.

        	Improvement of efficiency of tasks using electronic signage and robotic process automation (RPA)
We presented NEC’s proposal where application form entry at a municipal office service counter would be digitized using a tablet and electronic signage and the data would be registered in a mission-critical system using RPA. Discussions followed the presentation.

    

    


  
    * Stands for project management office. It’s a division or structural system that supports management of individual projects within an organization.

  


  


  
    3. Conclusion


    When the study group had finished all its meetings, participants were asked to complete a questionnaire. The great majority indicated satisfaction with the process as shown in Fig. 2.
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        Fig. 2 Satisfaction Questionnaire Results.
      

    


    We also received comments from participating local authorities saying that our efforts for co-creation of new municipal services were important and that we were helping to minimize the gap between the actuality of day-to-day tasks at the local level and the national directivity and technological evolution. Unlike one-to-one validation tests, the meetings of this study group made it possible to create more practical solutions through repeated discussions with multiple organizations. This is evident, for example, in our successful creation of a new solution that combined AI and the My Number system.


    We are confident that through our commitment to co-creation activities with local municipalities, we can continue to contribute to the solution of many of the challenges that now confront the public sector at every level from village to prefecture. Combining human intuition, common sense, and the most up-to-date AI and data analysis technology, we believe that these activities can make a positive contribution to building a better future by creating the fundamentals that the future will take for granted.
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    Abstract


    Since the energy conversion technology that makes use of a new physical property called the spin current was reported in 2008, conversion efficiencies have been improved significantly, being helped by the discovery of new materials. This improvement has been backed not only by the accumulation of discoveries of new materials and mechanisms but more importantly, by efforts aimed at improving the efficiencies of materials development processes by taking a completely new approach. This paper introduces the creation of a new materials development process that combines an attempt at large-scale data acquisition in the field of materials development and an informatics approach for analyzing the acquired data by using machine learning. The potential benefits of its utilization are also discussed. In addition, the paper discusses the application domains of the spin-current thermoelectric conversion technology that are currently being put into practical use.
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    1. Introduction


    There are many cases in which the discovery of a material or device possessing new functionality changes not only the structures of individual enterprises but also exerts a very great impact on leading to the reform of the entire society. Some such examples include the neodymium magnet, the high-temperature superconductor and the blue LED. All of which have achieved significant success due to the extensive committed research, as well as the impact of chance events.

    However, the environments that surround material and device development are changing continually. The need for results has now reached a very high level of urgency in the fields that are experiencing severe competition. Consequently, attention is drawn to approaches that can develop materials and devices more efficiently by the maximum use of advanced technologies. Particularly, the materials informatics (MI) gathers special attention as a new technique for accelerating development by utilizing the knowledge obtained via informatics.


    In the present paper, section 2 describes the trends of MI technology development, section 3 reports on an actual usage case of MI for the development of a material for use in the new technology known as spin-current thermoelectric conversion. Section 4 introduces the possible applications of this technology.


  


  
    2. Trends in MI Technology Development


    Most R&D in the material science field has targeted physical properties such as the strengths of steel materials or the carrier mobility of semiconductors, which are expressed simply and quantitatively. Topics dealing with data involving millions of types or quantities have thereby been limited. As a result, there was rarely a need to use informatics that surpassed the level of sophistication of mathematical statistics used traditionally in R&D. However, considering that the progress of experimentation and simulation technologies has led to an increase in the types and quantities of data and the use of informatics has achieved success in the bioscience and drug discovery fields that had launched the use of informatics earlier. The Materials Genome Initiative (MGI) was started in 2011 in the United States. This triggered the general rise in an interest in informatics. The MGI has the objective of developing materials more efficiently by advancing research under the initiative of data analysis that uses artificial intelligence (AI). Consequently it is currently advancing the preparation of a materials database and building an open platform equipped with various innovative analysis tools. In Japan also, the development of platforms and key technologies similar to those of the MGI has been started by various associations including the “Materials research by information integration” Initiative (Mi2i) started in 2015 and other projects.


  


  
    3. Development of Spin-Current Thermoelectric Converted Materials Utilizing MI


    NEC is conducting the R&D into a thermoelectric conversion technology that can mutually convert between the charge and the heat current using a phenomenon called the spin current1). This research belongs to a relatively new academic theme2). As NEC’s original efforts aimed at improving efficiency in the search for new materials, and the ongoing positive trends have both already achieved certain successful results3)4)5). Various innovative approaches using MI are therefore currently being advanced.


    3.1 Data initiative applied to Materials Science developments


    What is important in the R&D of material science is to clarify the causal relationships that exist behind the new physical properties or phenomena. To make this possible, a deductive approach that defines the orientation of a development base on understanding the factors and mechanisms affecting the targeted physical property is regarded as being the accepted orthodox method.


    On the other hand, when dealing with a completely new academic field for which the accumulation of fundamental knowledge is as yet insufficient, it is required to vary the data acquisition conditions such as those for composition of the material. As this procedure increases the probability that the results will be influenced by completely unexpected factors, the deductive approach does not function satisfactorily, unless preceded by a huge number of verification experiments. In such a situation, there may be cases in which an inductive approach
initiative led by data analysis can be more efficient in advancing the accumulation of meaningful information.


    Whether or not challenging a topic under the initiative of data analysis is possible is greatly dependent on the type and quantity of the collected data. Therefore, NEC decided to build an innovative sample preparation/ evaluation system that acquires data efficiently by using a combinatorial type experimentation technology in the search for new thermoelectric conversion materials. The combinatorial technique performs exhaustive batch data acquisition from the expected search domains and combinations, and has been developed for the fields of chemical synthesis, thin film synthesis and physical properties evaluations.


    Fig. 1 (a) shows a scheme used by NEC to prepare the composition gradient of samples using the oblique-angle sputter deposition technique. The deposition sources are installed obliquely so that a difference in the film deposition rate can be given between the area close to the substrate and that far from it. It is according to this difference that a distribution composition is produced inside the substrate. In each deposition source, three sputtering sources capable of film deposition on various materials including a metal, semiconductor and oxide are installed in mutually opposed positions so that the multicomponent compound thin film in which the composition varies successively over the entire substrate can be fabricated as a single process.


    
      [image: 180118_01.jpg]

      
        Fig. 1 (a) Composition-gradient sample preparation method using the glancing-angle deposition process. (b) Automatic electrical property measuring system utilizing a semi-automatic probe system.
      

    


    Fig. 1 (b) is an experimental method to evaluate a material’s properties. Hundreds or more of thin film sample pieces are fabricated on a single substrate and the physical property data of each of them is acquired automatically. The evaluation using a probe system measures the electric and thermoelectric properties. Other evaluated properties include the composition evaluation using x-ray analysis, the crystal structure evaluation using X-ray diffraction and, as required, the optical and magnetization property evaluations using ellipsometry.


    The measured composition and crystal structure data are referenced to obtain an exhaustive prediction of the physical properties presented by actually fabricated samples. For example, band structures obtained by first principles simulation can provide detailed data, including predictions of physical properties and information on the atomic orbitals with the potential of affecting the physical properties.


    3.2 Materials data analysis utilizing informatics


    NEC is positively advancing the auto processing of data acquired by experimentation and simulation. Advanced informatics technology is here being actively applied.


    Fig. 2 shows an overall image of the materials development cycle adopted by NEC. Data is acquired by varying the material compositions and fabrication conditions of a series of combinatorial experiments and combinatorial physical property calculations. It is then fed to the data processing AI that employs the technology for auto extraction of feature quantities from the massive amount of spectral data, including the X-ray diffraction data3). Automation of data processing utilizing the AI tool has a very wide range of application and can accurately and quickly process the work that previously used to need much expertise and time. The acquired data is used as information reflecting the actual features of the material from a first principles simulation to ensure accuracy of the results.
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        Fig. 2 Materials development cycle utilizing MI.
      

    


    The data to be used in analyzing change trends is then selected as the dependent variable y and the physical property parameters obtained by other experimentations and simulations is selected as independent variable xi, and it is subjected to a regression analysis, or “fitting”. Function f is the physical model expressing the mechanism, and the variables strongly reflected in the regression can be regarded as the parameters that have high correlations with the analysis target data.


    The model building AI that performs the regression analysis employs NEC’s heterogeneous mixture learning technology as the analysis engine. One of the most significant features of heterogeneous mixture learning is the high readability of the analysis results (white box property). It turns the obtained physical property model into the information on the parameters with high correlations for the analysis target data, in a form that is easy to understand by the persons concerned. It thereby allows them to easily evaluate the purpose of the physical property model.


    Even in a case when the mechanism existing in the background of a physical property is not understood, the data correlations derived by the AI can provide extremely useful information sources for various checks; whether or not the planned hypothesis is appropriate, we need new hypotheses, any errors exist in experiments and measurements. As a result, as the types and quantities of data are increased, the work for building a physical property mode/mechanism that narrows down the property parameters “descriptors” to be referenced for optimizing the target properties, may then be advanced more efficiently.


    Once the descriptors are defined, new knowledge can be accumulated in the next step of the development cycle, which is the narrowing down of new material candidates by means of screening and utilizing physical property simulations5). Alternatively, in some cases, the new material candidates are chosen based on the knowledge of the developer and then the next stage of the material development cycle is performed, which is the verification of new material candidates by experiment.


    3.3 Search for spin-current thermoelectric materials


    One of the biggest issues in the utilization of MI forthe spin-current thermoelectric materials, has been the acquisition of thermoelectric conversion coefficient data. Previously, data of a few conditions were accumulated per day by depositing the material, fabricating elements and measuring them. This process has recently been changed resulting in the generation of much experimental data per day due to the batch generation of samples and the creation of new measurement processes. The speed of materials development has thereby been accelerated considerably.


    Fig. 3 plots the recent improvement in the performance of spin-current thermoelectric conversion materials. The target performance of 1 mW/cm2 (temperature difference 10K) is defined by setting that of the commercially available semiconductor thermoelectric conversion modules as the benchmark. The current performance has now reached about 1/30th of the target performance, which is expected to be reached in a year or two6).
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        Fig. 3 Improvement in the performance of spin-current thermoelectric conversion materials.
      

    


  


  
    4. Applications of Spin-Current Thermoelectric Conversion Technology


    The commercially available thermoelectric conversion modules made of semiconductor materials such as BiTe that have been used hitherto are based on the physical phenomena of conversion between the charge and heat current such as the Seebeck effect and Peltier effect that were discovered in the 1800’s. The basis of the recently adopted materials and modularization technologies were developed in the 1960’s aiming at use in the radioisotope thermoelectric generator of artificial satellites and space probes.


    Recently, however, the thermoelectric conversion technology is used in high-power electronic devices and compact refrigerator cooling systems as a technology for cooling that features small size and low noise, often called electronic cooling. In addition, it is also put to practical use as a thermal flow sensor making use of the function that outputs the thermal flow that passes through the element as a voltage. On the other hand, although it is actively embedded for the purpose of power generation in aerospace and defense products, it is not so readily available in the manufacture of consumer products. The market scale remains small compared to that of the cooling and sensor applications.


    The principal factor causing a delay in expansion in the power generation market is that the value of generated power is below the expected level in most cases, considering the cost of introduction and the durability of the technology. To resolve this issue, improvement in the overall performance of the device component is obviously necessary. It is also important to continue to search for applications that can provide high added values.


    The development of the spin-current thermoelectric conversion technology was started by aiming at achieving a breakthrough in the device cost as a result of noticing that it is based on new principles, and that it is expected to be unquestionably advantageous in the cost and durability of the component although the conversion efficiency is not as yet optimized.


    One of the exemplary candidates of high added-value applications is the compact energy harvesting type power source for use in generating power at the scale of the button battery. The Internet of Things (IoT) is going to be implemented, which optimizes the whole of society by applying advanced data analyses to a huge amount of information collected from an infinite number of information device components that are randomly located worldwide. In the realization of the IoT, it is expected that the means of power supply to each individual device will be one of the most critical issues. Innovation of thermoelectric conversion technology is expected to be the key technology in enabling the creation of great value, which evolves the technology to the next stage that converts the real world into data.


  


  
    5. Conclusion


    The MI targeting unknown new materials, which is a system complicated by various factors, can be regarded as an attempt to understand and optimize systems under the initiative of data. The results of spin-current thermoelectric conversion materials development achieved using MI up to the present, show clearly the effectiveness both of data-driven and of an informatics-based approach in the field of materials science developments. Although there is a need to resolve the issue of how to acquire data sets individually from each materials field, an increase in the number of use cases can be expected in the future.


    The utilization of MI is advancing improvements in the performance of the spin-current thermoelectric conversion technology. The overall performance, including the cost and durability that tend to produce issues in the thermoelectric conversion technology, has already been improved and its practical use is expected soon. Especially, for applications in power generation that have been delayed, verification experiments are underway to open new areas, such as for autonomous power supplies that can contribute to the coming of the IoT society.
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    Abstract


    The NanoBridge-FPGA, a field programmable gateway array incorporating NEC’s original NanoBridge metal atom migration-type switch, offers higher power efficiency and faster processing speed while achieving excellent durability against radiation and high temperature. That combination of reduced power consumption and increased performance makes the NanoBridge-FPGA suitable for application in a wide spectrum of fields. Featuring higher power efficiency than a CPU, an FPGA is a group of integrated circuits that facilitate hardware (circuit configuration) switching using semiconductor switches and memory modules. The new NanoBridge FPGA ramps up that power efficiency of the FPGA by replacing these semiconductor switches and memory modules with the space-saving NanoBridge. This paper discusses the operating principle of the NanoBridge, the internal construction of the NanoBridge-FPGA, and compares its performance with commercially available FPGAs.
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    1. Introduction


    In recent years, society finds itself confronting a diverse array of challenges ranging from the strictly practical such as the maintenance of social infrastructure, the need to establish a safe and secure society, improvement of manufacturing efficiency, and construction of more reliable transportation to more complex social issues. To address these social issues, new services and technologies are constantly being developed. These include monitoring with sensor networks, big data analysis, and AI image recognition technology. Implementation of these technologies is invariably dependent on cloud-based information processing. To improve real-time capabilities and reduce the volume of data, it is expected that much of this processing — data analysis, high-value data acquisition, and data compression processing — will need to be performed on device (edge) side. These tasks would require the device to possess different characteristics than would be required for information processing on the cloud side. Prominent among the requisite characteristics are a high-power performance ratio, real-time response, and robustness. Yet while performance demands increase, integrated circuits that perform information processing are reaching the limits of miniaturization, as well as being further limited by problems with heat generation. Improving the power consumption ratio (power efficiency) is becoming more and more difficult using conventional von Neumann computing architectures represented by a CPU using conventional integrated circuits.


    Finding a solution is no easy task. For example, although application-specific integrated circuits (ASICs) have the highest power efficiency, their flexibility (or programmability) is limited and they are expensive to develop (Fig. 1).
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        Fig. 1 Power consumption of semiconductor integrated circuits used in IoT devices.
      

    


    An FPGA is an integrated circuit on which it is possible to build processing blocks and processing flows that conform to the application by programming the internal circuit (hardware). This gives the FPGA a degree of flexibility comparable to a CPU. Because the FPGA performs information processing using non-von Neumann hardwired logic, it achieves higher processing capability than a von Neumann processor and is expected to play an increasingly important role in computing on the device side. Moreover, because the FPGA is a general-purpose circuit, it’s not necessary to incur costs developing a new integrated circuit for each application.


    While the FPGA offers a high degree of flexibility and powerful processing capability, it uses a semiconductor switch to change circuit configuration and incorporates a large amount of static random-access memory (SRAM) to memorize circuit configuration, thus increasing the circuit area and standby power. Because the SRAM requires power to retain data, standby power is inevitably consumed. This lowers the density of the logic circuits deployed for computing and increases the processing power in the unit of bits. This is an issue that needs to be addressed. Consequently, some research institutions at universities and various companies are now researching non-volatile memory that can replace the FPGA’s SRAM and do not require data retention. Among the non-volatile memory under study are magnetoresistive random-access memory (MRAM)1) and resistive random-access memory (ReRAM)2)3).


  


  
    2. NanoBridge Technology


    To address the problems with the FPGA, NEC developed the NanoBridge, a non-volatile memory that can simultaneously replace both the semiconductor switch and semiconductor memory. The NanoBridge consists of a polymer-solid electrolyte (PSE) sandwiched between an inert electrode — ruthenium (Ru) — and an active electrode — copper (Cu) (Fig. 2)4). When positive voltage is applied to the copper electrode, the copper is ionized, shifting through the PSE to form a bridge between the two electrodes. As a result, the NanoBridge transitions from a high resistance (OFF) condition to a low resistance condition (ON). Conversely, when positive voltage is applied to the copper electrode, the copper atoms, which have formed the bridge, are retrieved by the copper electrode and transition to a high resistance condition.
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        Fig. 2 Cross section of integrated circuit incorporating NanoBridge (Left) and schematic diagram of NanoBridge configuration and operation (Right).
      

    


    The NanoBridge can be rewritten repeatedly and does not require power to maintain ON and OFF conditions (non-volatile). Its electrical characteristics include smaller load capacity than the semiconductor switch (about 1/10th) and high ON/OFF resistance difference (500 Ω and 1 GΩ). Therefore, the NanoBridge can function as a semiconductor memory to switch logic signals and retain circuit data. Moreover, because the thickness of the copper bridge is estimated to be just a few nanometers, it can be incorporated in a circuit even under a design rule with advanced integration.


    When the NanoBridge is used in the NanoBridge-FPGA, two NanoBridges are connected facing each other and a write-controlling transistor is connected to an intermediate terminal on the ruthenium electrode side as shown on the lower right in Fig. 25). To switch the signal, both NanoBridges need to be in the ON or OFF condition. When operating voltage is applied to the switch in the OFF condition, the voltage stress is distributed between the two NanoBridges. Moreover, one of the two NanoBridges is placed so that it always achieves the voltage direction that allows for programming in the ON-OFF direction only. This complementarity improves reliability in the OFF condition, exponentially improving the retention lifetime under voltage stress. In addition, the program voltage — which is in a trade-off relationship with reliability in the OFF condition — can be suppressed because the circuit design allows individual NanoBridges to be programmed via intermediate nodes.


  


  
    3. Architecture of the NanoBridge-FPGA


    The basic NanoBridge-FPGA is configured with logic array blocks, input/output circuits that exchange logic signals with external components, a program driver for programming the NanoBridge, and a phase-locked loop (PLL) that generates clock signals (Fig. 3)6)7). Each logic block consists of four basic logic elements (BLEs) and a crossbar switch that determines where to connect the logic signals. Each BLE is comprised of a lookup table (LUT) where combinatorial logic operations are performed and D-type flip-flop (DFF) where sequential logic operations are executed. In Fig. 4 the NanoBridges are used in the crossbar switch and LUT memories. The crossbar switch is comprised of several NanoBridges. When any of the NanoBridges in each row is turned on, the output destination of the input signals of the logic block is determined. The output destination is selected from either the BLE or the adjacent logic block. Each LUT is equipped with sixteen memories. The value selected from the sixteen memories that has been chosen in accordance with the LUT’s input signals is output. The memory of the LUT is also comprised of a NanoBridge. Once the NanoBridges composing the crossover switch and LUT are programmed to be ON or OFF, the circuit configuration is determined and the user application can be executed.
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        Fig. 3 Circuit block diagram of the NanoBridge-FPGA.
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        Fig. 4 Block diagram of the NanoBridge-FPGA’s logic block.
      

    


    When the semiconductor memory or semiconductor switch — which is used for switching the LUT’s memory and wiring — is replaced with a NanoBridge, the area of the logic block can be reduced. This means that the length of the wires used can also be reduced, further contributing to a reduction in power consumption.


  


  
    4. Performance Evaluation of the NanoBridge-FPGA


    To evaluate the performance of the NanoBridge-FPGA, we compared the NanoBridge-FPGA with a commercially available SRAM-based FPGA8) manufactured with a 40-nanometer semiconductor process9)10). As LUTs and DFFs are also used in the logic circuits of the SRAM-FPGA, the NanoBridge-FPGA and SRAM-FPGA can be compared based on the number of the LUTs. The density of the NanoBridge-FPGA’s logic circuits fabricated in the same 40-nanometer semiconductor process is twice that of the SRAM-FPGA. Thus, when a NanoBridge is incorporated, the area occupied by the logic circuits can be reduced.


    Both FPGAs were mapped with a benchmark circuit comprised of a 16-bit arithmetic logic unit (ALU) with a 1k-gate scale. The benchmark circuit includes an instruction decoder and an input signal generator. 332 LUTs and 73 DFFs are used in a single FPGA logic circuit. The count-up signals generated by a 16-bit counter — that have been mapped — are entered as operands of the ALU. Each of the 28 instructions is cyclically activated using a one-hot signal generator that has been mapped in the same manner.


    The circuit configuration of the NanoBridge-FPGA is determined by programming the specified NanoBridge-FPGA to ON or OFF. NEC offers design tools to generate ON and OFF information from the application circuit. The application circuit is described at register-transfer level (RTL) and ON/OFF information can be generated using the fabricated FPGA tools7). First, a gate-level netlist is obtained using a logic synthesis Fig. 5 Specifications and package appearance of the
NanoBridge FPGA. tool according to the RTL description. The netlist is then converted into 4-input LUTs using a cluster packing tool. Further, the placement of the LUTs and their circuit connections are determined using a placement and routing tool to generate the circuit configuration information. The output signal pattern derived from the input signal pattern for the NanoBridge-FPGA implemented with an application circuit is generated by the Verilog test bench. Correct operation of the circuit can be verified using a semiconductor tester to see if the output signal pattern matches the operation of the NanoBridge-FPGA. We measured the operating voltage range, signal delay, and operating power using the semiconductor tester.


    While the minimum operating voltage of the SRAM-FPGA is 0.94 V, the NanoBridge-FPGA can operate at voltages as low as 0.675 V. As for operating speed, the NanoBridge-FPGA runs twice as fast as the SRAM-FPGA at a standard operating voltage of 1.1 V. The SRAM-FPGA’s dynamic power is 39.5 μW/MHz, while that of the NanoBridge-FPGA has been reduced by two-thirds to 13 μW/MHz (Table). These differences in performance are largely caused by the smaller load capacity of the NanoBridge, as well as the shorter wiring length made possible by the reduced size of the logic circuit’s area, which reduces the load capacity in the wiring.


    
    
      Table Performance comparison between the NanoBridge-FPGA and commercially available low power-consumption SRAM-FPGA.
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    5. Operation in Harsh Environments


    IoT equipment is expected to be able to cope with harsh conditions and should be resistant to high temperatures and radiation.


    Under high temperatures, the OFF current of a typical transistor changes exponentially with respect to the temperature. With the NanoBridge, however, changes in the OFF resistance can be suppressed and kept to a minimum. Hence, even in a high-temperature environ-ment the NanoBridge needs less standby power than
an SRAM-FPGA. Tests have confirmed that the NanoBridge-FPGA operates correctly at temperatures in the range of –50°C to 150°C11).

    The NanoBridge is also resistant to radiation. An SRAM expresses ON and OFF conditions based on the number of charges. If high-energy radiation enters an integrated circuit that contains an SRAM, the radiation collides with silicon atoms on the semiconductor substrate, generating charges. These generated charges can disturb the charges on the SRAM, reversing the ON and OFF conditions and causing a malfunction. Since the NanoBridge achieves the ON/OFF condition based on the presence/ absence of a physical copper bridge, the ON/OFF condition is not affected by radiation-generated charges.


    We evaluated the NanoBridge’s resistance to radiation at the Heavy-Ion Irradiation Facility of the Japan Atomic Energy Agency. High-energy heavy ion (xenon and krypton ion) was irradiated on 128k NanoBridges to determine how it affected ON and OFF conditions. The linear energy transitions of the xenon and krypton are estimated to be 68.9 and 40.3 MeV/mg/cm2 respectively. No changes were observed in the ON and OFF conditions before or after the ion irradiations. The NanoBridge’s ability to withstand radiation proved to be at least 100 times greater than flash memory which has a far higher resistance to radiation than SRAM.


    We plan to subject the NanoBridge-FPGA to in-orbit testing via the Innovative Satellite Technology Demonstration Program of the Japan Aerospace Exploration Agency (JAXA) in FY 201812). The NanoBridge-FPGA will to be inserted into orbit by the Epsilon rocket in FY 2018. Fig. 5 shows the specifications of the NanoBridge-FPGA which will be used in the in-orbit evaluation. We will employ an image compression application and radiation durability testing circuit on the FPGA. We plan to use the NanoBridge-FPGA to compress full-HD images captured by the satellite camera and downlink the images to the ground station for fault evaluation. We have written the above-mentioned circuits onto the NanoBridge-FPGA and have already conducted various ground tests, including heat cycle testing and vibration testing, to confirm that the NanoBridge’s ON/OFF conditions do not change. This program is being conducted in collaboration with the JAXA.
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        Fig. 5 Specifications and package appearance of the NanoBridge FPGA.
      

    


  


  
    6. Conclusion


    The low-power non-volatile FPGA has been verified for applications in devices with limited usable power. The FPGA combined with the NanoBridge for the wiring switch and LUT memory features twice the logic density, twice the operation speed, and three times the dynamic power as a conventional SRAM-based FPGA manufactured using the same 40-nanometer node technology. The NanoBridge-FPGA we have developed is ideal for high-performance and low-power consumption computing in edge devices.
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    Abstract


    NEC Corporation is the originator of the carbon nanotubes (CNTs) and carbon nanohorn aggregates (CNHs) of representative nanomaterials. CNTs show either metallic or semiconducting properties that depend on differences in the arrangement of carbon hexagons. The thin film transistors that utilize the semiconducting CNTs are expected to extend application in the electronics domain. The CNHs have a high specific surface area and feature high dispersion and they are expected to be applicable to energy devices such as capacitor and fuel cell electrodes. More recently, NEC Corporation has discovered the carbon nano-brush (CNB), which is attracting much interest because it possesses the excellent properties both of the CNTs and the CNHs. This paper introduces NEC Corporation’s current nanocarbon materials developments.
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    1. Introduction


    The carbon nanotubes (CNTs)1) and carbon nanohorn aggregates (CNHs)2) are nanocarbon materials discovered by Sumio Iijima, Senior Research Fellow at NEC Corporation. They are expected to function as innovative materials that are capable of improving the characteristics of sensors, energy devices and composite materials. NEC is conducting wide-ranging R&D on these nanocarbon materials, from their fabrication to their device applications. A new nanocarbon material called the carbon nano-brush (CNB, fibrous carbon nanohorn aggregate) has recently been discovered3) and its excellent properties are expected to be applicable in various functions.


  


  
    2. Carbon Nanotube


    2.1 Features of the carbon nanotube


    The carbon nanotube (CNT) is a carbon material discovered in 1991 by Iijima, as described above. It has a cylindrical structure with a diameter of 1 nm (one billionth of a meter) and it is composed of hexagonal carbon networks as is graphite (Fig. 1 (a) and (b)). The single-walled CNT is expected to have various applications due to its features that include a special shape, toughness, high electrical conductivity and high thermal conductance. Another feature of this material is that it presents a semiconducting or metallic properties that depends on the arrangement of the carbon hexagons (chirality). The ratio of the semiconducting and metallic species is respectively 2:1 in general.


    
      [image: 180120_01.jpg]

      
        Fig. 1 Electron micrographs of CNTs (a) (b), CNHs (c) (d) and CNB (e) (The inserted diagrams are of relevant models).
      

    


    2.2 The Metallic/semiconducting separation technology of CNT and its applications in sensors


    Semiconducting single-walled CNT is attracting attention as a material that uses printing technology for procedures in printed electronics that fabricate electronic products, such as circuitries. Using the semiconducting single-walled CNT with high electron mobility and chemical stability as a transistor channel material makes it possible to fabricate sensor devices with large areas, high flexibility, low prices, high operation speeds and high chemical stability. These properties are essential for IoT (Internet of Things) applications. NEC has developed the electric-field induced layer formation (ELF) method capable of extracting semiconducting single-walled CNT with the high purity of 99% or more4). This method achieves stable separation of the semiconducting and metallic single-walled CNTs by dispersing the single-walled CNTs using nonionic surfactant and moving them respectively to the cathodes and anodes by means of carrier-free electrophoresis (Fig. 2). The printed transistor array (Fig. 4) is fabricated with a highly functional ink made of the semiconducting single-walled CNTs based on this technology (Fig. 3). The process presents a tenfold or more times higher mobility than that with amorphous silicon. Here, the 256 devices are evenly separated into on and off states and a 6-digit on/off ratio is achieved5). The operation of a pressure sensor device using this transistor array has been tested and a multipoint dynamic pressure distribution was detected successfully. In the future, the material is expected to be utilized in IoT applications such as for the commodity management of convenience stores and warehouses.
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        Fig. 2 Single-walled CNT separator using the ELF method ((a) Before separation, (b) After separation).
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        Fig. 3 Separated liquids of semiconducting CNT (Left) and metallic CNT (Right) collected after separation.
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        Fig. 4 A 16x16 flexible board fabricated with semiconducting CNT ink.
      

    


  


  
    3. Carbon Nanohorn Aggregates


    3.1 Features of the carbon nanohorn aggregates


    The carbon nanohorn aggregates (CNHs) are nanocarbons discovered in 1998 by Iijima as described above. Each carbon nanohorn (CNH) has a cylindrical structure made of a single graphene sheet (Fig. 1 (c)) that resembles the structure of the single-walled CNT. The roll-shaped structure has a tip with a conical angle of about 19°, a diameter with a closed structure containing 5-membered rings of 2.5 nm and a length of 40 to 50 nm (Fig. 1 (c)). CNH does not exist singly but some thousands gather in a radial shape to form a spherical aggregate with a diameter of about 100 nm (Fig. 1 (d)). The internal nanospace of the CNH can be used by treating the tip and defect area with oxidation (hole-opening treatment). NEC has already developed a technology for the mass-production of high-quality CNHs at a low cost and is currently marketing samples and developing various applications.


    3.2 Mass-Production Technology of Carbon Nanohorn Aggregates and Its Applications


    The CNHs can be fabricated by irradiating CO2 lasers onto a graphite target not containing a metal catalyst, in an Ar gas atmosphere at room temperatures. Fig. 5 shows a schematic depiction of the CNHs mass-production system6). This system is composed of three chambers: the graphite target storage chamber (Replacement chamber), the laser irradiation chamber (Production chamber) and the CNHs collection chamber. The Ar gas enters the laser irradiation chamber from below and is exhausted from the top of the collection chamber. After the COs laser irradiation, the graphite target in the storage chamber is automatically replaced. To reduce the number of graphite target replacements and the time taken to do this, large graphic targets with a diameter of 100 mm and a height of 500 mm are used. The CO2 laser is output at 3.5 kW in the continuous oscillation mode, and the target is rotated spirally at 2 rpm during the output in order to prepare CNHs continuously. The produced CNHs are carried by an Ar flow through the pipe and dropped when they reach the collection chamber. They are then caught in the collector vessel and are collected by closing the gate. Using this system, NEC has succeeded in the continuous production of CNHs at 100 g/h, 1 kg/day.
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        Fig. 5 CNHs mass-production system scheme.
      

    


    As the CNHs have a relatively large specific surface area of 400 m2/g and high electrical conductivity, it is expected that they will be applicable as catalytic support for fuel cells or as the conducting material of lithium ion batteries. The nanospace inside the sheath of the CNHs can be used by forming holes on each CNH by oxidation, and the specific surface area becomes as large as 1,420 m2/g or more in this case7). Because of this feature, R&D into the utilization of the nanospace is being actively conducted and applications such as for gas absorbents, electrodes of electric double-layer capacitors (EDLC), and drug delivery systems (DDS) are anticipated (Fig. 6).
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        Fig. 6 Applications of CNHs.
      

    


  


  
    4. Carbon Nano-brush


    4.1 Features and expected applications of the carbon nano-brush


    The carbon nano-brush (CNB, fibrous carbon nanohorn aggregate) was discovered by Ryota Yuge, Principal Researcher at NEC Corporation, in 2015 (Fig. 1 (e))3). The CNB structure resembles a test tube brush or pipe cleaner; in which individual single-walled carbon nanohorns gather radially and connect fibrously. The CNB can be fabricated by the laser ablation of a carbon target containing iron. CNB and CNHs are produced together by this process. As the fabrication method is almost identical to the already established method for the CNHs except for the target used, it is regarded that mass-production will be achieved relatively easily. CNBs feature not only the high dispersion and high adsorption as for the traditional spherical CNHs, but also exhibit high conductivity and is therefore expected to have wide applications in the future. The CNB is highly dispersive like the CNHs. When a mixture of CNB and CNHs in ethanol is dispersed with ultrasonic dispersion and the dynamic light scattering of the solution is measured, particle size distributions are detected in the ranges of 70-300 nm and 1-10 μm. The size distribution at the micrometric order seems to belong to the CNB. Like the CNHs, the specific surface area of the CNB is increased greatly at around 1,600 m2/g, by oxidation. When comparing the electrical resistivity of the thin films fabricated on SiO2 substrate by using CNB/CNHs mixture and CNHs alone, the CNB/CNHs mixture was 1/10th of that for the CNHs. This result showed that the CNB has an electro-conductive path in the one-dimensional direction. Therefore, it can be concluded that the CNB is a highly practical material featuring high electrical conductivity, high dispersion and a large specific surface area.


    4.2 Applications of Carbon Nano-brush


    Since the EDLC needs to store high charges and input and output them rapidly, the electrode material should fulfill requirements such as high specific surface area, high electrical conductivity, and high dispersion. As the CNB meets these requirements, it is optimum for use with the EDLC. Fig. 7 shows the capacity retention rates of the EDLC prepared by using CNB/CNHs mixture after oxidation (oxCNB/oxCNHs), CNHs after oxidation (oxCNHs), and commercially available YP50F (activated carbon) as the electrode material. The specific surface areas and capacitances of the oxCNB/oxCNHs, oxCNHs, and YP50F are almost identical but that the use of oxCNB/oxCNHs succeeds in improving the output characteristics (fast discharge) by more than 6 times that of the commercially available YP50F.
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        Fig. 7 Output characteristics of electrical double-layer capacitors.
      

    


  


  
    5. Conclusion


    The present paper introduces the development of CNT, CNHs, and CNB materials by NEC Corporation. The separation technology of an excellent metallic- and semiconducting-CNT, called the electric field induced layer formation method, has been developed that will soon be of practical use. As the transistors fabricated with this technology will feature high performance and stability, its applications in the electronics domain are regarded as likely to be accelerated. On the other hand, as the mass-production technology of the CNHs is already established, manufacturers other than NEC, such as the reagent manufacturers, have started to market high-quality CNHs and their developments aimed at commercialization are advancing impressively. Finally, with regard to the CNB, active R&D has been conducted since its discovery in 2015, including that for the evaluation of physical properties and the possibilities of applications. As described above, NEC has been creating and achieving practical applications for the new nanocarbon material technologies, one after the other. In the future, the corporation will apply these innovative nanocarbon materials to more of its products.
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    Abstract


    A blockchain is a distributed ledger system that allows the participants to share and record data without using a centralized management system. This paper introduces a PoC that was performed through inter-company collaboration operations in order to verify the applicability of blockchain to the IT systems of financial institutions with high system requirements for quality. The results have proven that Hyperledger Fabric 1.0, which was the blockchain platform adopted in the PoC, can meet many system requirements for operability/maintainability and security, but also that, it still has some issues that need to be addressed, such as resistance to falsification and implementation of a cryptography function.
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    1. Introduction


    A blockchain is a distributed ledger system proposed by Satoshi Nakamoto to serve as the basis of Bitcoin. It is a mechanism that allows participants to share and record data without using a centralized management system1). As of 2018, various enterprises even outside the financial field are conducting R&D and PoC (Proof of Concept) of this technology.


    This paper introduces the PoC jointly conducted by NEC Corporation, Sumitomo Mitsui Financial Group, Inc. and The Japan Research Institute, Limited in order to verify whether a system incorporating blockchain can meet the quality standards of financial businesses with high system requirements for quality, including the reliability and security of IT systems.


  


  
    2. Purpose and Process of PoC


    The purpose of the PoC was to determine the feasibility and effectiveness of the construction and operation of a system using blockchain by setting up an inter-company collaboration system involving financial institutions as the use case. The reason why we focused on inter-company collaboration is that it has a high affinity with blockchain in the following properties.


    
        	Automation of check processing with high authenticity

        	Saving of workflow execution history with high authenticity

    


    2.1 Selection of evaluation items


    We then selected the items to be verified by considering the following two points that are indispensable for the implementation of IT systems for financial institutions.


    (1) Operability/maintainability

    
    Verification was conducted under an environment that was built so as to identify the operation functions (node startup/shutdown, failure notification,
etc.) required for the blockchain inter-company collaboration system.

    


    (2) Security

    
    The blockchain inter-company collaboration system was verified in the verification environment so as to determine its compliance to the security functions (data secrecy, access limitation, illegality tracking, etc.) to be provided by the system.

    


    2.2 Verification environment


    The outline of the verification environment is summarized below. The overall view is shown in Fig. 1.


    
      [image: 180121_01.jpg]

      
        Fig. 1 Overall view of verification environment.
      

    


    
        	Configuration: 2 organizations, total of 10 servers with 5 in each organization

        	Built on the AWS (Amazon Web Services). All of the servers have an instance type of t2.medium (3.3 GHz x 2v CPU, 4 GB memory)2).

    


    The blockchain platform used was Hyperledger Fabric 1.0 (hereinafter “Fabric 1.0”) which is open source software (OSS)3)4). Fabric 1.0 can be divided roughly into the processing block and data block and is composed of three elements including the “smart contract”, “business data”, and “historical data”. With Fabric 1.0, the “smart contract” is described as a chaincode and the “business data” is stored as a database in the Key Value Store (KVS) format. An example of configuration is shown in Fig. 2.
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        Fig. 2 Configuration of blockchain of Fabric 1.0.
      

    


    For the verification environment, the following two items were developed in addition to the user interface screen.


    ▪ Caller application

    
    Written in the JavaScript language, this app processes the requests from the user interface screen and calls the chaincode.

    


    ▪ Chaincode

    
    Written in the Go language, this executes the business logics.

    


  


  
    3. Results of PoC


    Table 1 summarizes the results of the verified items. While it was proven that Fabric 1.0 can meet many system requirements for operability/maintainability and security, it was also found that some requirements have not yet been met. This section discusses the results in detail.


    
    
      Table 1 Results (Overall summary).
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    3.1 Operability/maintainability


    Table 2 shows the details of the results. One of the points to be noted is that a node storing falsified data cannot detect the falsification itself. This was because the hash-chain verification during block addition of the node was insufficient. However, propagation of falsified data to other nodes did not occur. In addition, two problems in the specifications of Fabric 1.0 were discovered in the verification using the actual system.

    
    
      Table 2 Detailed results of unachieved items (Operability/maintainability).
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    3.2 Security


    Table 3 shows the details of the results. While the problems related to falsification resistance were pointed out in Section 3.1 above, it can be said that Fabric 1.0 is insufficient in certain functions including data secrecy, access limitation, and illegality tracking. These functions may be added in a future upgrade of Hyperledger Fabric.


    
    
      Table 3 Detailed results of unachieved items (Security).
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    4. Considerations on PoC Results


    The results of the PoC suggests the necessity of further study and verification, such as by implementing an external system that supplements the currently lacking functions in order to employ Fabric 1.0 as a financial service platform. Fig. 3 shows an example of system configuration designed after viewing the obtained results.
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        Fig. 3 System configuration after viewing the PoC results.
      

    


    4.1 Operability/maintainability


    (1) Falsification resistance

    
    As the hash-chain verification, which is the key to the falsification resistance of the blockchain, is insufficient with Fabric 1.0, addition of functions is necessary to enable application to the IT systems used for financial institutions.

    


    (2) Data archiving

    
    With Fabric 1.0, both the “historical data” and “business data” continue to increase. Each system using the blockchain is therefore required to measure the amount of data increase and the degradation level of the response performance against the increasing data amount. In consideration of the measurement results, it is necessary to examine the necessity of archives.

    


    4.2 Security


    (1) System configuration

    
    With the system configuration of Fabric 1.0, it is required to place the KVS server in the internal network in order to improve the resistance against attacks to the database storing the business data (Fig. 4).
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        Fig. 4 Placed segments.
      

    


    (2) Audit log

    
    Fabric 1.0 does not have the function to record the audit log, but since the IT systems for financial institutions are often required to trail data accesses, it is therefore essential to introduce additionally a mechanism for taking the audit log.

    


    (3) Key control

    
    Fabric 1.0 does not have the function to control the private keys. In general, the security of blockchain platforms is guaranteed on the premise that the private key cannot be stolen. Therefore, when it is used with financial services, the private key control method should be examined separately. This issue can be dealt with by, for example, using the PKCS (Public Key Cryptography Standards) in the control of the keys.

    


  


  
    5. Conclusion


    By examining an inter-company collaboration system as the use case, the present paper clarified how much Fabric 1.0 can and cannot meet the quality standards required by financial businesses, and indicated the points to note in the building of IT systems for financial institutions adopting the blockchain. Blockchain is expected to have a wide scope of application other than virtual currency transfer. It is expected to be introduced in various business fields all over the world, such as in sharing valuable information and in implementing a sharing economy in society that leverages the “smart contract” function. Nevertheless, before blockchain can be applied to real businesses, there are still issues to be cleared, such as the items clarified by the PoC described in the present paper. Since blockchain has only a few use cases other than virtual currency, it may be necessary to launch an external security audit and identify risks in greater detail by re-inspecting the functions that are necessary but not presently provided. In order to enable application of the blockchain in real businesses, NEC will carry out (1) an additional PoC with the system as a complement to clarify the PoC described herein, (2) expansion of the application scope by considering social environment trends, and (3) promotion of diffusion of Hyperledger Fabric based on feedback of obtained knowhow. NEC is determined to contribute to the development of business through the creation of a bright society that can meet the challenges of the future. Furthermore, the Sumitomo Mitsui Financial Group and The Japan Research Institute aim to use new information technologies proactively, thereby adapting to an increasingly fast-changing environment, and ultimately to become a more competitive and innovative financial group and continuously upgrade the quality of customer service.
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  2017 C&C Prize Ceremony


  
    On the late autumn afternoon of November 29, 2017, the 2017 C&C Prize Ceremony was held at the ANA InterContinental Hotel Tokyo with around 110 attendees （Photo 1）.


    
      [image: 180122_01.jpg]

      
        Photo 1 2017 C&C Prize ceremony.
      

    


    The day’s program began with a welcoming speech by President of The NEC C&C Foundation, Mr. Kaoru Yano. He announced that the C&C Prize for this year was the thirty-third one to be awarded and that 67 groups and 110 persons received the prize so far.


    The speech was followed by the recognition of the 2017 prizes to the Group A and Group B recipients by Dr. Tomonori Aoyama, Chairman of the Awards Committee. The Group A recipient was Dr. Mitsuo Kawato, Director and ATR Fellow of the ATR Brain Information Communication Research Laboratory Group, Advanced elecommunications Research Institute International. This award acknowledged his “contributions to pioneering research and development based on the advanced integration of neuroscience, artificial intelligence, and information engineering, and its innovative application to psychiatry”. The Group B recipients were Prof. Alfred V. Aho of Columbia University, Prof. John E. Hopcroft of Cornell University and Prof. Jeffrey D. Ullman of Stanford University, for “outstanding contributions to laying the foundation of theoretical computer science and to education in that field through numerous influential publications”. Research details and citations were announced and certificates, plaques and “MOKUROKU” were then presented to the prize recipients by President Kaoru Yano (Photo 2).
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        Photo 2 From the left: Dr. Mitsuo Kawato, Prof. Alfred V. Aho, President Kaoru Yano of The NEC C&C Foundation, Prof. John E. Hopcroft and Prof. Jeffrey D. Ullman.
      

    


    Mr. Tatsuya Terazawa, Director-General, Commerce and Information Policy Bureau of the Ministry of Economy, Trade and Industry (METI) delivered a congratulatory speech to the recipients. Respect was expressed to Dr. Kawato for his leadership, endeavors and contributions in the fields of nursing and medical care by applying information communication technology using brain waves to solve current Japanese issues related to the super-aging society. He also expressed gratitude toward the significant roles in programming technology played by Profs. Aho, Hopcroft and Ullman, who have contributed to the remarkable progress of the current information communication society. He also praised the impressive social impact of their achievements. Subsequently, Dr. Makoto Ando, President-Elect of the Institute of Electronics, Information and Communication Engineers (IEICE), honored the status of Dr. Kawato who has explored uncharted territory in a discipline that demands long years of study. He also expressed gratitude and respect to three Group B professors for their research related to construction of information communication infrastructures, as well as for their contribution to cultivation of human resources essential for the development of relevant research while mentioning the collaborative work with SDGs of the United Nations. The awards presentation then ended.


    Acceptance speeches followed and Dr. Mitsuo Kawato of Group A delivered a lecture on achievements in the leading R&D based on the advanced fusion of brain science, AI and information engineering and the innovative applications of results in psychiatry. He talked about the reality of the AI boom of today in which robots and computers are still far inferior to humans and how little is in fact known about the brain. He went further to explain the progress of research into computational neuroscience. This is a field of study focused on gaining a deep and fundamental understanding of brain function by using a computing system to emulate the brain’s ability to process information. Dr. Kawato also explained the actual status of the diagnosis and treatment of mental and developmental disorders and the potential of brain science and AI technologies by referring to previous studies. The speeches of three professors of Group B started with one entitled “The Evolution of Algorithms” by Prof. Aho, who first talked about the recognition of the importance of software in today’s society, while also introducing the role of algorithms in quantum computing as a recent topic. Next, Prof. Hopcroft spoke about “My Career”, describing how he enjoys engagement in academic education in many countries, including China, based on his own experience that the career of a teacher is affected greatly by the quality of and relationship with the doctoral course students, quoting several examples. Finally, Prof. Ullman looked back on the history of database theory research under the title “Theory Meets the Database”, introducing such topics as the relational model and lossless join property, as well as future perspectives of database theories. All of the speeches demonstrated that key technologies are essential and indispensable as the driving force behind the advancement of present-day society and to help solve its problems. Prize recipients thereby succeeded in renewing the listeners’ perception of the relationship of the prized achievements and C&C. After the acceptance speeches a cocktail party was held that offered a social atmosphere in which attendees were able to express their congratulations to the award recipients. Here also, the attendees could enjoy meeting each other and participating in friendly conversation. The dinner party began with greetings and a toast by Dr. Shojiro Nishio, President of the Information Processing Society of Japan. As the dinner ended, congratulatory speeches were presented by representatives of the guests and the prize recipients expressed their thanks for this contribution. The ceremony was closed amidst enthusiastic applause.


    The 2017 C&C Prizes were awarded for new applications of AI-based C&C technology to psychiatry and for the academic contribution to theoretical computer science as the basis of supporting information science. Both of these disciplines applaud the long years of research into C&C technologies that are expected to be an essential platform in contributing to the advancement of the IT society.
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      http://www.candc.or.jp/en/2017/2017_prize_cc.html
    

  


  



  
    About The NEC C&C Foundation


    The Foundation is a non-profit organization established in March 1985 to foster further growth in the electronics industry by encouraging and supporting
research and development activities and pioneering work related to the integration of computers and communications technologies, that is, C&C, and ultimately to contribute to the world economy and the enrichment of human life. The Foundation is funded by NEC Corporation.


    The Foundation currently has two main activities. It presents the annual C&C Prizes to recognize outstanding contributions to R&D activities and pioneering work in the area of C&C. Candidates are recommended from all over the world. Each prize winner receives a certificate, a plaque, and a cash award (ten million yen per group). As of 2017, 110 prominent persons had received the prize. In addition, an Outstanding Paper Award for Young C&C Researchers is awarded annually to outstanding paper(s) presented at an international conference overseas with the support of a grant from the Foundation. Each recipient is given a cash award of 200,000 yen.


    The Foundation also gives the following two grants: (1) grant to enable researchers in Japan to attend international conferences overseas to make presentations in the field of C&C and (2) grant to non-Japanese researchers in Japan.


    In accordance with the recent implementation of the new act, being authorized by the Japanese Government, the Foundation changed its legal status into a public interest incorporated as of December 1, 2010.
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Y.4900/L.1600

“Overview of KPIs In smart sustainable cities”
‘The dimensions of KPIs are categorized as follows:
ICT(4 sub-dimensions),

Environmental sustainability (5 sub-dimensions),
Productivity (9 sub-dimensions),

Equity and social inclusion (4 sub-dimensions)
and Physical infrastructures (11 sub-dimensions).

Y.4901/L.1601

“KPIS related to the use of ICT In smart sustainable cities”
Defines the KPIs from the above dimensions that are used
to evaluate performance related to the introduction of ICT.

Y.4902/L.1602

“KPIs related to the sustainability impacts of ICT in smart
sustainable cities”

Defines the KPLs from the above dimensions that are used
to evaluate performance in terms of contributing

to sustainabllty through the use of ICT.

Y.4903/L.1603

“KPIs for smart sustainable clties to assess the achievement
of SDGs"

Defines the dimensions as follows: Economy (14 indicators),
Environment (19 indicators)

and Society and aulture (20 indicators), and specifies the
corresponding SDG goals and targets for each of the indices.
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Data publication site

Aportal site that lists up the types of data collected and
‘accumulated in the platform and publicizes the access
methods to the data for data users

Geographical information
system

Afunction that provides geographical information
to applications

Real-tme analysis

‘Afunction that analyzes the collected data In real time.
and outputs the results

Context information
management

Afunction that controls things and information that exist
in cities a5 data (context information) in an Integrated
manner and provides open API to data providers and
cata users

Historical data storage

‘Afunction that accumulates and refers to the history.
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Binary data storage.

‘Astorage function that controls binary data from Images
and videos

API management

‘Amanagement function for admiristrators to support
the handling of Web API and secure proxy settings

Icentity management

‘Amanagement function for admiristrators to support
the handiing of user life-cydle functions
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