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    Special Issue on Enterprise Solutions to Support a Safe, Secure and Comfortable Life


    ■Value chain innovation: "MAKE"


    Making the Manufacturing Industry More Responsive – NEC Manufacturing Co-creation Program


    In today's competitive business environment, Japanese manufacturers face increasing pressure to radically overhaul their production plants and innovate their technology and manufacturing practices as they attempt to generate a new sense of monozukuri. These changes include supply chain optimization accompanied by globalization, as well as inventory reduction, lead-time shortening, and enhancement of fluctuation response capability. Yet as attractive and essential as all this may seem on paper, the reality is that in many cases actual production sites are only partially optimized and the structures necessary to facilitate these changes remain incomplete. At NEC, we have synthesized the experience and best practices in production innovation and supply chain reform gained through years of trial and error. This paper introduces the NEC Manufacturing Co-creation Program, which was developed to kickstart efforts by manufacturers to innovate for the future.


    NEC Industrial IoT - Building the Foundation for Next-Generation Monozukuri


    The trend towards a fully networked future - where everyday objects embedded with electronics, software, sensors, and connectivity, enabling them to exchange data with each other and with operators, central databases, and so on - has become inescapable. Throughout the world, especially in Germany and the United States, businesses and industries are actively utilizing the Internet of Things (IoT) to innovate business processes as well as products and services, which in turn will lead to reforms in business models and industrial structure. Japanese manufacturers are no exception. From increasing a company's competitiveness to addressing the demands of stakeholders, the incentives driving the move to IoT are intensifying. At NEC, we believe that there are two key areas in which IoT can play a critical role: process innovation (for networked plants), which enhances flexibility by optimizing control of facilities and equipment in real time; and product innovation (for networked products), which increases added value by offering new services and new ways to use products. NEC Industrial IoT is the solution that will support the achievement of both process innovation and product innovation.


    Industrie 4.0 and the Latest Trends in Monozukuri Innovation in the Auto Industry


    A number of years ago, the German government launched a project called Industrie 4.0, whose goal was to promote a cyber-physical system that would make possible “smart” factories. Likewise, in the Japanese manufacturing industry - where piecemeal improvements have already been implemented - a more cohesive effort is now underway to achieve “Process innovation” through the utilization of Internet of Things (IoT) and standardization of device interfaces. In the meantime, the Japanese auto industry, which is Japan’s dominant industry, is undergoing significant structural changes as a result of global production shifts. This paper discusses NEC’s proposal for advanced quality management system models based on IoT and big data, as well as related issues pertinent to the achievement of smart factories.


    ■Value chain innovation: "CARRY"


    Logistics Visualization Cloud Services in Asian Developing Countries


    Manufacturing and distribution industries are penetrating in Asian developing countries where economic is growing rapidly and logistics infrastructure is actively improved to support supply chain. At present, many of logistics companies in the Asian region directly contact the in-house relevant departments or related companies when they receive inquiries about the transportation status of the cargo from the owner. This poses issues such as necessity of time to reply to the owner or increase in man-hour to handle inquiries. This paper introduces the “Logistics Visualization System” as a solution to such issues.


    ■Value chain innovation: "SELL"


    ICT and the Future of the Retail Industry - Consumer-Centric Retailing


    Over the past few years, trends in consumer behavior have undergone dramatic changes. Along with globalization of the economy and rapid evolution of the ICT environment, this has spurred a revolution in the retail industry. Retailers have found themselves forced to compete for consumer attention like never before. In such an environment, they can no longer survive unless they are chosen by consumers. To survive in the future, retailers must commit to consumer-driven models. To help the retail industry adapt to this new environment, NEC has developed ICT strategies to support retail operations in three key areas: improvement of consumer convenience, achievement of operational excellence, and IT service life cycle management (LCM). Furthermore, NEC is focusing on technology/product development and strategic investment aimed at adapting to the evolving needs of consumers and retailers.


    An Advanced Electronic Payment System to Support Enhanced Service Provision


    Allowing people to make payments electronically has become critical for any business or organization that wishes to offer more advanced and convenient services. Today, electronic payment is widely used in many countries and comes in a variety of forms, primarily prepaid, debit, and credit, depending on the needs of users and services. These payment systems are supported by various underwriters such as the issuing bank or company (issuer), acquiring bank or company (acquirer), and authorized outlets. Moreover, as money is involved in the electronic payment system, an array of powerful security technologies are used. This paper gives an overview of electronic payment services and discusses the features of NEC’s electronic payment solutions.


    NEC's "NeoSarf/DM" E-Commerce Solution and the Omni-Channel Era


    When it comes to shopping, modern consumers are presented with a panoply of choices that make it possible to purchase what they want, when they want, where they want, and how they want, thanks to advances in ICT technology. From using their smartphone to pay for goods in a traditional bricks-and-mortar store to buying a product online from the comfort of their home, consumers expect to enjoy a seamless shopping experience no matter where they are or what shopping method they choose. This, in turn, is prompting retailers to shift from conventional single- or multichannel sales to omni-channel sales. As omni-channel focuses on the integration of all touch points, it requires seamless integration of all channels on the back end. In other words, information about the customer and their previous purchases - whether purchased online or in a store - must be accessible to customer service representatives at any touch point. This paper discusses the background and reasons why the omni-channel is now attracting attention, future direction of systems required for the omni-channel era, and the concept underlying NEC's solutions.


    NEC Smart Hospitality Solutions - Deploying OMOTENASHI or the Unique Japanese Way of Entertaining Guests


    As the number of tourists increases around the world, new hotels are being built at a rapid clip. In Japan, NEC has gained considerable experience and know-how through the development and deployment of NEHOPS, a leading-edge backbone system for hotels. Now NEC is launching a global marketing effort to promote its hotel technology worldwide. The core of the business strategy is NEC Smart Hospitality Solutions. A one-stop solution for hotels, NEC Smart Hospitality Solutions facilitates comprehensive management and operation of hotels with a single, integrated system. By achieving efficient administration and enhancing hospitality with OMOTENASHI (the unique Japanese way of entertaining guests) or “smart hospitality,” this system will increase the repeat rate and maximize the customer lifetime value (CLTV), helping hotel management grow their business by increasing profits.


    ■Sustainable living/Sustainable lifestyles


    Transit System Smart Card Solutions and Future Prospects


    More than 100 million transit system smart cards have been issued in Japan to date and their usage rate in the Tokyo Metropolitan Area has surpassed 90 percent. Transit system smart cards have been established as a new type of social infrastructure that supports many different needs and lifestyles. At NEC, since the introduction of Suica, we have been leveraging our ICT technology to advance smart card development, while deploying our systems nationwide and building new value into this rapidly progressing technology. More progress is anticipated as we head towards 2020 and demand is expected to increase rapidly as newly emerging economies invest in modern public transportation infrastructure. By taking advantage of what we have already learned, we hope to promote and support the expansion of transit system smart card technology both in Japan and overseas, thereby helping to build the social infrastructure that provides the foundation for greater public wealth and comfort.


    NEC's Commitment to Smart Mobility


    Smart mobility, a new market centering around the auto industry, has led to dramatic improvements in safety/reliability, environment/ecology, and comfort/convenience made possible by equipping cars with smart technology and connecting them to the cloud. Related aspects of smart mobility include the development of autonomous vehicles and advanced driving support systems, as well as accelerating development of eco-cars such as electric vehicles and fuel cell vehicles. This paper discusses the issues that have affected the development of smart mobility (such as traffic accidents and environmental issues), public awareness and current problems, and society’s efforts to solve these problems. Finally, we look at NEC’s contribution to this market (image recognition technology, V2X communication technology, etc.).


    EV Charging Infrastructure System That Facilitates Commercialization of EV Charging


    One aspect of the commitment to achieving a sustainable society involves the promotion of electric vehicles (EVs) worldwide. However, encouraging the uses of EVs requires the construction and expansion of an electric vehicle charging infrastructure - which will lay the groundwork for further popularization. Having developed an EV charging controller that helped drive the development of EV charging infrastructure from tentative experiment to the level of practical application, NEC has now built a complete commercial EV charging infrastructure system featuring IC card user authentication/billing and electronic money billing functions, as well as remote operation monitoring and electric charging control. This paper describes the system developed by NEC and looks at a case where the system has been introduced.


    IoT Device and Service Platforms Development and Realizing IoT Business


    IoT - the Internet of Things - is "the next big thing" and it's already here. Revolving around the incorporation of sensors in physical objects or "things", or sensing the event or changes of environment. And then using cloud-based applications to analyze and leverage the data collected by those sensors in real time to create new values, IoT is rapidly accelerating worldwide. As a major player in communications and database technologies, NEC is well positioned to capitalize on this trend and promote its development. The company has developed and reorganized its core technologies and system technologies to create the foundation for a powerful new IoT platform. These systems are already having an impact in the healthcare field, which has conventionally been difficult to turn into a service, as well as in the physical distribution industry, which is involved in the transportation of goods. To this point, the biggest impact by far has been in the M2M market where mechanisms to quickly configure systems by more efficiently using existing infrastructures and networks are now beginning to be deployed.


    ■NEC's advanced ICT/SI for the enterprise domain


    NEC's Approach to Big Data


    NEC believes that the process of creating value from big data in order to lead to the solution of various issues should be regarded as consisting of three steps. These are sensing, (digitalization of the real world), analytics (analyses & inferences) and actuation (control & guidance). The application of big data to the innovative value chain that connects the three "MONOZUKURI" features of; "MAKE," "CARRY" and "SELL" will contribute to the creation of social values that will support a comfortable and secure social life. This paper reports on NEC's approach to the utilization of big data and discusses the measures actually taken to deal with it.


    Demand Forecasting Solution Contributing to Components Inventory Repair Optimization


    The optimization of spare parts inventories is an issue that is commonly found in the manufacturing industry. NEC Fielding, who are the subsidiary of the NEC Group and manage the maintenance business, also have similar concerns, because traditional statistical techniques have had limited accuracy in predicting the future demand for repair parts. The company therefore has decided to adopt NEC's big data analysis technology “heterogeneous mixture learning.” This has enabled them to forecast demands with high accuracy. They have thereby succeeding in reducing by about 20% the inventory of the high-rotation parts that occupy a large share of the spare parts shipments. As the stockout risk is also estimated, this approach has allowed the company to challenge a more thorough optimization of the inventory. This paper describes the spare parts demand forecasting procedures performed at NEC Fielding by using the heterogeneous mixture learning engine and includes discussion of its resulting effects.


    Predictive Analytics Solution for Fresh Food Demand Using Heterogeneous Mixture Learning Technology


    NEC's demand-predictive order automation solution uses our original "heterogeneous mixture learning technology" to provide highly accurate forecasting of demand for Fresh Food by analyzing the correlative relationships between various factors such as sales performance by time slot, what goods are discarded or sold out, as well as weather information. This solution automatically orders the optimal amount of goods based on the predicted demand, the inventory at retail stores, and the number of goods that are scheduled for delivery. By optimizing the order amount, it minimizes overstocking and understocking, and contributes to a more efficient ordering process.


    Global Deployment of a Plant Failure Sign Detection Service


    NEC has begun to provide a plant failure sign detection service by making use of a proprietary invariant analysis technology. It is promoting global deployment of the service via outside sale collaboration with information industry departments of various so-called So-Go Shosha (hereinafter referred to as a general trading company) which are the departments that handle the IT sales of the company. This paper discusses how to adopt an approach that can enable customers to recognize the high value of global business deployment while collaborating with trading companies.


    Application of Big Data Technology in Support of Food Manufacturers’ Commodity Demand Forecasting


    Forecasting commodity demand for food manufacturers is very difficult to achieve because it is easily affected by variable factors such as the weather and the success or otherwise of advertising campaigns. The ambiguity of demand forecasting results in burdensome supply and demand adjustments and causes an increase in the logistics and production costs, stock-out, excessive stock and/or disposal losses. NEC applies one of its big data technologies, the heterogeneous mixture learning technology, to perform commodity demand forecasting and to automate and optimize the supply chain management systematization. In addition, NEC also applies machine learning to the simulation of sales measures in order to maximize their effects and to increase the sales volume.


    Contributing to Business Efficiency with Multi-cloud Utilization and Migration Technology


    The needs for cloud computing is not seen merely from the viewpoint of leveling the operating costs simply by its introduction. It recently targets a greater contribution to customers' businesses such as improving the value of their businesses and works, increasing productivity, etc. To achieve such targets, NEC must not merely provide its own corporate services. What is important now is to build multi-cloud environments optimally by combining on-premise and private cloud environments with the public cloud environments such as Amazon.com Inc. and SalesForce.com, Inc. in order to optimize the situation of each customer. This paper discusses the multi-cloud utilization method that can contribute to customers’ businesses, and the key points and technologies of systems and data migrations.


    Integrated Group Network Using SDN Case Study: Toyo Seikan Group Holdings


    As the Toyo Seikan Group's network grew, the cost and complexity of network connections between the Group companies increased, while the lead time required to incorporate new companies or change network settings grew longer. To solve these problems, the Toyo Seikan Group turned to NEC to help build an integrated, cost-effective WAN. Using SDN, NEC was able to successfully integrate the Group’s WANs, as well as its firewalls. This paper introduces NEC’s SDN solutions by examining the case of the Toyo Seikan Group WAN.


    Meeting the Challenge of Targeted Threats


    Targeted threats represent today's greatest challenge to information security and have become increasingly prevalent in Japan since 2011. As cyber threats become ever more sophisticated and advanced, their perpetrators have begun to direct their attacks at a wider range of targets including government and municipal offices, universities, and public organizations, as well as enterprises. In this paper, we focus on the damage that can be wrought by targeted attack email - one of the most common techniques used to launch a cyber attack - and discuss how to identify and protect against these threats.


    Security Assessment Ensuring "Secure Practice" Against Escalating Cyberattacks


    Enhancement of security measures has become a serious issue in the management of enterprises and organizations. On the other hand, sophisticated attacks, expansion of IT usage and the increasing complexity of countermeasures have made it extremely difficult to decide on the "level of security measures to be taken now". The security assessment proposed in this paper envisages current status from the three viewpoints of; the policy & control level, the communications status and the operational system. Based on results, a plan is proposed for security measure investments. This strategy provides enterprises and organizations with the source data for management decisions on the "timing and the amount of management resources (human, things and money) to be spent on security measures.


    Control System Security Anticipating the Coming Age of IoT


    The target of information communication technology (ICT) has now gone beyond the boundaries of corporate information systems and is currently widespread and covering many sectors, which includes business platforms for production and services as well as for social infrastructures. Recently the use of control system has become more and more significant. However, those particularly in the private sector and also the security measures of factories or plants do still tend to be inadequate. Based on interviews with company personnel this paper attempts to explain the background to the importance of security measures, the characteristics of control systems, issues related to security measures and the orientation of such measures.


    NEC's Approach to VCA Solutions Using Image Identification/Recognition Technology


    The advancement of digitalization and the image quality improvement of surveillance cameras has expanded use of the computer analyses of camera images for various applications, such as for monitoring and personal authentication. NEC possesses image analysis technologies that feature the top performance worldwide in the fields of both subject and individual identifications. The company is aiming at a systematic arrangement of its image analysis technology for use in a wide range of applications. These will include; a face recognition solution that identifies individuals from their face images for use in offering hospitality to VIPs, etc., a behavior detection solution that detects human behaviors for use in crime prevention, etc., and an object identification solution that can be used to collect retail inventory information or to check the parts assembly situations of manufacturers, etc.


    Quick-Delivery, Low-Cost Web Development Architecture born from Field SE


    Web-based systems are required to track the extremely high speed of innovative web technologies and to handle a large variety of business systems. The key to meeting these requirements does not lie in combining several pieces of software, but it is the “agility” of quick building and execution of solutions with a “light” configuration that can deal flexibly with change. This paper introduces the functions and expected effects of the web development framework “NeoSarf/F” and of the infrastructure supporting it “NeoSarf/J,” both of which are the fruits of our endeavors in the SE field.


    Embedded System Solutions for Creating New Social Values in the Age of IoT


    Business environments vary continuously and are becoming more and more complicated. While a mechanism that can deal with environmental change is required, IoT (Internet of Things) is expected to be capable of creating new values by solving various issues. To implement the world of IoT, the embedding technology connecting the real world and IoT is of increasing importance. This paper introduces system solutions for achieving effective IoT that can deal with the constraints effected by various utilization environments, etc. This is done by implementing functions such as sensors, data communication and data processing.


    NEC's Advanced Methodologies for SAP Projects


    As many large and medium sized enterprises adapt ERP in their core systems, demand for Real-time and global requirement is increasing. Due to this trend, SAP SE, which is the biggest supplier of ERP portfolio, is positively promoting the following: SAP HANA Architecture featuring in-memory DB, Business By Design featuring cloud-based ERP and Best Practice featuring templates for various business types and industries. NEC’s SAP business also employs these solutions to support our customers. This paper introduces our advanced approach to using these solutions in our SAP business together with a discussion of case studies of selected customers.
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    We are facing diverse social challenges on a planetary scale. The newly developing countries are witnessing a population explosion, while developed countries are experiencing declining birth rates and an aging population. Demand for limited energy, water and food resources is growing. Natural disasters are increasing in severity in step with global warming and climate change. Migration to urban areas continues to fuel population growth in the cities, and widen the economic gap between urban and rural areas. Daily life is facing a growing threat of terrorism and cyber crime. This is the world we live in.


    Focusing our efforts on our Solutions for Society–solutions that contribute to greater safety, security, efficiency and equality, and enrich people's lives. NEC is meeting these hallenges with innovative social infrastructure that is a fusion of cutting-edge ICT, diverse knowledge and ideas.


    The social infrastructure that makes, carries and sells things to consumers is the most familiar and the most intimate part of our daily lives. These social infrastructure functions are performed by the manufacturing, logistics, retail and the service industries which come under the enterprise domain.


    The social infrastructure that makes, carries and sells things to consumers is the most familiar and the most intimate part of our daily lives. These social infrastructure functions are performed by the manufacturing, logistics, retail and the service industries which come under the enterprise domain.


    Our customers in the enterprise domain are confronting a variety of issues including the multi-polarization of global markets that has accompanied the economic growth of the newly developed countries; the increasing sophistication and diversification of user needs in mature markets, and the growing challenge of product differentiation and fierce price competition. In order to solve these issues and not only survive but also win in this global competition, NEC is tackling social value creation in the belief that the realization of "value chain innovation" will be indispensable in providing new value to the people, things and processes that are linked together in the supply chain comprising "MAKE," "CARRY" and "SELL."


    Technology that networks objects, also known as IoT (Internet of Things), will open the door to new advances such as mass customization which leverages automation and autonomous intelligent operation for multi-product, variable quantity production, or the realization of new value-added services crafted to satisfy user needs identified through the IoT-aided visualization of product and service usage.


    The consumer lifestyles diversify. In such a trend, NEC will continue to support a safer, more secure and comfortable life for consumers by realizing omni-channels that fulfill consumer desires anytime and anywhere, providing services that can be used with confidence 24/365, and improving global traceability and quality.


    The realization of these innovations requires the structuring of processes for value creation based on data collection, analysis and the results. From our development of the world's highest level of image recognition technology and Big Data analytical engines to our state-of-the-art network and security technologies, NEC has been supporting the advance of ICT including IoT.


    Every day, over 1,000 NEC researchers at 9 R&D centers around the world, are paving the way for emerging technologies with an endless stream of ICT innovation. In order to create innovation, NEC collaborates closely not only with key partners in industry and academia, but also with technology partners around the world, keeping our fingers on the pulse of socioeconomic trends and nimbly responding to both evolutionary and revolutionary changes, and together with our customers, we are continuously creating innovative value for society. Moreover, we will continue to provide strong support for the global operations of our customers through "NEC Global Enterprise Solutions", which systematically combine ICT and solutions with our cumulative experience, know-how and comprehensive support.


    In this special issue on "Enterprise Solutions to Support a Safe, Secure and Comfortable Life," NEC would like to present various case studies and introduce you to the kinds of value provided by our ICT and solutions.


    NEC hopes that this special issue will provide you with a better understanding of how we are working with you to orchestrate a better world. On behalf of all of us at NEC, I would like to extend our wishes for your future success and our hope that we will continue to receive your invaluable trust and encouragement.
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  NEC's Approach to Value Chain Innovation

  - Safer, More Secure and More Comfortable Living Through Value Chain Innovation -


  
    In order to respond to the various issues in the enterprise domain, NEC believes that value chain innovation - the creation of new value that connects people, goods and processes in the supply chain that links "MAKE" (manufacturing), "CARRY" (logistics) and "SELL" (retail and services) - is an indispensable key. This article will introduce the reader to how NEC defines value chain innovation and what value it can provide.


    
      
        NOGUCHI Yutaka
      


      
        General Manager

        Global Products and Services Development Division
      

    

  


  
    1. Introduction - Why is value chain innovation necessary?


    1.1 Today's Enterprise Environment


    The enterprise domain comprising manufacturing, logistics, retail and service industries is confronting dramatic changes in the business environment ranging from the multi-polarization of the global markets driven by the economic growth of developing countries and increasing global competition to the growing sophistication and diversification of customer needs in maturing markets and the reduction of the labor pool due to the falling birthrate and aging population.


    In addition, there are numerous and diverse issues that must be faced including the rising number of tourists and foreign workers, the increase in people with limited access to shopping due to depopulation, global environmental problems, and the consumer safety issues such as food safety.


    1.2 The Necessity for Value Chain Innovation


    In order to succeed globally in this environment, it is vital to enhance productivity to get the most out of our limited resources, and to upgrade and raise the efficiency of manufacturing, logistics and sales processes. However, in the face of the scale and diversity of the current changes, it is believed that it will be difficult for individual enterprises to respond and solve these challenges by simply reforming and reorganizing their business and processes.


    It is necessary to tackle Value Chain Innovation that creates new value by connecting people, goods and processes in the supply chain that links "MAKE" (manufacturing), "CARRY" (logistics) and "SELL" (retail and services), (Fig. 1).
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        Fig. 1 NEC's approach to Value Chain Innovation in the domain of Enterprise.
      

    


    For example, the retail industry has seen product development for SPA (Specialty store retailer of private label Apparel) and Private Brands (PB) where product development attuned to market needs transcends the boundaries of manufacturing and retail. Also in step with the widespread usage of the internet and mobile terminals, more and more enterprises are turning to omni-channel retailing that can provide customers with shopping convenience irrespective of time and place.


    In the manufacturing sector, Value Chain Innovation is contributing to production planning optimization, inventory replenishment and inventory management through shared understanding of the status of sales and inventory in the supply chain and demand forecasting.


    By forging links between enterprise and operations, and by functionally responding to changes, NEC is helping to create new value.

  


  
    2. NEC's Value Chain Innovation


    Value Chain Innovation, as envisaged by NEC will help create new social value and a more enriched life by using advanced ICT to link the value chain of manufacturing goods, their transport and the delivery to consumers through retail. Moreover, as ICT advances, the value chain further evolves.


    NEC believes that by incorporating ICT advances such as IoT (Internet of Things), Big Data and SDN (Software-Defined Networking) in the value chain, it is possible to build innovation processes that create new value. (1) IoT enables the “collection” of data that embodies actual social behavior; (2) Big Data analysis technologies harness, analyze and then convert vast amounts of complex data into information that can be used to improve operations; (3) the information is used in “operation” to realize a seamless integration of IT and OT; and finally, new discoveries and added value identified through this process are incorporated to realize the innovation of new products, manufactured goods and services with smart high added value (Fig. 2).
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        Fig. 2 Innovation Processes for Value Creation.
      

    


    NEC has extended the value chain of "making", "carrying" and "selling" and added "Living." By exploiting the power of IoT to utilize all kinds of data generated every day in life, NEC is meeting the challenge of creating innovative value for this new link in our value chain (Fig. 3).
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        Fig. 3 Creating Innovative Value with IoT.
      

    

  


  
    3. Value Provided by NEC's Value Chain Innovation


    This next section introduces some examples that incorporate NEC's Value Chain Innovation (Fig. 4).
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        Fig. 4 Value provided by NEC.
      

    


    3.1 The Value of Value Chain Innovation in "MAKE"


    Today's manufacturing industry needs innovation and improvements such as inventory reduction, shortening of lead-time, better response to changeovers, and supply chain optimization in step with the globalization. In response to this need, NEC has formulated a concept called "NEC Monozukuri Co-creation Program" that draws from achievements in manufacturing innovation that NEC has employed in its own manufacturing operations. In addition to the provision of diverse solutions based on this concept, NEC is co-creating manufacturing process innovation on a global basis in cooperation with program members* principally in the manufacturing industry. As of the end of July 2015, program membership totaled 1,675 individuals from 567 companies.


    Moreover, NEC's announcement of Industrial IoT in June 2015 has brought IoT to equipment on the factory floor and the seamless linkage of IT and OT (Operational Technology) which in turn will help realize new value including visualization and improved efficiency of manufacturing processes in production centers both in Japan and abroad; it will also enable revolutionary reform of global production processes, traceability and ultimately improved product quality. Furthermore, the incorporation of IoT in products and connectivity support the creation of further added value for products and new business models by enabling visualization of how products are actually used – information that was conventionally invisible and a more detailed grasp of customer preferences and attributes.


    3.2 The Value of Value Chain Innovation in "CARRY"


    In the field of logistics, the growth of e-commerce transactions has driven demand for individualized delivery in ever shorter time. Moreover, due to the overseas migration of manufacturing centers, the division of labor on a global level is no longer unusual. In order to realize deliveries in a very short time, the application of image recognition technologies in the pre-shipping inspection work is contributing to more efficient inspection. Also by enabling the visualization of the status of products during their transport of goods, Value Chain Innovation in logistics is making the flow of things visible on a global scale, and this in turn leads to improved logistics quality and consequently higher customer satisfaction.


    3.3 The Value of Value Chain Innovation in "SELL"


    Demographic shifts such as the increase in single-person households, the growing population of elderly and working women are changing the structure of society and impacting lifestyles. It is increasingly necessary for the retail domain of "SELL" to respond to these changes by improving the retail environment and enables the purchase of goods anytime, anywhere.


    Based on the extensive experience and know-how acquired from providing IT support for multi-outlet retail businesses such as convenience store chains, both domestically and internationally, NEC can support 24/365 day non-stop outlet operation and provides service for smooth, stable business administration.


    In response to the difficulty in forecasting demand due to changing lifestyles, NEC's original Big Data analysis technology is providing highly advanced demand forecasts that can enable automatic ordering. The retail sales floor is also being improved by sensing technology and image analysis information. All these are contributing to more efficient and advanced retail operations.


    Furthermore, NEC's various achievements go beyond the traditional brick and mortar premises to retail channels such as e-commerce. In response to O2O (Online to Offline) and the omni-channel trend, NEC is developing solutions and services to offer value that enhances customer touch points.


    3.4 Value Chain Innovation That Enriches People's Lives


    NEC is working to enrich people's lives by tackling ways to more closely support consumers.


    As an example of utilizing next-generation energy, the EV infrastructure of charging stations for electric vehicles is being deployed at commercial facilities across Japan Also the adoption of a standard IC card that can be used for multiple public transportation networks in Japan is making transportation smoother and more convenient. Moreover, this same public transportation IC card solution is being provided globally in cities such as Dacca, Bangladesh. In this and many other ways, NEC ICT is improving the quality of people's lives around the world and contributing to the creation of social value.


    Furthermore, the "My Number" system is scheduled go online in January 2016, this system of a unique single identification number assigned to each citizen will not only streamline various types of public administration services, but also is under consideration for use by private sector services. Identity confirmation when purchasing goods and services and linkage between ID and various services is expected to provide added value and enhance convenience for users.


    NEC has been appointed to design and develop the software for the intermediate servers that support the "My Number" system. While taking part in the construction of this national infrastructure, NEC is also looking ahead to usage of the My Number system by the private sector, and is considering the possibility of creating new services and businesses for our customers based on an in-depth understanding of this national platform.


    In this way, NEC is providing platform systems that fuse our distinctive technological assets such as network and sensor technologies, broad SI know-how, and customer assets as well as operation services to not only customers in the enterprise domain but also to government organizations at the national, regional, municipality level as well as other public organizations, financial institutions and telecommunications carriers both in Japan and abroad. Leveraging our achievements and know-how gained in non-enterprise domains, NEC is advancing and realizing Value Chain Innovation for our customers.


    
      * Regarding the latest number of members, please visit NEC's Monozukuri Co-creation Program website at http://jpn.nec.com/manufacture/monozukuri/ (Japanese only)

    

  


  
    4. Supporting Value Chain Innovation with NEC ICT


    The ICT necessary for the support of Value Chain Innovation encompasses the network that connects everything, IoT technology for data collection, the Cloud for storage of the collected data, Big Data analysis engine for analysis of those data, and security which enables the safe, secure utilization of all these technologies.


    For the network that links everything, NEC uses SDN which boasts both the flexibility to speedily respond to changes in the operating environment that accompany advances in Cloud and Big Data technology, and the efficiency that enables utilization of only the network assets necessary for the task and only when they are needed.


    In the field of IoT technology, NEC provides "one stop" solutions based on an IoT platform and digitalization of “things” that leverages NEC’s image recognition and “fingerprint of things” product recognition and traceability technology, which is recognized as the most advanced in the world.


    Collected data are stored in the Cloud. NEC provides solutions that systematically integrate the "on-premise" model with cloud services such as NEC Cloud IaaS, which delivers high performance and high reliability combined with speed, flexibility and scalability, and Cloud Platform Suite which enables the easy construction of an on-premise private cloud environment.


    In the area of Big Data, NEC is aiming at more advanced and optimized operation using our powerful "Invariant Analysis" engine as well as improvement of product/service value through "Heterogenous Mixture Learning" and "Behavior Analysis" technologies; NEC also aims to achieve strengthening of information management, detection of crime/unauthorized access, customer acquisition/maintenance and sales promotion with "Textual Entailment Recognition" and "Facial Image Analysis".


    In every phase of development and operation, security is essential for vital infrastructure inclusive of systems, products and services. The standards of their developments and operations are determined with the primary objective of preventing information leaks and data tampering by cyber-attacks. While swiftly implementing countermeasures to meet new cyber-attacks that are occurring on almost a daily basis, the quality of security is preserved.


    In addition, by using NEC’s biometrics technology recognized for its highest level of accuracy in the world for fingerprint, face, and fingerprint + finger vein identification, even more robust security can be provided.


    As described in the preceding section, NEC is leveraging its world-class ICT to support the realization of Value Chain Innovation.

  


  
    5. Solutions on a Global Scale


    For our customers who pursue business around the globe, NEC provides a selection of solutions called NEC Global Enterprise Solutions. Drawing on our extensive record of solution achievements and our strengths, we create optimized value chains for our customers operating in countries and regions around the world and provide robust support for their ongoing innovation.


    NEC Global Enterprise Solutions have 4 defining characteristics. First, we deliver solutions that leverage our expertise gained through collaborations with convenience store chains, automobile manufacturers, and other major Japanese companies operating on the global stage. Second, we provide "Step-by-step Solutions" that are tailored to meet the unique business expansion and growth goals of each customer in different countries and regions. Third, NEC provides one-stop ICT-LCM (Life Cycle Management) solutions, including ERP (Enterprise Resource Planning) consulting that is recognized as top class in Asia, and multiple-store expansion support. Fourth, NEC provides original state-of-the-art solutions based on the most advanced technology in the world such as our face recognition technology.


    Boasting these unique characteristics, NEC Global Enterprise Solutions are provided to customers pursuing business on a global scale in the enterprise domain with a focus on the "manufacturing," "logistics," "retail," "hospitality" and "automotive" sectors.


    In order to offer NEC Global Enterprise Solutions on a global scale, NEC has launched Regional Retail Business Support Centers (RBSC) (Fig. 5).


    
      [image: e150102_05.jpg]

      
        Fig. 5 NEC's Global Support.
      

    


    NEC's vision is to standardize the experience and knowhow accumulated and refined over the many years of providing IT support to customers in Japan and abroad, and offer that standardized experience to overseas customers. Leveraging NEC's own hardware and software, and providing "one stop" service from system planning, deployment and operation to maintenance services, NEC will fully exploit its greatest strength - its know-how, and support the expansion of our customers’ global business.

  


  
    6. Conclusion


    In the "MAKE," "CARRY" and "SELL" operations, NEC aims at enriching life through Value Chain Innovation that provides new value by linking people, things and processes. This special issue introduces the reader to concrete examples of how NEC is tackling this objective in each stage of the value chain, the solutions that deliver innovation, various case studies, and our ICT supporting NEC’s Value Chain Innovation.
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    Abstract


    In today's competitive business environment, Japanese manufacturers face increasing pressure to radically overhaul their production plants and innovate their technology and manufacturing practices as they attempt to generate a new sense of monozukuri*. These changes include supply chain optimization accompanied by globalization, as well as inventory reduction, lead-time shortening, and enhancement of fluctuation response capability. Yet as attractive and essential as all this may seem on paper, the reality is that in many cases actual production sites are only partially optimized and the structures necessary to facilitate these changes remain incomplete. At NEC, we have synthesized the experience and best practices in production innovation and supply chain reform gained through years of trial and error. This paper introduces the NEC Manufacturing Co-Creation Program, which was developed to kickstart efforts by manufacturers to innovate for the future.

    


    
      Keywords


      production innovation, supply chain reform, monozukuri operation process, IT system and assets

    

  


  
    * Japanese word that refers to manufacturing that fuses the values of traditional Japanese craftsmanship with future-oriented management and technology.

  


  
    1. Introduction - What is the NEC Manufacturing Co-Creation Program?


    Beginning in the 1990s, NEC undertook a series of reforms to its business and manufacturing practices one step at a time. These reforms include the implementation of global supply chain management (SCM) reform, management system reform, and monozukuri innovation (Fig. 1). Based on the knowledge and experience in production innovation and supply chain reform gained from this process, we launched the NEC Manufacturing Co-Creation Program in October 2012 in order to share that know-how with our customers. The program is based on four main concepts (Fig. 2).


    
      [image: e150103_01.jpg]

      
        Fig. 1 NEC's commitment to 3 Reforms.
      

    


    
      [image: e150103_02.jpg]

      
        Fig. 2 NEC Manufacturing Co-Creation Program: Main Concepts.
      

    

  


  
    2. The Four Main Concepts of NEC's Manufacturing Co-Creation Program


    2.1 Craftsmanship - Applying the craftsmanship used to achieve SCM reform to support on-site reforms


    A wide range of reforms in actual workplaces have been facilitated by the sophisticated techniques we used to achieve SCM reform. For many years, NEC has been innovating and enhancing monozukuri, putting it into practice in various ways such as mass-production items (mobile phones, printers, etc.), build-to-order (BTO) products (PCs and servers), component products for facilities (semiconductors), and individually made-to-order products (satellites). Through the trinity of three reforms - production innovation, delivery reform, and supplier reform - the "craftsmen" who have been driving our innovation and enhancement of monozukuri are working with clients on-site to help reform operational processes and supply chains.


    2.2 Connection - Promoting integrated reforms that connect IT with on-site improvement and operational process innovation


    To rebuild the overall mechanism of supply chains covering procurement, production, and marketing, NEC promotes integrated reforms that connect IT with on-site improvement and operational process innovation. This involves supporting kaizen (improvements) in trinity of production innovation, supplier reform, and delivery reform.


    When operational processes and systems are managed incoherently at various facilities scattered throughout Japan and overseas, all kinds of waste is generated. For example, it is impossible to know the quantities and locations of all inventories and products, which makes it difficult to adjust and coordinate production between the facilities. To help solve this problem, NEC offers global SCM solutions, which at their core feature standardization of operational processes and IT systems. In this way, NEC is contributing to customer-based monozukuri by helping achieve flexible production adjustment between different facilities on a global basis.


    At the same time, the rebuilt operational processes and supply chains are systemized to maximize performance. Building on a wealth of business applications - including product lifecycle management (PLM), enterprise resource planning (ERP), and manufacturing execution system (MES) applications, as well as SCM applications - and advanced IT platforms including data centers, networks, and clouds, NEC proposes optimal system solutions that incorporate existing systems where necessary and are specifically tailored to meet the situations, budgets, and needs of clients.


    2.3 Leverage - Leveraging the assets of NEC Group and improving the environment to make it possible to focus on core operations


    We build an environment where our customers can focus on their core businesses by effectively exploiting the assets of the NEC Group. From consulting to system introduction and construction, we can share with our clients a comprehensive range of assets (design, manufacture and distribution consignment, embedded system solutions, facilities, etc.) that have been developed and proven in NEC's pursuit of its own monozukuri.


    (1) ODM/EMS services


    
      Two of the key services we offer that are derived from NEC's technical expertise are original design manufacturing (ODM) and electronics manufacturing service (EMS). These services cover not only manufacturing, but also planning, R&D, and design, while being fully capable of meeting requirements for high-mix, low-volume production, high quality, and high reliability.

    


    (2) Operation commission service


    
      We deploy a wide range of commission operations ranging from worldwide procurement of components and maintenance/ servicing to support for quality management including inspection and analysis, as well as access to NEC Group's distribution networks.

    


    (3) M2M utilization solutions


    
      Machine to Machine (M2M) is a means to increase profits throughout the entire life cycle of a product. NEC Group offers one-stop support for study of how M2M is used in terms of business and technology, as well as the applicability of M2M to actual operations.

    


    (4) Facilities


    
      Dedicated staff with experience in solving the problems of NEC Group plants provide comprehensive outsourcing services for integrated facility management (IFM) - ranging from facility operation management and energy-saving management to ancillary building equipment and layout construction.

    


    2.4 Collaboration - Providing places where people can think and create together to strengthen the actual monozukuri site


    In order to strengthen monozukuri where it is actually being put into practice - in factories, offices, and other facilities - there needs to be a place where people can get together with others not only from their own company but from other companies and review monozukuri from various points of view, including case studies from other companies. These "places" will help raise awareness and provide creative stimuli, which could lead to innovation. That's the purpose of the Manufacturing Research Group, which is comprised of 2,316 members from 790 companies as of the end of October 2015*.


    This group not only examines case studies of NEC's experiences in its factories, but also provides meeting places where clients can get together and exchange information or share their own experiences in innovation and monozukuri.


    
      * For an updated membership number, please visit the webpage for the NEC Manufacturing Co-Creation Program (http://jpn.nec.com/manufacture/monozukuri/).

    

  


  
    3. Activities Promoted by the NEC Manufacturing Co-Creation Program


    Four activities promoted by the Manufacturing Research Group are introduced below.


    (1) Social gatherings


    
      Combines workshops, lectures based on actual NEC cases, and group discussions on various themes.

    


    (2) Factory tours


    
      Introduces NEC's production innovation by inviting members to visit the NEC Group's production factories (Photo).


      
        [image: e150103_03.jpg]

        
          Photo Factory tour.
        

      

    


    (3) Theme-based meetings


    
      Held for the purpose of information exchange between different companies about how they have handled specific issues related to monozukuri. Themes include logistics, design/production interfaces, product-contained chemical substance management, and monozukuri human resource development. The Industrial IoT Research Group started in September 2015.

    


    (4) Manufacturing Co-Creation News


    
      An e-mail newsletter containing information regarding monozukuri is distributed to the members once a month.

    

  


  
    4. NEC Manufacturing Co-Creation Program Case Studies


    As a result of the activities discussed above, the NEC Manufacturing Co-Creation Program has achieved a number of, concrete effects. The following are some examples.


    (1) Visualization of waste in monozukuri and reduction of inventory by 50 percent


    
      Manufacturer A was implementing make-to-stock production on a monthly basis, but production frequently exceeded actual orders. Moreover, the massive inventory required to prevent stockout was overwhelming the management. So the company shifted to the "pull" type production system on a single-product basis using the kanban inventory control system. At the same time, company-wide flows of goods and processes were analyzed to visualize the waste. As a result, the lead time was significantly reduced to less than one fourth while the inventory was reduced to about 50 percent.

    


    (2) Visualization and sharing of information on a global scale to achieve dramatic increase in productivity


    
      With production centers deployed all over the world, Manufacturer B must contend with dispersed data dealing with quotes, estimates, design, manufacturing stored in independent systems at various locations. A huge amount of work was required to sift through and analyze this data in order for the company to keep track of changing circumstances with regard to design and manufacture, as well as component procurement conditions for each product. So they decided to introduce the NEC global SCM solution to build a system that would enable them to visualize and share the required information on a global scale. This has increased the accuracy and velocity of operations, as well as facilitating a quantum leap in productivity.

    


    (3) Standardization of operation processes and production management processes to complete a flexible production structure inclusive of all domestic and overseas establishments


    
      Manufacturer C was building separate operation processes and production systems according to business fields and factories within its group. Consequently, they were unable to easily implement production transfer and adjustment between global establishments - which created a situation where there was a surplus in resources while certain factories were fully operating.


      To solve this problem, the company chose NEC as a partner and commenced global SCM reform with the goal of standardizing all operational processes and production management systems. This helped them to complete a production structure that could cope with the customer-based "pull" type production system. It also enabled them to quickly respond to any fluctuation in demand for products by facilitating production adjustment at their domestic and overseas establishments. In the meantime, they utilized NEC's assets in some of their production fields and physical distribution operations - which enabled them to manufacture products and procure components in optimal quantities when and as required, thereby helping them achieve optimization of production cost and stock components.

    

  


  
    5. Practical Case Studies at NEC Group


    At NEC Group, we implement various reforms based on the concept of customer-based monozukuri by applying the experience we have gained through monozukuri innovation activities at our own organization and building on the foundation of standardization and deployment methods we have employed in management system reforms. The following are some of the case studies.


    (1) Global SCM reform


    
      At NEC Group, we implemented global SCM reform based on standardization of operational processes and production management systems, with a view to expanding customer-based monozukuri on a global scale.


      As the first step in this reform, we totally revised the production management system in our IT platform business - the nucleus of which is NEC Platforms' Kofu Plant - the mother factory of NEC's computer production (Fig. 3). As well as reinforcing the production structure to cope with a customer-based "pull" type production system, this reform laid the foundation for the standardization of production operation process systems throughout the entire NEC Group. We are moving to deploy this production environment at facilities worldwide in order to achieve optimum ubiquitous manufacturing where it will be possible to produce the same product in any factory in the world.
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          Fig. 3 Overview of IT platform production management system.
        

      


      As for the SCM system, we adopted IFS ApplicationsTM, an SCM solution successfully deployed by 166 different companies at 305 locations (as of July 2015). As for the PLM system, we adopted Obbligato, a PLM solution that has been number one in the Japanese market for 20 consecutive years and has been implemented by more than 800 companies. We are committed to supporting the global expansion of our clients in the manufacturing industry by offering the know-how we have gained in this project to our customers.

    


    (2) Integration of development process reform and platform systems


    
      NEC was looking to find a way to create innovative products that would be able to succeed in the global marketplace by maximally utilizing the technological and human resources already possessed by the group companies. Achieving this was made more difficult by obstacles such as R&D operations that were independently optimized according to multiple business units, as well as by differences in rules and coding systems.


      To solve these problems, NEC initiated a group-wide integration of more than 10 product data management (PDM) systems that had been operated independently by various business units (Fig. 4). As a result, NEC succeeded in the completion of development platforms that would be able to solve the problems NEC was facing in terms of global response - including effective utilization of technological assets such as design and R&D data and human resources, as well as optimum ubiquitous manufacturing and enhancement of the business continuity plan (BCP) response mentioned in the previous section. Now, NEC continues to vigorously promote innovation of new products that integrate the strengths of multiple businesses.
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        Fig. 4 Conceptual diagram of integration of development process reform and backbone systems.
      

    


    (3) Optimization of repair component inventory


    
      Optimization of the repair component inventory is one of the most common issues faced by manufacturers. Taking charge of IT support services, NEC Fielding was facing the same problem. However, ensuring precise prediction of future demands for components while suppressing surplus inventories was limited by conventional statistical methodology. Instead, the company uses NEC's original big data analysis technology - heterogeneous mixture learning technology - to accurately predict the demand for components with high shipment frequency. This has helped reduce inventory by about 20 percent (Fig. 5).While applying this system to comprehensive inventory optimization, the company is also planning to deploy services that combine NEC's demand prediction technology with the business process outsourcing (BPO) technology that takes advantage of our know-how in maintenance operations.

    


    
      [image: e150103_06.jpg]

      
        Fig. 5 Conceptual diagram of demand prediction for repair components.
      

    

  


  
    6. Analysis of Monozukuri ICT Based on Discussions with Manufacturing Research Group Members


    Following analysis of feedback from members of the Manufacturing Research Group, we found that the issues facing next-generation monozukuri ICT can be summarized into two main points.


    (1) Reduction in production cost to optimize price competitiveness – Minimization of monozukuri cost


    
      	Production at optimal locations according to market size and product segments


      	Minimization of production cost to compete with labor-intensive production


      	Simplified functionality and monozukuri that match the local circumstances


      	Compatibility with smart factories as part of the fourth industrial revolution

    


    (2) Product strategy that transcends price competition – Maximization of added value


    
      	The Japanese monozukuri expertise can be effective with the following factors: 1) requirements for high reliability; 2) existence of entry barriers for non-commodity products and technologies; 3) various safety and environmental regulations (differentiated by capability to meet strict qualitative and regulatory requirements.

    


    Based on these points, the expectations for the monozukuri ICT and production sites are as follows:


    
      	Production process reform on a global scale


      	Achievement of traceability and improvement of quality on a global scale


      	Strengthening of creative capability for new products and services

    


    To meet these expectations, NEC started the above-mentioned Industrial IoT Research Group in September 2015 in order to collaborate with members on how to best introduce effective IoT to monozukuri, as well as application technologies and methods.

  


  
    7. Future Commitment to the NEC Monozukuri Co-Creation Program


    Manufacturers around the world have encountered the waves of value chain innovation utilizing IoT, represented by Germany's Industrie 4.0 and the US's Industrial Internet Consortium (IIC) and are now witnessing rapid progress in the integration of monozukuri and ICT.


    Japanese manufacturers are no exception. IoT has become critical to increasing competitiveness and responding to demands from stakeholders. To support these manufacturers in their efforts to implement next-generation monozukuri utilizing IoT, NEC offers NEC Industrial IoT which features: 1) utilization of leading-edge IoT technology, 2) validation by NEC by itself, 3) cooperation with partners, and 4) Co-Creation with customers.


    At NEC, we will continue to help manufacturers take advantage of the fourth industrial revolution by minimizing the costs of monozukuri while maximizing added value (Fig. 6).
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        Fig. 6 Values of next-generation monozukuri promoted by NECs.
      

    

  


  
    * SAP is a trademark or registered Trademark of SAP SE in Germany and other countries.

  


  
    Authors' Profiles


    
      SEKI Yukihide
    


    
      Department Manager

      Sales Promotion Department

      1st Manufacturing Industries Solutions Division
    


    
      OKANO Miki
    


    
      Manager

      Sales Promotion Department

      1st Manufacturing Industries Solutions Division
    


    
      KOYANAGAWA Hideki
    


    
      Assistant Manager

      Sales Promotion Department

      1st Manufacturing Industries Solutions Division
    

  


  
    
      Special Issue on Enterprise Solutions to Support a Safe, Secure and Comfortable Life
    


    
      Value chain innovation: "MAKE"
    

  


  NEC Industrial IoT - Building the Foundation for Next-Generation Monozukuri


  
    OKU Kazuya, OKADA Kazuhisa, MIYATSUJI Hirofumi
  


  
    Abstract


    The trend towards a fully networked future - where everyday objects embedded with electronics, software, sensors, and connectivity, enabling them to exchange data with each other and with operators, central databases, and so on - has become inescapable. Throughout the world, especially in Germany and the United States, businesses and industries are actively utilizing the Internet of Things (IoT) to innovate business processes as well as products and services, which in turn will lead to reforms in business models and industrial structure. Japanese manufacturers are no exception. From increasing a company's competitiveness to addressing the demands of stakeholders, the incentives driving the move to IoT are intensifying. At NEC, we believe that there are two key areas in which IoT can play a critical role: process innovation (for networked plants), which enhances flexibility by optimizing control of facilities and equipment in real time; and product innovation (for networked products), which increases added value by offering new services and new ways to use products. NEC Industrial IoT is the solution that will support the achievement of both process innovation and product innovation.
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    * monozukuri: Japanese word that refers to manufacturing which is in harmony with nature and that adds value to society.

  


  
    1. Introduction


    As ICT devices become ever smaller and less expensive, it is becoming easier and easier to add intelligent functions to things other than computers and connect them to the Internet. The IoT (Internet of Things) is spurring new innovations in various areas and industries. As the manufacturing industry faces increasing challenges in the business environment such as multipolarization of the global market, diversification of customer needs, and intensification of price competition, the trend to enhance value chain innovation is accelerating. IoT technology is seen as critical to meeting these new challenges.


    When we turn to look at what is happening around the world, two trends stand out (Fig. 1). In Europe, Germany is pushing a German national strategic initiative through industry-academia-government collaboration. Known as, Industrie 4.0 (the fourth industrial revolution), this initiative seeks to enhance international competitiveness by improving the productivity of manufacturers through advanced automation. Although the term Industrie 4.0 only came into existence in 2011, its researchers began studying IoT in 2006. They are active in international standardization activities and announced a standardization framework called the Reference Architecture Model Industrie 4.0 (RAMI 4.0) in April 2015.
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        Fig. 1 Worldwide trends in the promotion of IoT for industrial applications.
      

    


    In the United States, in the meantime, major corporations led by GE are taking the initiative, prioritizing the collection of data and results that could be useful in terms of business.

  


  
    2. Two Innovations Made Possible by IoT


    NEC believes there are two ways IoT can be applied to promote innovation in the manufacturing industry (Fig. 2). The first is process innovation. This can be applied at all stages of manufacturing, creating true networked plants where monozukuri processes are smart and online. The second way IoT can be utilized is in product innovation, where built-in feedback mechanism can drive improvements in products and support the creation of new services.
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        Fig. 2 Two innovations utilizing IoT.
      

    


    In process innovation, IoT can facilitate coordination between facilities within a factory and between the products, components, and workers in order to execute autonomous control. In addition, any changes can be handled flexibly - for example, rapid information transmission and optimally distributed production can be achieved through coordination between factories as well as with suppliers and subcontractors. By supporting both automatization and autonomization, IoT makes it possible to achieve mass-customization without increasing costs.


    In product innovation, IoT offers a myriad of possibilities. Both customer experience and product functionality can be enhanced by incorporating IoT technology in the product and connecting it to the network. At the same time, the product can be continuously improved by collecting and analyzing data about how, when, and where the user uses the product. The results of the data analysis can then be reflected in the planning of new products. This creates a virtuous circle, where products and services continue to create new values even after they have been put on the market.

  


  
    3. Features of NEC Industrial IoT


    NEC has announced the introduction of the NEC Industrial IoT, which takes advantage of IoT to promote next-generation monozukuri for manufacturers. An overview of NEC Industrial IoT is shown in Fig. 3.
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        Fig. 3 NEC Industrial IoT framework.
      

    


    NEC Industrial IoT has four major advantages.


    The first advantage is the utilization of NEC's advanced IoT technology. Thanks to NEC's extensive technological expertise in big data analysis technology, image analysis technology, and network technology, we have the tools and the skills needed to apply IoT where it is needed in order to facilitate innovation of monozukuri.


    The second is that we use our own systems and technology at NEC. That means NEC Industrial IoT has already been put to the test at NEC Group and its effectiveness has been confirmed.


    The third is the expansion of offered value through cooperation with partners. We make it possible to offer optimal solutions to customers by combining NEC's specialty technologies such as system integration and networking with partners' specialty technologies such as facilities/equipment and robotics.


    The fourth and final is co-creation with customers. Creating together with customers - that's the biggest advantage of NEC Industrial IoT.


    The Manufacturing Co-creation Program, which NEC has been operating since 2012, will further be expanded. We will contribute to the strengthening of the monozukuri of Japanese manufacturers by cooperating with relevant government agencies and organizations. At the same time, we will share the issues customers are facing in the utilization of IoT and the measures they are taking to solve those issues, as well as testing and validating systems.

  


  
    4. NEC Industrial IoT - Technologies and Solutions


    The utilization of advanced IoT technology in NEC Industrial IoT is discussed in detail below.。


    Next-generation monozukuri will take advantage of IoT technologies to create value and enhance products by collecting data, analyzing and making decisions based on the data, automatically controlling devices, and so on (Fig. 4). The first step is digitization in which actual sites, things, and conditions are turned into data. This data can then be analyzed and visualized using big data analysis technology
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        Fig. 4 IoT utilization flow in monozukuri innovation.
      

    


    Based on this analysis, IT, facilities/equipment, and operational technology (OT) will be connected to each other via software-defined networking (SDN) - a flexible network construction technology. Actual execution of command and control will be implemented by the manufacturing execution system (MES). The result will be automatic control and optimization of devices in real time.


    By incorporating sensors in manufactured products, actions and behavior can be converted to data. Using secure transmission and encryption protocols that data is sent to the company's database where it can be analyzed and used for product maintenance, as well as in the planning and research of future products.


    4.1 Digitization of Actual Sites, Things, and Conditions


    The level of digitization at production sites varies from one industry or company to the next. When viewed from a general perspective, many processes have not yet been digitized sufficiently. The high cost of upgrading facilities to proceed digitization of data on the site puts a significant burden on the customer. Another critical problem is the information that cannot be gathered from automated facilities such as the movements of humans and the conditions of objects. In addition to the incorporation of various sensors and smart devices, NEC's exclusive image processing systems allow you to turn actual sites and things into data without impacting the operations of existing facilities and without having to add new large-scale facilities or data collection systems.


    For instance, the object fingerprint identification technology that NEC is developing is the world's first.


    Until now, it has been necessary to attach a tag such as RFID to every product or component or to add a process and equipment for marking in order to distinguish and manage a single product or component. Using this object fingerprint authentication technology, however, you can distinguish individual differences based on subtle irregularities on the surface of the object (Fig. 5).
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        Fig. 5 Component identification using image recognition.
      

    


    You will reap great benefits from this technology when itis achieved with an inexpensive, popular camera instead of a special, expensive camera.


    We are planning to implement evaluation and enhancement of this technology in order to put it into practical use in production sites. In addition to this technology, the digitization of the site is executed by using leading-edge image analysis technologies including an instrument panel reading system, AR utilization operation support system using wearable devices, and traffic line monitor system that captures the movements of workers at a factory by collecting data to improve traffic lines.


    4.2 Illumination of Invisible or Hidden Aspects


    By analyzing digitized and collected data, big data analysis technology can shed light on aspects of the world that are normally hidden from view.


    There are many issues related to the utilization of big data in monozukuri, but the problems of quality and equipment failure detection are especially critical in terms both of their impact and their complexity. When defects in quality occur, not only are immediate financial losses generated in terms of the cost of the product, but further losses may be sustained if solving the problem requires temporarily shutting down production. Similarly, the occurrence of equipment failure can lead to the suspension of the production line. Improvements in yield rates and operating rates increases throughput, leading to a reduction in production costs.


    First, all available on-site data (4M data) regarding monozukuri should be collected, and the relationship between the data should be examined carefully. Doing so can make it easier to obtain multifaceted perspectives and awareness.


    Next, by utilizing big data analysis, it is possible to identify the factors that contributed to a quality defect that could not previously be detected. From this, the optimal processing conditions can be derived and applied to production to further improve quality. It is also possible to make practical use of big data technology for optimization control, enabling the best-possible quality to be achieved by predicting the quality based on the processing precision result data of a certain process or component and by dynamically altering the processing conditions in the next process.


    Moreover, by facilitating detection of unusual equipment behavior and early detection of symptoms of failure, potential failures can be dealt with before they reach a critical level, minimizing the occurrence of unscheduled shutdowns and helping make possible a factory whose operations run continuously, without interruption.


    NEC utilizes world-class big data analysis technology and engines that exploit state-of-the-art heterogeneous mixture learning technology and invariant analysis technology to sift through enormous volumes of data to discover trends and patterns that would previously been undetectable.


    4.3 Seamless Connection with IT and OT


    OT stands for operational technology and refers to control systems. It is also called factory automation and process automation.


    OT systems and IT systems such as production management systems are not necessarily connected. The reality is that in many cases the lines connecting OT and IT systems are humans, so to speak. In the world of OT, there is a greater variety of communication standards and formats than in the world of IT. Moreover, there are few engineers who are familiar with both IT and OT. Consequently, forging reliable links between these two seemingly incompatible systems is difficult.


    NEC's market-leading computer system for manufacturing plants overcomes these problems by integrating terminals and devices produced by the industry's leading manufacturers that utilize industry-standard interfaces and protocols all mediated by linkage with the MES (Fig. 6).
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        Fig. 6 Integration of IT and OT.
      

    


    It is also possible to easily handle changes in production lines and to improve the management level of unified security settings through effective application of SDN in the intra-plant network. This will play a significant role in providing network support to next-generation monozukuri in which a huge amount of data will need to be processed and exchanged, and where sudden and dramatic changes in the business environment will need to be adapted to quickly and effectively.


    4.4 Platform for Connectable Products


    This is a solution to support the IoT utilization of the very products the customers offer. Providing IoT platform and integrating NEC's proprietary assembly systems into the customers' products will enable the continuous creation of new value via the networks even after products and equipment have been put on the market.。

  


  
    5. Conclusion


    By way of conclusion, a map of services and technologies that are systemized as the core of the NEC Industrial IoT is shown below (Fig. 7). These services and technologies will continue to evolve to meet our customers' needs through our research and development and through cooperation with our partners.
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        Fig. 7 NEC Industrial IoT service and solution systems.
      

    


    As for the next-generation monozukuri, we will continue to offer a full range of services, including everything from consulting and determining the applicability of IoT technology to the development and introduction of solutions.
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    Abstract


    A number of years ago, the German government launched a project called Industrie 4.0, whose goal was to promote a cyber-physical system that would make possible "smart" factories. Likewise, in the Japanese manufacturing industry - where piecemeal improvements have already been implemented - a more cohesive effort is now underway to achieve "Process innovation" through the utilization of Internet of Things (IoT) and standardization of device interfaces. In the meantime, the Japanese auto industry, which is Japan's dominant industry, is undergoing significant structural changes as a result of global production shifts. This paper discusses NEC's proposal for advanced quality management system models based on IoT and big data, as well as related issues pertinent to the achievement of smart factories.
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    * monozukuri: Japanese word that refers to manufacturing which is in harmony with nature and that adds value to society.

  


  
    1. Introduction


    A few years ago, the German government launched Industrie 4.0, a high-tech project involving industry, academia, and government which promotes the computerization of manufacturing.


    In Japan, on the other hand, no national strategy exists, but Japanese manufacturers have been independently pursuing efforts to convert their factories into smart factories. That trend has begun to accelerate as more and more companies realize that continued competitiveness requires them to upgrade their production systems by utilizing the Internet of Things (IoT) to connect factories and facilities and by standardizing factory automation (FA) equipment.


    In this paper, we will focus on the structural changes that this environment has stimulated in the auto industry. We will propose a model aimed at making quality management systems more advanced through the utilization of leading-edge technologies such as IoT and big data. We will also examine the issues related to utilizing these technologies to make the production process more advanced.

  


  
    2. Differences between German and Japanese Efforts towards the Achievement of Smart Factories


    Industrie 4.0 is an action plan announced by the German government in 2011. It's a concept for next-generation manufacturers, in which they will be able to create new values and new business models that have not existed before by collaborating with "things" and services inside and outside factories while making the most of IoT and FA.


    Now, let's look back at the evolution process from the first to fourth industrial revolutions. Whereas automation took place in the third industrial revolution, Industrie 4.0 aims at the achievement of smart factories that are even further evolved, As such, it is considered the fourth industrial revolution.


    ・First industrial revolution


    Mechanization of industry through use of steam engines


    ・Second industrial revolution


    Beginning of mass production through use of electric power


    ・Third industrial revolution


    Automation through use of PLC, which combines electricity and IT


    ・Fourth industrial revolution


    Achievement of smart factories proposed by Germany


    The German government is implementing multiple policies for industry-academia-government collaboration to achieve Industrie 4.0. One of the areas where research is being actively pursued is "plug and produce."。


    Plug and produce is a concept in which multiple devicesmade by different manufacturers are autonomously connected and disconnected to and from the backbone cyber-network to enable production to flexibly handle orders in real time. The concept is similar to "plug and play," which was introduced with Windows 95 to automatically set up peripheral devices when connected to the PC to provide a convenient, ready-touse environment.


    This concept has also been highlighted by the "It's OWL" project, a collaboration among companies, universities, and scientific centers of excellence. Winner of the German government's Excellence Cluster Competition - a key aspect of its Industrie 4.0 strategy, it's OWL received a government grant amounting to 200 million euros, a fact that makes it clear the importance of this concept to Industrie 4.0.


    Furthermore, Germany believes that taking leadership in setting the technological standards of the future is the key to the success of Industrie 4.0. As there is no doubt that optimization control will be executed by combining different devices and software, the importance of standardization of interfaces should be obvious.


    Many Japanese manufacturers already use sensors and networks to analyze and monitor production processes and operating conditions in their facilities. By feeding back the results obtained by processing the data collected from computers, they are attempting to convert their factories into smart factories. Table below shows excerpts from publicized case studies.


    
    
      Table Case studies of innovation aimed towards achieving smart factories in the Japanese manufacturing industry.
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    For example, Company A, which is an electronics component maker, connects Japan and multiple overseas factories via the Internet to collect and analyze production and quality data at their facilities. Based on the feedback from these results, they claim that they have achieved optimum production. By analyzing data collected not just from a single factory but data aggregated from multiple factories, their goal is to fine-tune quality control and production management to achieve maximum precision. It is also important to note that the ability to have real-time knowledge of overseas production and quality conditions while in Japan could streamline management of global production.


    Similarly, in other cases, it is obvious that many companies are targeting process optimization, increased cost competitiveness, and energy saving.


    Now, let's look at the standardization of interfaces in Japan. The Japan Society for the Promotion of Machine Industry standardized an interface for FA equipment called ORiN (Open Resource interface for the Network) and is implementing its adoption and validation tests. The society reported that connecting FA equipment incorporating this interface and control software resulted in a significant reduction in the number of processes required for optimal control of management systems.


    Based on what we've seen, it's safe to say that Japan and Germany are heading in roughly the same direction. However, the backing of the German government for a coordinated national strategy may have put Germany ahead of Japan.

  


  
    3. The Rapid Increase in Global Production and Importance of Quality Management


    This chapter discusses the structural changes in the Japanese auto industry - relevant to the trend towards smart factories - and examines the issues in monozukuri processes caused by those changes.


    Fig. 1 shows the transition in the ratios of production volume for Toyota by region on a global scale. The percentage of production volume in Japan was about 62% in 2002, but was down to about 40% by 2012. As there was little fluctuation in the ratios of production volume in regions other than Asia, it is clear that about one third of Toyota's production has shifted to Asia.
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        Fig. 1 Transition in production volume ratios for Toyota by region.
      

    


    When the ratio of overseas production volume increases, the number of contracted suppliers and the number of managed components increases as well. In addition to obvious issues such as overseas technology transfer, this also leads to an increase in language and communication problems that can occur in an environment where there is no mutual unspoken consensus at work. This in turn leads to an exponential increase in the complexity of technology management and supply chain management.


    Under pressure from the market to reduce development lead time and cost, Japanese automakers have been forced to find ways to streamline the manufacturing process. Typical measures include product architecture innovation using standardized platforms, as well as modularized designing. This methodology is very effective at increasing development efficiency; nevertheless, once a defect occurs in a module or component, there is always the potential risk for a worldwide recall. In other words, it is necessary to strengthen design quality while reforming product architecture.


    The auto industry is built on a hierarchical structure that comprises many inter-company supply chains. Their final products - completed cars - are therefore composed of modules and components developed and manufactured by many different suppliers. For this reason, if a defect occurs, the range of investigation is not limited to the company's production processes but also extends to its component suppliers overseas as well as in Japan. In situations where the cause cannot be accurately located or identified, there is a serious risk of massive losses generated by the need to totally replace all suspicious components, as well as potential damage to the company's social credibility.


    To sum up, the importance of upgrading and improving the following processes is increasing every year.


    
      	Design review for modules and components developed and produced by automakers and component suppliers


      	Traceability of quality for fast, accurate identification of the cause of a problem when it occurs


      	Traceability of design changes to make sure that changes are efficiently applied and managed

    

  


  
    4. Upgrading Quality Management Systems Using IoT and Big Data


    To evolve to meet the demands of the changing business environment, automakers and their suppliers have been working to strengthen and enhance their quality management systems. The ISO/TS16949 automotive quality management system standard specifies that documents indicating control plans for quality management (management processes and confirmation methods for the quality and properties of manufacturing processes) should be created and then the plans described in the documents should be executed.


    Based on these control plans, automakers manage their manufacturing process quality. However, the reality at many production sites is that quality information is recorded and stored on paper. Creating and storing reports on paper can generate the following problems:


    
      	It takes longer to determine the cause when a quality defect occurs


      	Inaccessible quality reports in remote places (overseas factories and facilities)


      	Inability to utilize report until the next quality fault occurs

    


    Fig. 2 shows a conceptual diagram of a more sophisticated quality management system to solve these problems. Operating information and manufacturing conditions that are output from facilities as well as quality records and information of products and components with serial numbers can be transferred in real time to the quality database. Using IoT technology, these data is transferred via the standardized interfaces incorporated in measuring instruments, equipment/facilities, and tablets for data entry. The collected quality records can be correlated with serial numbers and manufacturing conditions in the quality database, facilitating quality management.
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        Fig. 2 Enhancing quality management system using IoT and big data.
      

    


    Moreover, the data generated in plants and factories around the world can be integrated at the data center and utilized as big data regardless of its origin.


    Once this has been achieved, it should not only enhance quality traceability, it can also be expected to contribute to the overall optimization of facility operating ratios without regard to physical location as well as the prediction of equipment failure and maintenance timing, spur improvements in electric power demand forecasting and in energy saving, and facilitate the detection of hidden knowledge.

  


  
    5. Strengthening the Traceability of Technology Information Management and Design Changes


    The importance of the strengthening design reviews for modules and components and the traceability of design alteration processes has already been discussed in Chapter 3.


    In order to maintain a quality management system, the first requirement is the ability to reliably transmit high-quality technology information to production sites around the world and to record the data transmission history. (Although data generated on the site is collected using IoT and analyzed using big data, it is of no value if there is a problem with the data itself.)


    However, the process; distributing large volumes of technology information and design alteration information to production plants around the world, as well as maintaining and managing that data, increases operating loads and generates potential problems on both the distributor side and the receiver side. The control plans, in particular, need to be maintained individually with respect to design changes because they are likely to be localized according to the differences in production facilities and processes.


    One way to accurately and efficiently distribute technology information is to employ an integrated management method using a list of components or BOM (bill of materials). Fig. 3 shows a conceptual diagram of the integrated management of technology information using the BOM. In the diagram, relationship among information is specified; information to manage components, 3D models and drawing that specifically define the components, information pertaining to the processes to manufacture the components, and control plans to manage the quality of the processes.
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        Fig. 3 Integrated management of technology information and design alteration using BOM.
      

    


    As long as integrated management of technology information is maintained, it will be possible to know immediately that, if 3D Model X or Drawing X that represents Component X is changed, it affects Process A and therefore a change in Control Plan A is required. By tracing the relationship information on the system, you can sift through the items to be changed without missing anything, efficiently performing renewal and distribution processing.


    Furthermore, when the design alteration processing is executed on the integrated technology information management system, it is possible to manage the changes before and after the design alteration, the reasons for the alteration, and the traces of the alteration, leading to the strengthening of traceability from a technical viewpoint whenever a quality defect occurs.

  


  
    6. Conclusion


    In the first half of this paper, we discussed the different approaches in the movement towards smart factories in Germany and Japan, while in the second half we looked specifically at efforts to improve and upgrade the capabilities of the auto industry's quality management systems. In terms of strong implementation of a national strategy, Germany would appear to be leading the way. However, there are common aspects such as that the manufacturing industry is playing the main role and that the auto industry is the key industry. So while the strategies may differ, both countries appear to be heading in a similar direction.


    It is important to note that the auto industry is an industry in which car manufacturers are supported by a very broad range of supporting players. Regardless of where a company is headquartered, it will have many overseas production plants including in emerging economies, a great number of local employees, and numerous component suppliers from large to medium-and-small companies. All of these contribute to the development and manufacturing process. As it looks to the future, it is essential for the auto industry to take measures that focus on both the horizontal axis (lateral expansion towards globalization) and the vertical axis (mechanisms to support the entirety from large to medium-and-small companies.


    The biggest and most basic task for the horizontal axis is the completion of a network and infrastructure environment equipped with the technologies necessary to use IoT, such as Wi-Fi. Some factories still have an inadequate network environment - in some cases not even PCs can be connected, never mind FA equipment. In such cases, the first thing to do when planning construction is to assure a stable Internet connection. Another important task is to take into consideration the durability, dustproofness, and waterproofness of the tablets that will be used. It is necessary to carefully select devices that are suitable for the on-site environment.


    As for the vertical axis, a key issue is investment in information systems. Although larger companies can afford to invest in enhancing the sophistication of their production systems, the scale of investment required is difficult for medium-and-small companies to handle on their own. Fig. 4 shows a conceptual diagram of a low-cost, cloud-based service that makes it easy for smaller companies to quickly ramp up the sophistication of their quality management systems.
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        Fig. 4 Auto industry supply chain and standardized quality database.
      

    


    NEC remains committed to developing and deploying services able to contribute to every stratum of the auto industry now and in the future.

  


  
    * Windows95 is a registered trademark or trademark of Microsoft Corporation in the U.S. and other countries.


    * Wi-Fi is a registered trademark of Wi-Fi Alliance.
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    Abstract


    Manufacturing and distribution industries are penetrating in Asian developing countries where economic is growing rapidly and logistics infrastructure is actively improved to support supply chain. At present, many of logistics companies in the Asian region directly contact the in-house relevant departments or related companies when they receive inquiries about the transportation status of the cargo from the owner. This poses issues such as necessity of time to reply to the owner or increase in man-hour to handle inquiries. This paper introduces the "Logistics Visualization System" as a solution to such issues.
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    1. Introduction


    As penetration of manufacturing and distribution industries in Asian developing countries that show rapid economic growth progresses in these years, logistics infrastructure that supports supply chain is being improved.


    Asian developing countries attract foreign capital companies to large-scale industrial complexes and are proactively investing to improve and to expand logistics infrastructures including ports, airports, railways and roads as well as to logistics strategy in the nation wide scale. These policies are expected to increase opportunities for employment by investing foreign exchange obtained by export policies to plant construction and improvement of infrastructures in the urban areas, to attract more companies by strengthening international competitive edge, and to further advance economic development by supplying cheaper labor.

  


  
    2. Logistics-related Issues in Global Supply Chain


    Fig. 1 and Table show, not only the overseas production rate but also the local procurement ratio has been increasing because of the further reduction of costs through foreign production as globalization of businesses advances. While such situation poses urgent issues such as precise understanding and reduction of overseas logistics costs, excessive orders and surplus stock are generated because it is difficult to understand transportation status precisely and whether the cargo will arrive on schedule or not cannot be determined in particular for transportation of a longer lead time.
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        Fig. 1 Transition of overseas production ratio of Japanese companies (manufacturing industry).
      

    


    
    
      Table Comparison of local and regional sales ratio and procurement from Japan.
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    To solve these issues, it is needed to visualize logistics in order to reduce stock and global logistics costs for the entire SCM (Supply Chain Management) (Fig. 2 and Fig. 3).
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        Fig. 2 Needs for visualization of logistics.
      

    


    
      [image: e150106_04.jpg]

      
        Fig. 3 Results of questionnaire on logistics visualization needs.
      

    

  


  
    3. Logistics-related Issues in Asian Developing Countries


    As mentioned above, amidst of ever advancing "globalization of logistics" as can be seen in shifting to overseas production by manufacturing companies and globalization of procurement of materials, delay in transportation or non-delivery of goods will greatly and adversely influence on the production plans as well as business activities themselves.


    In Asian developing countries in particular, precise estimation of number days necessary for transportation has become extremely difficult due to prolonged transportation lead time depending on the congestion at the ports, ICD (Inland Container Depot) or the customs as well as poor improvement of railways, roads or other infrastructures.


    Cargo owners are usually given no alternative but to use the cargo tracking service offered by logistics companies or to make inquiries directly to several companies in order to confirm the transportation status, which poses a great burden to owners. On the other hand, many of logistics companies directly contact the in-house relevant departments or related parties when they receive inquiries about the transportation status of the cargo from the owner. This poses issues such as necessity of longer time to confirm the logistics status making reply to the owner slow or increase in man-hour to handle inquiries because of the industry structure the most part of which consists of owner-operator truckers and smaller trucking companies.

  


  
    4. What the Logistics Visualization System Aims to


    The "Logistics Visualization System" (hereafter, LVS) is the software developed by NEC based on the cloud service "NeoSarf/Logistics" whose operation was started in Japan in 2012 to support visualization of courses of logistics.


    The extent of tracking services offered by logistics companies are limited to the contracted transportation service and, in international transportation with a longer lead time, multiple transportation means such as ocean, air, customs clearing, railways and trucking for domestic transportation are concurrently used which often means that there are two or more logistics companies are involved and cargo owners are forced to confirm information about their cargoes with each of those companies as shown in Fig. 4. Cloud service has visualized the entire course of logistics for which only fragmentary information was visible in the conventional services.
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        Fig. 4 What LVS aims to.
      

    


    As the operation image in Fig. 5 shows, companies engaged in logistics can confirm the current status of cargoes almost instantly by searching by any of "Container number," "INVOICE number," or "transportation order number" once this software has been introduced. Transportation companies will be able to quicken and improve efficiency of processing of inquiries from cargo owners as well as to process unexpected transportation delay more quickly. Enhanced visualization of cargoes and sharing of precise transportation information among transportation companies are expected to improve reloading between transportation processes or between companies thus shorter logistics lead time can be expected.
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        Fig. 5 Operation image of LVS.
      

    


    Cargo owners (manufacturers) can expect to improve precision of production plans and production efficiency with improved supply chains by utilizing cargo status information and they can also expect to improve management indices through logistics cost reduction by optimizing stock (stock reduction) and shortening logistics lead time.


    LVS also supports optional services including acceptance of transportation orders, function to centrally control warehousing, containers, stock, charge & payment, bidding by logistics companies, simulation of route & charge, dynamic management by utilizing GPS positional information, or function to streamline driver operations by linkage with smart devices according to the development status of logistics in specific country to realize further improvement of logistics services and improved efficiency of business meeting the different needs of different countries.

  


  
    5. Functions of the Logistics Visualization System


    As Fig. 6 shows, LVS reviews the "history of logistics" until today in Japan and classifies the course of development of logistics into three periods: "Predawn period," "Developing period," and "Maturation period." It has three menu systems based on the assumption that the development of logistics in Asian developing countries will follow the same process of development as Japan (Fig. 7).
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        Fig. 6 History of logistics in Japan.
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        Fig. 7 Overview of LVS functions.
      

    


    (1) Basic Service


    For developing countries whose logistics development level is in the "Predawn" period, two functions are available: "Search" function that enables all users to utilize easy-to-use and reasonable cargo tracking services to obtain precise positional information and job information and a function to analyze collected information to determine a logistics service level.


    (2) Standard Service


    For developing countries whose logistics development level is in the developing period as well as for global companies whose level is in the maturation period, functions are supplied to manage status on the logistics order basis, to manage payment and charge to reduce logistics costs and to implement just-in-time by improving work efficiency and shortening the lead time.


    (3) Value Added Service


    A bunch of value added services that support additional functions to meet changes in market needs in the future.

  


  
    6. Features of the Logistics Visualization System


    (1) Continuity


    As described above, LVS strives to meet the latest market demands with optimal solutions for functional enhancement that support customers and market sustainability. This responsiveness is made possible by NEC's readymade logistics visualization solution. NEC continuously provides the best possible solutions that not only resolve current issues but also work towards bringing a brighter future for all.


    (2) Reliability


    Visualization of the entire transportation process on the End to End basis means that LVS helps speed up the implementation process and optimize the entire logistics value chain with its wide-ranging experience in social infrastructure, ICT and networks. That can enhance reliability of logistics in the nation-wide extent, grasp diverse market needs across countries/areas and attract foreign capital industries. Thus, LVS contributes to economic development, to enhance national level logistics policies.


    (3) Flexibility


    An optimal transportation data collection model can be offered through cooperation with local companies. LVS's services range are from total system consultation to system implementation and cover everything from upstream (data center, etc.) to uses of specific systems (EDI, RFID, GPS, image recognition, etc.).

  


  
    7. Conclusion


    LVS is a cloud business model that will be offered to customers in cooperation with local capable service business partners taking activation of local business and regulations on local service companies in different countries into consideration to cope with and support sophistication of logistics infrastructure implemented as a result of governmental policies of Asian developing countries as well as logistics strategy such as industrial complexes, cooperative delivery centers, or logistics complexes (logistics parks).


    By solving logistics-related issues in developing countries, supply chains can be optimized through the improvement of software-based logistics information network utilizing IT, in addition to the improvement of hardware-based logistics network. LVS is a solution that develops as the sophistication and growth of logistics based on the long experience in Japan and know-how to continuously support development of logistics.


    This enables continued supply of services following the development of logistics.


    In addition to LVS introduced in this paper, NEC also offers "image and weight based product inspection solution" that enables automatic inspection of foods, beverages, pharmaceutical products and other solid items by employing the image recognition technology for the first time in the industry.


    This solution uses NEC's proprietary high speed, high precision image recognition technology and a weight scale, inspects products by checking against their image and weight information registered beforehand to instantly identify the type and quantity and thus improves product inspection efficiency on shipping while maintaining the inspection quality of inspection processes which have been carried out manually in many cases so far.


    As can be seen in these efforts, NEC supplies and is committed to improve solutions to promote visualization of logistics, streamlining of works at actual logistics sites, and improvement of quality for the overall logistics-related work by combining actual results and experiences accumulated in many years and the latest ICT (Information and Communication Technology).
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    Abstract


    Over the past few years, trends in consumer behavior have undergone dramatic changes. Along with globalization of the economy and rapid evolution of the ICT environment, this has spurred a revolution in the retail industry. Retailers have found themselves forced to compete for consumer attention like never before. In such an environment, they can no longer survive unless they are chosen by consumers. To survive in the future, retailers must commit to consumer-driven models. To help the retail industry adapt to this new environment, NEC has developed ICT strategies to support retail operations in three key areas: improvement of consumer convenience, achievement of operational excellence, and IT service life cycle management (LCM). Furthermore, NEC is focusing on technology/product development and strategic investment aimed at adapting to the evolving needs of consumers and retailers.
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    1. Introduction


    In recent years, the retail environment has changed dramatically as advances in technology and evolving consumer behavior have reached a tipping point. In addition to changes in the value chain of production, distribution, and sales, the globalization of the retail industry itself is also underway. The ICT environment has also undergone rapid and significant change - particularly in terms of networks and mobile devices. All of this has had a huge impact on the retail industry, literally creating an environment where stores must "adapt or die."


    With the rapid expansion of online retailing, today's marketing efforts increasingly focus on omni-channel strategies. Traditional retailers with brick-and-mortar stores, such as supermarkets, department stores, convenience stores, and specialized stores, have stepped up their efforts to implement integration of their online and real-world activities. At the same time, online retailers are expanding their reach by partnering with companies that already have stores and service establishments. Today's consumers no longer go to stores merely to shop; instead, they pursue the optimal purchasing experience by gathering information on the Internet and ordering and receiving products anytime and anywhere. By analyzing the impact of the changes taking place in the environment that surrounds the retail industry, we hope to develop an understanding of the future direction of the retail industry and the role of ICT in building that future.

  


  
    2. Changes in the Retail Environment


    There are many changes impacting the environment that surrounds the retail industry. However, for the purpose of this article, we will focus on three areas of change: digital shift, service shift, and power shift to the demand side.


    (1) Digital shift


    The accelerated growth of the Internet, mobile networks, and smart devices (tablets and smartphones) has had a huge impact on the way consumers shop. Digital merchandise, for instance, is available instantly, regardless of the time and place. At the same time, consumers can research products using social media and other network sources, make their purchases via e-commerce and either have them delivered or pick them up at the store of their choice.


    (2) Service shift


    The range of merchandise offered by the retail industry is expanding, covering not only traditional physical goods, but also new more intangible goods called service merchandise. This shift from actual physical goods to intangible goods and service means that retailers can no longer thrive by simply selling goods; now, they must also offer added value by combining actual goods with processes and services. At the same time, the marketing methodology of companies is changing from 4P*1 to 4C*2.


    (3) Power shift to the demand side


    Recent changes are causing a shift in power from manufacturers to retailers and from retailers to consumers. We have entered an era where consumers can choose retailers based on their own judgment. Moreover, the dramatic progress in consumer IT - exemplified by smart devices, and smartphone applications - has shifted the focus of ICT activity from businesses (supply side) to consumers (demand side).


    These changes compel retailers to develop more consumer-oriented approaches to marketing and sales. Today's Empowered Consumers - who enjoy easy acquisition of information due to smartphones and other technologies, and can decide on their own what to buy, where to buy, and how to pick up those items - are most likely to choose retailers who can better satisfy their ever-changing demands.


    What consumers expect from retailers comprises a number of elements that include product functions, practical values such as price, convenience in buying and receiving methods, and sentimental values such as specific brands. But even with the same consumer, demands can change depending on the environment, situation, time of life, finances, and so on. This results in the selection of a buying method and retailer that matches such values. In other words, we have moved from the age of "10 different persons, 10 different faces" to an age of “1 person, 10 different faces" with more complicated and diversified consumer needs.


    It's precisely this kind of transformation of consumers that is leading to dramatic shifts in the retail industry. New-style sharing services and agency-service type retailers that don't have stores and inventories are already beginning to emerge and are predicted to become more common in the future. From the standpoint of the retail industry, the ground is shifting beneath their feet, creating an extremely severe competition environment where only the sure-footed will be able to stay on their feet and only those chosen by consumers will survive.


    
      *1 Refers to product, price, place, and promotion in marketing terminology.


      *2 Refers to customer value, customer cost, convenience, and communication in marketing terminology.

    

  


  
    3. The Future of the Retail Industry


    Until now, the retail industry has transformed from the sales-agency type (manufacturer-driven) to the purchase-agency type (retailer-driven), accompanied by the transformation of markets from seller-oriented to buyer-oriented (Fig. 1). In the era of mass production and mass consumption, consumer needs were uniform, so producers had the initiative and the role of retailers was to deliver national brands (NBs).
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        Fig. 1 Changes in the retail industry.
      

    


    As we entered the era of affluence, the diversification of lifestyles and needs was reflected in consumer demand for more and more varied products to be made available in stores. This has caused a shift in the function of retailers, changing from sales agents for producers to purchase agents for consumers, operating according to Hypothesis & Verification-oriented merchandising (MD) according to store locations and customer demographics.


    From here on, the retail industry will increasingly face demands to transform itself into a consumer-centric industry in order to adapt to the changing environment discussed in the previous chapter. The major areas that the retail industry needs to address in order to achieve consumer-centric retailing are examined below (Fig. 2).
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        Fig. 2 Future directions in the retail industry.
      

    


    (1) Compatibility with omni-channel and enhancement of value provided by physical stores


    It is important to offer a seamless shopping experience, service, and information no matter what the time and no matter where the consumer visits, whether the location is online, mobile, or brick-and-mortar. Therefore, retailers with brick-and-mortar stores are required not only to provide EC as an alternative, but also to review their physical stores, integrate channels, and execute integrated management of the channels, with a view towards shifting to the omni-channel. Further improvement in ease of use is also crucial so that customers will not find it inconvenient to check out and pay at the physical stores.


    (2) Personalization


    To meet the demands of today's more knowledgeable and more fickle consumers, it is important to go beyond conventional hospitality to provide each customer with personalized attention and service that reflects that customer's individuality. To achieve this, it is essential to optimize communication in accordance with the customer's whereabouts and interests through new touch points such as social media, as well as through physical stores and websites. Doing so will enable the retailer to better understand the customer's needs and to strengthen the relationship with them. By providing information that is appropriate to the customer's tastes and action characteristics, new demands can be elicited, thereby creating more buying opportunities.


    (3) Expansion of value chain and optimization of MD


    To ensure that it is able to provide products that meet ever-diversifying, ever-changing needs, as well as to increase the efficiency of distribution and inventory Fig. 3 Conceptual image of retailing in the future. management, the retail industry is expanding its areas of concern upstream to include product development. Retailers also need to be able to address customer demands by effectively utilizing the information obtained by POS and CRM (customer relationship management). Moreover, because high transparency on the Internet facilitates immediate and constant comparison with competitors in terms of product selection, inventories, and prices, it is also important to optimize the product assortment process, inventory management, and price setting.

  


  
    4. The Contribution of ICT to the Future Retail Industry


    In this section, we will examine ICT's contribution to the retail industry from three perspectives: improvement of customer convenience, achievement of operational excellence, and IT service life cycle management (LCM) (Fig. 3).
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        Fig. 3 Conceptual image of retailing in the future.
      

    


    (1) Improvement in customer convenience


    ICT enables a convenient, seamless shopping experience. As IoT (Internet of Things) expands, it is expected that cars and refrigerators that can be connected to networks, as well as smartwatches and other wearable devices, will be utilized as sales channels. More convenient and efficient payment using electronic money and biometrics is also emerging. Using ICT to take advantage of these new possibilities can make the customer's shopping experience more pleasant and more convenient.


    Communication is also transforming itself into more personal forms. We have entered an era in which we cannot only gather information about a customer's purchases, but also can obtain Internet access logs and even life logs such as hours of sleep and amount of exercise. When advanced data analysis techniques are applied to the enormous amount of personal data available, we can obtain important clues that will help us understand and talk to individuals, further enabling us to improve customer convenience.


    To help retailers adapt to meet the needs of the evolving retailing climate, NEC is offering sophisticated omni-channel solutions that provide a seamless shopping experience, together with customer analysis technology to help better understand consumers.


    (2) Achievement of operational excellence


    To achieve operational excellence in the retail industry, ICT applications will expand in the following ways: improved efficiency of operation (labor saving), improved accuracy of operation, and response to newly added value. From the viewpoint of improved efficiency of operation, we will help achieve efficiency in ordering, product assortment, and pricing through the application of heterogeneous mixture learning technology*3, which predicts demands based on a variety of data. We will also use technology to collect and reflect the price information of competitors obtained from the Internet.


    Secondly, from the viewpoint of improved accuracy of operation, we will contribute to the improvement of quality and accuracy of in-store management and store layout by using security solutions that prevent theft by processing images from surveillance cameras using image analysis technology to detect suspicious activities, while at the same time using marketing solutions that analyze shoppers' in-store movements.


    Thirdly and finally, from the viewpoint of response to newly added value, we will assist with technology for customer-specific demand prediction and real-time information sharing for all value chains to make it possible to deliver products that meet the needs of customers as and when appropriate.


    (3) IT service LCM to support store operations


    ICT equipment and various other facilities and equipment that support the achievement of improved in-store customer convenience and operational excellence are becoming increasingly common. Now, thanks to door-todoor delivery services, these applications are expanding out of stores. In global multi-store deployment, it is very important to be able to maintain stable operation 24 hours a day, 365 days a year. For this reason, it is necessary to support uninterrupted store operation by using sensing technology and cloud technology to track the operating condition of equipment used in the stores in real time and to detect any possibility of failure in advance.


    To help retailers achieve these goals, NEC offers its IT service LCM, which provides total support for system life cycles by utilizing issues that have surfaced in support operations in IT system consulting and development, in addition to providing support for management and maintenance.


    
      *3 By analyzing the relationship between data in large, unsorted databases, this technology automatically discovers specific patterns and makes it possible to achieve high-precision prediction and anomaly detection by switching the reference regulation according to the data to be analyzed - even with data whose patterns change, which was conventionally difficult to analyze.

    

  


  
    5. Conclusion


    To adapt to today's rapidly evolving retail environment and establish themselves as the customer's preferred choice, retailers must transform their operational focus to one that is consumer-centric. To support retailers, NEC is committed to implementing appropriate technology, developing products, and making strategic investments with a view to addressing the changes in society, economy, ICT environment, consumers, and the retail industry.


    By leveraging our years of experience in supporting and providing technology for the retail industry, NEC will continue to support retail business development and growth using ICT to help improve customer convenience and to help build a richer, more dynamic, and more fulfilling society.
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    Abstract


    Allowing people to make payments electronically has become critical for any business or organization that wishes to offer more advanced and convenient services. Today, electronic payment is widely used in many countries and comes in a variety of forms, primarily prepaid, debit, and credit, depending on the needs of users and services. These payment systems are supported by various underwriters such as the issuing bank or company (issuer), acquiring bank or company (acquirer), and authorized outlets. Moreover, as money is involved in the electronic payment system, an array of powerful security technologies are used. This paper gives an overview of electronic payment services and discusses the features of NEC's electronic payment solutions.
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    1. Introduction


    Nowadays, innovations in electronic technology are driving changes in every industry from automobiles to accounting. One of the most visible changes - one that impacts everyone - is the transition from cash to electronic forms of payment for worldwide exchanges of products and services. As electronic payments reduce the necessity for a physical entity like money and increase payment freedom and flexibility, we can expect an explosion in new services. For example, without electronic payment, e-commerce - one of the fastest growing sectors in the world today, in which products and services are purchased online - would be virtually impossible. Governments also support e-commerce because it makes it easier to track transactions, helps increase tax collection rates, and reduces crimes. One of today's most promising new industries is the financial technology industry - or FinTech - which uses advanced software to offer next-generation technology in electronic payments, financial services, peer-to-peer transactions, alternative lending and crypto-currencies.


    In this paper, we will first describe the various services and technologies related to electronic payment and then introduce NEC's electronic payment solutions which integrate electronic money with multi-service readers and writers.

  


  
    2. Overview of the Electronic Payment Service


    2.1 Classification of Electronic Payment


    The term "electronic payment" encompasses a broad range payment methods. In this paper, however, we will define it as a means of payment used at sales points in the value chain. In other words, payment is made using electronic means when a customer purchases a product or service.


    Electronic payment services can be classified into several different types.


    (1) Classification according to credit guarantee


    
      	Prepaid: The user deposits a certain amount of money into an account, and electronic payment is possible within that range.


      	Debit: The transaction amount of electronic payment is debited from the user's bank account immediately (or within a few days).


      	Credit: The user can make a payment up to a certain limit based on their credit and pays the credit provider after use.

    


    (2) Classification according to usable locations


    
      	Closed type: Electronic payment can only be used at locations owned by the company underwriting the payment - for example, electronic payment cards or mobile payment apps issued by coffee shop chains that can only be used at their stores.


      	Open type: Electronic payment can be widely used for services other than those provided by the company that offers the means of payment - for example, transportation system electronic payment cards.


      	International brand type: This is another form of opentype electronic payment. which has an international network like Visa or MasterCard.

    


    (3) Classification according to the technology in use (the payment device a user has)


    
      	Magnetic stripe card: Cards with bands of magnetic material.


      	Barcode: Cards are affixed with barcodes that can be read by a reader on a POS cash register. Barcodes can also be displayed on mobile device screens.


      	Contact-type IC card: Cards with an IC chip compliant with the ISO7816 standard.


      	Non-contact type card: Non-contact cards with an IC chip compliant with the ISO18092 NFC standard.


      	Mobile device: Smartphones and other mobile devices are used for payment. There are various methods; a barcode is displayed on screen (in the same way as a magnetic stripe card), a built-in NFC function is used (in the same way as a non-contact IC card), a camera is used, and SMS*1 is used.


      	Biometrics: Users are identified using biometric technology such as fingerprint authentication and face authentication -which is used as an ID for payment.

    


    Means of electronic payment used in retailing are typically classified into one or more of these. For example, Suica -which is transportation system electronic money used in the Kanto District of Japan - is an open-type prepaid card.


    2.2 Electronic Payment Schema


    The players involved in the electronic payment service are shown in Fig. 1.
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        Fig. 1 Electronic payment schema.
      

    


    
      	Brand: An underwriter that plans the schema of electronic payment itself, such as Visa or MasterCard.


      	Issuer: An underwriter that issues the right and medium (card, etc.) to use the electronic payment to users.


      	Merchant (authorized outlet): An underwriter that offers the services and goods that are the subjects of the payments made by users using the electronic payment service, such as retail shops.


      	Acquirer (authorized outlet development): Promotes usage of electronic payment services and settles accounts with the authorized outlets.


      	Users: The actual people who use electronic payment services.

    


    
      *1 Stands for short message service. Using a mobile phone number, this service sends and receives short messages.

    

  


  
    3. System and Technology of Electronic Payment


    3.1 Overview


    The typical electronic payment process is described below. In this case, a closed type prepaid electronic IC card is used as an example (Fig. 2).
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        Fig. 2 Overview of the electronic payment system.
      

    


    A typical electronic payment transaction involves three systems: payment servers, payment terminals, and payment media.


    Payment servers manage users of the electronic payment service, prepaid payment balances, and authorized outlets, authorizes and executes payment transactions, calculates and tabulates accounts, and functions as the core of the entire system. The servers are also responsible for the back-end operations including the settlement of accounts between participating players, user support, and the detection of fraudulent transactions.


    Payment terminals installed at authorized outlets read and write the electronic payment cards to execute payment.


    Payment media are the devices used for payment - in the forms of a card, mobile phone, or smartphone.


    3.2 Security


    Because monetary value is involved, security is critical to electronic payment systems. The security technology used in the electronic payment system is described below (Fig. 3).
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        Fig. 3 Electronic payment security technique map.
      

    


    (1) Identity verification


    The identity of the card user needs to be verified to prevent fraudulent use by a third party. Verification methods include credit card signature, PIN code*2 entry, and fingerprint authentication.


    (2) Card/reader mutual authentication


    To prevent forgery and illicit use of payment media, mutual authentication between cards incorporating IC chips and readers is performed to confirm validity.


    (3) Serial number/coherence management


    Serial numbers are issued for all transactions according to cards and readers. Confirmation of missing and redundant numbers helps detect card forgery and illicit manipulation of balances.


    (4) Negative card file


    Card numbers of lost and stolen cards are registered in a usage prohibition list (negative card file). Cards listed in this file are no longer usable. The negative card file is stored either on the electronic money server or the reader.


    (5) Reader authentication and negative reader list


    Readers need to be authenticated when they are first put into service and periodically thereafter. The serial numbers of lost and stolen readers are registered in a negative reader list in the server. This can prevent illicit transactions using stolen readers.


    (6) Maximum amount settings


    Limits are normally set on the maximum amount permitted for a transaction on an electronic payment systems. These include the amount that can be handled by one reader per day and the amount that can be handled by one card per day or month. This helps minimize potential damage when a card or reader is used illicitly.


    (7) Heuristics-based crime detection


    In addition to the measures described in (1) to (6) above, each electronic payment system has a built-in mechanism to detect fraudulent activity based on heuristics. For example, if a user who has only ever made payments in Japan suddenly makes a payment overseas, if a user who has only made small transactions suddenly starts making repeated transactions over a short period of time, or if many people who default on their card loans at a specific store, that user or store can be considered suspicious.



    As we have seen, the electronic payment systems adopt various measures against fraud and criminal activity. Security is further enhanced by taking multiple measures against each threat in a multi-layered way.


    
      *2 Stands for personal identification number. Comprised of 4 to 16 alphanumeric characters.

    

  


  
    4. NEC's Electronic Payment Solutions


    NEC offers a wide range of solutions designed to facilitate the introduction of electronic payment services. This section introduces two solutions suitable for retail organizations.


    4.1 Integrated Electronic Money Solution


    This is a solution ideal for a retail company that wants to implement its own electronic money service.


    NEC's integrated electronic money solution combines an electronic money payment server, payment terminal, and payment medium (card) (Fig. 4). This eliminates the hassle of integrating different products, allowing retail organizations to quickly launch their own electronic money service.
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        Fig. 4 Overview of integrated electronic money payment solution.
      

    


    As for the payment terminal and payment medium, various technologies such as IC cards, barcodes, or magnetic stripe cards can be used. Moreover, the integrated electronic money payment solution also integrates various types of electronic payment, allowing consumers to remit money as well as make payments at retail stores.


    4.2 Multi-service Reader/Writer


    This is a solution that enables handling of multiple electronic money payment services with one payment terminal.


    To make it possible to handle multiple electronic payment services using one terminal, the terminal's dataspace is divided into multiple security domains. Since the payment program that works in a given domain cannot refer to the data in any other domain, security keys, and programs, multiple electronic money services can coexist safely.


    There are also centers called multi-service gateways (MSGWs) that connect the terminals with multiple electronic money payment service providers. The MSGWs are connected to the servers of about ten electronic payment service providers in Japan and relay the payment history data and negative data (Fig. 5).
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        Fig. 5 Overview of the multi-service reader/writer.
      

    


    With these two capabilities, the multi-service reader/writer system makes it possible to offer multiple electronic payment services.

  


  
    5. Future of Electronic Payment Service


    As discussed in the introduction, methods of payment are increasingly shifting from cash to electronic payment. Electronic payment services are expected to have a profound impact on the selling of goods and services, potentially creating brandnew products and services that would not be possible without electronic payment.


    For example, a ride sharing service called Uber allows people to book a ride from their smartphones. Instead of paying the driver directly, they make the payment to Uber via electronic payment. This reduces payment-related problems and gives Uber more flexible control over fares. In this way, electronic payment has gone beyond being a mere convenience and has become the very foundation of a business.


    Another trend of a different kind is electronic money such as Bitcoin. The forms of electronic payment we have looked at so far are all guaranteed by the trustability of banks and financial networks. In other words, there are enterprises that manage electronic payments, and those enterprises control the information and money flow.


    BitCoin, on the other hand, uses a mechanism called P2P, which is a mesh-like interconnection of a vast number of computers, and sophisticated encryption technology that allows the Bitcoin payment system to function without a key entity playing a central role in the operation. Because there is no central entity, it is not easily susceptible to government control, making it usable even in politically unstable countries and regions. However, it has been pointed out that untraceability and lack of government oversight can also make Bitcoin a hotbed of illicit transactions.


    In the future, we will need to pay close attention to how new systems of electronic payment like this will affect the world.

  


  
    * Suica is a registered trademark of East Japan Railway Company.


    * Uber is a registered trademark of Uber Technologies, Incorporated.


    * Other company names and product names are trademarks or registered trademarks of their respective companies.
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  NEC's "NeoSarf/DM" E-Commerce Solution and the Omni-Channel Era
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    Abstract


    When it comes to shopping, modern consumers are presented with a panoply of choices that make it possible to purchase what they want, when they want, where they want, and how they want, thanks to advances in ICT technology. From using their smartphone to pay for goods in a traditional bricks-and-mortar store to buying a product online from the comfort of their home, consumers expect to enjoy a seamless shopping experience no matter where they are or what shopping method they choose. This, in turn, is prompting retailers to shift from conventional single- or multi-channel sales to omni-channel sales. As omni-channel focuses on the integration of all touch points, it requires seamless integration of all channels on the back end. In other words, information about the customer and their previous purchases - whether purchased online or in a store - must be accessible to customer service representatives at any touch point. This paper discusses the background and reasons why the omni-channel is now attracting attention, future direction of systems required for the omni-channel era, and the concept underlying NEC's solutions.
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    1. Introduction


    Omni-channel (Fig. 1) is a new marketing buzzword that suddenly attracted attention when the US National Retail Federation (NRF) introduced Omni-Channel Retailing in a blueprint detailing the practice of mobile commerce.
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        Fig. 1 Omni-channel.
      

    


    The term's popularity was given real impetus when the CEO of Macy's - the largest and one of the oldest department store chains in the United States - announced that the venerable retailer would be restructuring its marketing and merchandising services in a manner consistent with the company's goal of becoming an omni-channel retailer. In a world where the department store's role as "the place to find everything" had been rendered obsolete by the omnipresence of the Internet and new devices that made it easier than ever to access, Macy's was determined to redefine its role and develop omni-channel strategies that would give customers compelling reasons to shop there.


    In omni-channel retailing, which has also been gaining traction in Japan over the past few years, all the channels that serve as touch points with customers are integrated to ensure a seamless shopping experience, no matter how the customer chooses to access the store's products. This paper outlines the background of omni-channel marketing and highlights the reasons behind the surge in interest in this novel approach to retailing and marketing. We will also look at the future of the omni-channel era and explain the concept underlying the omni-channel solutions proposed by NEC.

  


  
    2. Expansion of the Internet and Changes in Consumer Behaviors


    One of the reasons why omni-channel has become the latest buzzword is the rapid expansion of e-commerce (EC) markets. While the scale of the Japanese retail market is leveling off from its peak in 1996, the business-to-consumer e-commerce (B2C-EC) market has been expanding at a phenomenal pace, with sales in 2014 reaching 11.2 trillion JPY (a 17.4% increase over 2013) with an EC ratio of 3.67% (a 0.6 point increase over the previous year). Globally, B2C-EC sales are expected to reach 1.5 trillion USD this year, a 20.1% increase over 2014, climbing to 2.345 trillion USD in 2017.


    Key to this explosion in e-commerce is the proliferation of smartphones and social networks (SNS) that have facilitated closer contact between people by enabling them to exchange information anytime and anywhere and to take action on that information as and when required. As a result, dramatic changes in buying behavior have taken place, rewriting the competition rules in the retail industry. This has finally destroyed the barriers between the Internet and the real world, forcing retailers to use every available and possible touch point, discarding old assumptions about the intrinsic existence of separate individual channels.

  


  
    3. Making the Switch to Omni-Channel


    Companies from across the business spectrum are looking for ways to apply the omni-channel concept to their operations. For example, there is a service to attract more customers to brick-and mortar stores by awarding them points. Another service creates opportunities for new encounters by integrating the inventory data for both online and physical stores. This encourages customers to visit the stores by enabling them to search inventory online. Clothing retailers have an online service that displays only the products that match the customer's size information based on their purchase histories at physical retail outlets. A multitude of such services are available, but one thing they all have in common is that they operate on the assumption that the more channels do not necessarily ensure a better service; instead, an absolute focus on "customer-centered service" is required in order to become "the choice of customers (= creation of new value)".


    As should be clear by now, the omni-channel in itself is only a means and never an end. Moreover, the actual values offered to customers differ from one company to another; in other words, omni-channel strategies are company-specific. The true purpose of omni-channel marketing is to improve the customer experience (CX) by making the customer feel special, to thrill them with products specially selected to meet or even surpass their expectations. In order to achieve this, it is necessary to approach customers via variety of touch points and also to provide "customer-centered service." To improve CX in the omni-channel era, three key concepts are of critical importance - integration of information, personalized experience, and acceleration of PDCA.


    3.1 Integration of Information


    If the customer experience is inconsistent across channels - for example, having checked out the product on a webpage or leaflet, they visit the physical store specifically to purchase that product, only to find out that it is out of stock or the clerk at the physical store recommends a product that they have already purchased via the Internet, and so on - then the customer will be disappointed and may lose interest in shopping at that particular company's stores, both virtual and physical.


    While social environments and technology continue to evolve at a dizzying pace and touch points with customers continue to increase, a seamless experience (CX) can be offered based on the digital management platform (DMP) - where information from multiple data sources is integrated. With this service, products can be browsed, purchased, and returned without any inconvenience. This is the first step towards creating an omni-channel (Fig. 2).
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        Fig. 2 Integration of information.
      

    


    3.2 Personalized Experience


    The next step is to draw from the integrated customer data to visualize the circumstances, interests, and concerns of each customer. It is important to focus on such questions as how did the customer come to know the company's products and services, how do they acquire information and deepen their understanding, what incites them to take action, where they are from, what obstacles they may experience, in what situations and under what conditions they access the service, and, of course, what they are looking for. As we have already pointed out, it is important in the omni-channel era to offer customers a positive and encouraging experience with appropriate service content at every touch point. To achieve this, it is necessary to provide each customer with a personalized experience, an experience that is differentiated by focusing on the individuality of the customer - by visualizing their goals, actions, touch points, and thoughts/feelings based on hypotheses derived from analysis of quantitative and qualitative data.


    3.3 Acceleration of PDCA


    Personal action needs to be taken for each and every customer by taking advantage of the integrated data. However, once an action has been taken, this does not end the process. Customer needs are always in a state of flux. It is important to repeat PDCA (plan-do-check-act) cycles, while keeping pace with changes in needs and environment and always listening to the customer's voice. In other words, it is of vital importance to keep talking to and thinking about customers at all times.

  


  
    4. Future Direction of Systems Required in the Omni-Channel Era


    The EC market is growing worldwide and is becoming more and more familiar to consumers thanks to the rapid proliferation of smartphones. Changing customer profiles mean that the time has come for EC to shift to a new paradigm, serving not merely as one sales channel among many, but as a window on the customer's world, providing access to crucial actionable data on customer needs.


    At the same time, because it is important in the omni-channel era to improve CX while providing customers with a positive and compelling experience, actual brick-and-mortar stores continue to play a crucial role as it is at these stores where customers and sales representatives can make close contact. Against this background, whether stores are virtual or physical, it is essential that systems in the omni-channel era have mechanisms that enable continuous, optimally timed, and seamless communication with customers by fully utilizing optimal touch points based on the integrated data (Fig. 3).


    
      [image: e150109_03.jpg]

      
        Fig. 3 Conceptual illustration of omni-channel solutions.
      

    


    Similarly, the services demanded by consumers are constantly changing. Here too, omni-channel systems must beable to adapt and respond to the ever-evolving needs of customers. All of these changes are accompanied and abetted by rapid advances in technology with new services and devices such as SNS and smart glasses emerging one after another. Such events make it more important to link with relevant services and expand their systems in the omni-channel era. It is essential that today's systems accelerate the modularization of functions and offer maximum compatibility with various new services and technologies. By effectively applying these techniques and technologies to provide a welcoming environment and emotionally satisfying customer experience, it is possible for a retailer to attract new customers and build loyalty.

  


  
    5. NeoSarf/DM


    The NEC NeoSarf/DM is an integrated solution for e-commerce and mail-order retailing in the omni-channel era. Flipping conventional thinking on its head, this system was built based on the assumption that change is inherent. In a world where the social and technological environment is morphing with incredible speed, it is simply impossible for conventional purpose-built systems to operate effectively. Only a system platform designed and built based on the assumption that change is a constant, can evolve to meet changing needs and situations.


    Using a service-oriented architecture (SOA), the NeoSarf/DM is a component-based system that modularizes loosely coupled functions (Fig. 4). Under this concept, components designed to achieve specific functions are completed and assembled and can be added as required, as opposed to the conventional concept in which functions are made available through customization of packages and development from scratch.
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        Fig. 4 Component-based system.
      

    


    This approach makes possible flexible, prompt addition of functions, replacement of functions, and linkage with other systems and services as needed to cope with future changes in the business environment, thereby providing the speed and originality required to adapt to and take advantage of changes in consumer behavior and technological innovation.

  


  
    6. Conclusion


    Dramatic shifts in consumer buying patterns are now being driven by rapid advances in technology. These shifts have brought about equally dramatic changes in the retailing industry as it strives to keep pace with evolving consumer needs. No longer is it enough to simply have an online adjunct to the physical store. Instead, omni-channel - that is, seamless, integrated shopping across all channels and via all devices - has become the key to success in the contemporary retail environment. At its core, this means improving CX while utilizing every touch point. With years of experience in both the real and online worlds, NEC's understanding of business and expertise in component technology is unrivaled. This ideally positions us to implement and advance omni-channel solutions, and we will continue to support the development of the retailing industry by providing appropriate ICT.
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    Abstract


    As the number of tourists increases around the world, new hotels are being built at a rapid clip. In Japan, NEC has gained considerable experience and know-how through the development and deployment of NEHOPS, a leading-edge backbone system for hotels. Now NEC is launching a global marketing effort to promote its hotel technology worldwide. The core of the business strategy is NEC Smart Hospitality Solutions. A one-stop solution for hotels, NEC Smart Hospitality Solutions facilitates comprehensive management and operation of hotels with a single, integrated system. By achieving efficient administration and enhancing hospita lity with OMOTENASHI (the unique Japanese way of entertaining guests) or "smart hospitality," this system will increase the repeat rate and maximize the customer lifetime value (CLTV), helping hotel management grow their business by increasing profits.
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    1. Introduction


    According to the long-term forecast made by the World Tourism Organization (UNWTO), it is expected that international tourism will increase from 1.087 billion in 2013 to 1.8 billion in 20301). The number of tourists from the Asia-Pacific (APAC) region in particular is estimated to grow quickly, at 4.9 percent every year. To meet this escalating growth, hotel construction is increasing worldwide, generating enormous demand for ICT systems to support operations and management.


    Built on a solid foundation of basic technologies such as property management system (PMS) technology and private branch exchange (PBS) technology, NEC Smart Hospitality Solutions is a total dedicated solution for hotels featuring advanced solutions for both guests and staff while enabling them to collaborate with each other via customer information. NEC's role is not restricted to that of either a PMS vendor or a PBX vendor; instead, NEC serves as a total integrator, facilitating the provision of total hotel systems with one-stop service and at a single window.


    NEC will provide an environment in which the hotel staff can concentrate on providing service for their guests, while reducing the hotel's IT operation load. Moreover, by facilitating consistent and customer-focused OMOTENASHI service that surpasses the expectations of guests, NEC will help make it possible for the hotel to acquire and maintain loyal customers, thereby increasing profits in the short and long term.

  


  
    2. NEHOPS Hotel Backbone System


    The key component of NEC Smart Hospitality Solutions is NEC's original NEHOPS hotel backbone system, which is comprised of three subsystems: PMS, customer relationship management (CRM), and banquet service. Featuring high data linkage between the subsystems, NEHOPS allows hotel staff to check at a glance a guest's history of previous stays, browse banquet room usage information, as well as quickly access information about supplies that have been provided to the guests such as their preference for pillows. All of this makes it possible to effectively utilize the system to improve the quality of service for repeat guests.


    This system can be used for many different types of hotels, ranging from large city hotels to accommodation only hotels, supporting effective implementation of management strategy.


    2.1 PMS


    In addition to the functions required for accommodation such as management of reservations and guestrooms, this subsystem features various sales control functions, with a complete array of management functions to optimize profit. For example, it is provided with functions to efficiently implement measures such as setting a higher room rate on days with higher occupancy and a lower rate on days with lower occupancy.


    2.2 CRM


    Integrated management of all data including the history of each guest's previous stays, usage histories of banquet rooms, and claim information and can be analyzed using the RFM method. The usage data is broken down into three main sections - R (recency), F (frequency), and M (monetary) - and displayed on the customer information screen. Because the staff can refer to this information from the accommodation system and banquet system, they can easily provide more courteous service to guests with higher RFM points. Moreover, the data segmented by the RFM analysis can be extracted to start intensive promotion.


    2.3 Banquet System


    This system provides total support for the operations performed by the sales division, from business negotiation management and venue management to payment and analysis. It supports provision of parties and meetings that will increase hotel sales and make the guests more impressed.

  


  
    3. Communication Servers


    NEC's hotel-dedicated communication servers combine various functions, including a telephony system proven in government agencies and various companies around the world, as well as all the basic communication capabilities hotels require.


    NEC offers a communication system that can be customized to suit each hotel, whether it is a small-scale hotel or a large hotel with a few thousand guestrooms.


    Because the servers are IP-based, usage is not restricted to a specific location, facilitating acquisition of data from different sites and linkage with other systems.


    In addition to the robustness of PBX servers, the following hotel-exclusive functions are provided:


    
      	Charging system


      	Voice mail


      	Wake-up call


      	Room dial-in


      	Guest message


      	Emergency notification system

    

  


  
    4. Hotel IT in a Box


    Generally speaking, operation and PBX systems - which are critical to hotel administration - have to be procured independently of each other. At NEC, we have integrated these two solutions into one box which we call Hotel IT in a Box.


    The Hotel IT in a Box allows hotels to significantly reduce the time and cost otherwise required for the introduction of the two separate systems because the connections and operations of all the applications and functions that comprise the systems have been tested before shipment.


    What's more, since the Hotel IT in a Box is stored in a single server, it makes maintenance and management much simpler, as well as reducing costs.


    Because the Hotel IT in a Box uses a standardized platform and has a simple configuration, it helps reduce the workload of IT staff members. Moreover, as NEC provides one-stop maintenance, customers will no longer be forced to try and locate or identify the causes of errors themselves.

  


  
    5. Supporting Improvements in Service and Operational Efficiency


    In addition to the basic technology discussed above, NEC Smart Hospitality Solutions incorporates the following solutions for guests and staff, linking them using customer information.


    5.1 Display Solutions


    The Hotel Touch Signage is a specialized signage system for the distribution of information required inside hotels (Fig. 1). It shows floor information, restaurant information, and other information on touch-panel displays installed in the lobby and at the entrance. Instead of making a personal inquiry to a concierge, guests can look for the information they want to know on their own, simply by tapping the display. The information is organized into templates for optimal display and to enable hotel staff to edit and distribute it after setting the details of their own hotels. The display language can be selected from five languages depending on the country and region.


    
      [image: e150110_01.jpg]

      
        Fig. 1 Conceptual illustration of the Display Solutions system.
      

    


    When the signage is linked with the NEHOPS banquet system, the banquet information can be efficiently entered, distributed, and displayed. Because the NEHOPS banquet information can be incorporated in the signage content management system (CMS) as event information, the additional labor and inconvenience of entering event data separately can now be eliminated. The data supplied by the NEHOPS can also be edited with the signage CMS.


    5.2 Face Recognition Solutions


    In order to provide each guest with personalized service, it is necessary to quickly identify the guest so that the most appropriate service can be provided. At the same time, to protect the safety of guests and ensure that they feel relaxed and at ease, firm action needs to be taken to deal with an undesirable guest (UG) and a report made to law enforcement when and as required. NEC's Face Recognition Solutions help to accurately and efficiently identify these two groups.


    As soon as it recognizes the face of a guest captured by the cameras installed in the hotel, the Face Recognition Solutions correlates it with the registered customer information to determine whether they are a VIP or UG and alerts the hotel staff. Thanks to the alert, the hotel staff will know that a VIP has arrived even before they check in and will able to respond more effectively. Likewise, they can take appropriate measures to deal with a UG, who may have the potential to cause trouble, as soon as they enter the hotel premises.


    Through the linkage with the NEHOPS's customer information database, face recognition information can also be registered on one of the menus in the NEHOPS screen. It is also possible to display an alert on the NEHOPS screen when the guest is detected, together with detailed customer information. This notification capability is available without interfering the check-in operation on the NEHOPS. (Permission must be obtained from customers for usage of face image data and such usage must also comply with local laws and regulations.)

  


  
    6. OMOTENASHI Service Achieved by NEC Smart Hospitality Solutions


    Below, we describe what can be achieved with NEC Smart Hospitality Solutions, from the time the guest arrives at the entrance to the hotel to the time they leave. The upper section of Fig. 2 shows the services the guest receives, while the lower section shows the operations performed by the staff and by the systems.
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        Fig. 2 Conceptual illustration of NEC Smart Hospital Solutions in practice.
      

    


    When the guest enters the hotel, face recognition analysis of the camera image is performed. A quick reference to past usage history data enables the hotel to get ready to welcome the guest appropriately. Check-in can be executed smoothly with a tablet at any location, whether the guest is in the lobby or in the lounge. Digital signage interlocked with the backbone system and installed in various locations in the hotel displays the latest information such as event schedules and restaurant menus as well as the hotel's various facilities.


    In their room, the guest can easily adjust room temperature/humidity and illumination, request room service and other services, and access a variety of information, simply by using the tablet provided in the room. Payment can be made using the tablet when checking out, eliminating long lineups and waits.


    As for the staff, they can share customer information and hotel operation information in real time via their smartphones, enabling them to respond appropriately to any situation such as an urgent inquiry and cancellation.


    Guests who receive this kind of high-quality, smart OMOTENASHI will experience a high degree of satisfaction, making them much more likely to use the hotel again for special activities such as business meetings and dinners, as well as for family activities according to their life stages such as weddings, funerals, and other ceremonial occasions. In other words, CLTV can be maximized through the usage that extends the guests' lifetimes.

  


  
    7. Conclusion


    NEC has almost four decades of experience in providing hotels in Japan with IT solutions and knows all the ins and outs of hotel operations. The know-how we have gained through our experience in the development and introduction of systems has made us a leader in the field and our customers have rated our solutions very highly. NEHOPS has been deployed in more than 600 hotels in and outside Japan and our communication servers are operating in hotels in more than 50 countries around the world.


    In April 2015, we established the Global Hospitality Group - a new organization that will be responsible for sales expansion, introduction, and support in overseas markets. This group will allow us to continue to contribute to ICT innovation and operational innovation in hotels, as well as to the improvement of guest experience. This group will begin its operations in China and Chinese-speaking regions, as well as other APAC countries. Depending on the success of these operations, we will examine the possibility of expanding our service into other regions.
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    Abstract


    More than 100 million transit system smart cards have been issued in Japan to date and their usage rate in the Tokyo Metropolitan Area has surpassed 90 percent. Transit system smart cards have been established as a new type of social infrastructure that supports many different needs and lifestyles. At NEC, since the introduction of Suica, we have been leveraging our ICT technology to advance smart card development, while deploying our systems nationwide and building new value into this rapidly progressing technology. More progress is anticipated as we head towards 2020 and demand is expected to increase rapidly as newly emerging economies invest in modern public transportation infrastructure. By taking advantage of what we have already learned, we hope to promote and support the expansion of transit system smart card technology both in Japan and overseas, thereby helping to build the social infrastructure that provides the foundation for greater public wealth and comfort.
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    1. Introduction


    The number of transit system smart cards issued in Japan has already topped 100 million, creating a social infrastructure that has permeated the everyday lives of everyone who uses public transportation systems such as railways and buses. They also serve as stored-value cards. Transit system smart cards introduced for use in major cities and railways have now achieved mutually accepted nationwide usage in 2013 - making it possible to ride almost all railways and buses in major cities across Japan using just one card, thereby significantly improving convenience. This trend towards smart card use is also beginning to pick up in smaller towns and cities throughout Japan, as well as overseas.


    The Ministry of Land, Infrastructure, Transport and Tourism announced that nationwide mutually accepted smart cards will be usable in all prefectures by FY 2020. Full details on the project are contained in the "Basic Plan on Transport Policy" set forth by the Cabinet in February 2015. This has spurred prefectures to move rapidly toward adoption of smart cards.


    In the meantime, the government is actively promoting the export of Japan's world-leading railway engineering technology to overseas markets. Thanks to the rapid popularization of automobiles that has accompanied economic development, many newly emerging economies in Asia suffer from significant traffic congestion and air pollution. To combat these problems and reduce environmental stress, many countries have tied development loans to related projects. Funding from international development financial organizations such as the World Bank and Asian Development Bank has also been targeted at the completion of MRT (Mass Rapid Transit) and BRT (Bus Rapid Transit) systems. In synchronize with the completion of these public transportation systems, the introduction of transit system smart cards is also moving forward.

  


  
    2. Our Commitment to Transit System Smart Cards So Far


    From the launch of Suica in 2001 through 2014, NEC participated in several construction projects and was involved in the development and deployment of 9 transit system smart card brands. NEC's contribution centers on the development of backbone systems ranging from center servers and station servers. The center server manages the life cycle of the smart card from its issuance to scrapping, while the station server handles storage and distribution of data between devices. The overview is shown in Fig. 1.
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        Fig. 1 Conceptual illustration of overall transit system smart card system.
      

    


    As the evolution of smart cards continues, NEC is actively involved in developing new solutions to meet diversifying needs and applications for transit system smart cards.


    Representative examples are stored-value cards that can be used for payment at station kiosks and convenience stores as well as Mobile Suica, which allows mobile phones and smartphones incorporating the FeliCa chip to be used as mobile passenger tickets and stored-value cards. As Mobile Suica can be reloaded anywhere, it is playing a major role in helping to expand usage.

  


  
    3. Commitment to New Markets


    3.1 Commitment to Local Communities in Japan


    Throughout Japan, many communities are suffering from the combined effects of an aging population and a declining birthrate. Trying to find ways to revitalize the economy under such circumstances has become a vital issue. Similarly, public transportation systems now find themselves forced to find ways to curb or offset declining ridership, as well as to encourage visitors from outside of the community to use local public transport systems, rather than relying on rental cars and taxis.


    To address these problems, NEC is promoting the introduction of smart card systems that allow visitors to use their nationally accepted cards to ride local transit, while offering more convenience for local residents. The convenience of smart cards can be further increased by not restricting their usage to transportation applications, and linking them to stored-value cards and other services. Moreover, NEC believes that smart cards can contribute to the revitalization of local economies, thereby playing a major role in the rebuilding of local regions by facilitating the redesign of public transportation systems and the creation of new services through the analysis of smart card usage data (Fig. 2).
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        Fig. 2 Smart card that contributes to regional revitalization.
      

    


    To contribute to local economic revitalization, NEC designeda smart card system for the regional promotion of Kumamoto Prefecture, called the Kumamon no IC CARD.


    Kumamoto's economy has been particularly hard hit by the combination of aging population and declining birthrate, which has led to declining revenues not only for local transportation companies operating trains and buses, but also for commercial businesses such as retail establishments. Finding ways of overcoming these problems and revitalizing the economy has become a major focus of local leaders. Meanwhile, a separate but related issue was the obsolescence of the magnetic cards used as passenger tickets by transportation companies. The introduction of the smart card was seen as a way of solving these problems.


    Accepted by buses and trains operated by the five transportation companies in Kumamoto Prefecture, the Kumamon no IC CARD can also be used as stored-value cards at authorized shops. While functioning as a commuter pass, the Kumamon no IC CARD also features promotional functions such as reward card and coupon card, making it popular with an increasing number of users.


    Moreover, as one of the prefecture's goals is to attract more tourists, we are building a system that will make it possible to use nationally accepted cards in Kumamoto Prefecture. This is something that NEC's strength with extensive experience in building system becomes advantage to accomplish such project.


    As we have seen, to help create an autonomous and sustainable society, NEC is building systems to facilitate the introduction of smart cards that cater to the unique characteristics of each region, while maintaining universal usability.


    3.2 Commitment to Overseas Deployment


    In its 2015 mid-term management plan, NEC announced that, as part of its growth strategy, the company would contribute to the construction of new national infrastructure to help strengthen the foundations of Japan's society and economy, while at the same time promoting overseas deployment. In line with this strategy, NEC is working to strengthen its ICT businesses in the transportation sector. To promote its ICT technology in emerging countries in Asia, NEC is focusing on the theme of meeting the advanced needs that accompany urbanization.


    While Japan's transportation infrastructure has already reached maturation, emerging countries are following in Japan's footsteps, and are just now entering the phase of rapid economic growth (Fig. 3). However, these newly emerging economies are growing much faster than Japan did. Whereas the Japanese railways started with paper passenger tickets, their counterparts in Asia's emerging countries are going straight to contactless smart cards. We are confident that we can leverage our experience in Japan's transportation infrastructure to make a meaningful contribution to the growth and modernization of Asia's emerging countries.
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        Fig. 3 Growth stages of countries and needs for transport infrastructure.
      

    


    With a view to reducing cost and improving convenience while preventing losses caused by fare evasion, public transportation systems under development in emerging countries are expected to adopt an automatic fare collection system (AFCS) that uses contactless smart cards - a system already widely used in Japan's mass transit systems.


    NEC has been involved in the development of transit system smart cards in Japan for many years. During that time, we have achieved many successes and acquired extensive knowhow. We believe that NEC's AFCS can meet the needs of public transportation systems in emerging countries in Asia.


    As an example, the joint venture of NEC and Katahira & Engineers International received an order as a technical cooperation project, from the Japan International Cooperation Agency and Pakistan for an integrating transport ticketing system in Dhaka City in October 2014.


    In conjunction with the Dhaka Transport Coordination Authority and local software development firms, we are developing an AFCS that will issue smart cards, manage its IDs, and handle payments, creating an environment in which common contactless smart cards can be used across Dhaka's public transportation systems, including the city's existing buses as well as planned MRT and BRT systems. At the same time, we will be applying the know-how and technology we have gained in Japan to the design of contactless smart card, AFCS.


    Facilitated by international development financial organizations, AFCS are being realized in Vietnam and India. We are aggressively participating the tender to solve challenges Asia's emerging countries are facing.


    This will help us promote and disseminate our technology throughout Asia, helping to strengthen our social solution businesses in Asia - the objective set forth in NEC's 2015 midto-long-term management plan. In so doing, we expect to successfully achieve the proportional target of overseas sales.

  


  
    4. Future Development


    As we have seen, NEC has achieved significant success in the development of transit system smart card solutions both in Japan and overseas. As part of its 2015 mid-term management plan, NEC is putting an emphasis on solutions for society, as well as on expansion in Asia and the promotion of locally oriented businesses. We believe that the transit system smart card solutions are exactly the way to support the advancement of social infrastructure.


    We are confident that these solutions will provide an effective means of ameliorating various social issues both in Japan and overseas. In Japan, we will support the revitalization of society and economy, with a special focus on 2020, while striving to help improve the public transport system infrastructure to aid in regional revitalization. Overseas, we will focus on emerging countries - particularly in Asia - that are achieving remarkable growth, by enhancing our sensitivity to local needs and accelerating our businesses. The following are three areas where we are actively working towards the future.


    (1) Expanding transit system smart cards usage in Japan


    The elimination of areas where transit system smart cards cannot be used is stated as one of the goals of the "Basic Plan on Transport Policy" announced by the Japanese Cabinet in February 2015. Taking advantage of our experience in designing smart card systems in regional cities in Japan, as well as in building national card systems, NEC will continue to help introduce systems in regions where transit system smart cards have not yet been introduced and/or where compatibility with nationally accepted cards does not exist yet. We are planning to strengthen our efforts to expand the convenience of transit system infrastructure by making it possible to use transit system smart cards anywhere in Japan.


    To achieve this, we are planning the construction of a service that offers a one-side usage environment for nationally accepted cards in public transportation smart card systems introduced independently by local regions. Not only will this expand the range of services available with local transit system smart cards, but it will also expand the areas where the nationally accepted cards can be used.


    (2) Towards 2020


    We will improve the convenience of transit system smart cards to support the regional revitalization discussed in 3-1 above and to meet the needs of foreign tourists, whose numbers are expected to increase as 2020 approaches. In addition to conventional payment functions such as using public transportation systems and as stored-value cards, we also diversify its service and increase the number of places where transit system smart cards can be used, such as digital tickets and as entrance and exit of buildings.


    To accomplish this goal, we are trying to achieve a system that can adapt to any situation that might be encountered in daily life by adopting account-based system rather cardbased system. Account-based system can accept multiple media, such as wearable media and even biometrics. We will conduct research to help determine which media is best suited to different applications and that is more closely in synchronize with how people live their lives.


    (3) Emerging countries in Asia


    In Asia's emerging countries, construction of publictransportation systems such as MRT and BRT is now underway.The leading-edge technological prowess in transitsystem smart cards that NEC has already establishedin Japan will be deployed in Asia's emerging countriesIn Asia's emerging countries, construction of public transportation systems such as MRT and BRT is now underway. The leading-edge technological prowess in transit system smart cards that NEC has already established in Japan will be deployed in Asia's emerging countries. We are confiden t that .


    To achieve this goal, various issues have to be dealt with first. These include the compatibility of cards, assurance of security, and foreign exchange. We are confident that these issues can be solved, and will work hard to help facilitate the successful achievement of an international smart card system that supports economic vitalization, efficiency improvement, and fairness on a global level.



    NNEC is committed to helping build public transportation infrastructure with high added value on a global level by utilizing our extensive ICT assets such as big data analysis technology, image recognition technology, and authentication technology, in addition to the accomplishments in transit system smart card design and system operation that we have already achieved. We will continue to strive to build a brighter future, while working in concert with people around the world.

  


  
    * Suica and Mobile Suica are registered trademarks of East Japan Railway Company.


    * FeliCa is a registered trademark of Sony Corporation.


    * Kumamon is a registered trademark of Kumamoto Prefectural Government.
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    Abstract


    Smart mobility, a new market centering around the auto industry, has led to dramatic improvements in safety/reliability, environment/ecology, and comfort/convenience made possible by equipping cars with smart technology and connecting them to the cloud. Related aspects of smart mobility include the development of autonomous vehicles and advanced driving support systems, as well as accelerating development of eco-cars such as electric vehicles and fuel cell vehicles. This paper discusses the issues that have affected the development of smart mobility (such as traffic accidents and environmental issues), public awareness and current problems, and society's efforts to solve these problems. Finally, we look at NEC's contribution to this market (image recognition technology, V2X communication technology, etc.).
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    1. Introduction: Issues Affecting Smart Mobility


    The automotive environment has witnessed dramatic changes over the past few years. These include the need to reduce the number of traffic accidents, increased demand for environmental protection measures, and changing lifestyles. Automakers and parts suppliers are now under pressure to adapt to these changes.


    1.1 Traffic Accidents


    Globally, the automotive market has been driven by significant growth in China and India. This dynamic growth is expected to continue with annual auto sales estimated to break the 100 million barrier in 2018 (Fig. 1).


    
      [image: e150112_01.jpg]

      
        Fig. 1 Global auto sales forecast.
      

    


    Unfortunately, more cars on the road means more accidents. The World Health Organization (WHO) forecasts that, among the top ten causes of death in the world, the number of road traffic fatalities - which ranked the ninth in 2004 with 1.2 million - will double by 2030 and traffic accidents will rank as the fifth leading cause of death that year.


    Heavy traffic congestion and frequent traffic accidents are chronic problems in Asia's urban areas. Typically, the most common forms of car-to-car accident are rear-end collisions near intersections, sudden encounter collisions, and left/right turn collisions. Fatal accidents involving pedestrians often occur when crossing the street in front of or behind a stopping vehicle or when crossing the street and not using a pedestrian crossing. There are also an increasing number of accidents involving people over the age of 65 are involved.


    In the United States, a New Car Assessment Program (NCAP) has been established to ensure the safety of cars (the European and Japanese counterparts are the EuroNCAP and JNCAP respectively). In Europe, the advanced emergency braking system (AEBS) and the lane departure warning system (LDWS) became mandatory for large vehicles in November 2013. In Japan, a similar AEBS became mandatory for buses and trucks in 2014. Also for passenger cars, the EuroNCAP added automatic braking to the evaluated items, making it a prerequisite for a high safety rating.


    1.2 Environmental Issues


    In 1997, the Kyoto Protocol was adopted, and Japan set FY 1990 as a reference year, promising that it would reduce greenhouse gas emissions by an average of 6 percent for the 5 years from FY 2008 to FY 2012. At this time, efforts to reduce carbon-dioxide emissions were accelerated in the mobility market, and all automakers have been increasing production and marketing of low-emission vehicles and fuel-efficient vehicles.


    In Europe, the EU vehicle emissions regulations were established, and an ambitious goal was set aiming at reducing emitted gas from 120 g/km in 2015 to 95 g/km in 2021. In California, regulations for zero emission vehicles (ZEVs) such as electric vehicles and fuel cell vehicles have been stipulated. Due to these regulations, automakers who sell their cars in California are required to sell ZEVs as a specified ratio of their sales. This requirement is very strict - at 4.5 percent for 2018 models and 22 percent for the 2025 models - leaving the automaker with no choice but to meet these requirements as a prerequisite for access to the market.


    Nonetheless, greenhouse gas emissions from traffic worldwide are on the rise, and the rapid increase of emissions in newly industrializing Asian countries is becoming a big problem. It is important to develop measures to deal with these growing emissions, as well as those from major emitters in the advanced nations.


    1.3 Changing Lifestyles


    Throughout the industrial world, the younger generation has been turning away from cars, a trend that is worrisome for automakers as it threatens the future of the industry. To win back young people, automakers have embarked on measures to make cars cool again.


    Another problem is an apparent increase in the number of people with poor driving skills - especially among the younger generation. At the same time, the number of older drivers is increasing as the overall population ages. Also there are people who only drive to certain places (picking up and dropping off family members and driving to supermarkets, for example). And there are also people who have to drive even when they are very tired. With all these changes in people's lifestyles, the achievement of a comfortable in-vehicle space that allows drivers to drive at ease under any conditions has become more important than ever.

  


  
    2. Public Awareness and Current Issues of the Smart Mobility Market


    In this section we will look at public awareness of smart mobility, focusing on the perspectives of safety/reliability, environment/ecology, and comfort/convenience. We will also look at current issues and problems and suggest solutions.


    2.1 Safety/Reliability


    In the areas of safety and reliability, the smart mobility market is focusing on the development of the advanced driving assistance system (ADAS). Development of autonomous vehicles is also moving ahead quickly, with plans for coverage to be available on highways beginning around 2020, with later expansion to ordinary roads, and then city streets. Indeed, this marks the arrival of the smart mobility era, and with many international events in the offing in Japan, the coming years will provide numerous opportunities to promote the sophistication of the Japanese monozukuri* expertise to the world.


    Autonomous vehicles require accurate positioning acquisition and high-precision sensing (recognition of moving objects, traffic signs, signboards, road ancillary equipment, etc.) in order to safely reach the destination from their present position. Positioning information is obtained from a GPS, but errors of a few meters can happen. There is also plenty of room for improvement in the sensing accuracy of the distance measurement, as well as in susceptibility to bad weather and available light.


    Positioning acquisition and sensing accuracy are of vital importance for the comprehension of driving conditions and the generation of motion plans. If the accuracy is low, it could lead to a fatal accident. It is essential that technology is developed that has few errors and high accuracy. Also required is the installation of communication sites to facilitate the sensing of invisible areas. The construction of such social infrastructure is an issue on the national level.


    2.2 Environment/Ecology


    To address environmental issues, the smart mobility industry is implementing the development of clean energy cars, such as electronic vehicles (EVs), hybrid vehicles (HVs), and fuel cell vehicles (FCVs). As for vehicles powered by gasoline engines, manufacturers are introducing a steady stream of low-fuel-consumption vehicles - mostly compact cars.


    As part of the response to the Kyoto Protocol, the distribution and transportation industry is working to reduce maximum speeds and improve transportation efficiency for large trucks on highways. These efforts are beginning to have an impact in terms of environment and ecology. On congestion-prone roads and roads with many traffic signals, the number of times drivers step on the brake and accelerator increases, thus increasing carbon-dioxide emissions. To mitigate this, measures to help drivers avoid congested routes are also being introduced.


    In Japan, the highways are equipped with services that provide traffic conditions and safety information, including Vehicle Information and Communication System (VICS) and ETC2.0, which was formerly known as ITS Spot Service. These are also effective for traffic flow optimization.


    With EVs, it is necessary to charge the battery when it is low. Although the number of installations of charging stations is increasing at car dealers, supermarkets, and convenience stores, they remain far too few. Besides a shortage of charging stations, the time required for recharging is also an issue.


    It takes only a few minutes to refuel a gasoline-powered vehicle, which can run for several hundred kilometers on a full tank. An EV, on the other hand, has a range from 90 to 200 km when fully charged, but even quick charging takes about 30 minutes, while home charging can take up to 8 hours. Furthermore, battery deterioration is inevitable, meaning that electricity storage capacity gradually decreases as time passes after the purchase of the vehicle. To expand use of EVs, it is essential to build many more charging stations, reduce charging time, increase energy saving, improve battery performance, and establish accurate deterioration prediction.


    Unlike EVs, FCVs only take a few minutes to refuel. However, as with EVs, there are few stations available that can refuel FCVs. Moreover, because they use hydrogen, some people worry about the potential for fire or explosions, making it important to counter this image and emphasize the safety of these vehicles.


    Solving these problems will require both continuous technological progress and construction of social infrastructure.


    2.3 Comfort/Convenience


    Today, the public expects automakers to offer cars with a wide range of comfort and convenience features. Cars are no longer considered merely a means of transportation, but rather a comfortable and enjoyable moving space that reflects the driver's individual taste and preference. Efforts that have been made thus far include sporty car designs, interior car design to increase spaciousness, and automatic settings adjustable according to individual preferences.


    Marketing services that distribute restaurant information, shop information, and scenic sites along the driving route, as well as entertainment services that offer music are part of this comfort and convenience enhancement. Automakers have developed systems to help drivers drive more safely and smoothly and to reduce bothersome operations. All of these changes are aimed at making driving more fun, while maximizing comfort and convenience.


    One of the biggest factors behind all of these changes is the massive popularity of smartphones. People now expect and demand from cars the same operability and convenience that they get from their smartphones.


    Needless to say, auto manufacturers and their suppliers are specialists in car making. To build an environment in which cloud communication is used, they have to build closer relationships with electronics manufacturers.

  


  
    * Japanese word that refers to manufacturing that fuses the values of traditional Japanese craftsmanship with future-oriented management and technology.

  


  
    3. Society's Commitment to Solving These Problems


    With so many dramatic changes in the market background, a paradigm shift is taking place in the auto industry. Conventionally, automakers and their suppliers play the key roles in the development and mass production of cars. From now on, however, we will see some very different players in this business.


    Recently, in Japan, the term, "humanoid cars" has become popular. It's an expression that compares a car to the human body. Specifically, automakers and suppliers will be responsible for the limbs (vehicle control) while electronics makers will transcend the conventional framework and will be responsible for the eyes and ears (sensors), the nervous system (infrastructure), the face and mouth (human interface), and the brain (cloud and big data).


    3.1 Trends of national projects


    Approved by the Cabinet on June 14, 2013, "Declaration on the Creation of the World's Most Advanced IT Nation" declares that "the number of traffic accident fatalities will be reduced to less than 2,500 by about 2018" and "the world's safest road transportation would be created (the world's lowest rate of traffic fatalities compared to population) and traffic congestion will be greatly reduced by 2020."


    Meanwhile, the Cabinet Office has launched the Strategic Innovation Promotion Program to promote research and development of automated driving technology and information communication technology. The program aims at the reduction of traffic accidents, improvement of driving comfort, support for transportation of vulnerable road users such as the elderly, elimination and alleviation of traffic congestion, and reduction of environmental impact. To facilitate future vehicle research, collection of a large amount of driving data is also underway.


    3.2 Trends in the Auto Industry


    As we discussed above when we mentioned "humanoid cars," automakers and suppliers will be responsible for development and manufacture of vehicle controlling systems - that is, the limbs. Generally, accelerators, steering wheels, and brakes are developed by automakers, while automated driving systems and ADASs are developed by suppliers.


    In the area of vehicle control systems, automakers and suppliers do not need help from other industries. However, meeting demands for safety/reliability, environment/ecology, and comfort/convenience on the in-vehicle side, requires that they collaborate with electronics makers. It is hard to imagine that automakers and suppliers would attempt on their own to develop services that use cloud and communication technology.


    3.3 Trends in the Electronics Industry


    The conventional systems developed by automakers and suppliers are now collapsing. The connected car market, which includes automated valet parking and unmanned driving services, is expected to account for more than half of the automotive market in 2020, so the linkage with cloud and mobility capabilities will be indispensable. Furthermore, technology such as utilization of big data, which is not available in the conventional operations of automakers and suppliers, will be necessary. So it is obvious that the collaboration with electronics makers thathave that technology will need to be strengthened.


    Current in-vehicle control is activated with the maximum performance of real-time processing. When the genuine advent of autonomous driving and ADAS comes, the existing chips will not be able to deal with the volume of data and processing. In the near future, ultra-high-speed processing technology will be necessary, and the time will come when in-vehicle supercomputers will be obligatory. Because electronics makers have been conducting research into this technology and trying to turn it into products for many years, they have an advantage no other industry can match.

  


  
    4. NEC's Contribution to Smart Mobility


    As one of the world's leading electronics manufacturers, NEC is active in an extraordinarily diverse range of markets, executing research into a wide range of leading-edge technologies. Many of these technologies are applicable to the smart mobility market; in particular, image recognition technology and V2X communication technology.


    4.1 Image Recognition Technology


    Smart mobility involves three main functions that are constantly repeated: recognition, judgment, and operation. In other words, the system drives the vehicle while constantly assessing the surroundings in order to determine when to drive, turn, stop, and so on.


    In order to assess the driving conditions and determine what action should be taken next, it is necessary to correctly recognize surrounding circumstances, in-vehicle conditions, and driver conditions, as well as the vehicle location (positional measurement). In particular, accurate recognition of the surrounding circumstances is critical to the achievement of safety/ reliability. NEC has achieved all of this in the form of pedestrian recognition and traffic sign recognition systems, which we have developed after many years of extensive research (Fig. 2).


    
      [image: e150112_02.jpg]

      
        Fig. 2 Examples of pedestrian recognition (left) and traffic sign recognition (right).
      

    


    This technology is based on pattern recognition technology called generalized learning vector quantization (GLVQ), whose effectiveness has been proved in conventional OCR and face recognition systems. By integrating this with an identification system called learning kernel classifier (LKC) that uses an approach called "kernel trick," we have achieved high-precision recognition and high-speed capabilities.


    In parallel with the above-mentioned technology, we are conducting research into danger prediction technology that uses machine learning technology, as well as recognition technology, to analyze camera images (visible light, single-lens) to determine the positional relationship between the vehicle and the traffic participants in its vicinity (pedestrians, passenger cars, buses, trucks, motorcycles, bicycles, traffic signals, and other objects).


    Specifically, danger recognition is performed in the order of object detection according to each image frame, calculation of distance, direction, and speed, tracking of objects, assessment of traffic scenes, and judgment of dangerous situations (Fig. 3). Using this technology, the traffic conditions around the vehicle are captured as scenes with movements, and recognition and prediction of danger is possible based on the relative positional relationship between moving objects.


    
      [image: e150112_03.jpg]

      
        Fig. 3 Example of object detection.
      

    


    4.2 V2X Communication Technology


    If a vehicle in an accident has stopped ahead of a curve in the road, in-vehicle sensors such as a radar and camera cannot recognize its presence. In such a case, there is a high risk of an accident. Developing a means of sensing blind spots that cannot be detected by the in-vehicle sensors alone has become increasingly important.


    To solve this problem, NEC uses two communication technologies: vehicle-to-infrastructure (V2I) communication in which information about accidents and other conditions is distributed from the road; and vehicle-to-vehicle (V2V) communication in which surrounding traffic information is mutually shared with other vehicles passing by each other (Fig. 4). These systems are called vehicle-to-X or V2X.


    
      [image: e150112_04.jpg]

      
        Fig. 4 V2I and V2V communications.
      

    


    NEC has been conducting joint research into V2X with several European automakers since 2000. We developed a communication module using this technology and conducted verification tests. This system has been adopted as the European standard protocol.


    NEC's V2X communication technology also offers superior congestion control. When communication is performed with multiple surrounding vehicles, radio wave interference occurs. To prevent this, NEC's system controls transmission electric power to prevent interference problems from happening.


    As a further evolved version of the above-mentioned technology, NEC is currently developing a more compact communication module compatible with the North American protocol, as well as the European protocol. This is expected to be linked with the cloud environment, and we are planning to make it available as a solution that will be developed into a vehicle data utilization service using remote monitoring (Fig. 5).


    
      [image: e150112_05.jpg]

      
        Fig. 5 V2X communication technology under development by NEC.
      

    

  


  
    5. Conclusion


    In this paper, we have discussed NEC's leading-edge image recognition and V2X communication technologies and their application to smart mobility. In addition to technologies applicable to the auto industry, we also have many other advanced technologies from our Central Research Laboratories. By integrating these technologies, we will create solutions that offer new values, solutions that only NEC can offer, which we are confident will contribute to improvements in safety/reliability, environment/ecology, and comfort/convenience.
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    Abstract


    One aspect of the commitment to achieving a sustainable society involves the promotion of electric vehicles (EVs) worldwide. However, encouraging the uses of EVs requires the construction and expansion of an electric vehicle charging infrastructure - which will lay the groundwork for further popularization. Having developed an EV charging controller that helped drive the development of EV charging infrastructure from tentative experiment to the level of practical application, NEC has now built a complete commercial EV charging infrastructure system featuring IC card user authentication/billing and electronic money billing functions, as well as remote operation monitoring and electric charging control. This paper describes the system developed by NEC and looks at a case where the system has been introduced.
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    1. Introduction


    Electric vehicles (EVs) are expected to play an important role in global efforts to help offset global warming and particulate matter (PM2.5) pollution and their use is being promoted worldwide. However, in order for EVs to truly succeed in the mass market, it is essential to build a qualitative mechanism that can be maintained and managed for years to come, as well as to dramatically expand available EV charging infrastructure by installing chargers in as many locations as possible. To meet this challenge, NEC has built a commercial EV charging infrastructure system designed to facilitate operation of EV chargers as a business.


    More specifically, we have developed an EV charging controller that connects existing EV chargers to the network. By linking this with NEC's cloud server systems, we can offer IC card user authentication/billing and electronic money billing functions, as well as remote operation monitoring and control, supporting flexible payment options and uninterrupted, continuous operation 24 hours a day, 365 days a year.


    We have also developed a system that is capable of distribution, cooperation, and management of a few hundred chargers using multiple EV charging controllers. This makes it possible to install large numbers of chargers in the parking lots of large commercial facilities. This gives EV drivers the convenience of being able to park anywhere and charge their vehicle, while providing the facility managers with improved control, such as being able to set limits on the amount of electric power that can be used simultaneously.


    So far, our efforts in this area have been rewarded with high evaluations. For example, in January 2015, our system was installed on the 2nd floor basement parking level (with 125 chargers) of the Tokyo Midtown commercial complex and has been operating successfully ever since.


    This paper discusses the deployment of NEC's EV charging infrastructure business and describes our commercial EV charging infrastructure system, which is now being deployed by NEC to help promote commercialization of the EV charging infrastructure.

  


  
    2. Deployment of EV Charging Infrastructure


    Now past the launch phase, the installation of EV charging infrastructure is now experiencing rapid expansion (Fig. 1). Japan's Ministry of Economy, Trade and Industry has set a target for installation of 5,000 quick chargers and 2 million standard chargers by 2020. This goal is being supported by government subsidies and cooperation between the state and major automakers. As a result of this effort, we are now witnessing gradual establishment of large-scale installation projects on highways, at convenience stores, and in large commercial facilities.


    
      [image: e150113_01.jpg]

      
        Fig. 1 Deployment of the EV charging infrastructure.
      

    


    As an industry-leader right from the very beginning of the launch phase, NEC is paving the way for widespread installation of EV chargers by using its experience and technological expertise to commercialize the EV charging infrastructure and develop systems suitable for use in large-scale facilities. Looking farther into the future, NEC is getting ready to deploy these systems on a global level, while leveraging its experience in comprehensive communications technology and social infrastructure to create new services that support and transcend EV charging by adding new value to the deployed charging infrastructure.

  


  
    3. Commercial EV Charging Infrastructure System


    The overall configuration of NEC's EV charging infrastructure system and the functions that it offers are described below (Fig. 2).
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        Fig. 2 Overview of the EV charging infrastructure system.
      

    


    (1) Charger


    A device to transmit electricity in an EV, the charger comes in two types - standard charger and quick charger. Those two types have different charging connector configurations and charging speeds. They are already available from various manufacturers.


    (2) EV charging controller


    This device offers the following four functions.


    
      	
        Controlling the charger

        Comprehensive management of charging operation is possible when all chargers are connected to the network. Connection of the chargers is possible when they are set to conform to a simple communication protocol (charging start/stop, suspension/restart, status notification, etc.) defined by NEC. This system allows the chargers listed in the Table to be controlled remotely from the EV charging controller. One controller can directly control up to 30 chargers.


        
        
          Table List of compatible chargers.
        
[image: e150113_03.jpg]

      


      	
        User interface

        An interface is provided to enable customers to start and stop charging (Fig. 3).


        
          [image: e150113_04.jpg]

          
            Fig. 3 EV charging controller and chargers.
          

        


        All operations - from controlling the connected chargers to reading user cards and handling electronic money - which are for charging payment - are integrated in this interface to assure smooth operation.

      


      	
        Communication between controllers

        The system incorporates the communication capability necessary to support the construction of a large-scale charging system with more than 30 chargers. By connecting the controllers via LAN, the controlling of up to 780 chargers is possible.


        To assure the safety and reliability of commercial systems incorporating hundreds of chargers, this communication capability also features a simultaneous charging limitation function that prevents power capacity from being exceeded by simultaneous use of a large number of chargers. Additional functions include a function to limit the display and operation of distant chargers, and a function to enable operation to continue even if there is a failure in one part of the system (Fig. 4).


        
          [image: e150113_05.jpg]

          
            Fig. 4 Controlling the number of chargers that can simultaneously perform charging by inter-controller linkage.
          

        

      


      	
        NEC inter-cloud communication

        A function to link the controller with various servers in NEC's cloud using 3G communication capability is provided. This facilitates various functions essential to commercialization such as user authentication, billing, and continuous monitoring.

      

    


    (3) EV charger control server


    This server offers two primary functions.


    
      	
        Remote monitoring and maintenance

        When linked to the EV charging controller, this function provides remote access to controller status information to facilitate remote management and operation of controllers and chargers. A web interface is provided for easy management of controllers enabling real-time monitoring 24 hours a day, 365 days a year, as well as immediate operation and adjustment.

      


      	
        User authentication (user card authentication and password authentication)

        The server is equipped with a user card authentication function and can approve or reject cards by comparing the card data read by the controller with the verified data on the server. It is also provided with an interface that makes it possible to farm out the authentication process, facilitating cooperation with other card management/administration companies.


        When a user card is not available - because the customer has accessed the system via a telephone automatic response service or their smartphone - the system can use the customer's credit card to issue and authenticate a password allowing the customer to use the charger.

      

    


    (4) Membership authentication management server


    This server offers a membership authentication function - which is usually managed by card management/administration companies - for cards that can be used for charging, such as the Nippon Charge Service (NCS) card. Data - such as authentication card information and membership usage results - is exchanged via the externally linked interface with the EV charging control server. This data can be used to generate a monthly report on usage and operating conditions.


    (5) Multi-service gateway


    A function that enables safe, integrated management of multiple electronic money services is provided. Processing of electronic money is distributed to individual electronic money management servers via this server, regardless of the type of processing. The systems applied to the EV charging system are based on NEC's experience in vending machines.


    A remote software update function is also provided.


    (6) Electronic money management server


    Transaction log data and invalid card or payment data is handled by servers belonging to the respective electronic money payment companies.



    All of these functions are executed on NEC's cloud network, providing a reliable foundation for our commercial EV charging infrastructure system.

  


  
    4. Case Study: The Introduction of NEC's EV Charging System to the Tokyo Midtown Commercial Complex


    Using this system, in January 2015, we accomplished largescale installation - unprecedented of its kind - amounting to 125 vehicles spaces which are about 80 percent of the hourly flat-floor-type 157 vehicle spaces in the Tokyo Midtown commercial complex (Photo 1).


    
      [image: e150113_06.jpg]

      
        Photo 1 Testing the charging system in Tokyo Midtown.
      

    


    (1) Installation in almost all parking spaces


    Because it was necessary to install chargers in almost all the existing parking spaces, we developed a new standard charger and an installation appliance that would make it possible for either gasoline or electric vehicles to use the same parking space (Photo 2).


    
      [image: e150113_07.jpg]

      
        Photo 2 View of the completed charger installation.
      

    


    (2) Large-scale installation of more than 100 units


    The installation was designed so that each of the 125 chargers could be controlled by any one of the 7 controllers set up along the various customer flow paths, making it possible for customers to operate the chargers from any controller. In addition, as the total number of installed chargers would exceed the actual power supply capacity if all were used simultaneously, we included a simultaneous charging management function (Photo 3, Fig. 5).


    
      [image: e150113_08.jpg]

      
        Photo 3 EV charging controller.
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        Fig. 5 Layout of the EV charging controllers and chargers in the parking.
      

    


    This system was installed and tested from November to December 2014, and introduced to the public in January 2015. Although this was the first time an EV charging system designed for use in a large facility had been installed and made available to the public, the system experienced no significant problems and is currently operating smoothly.

  


  
    5. Conclusion


    In this paper, we have examined the elements and functions of NEC's commercial EV charging infrastructure system and seen how the system has been successfully introduced in a large commercial facility. The success of this commercial EV charging infrastructure was made possible by NEC's extensive experience and expertise in development and construction technologies, including our cloud service, electronic money services, and embedded systems. Thanks to our comprehensive technological capability, NEC is ideally positioned to promote widespread construction of EV infrastructure and thereby to contribute to the achievement of a more sustainable society.
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    Abstract


    IoT - the Internet of Things - is "the next big thing" and it's already here. Revolving around the incorporation of sensors inphysical objects or "things", or sensing the event or changes of environment. And then using cloud-based applications to analyze and leverage the data collected by those sensors in real time to create new values, IoT is rapidly accelerating worldwide. As a major player in communications and database technologies, NEC is well positioned to capitalize on this trend and promote its development. The company has developed and reorganized its core technologies and system technologies to create the foundation for a powerful new IoT platform. These systems are already having an impact in the healthcare field, which has conventionally been difficult to turn into a service, as well as in the physical distribution industry, which is involved in the transportation of goods. To this point, the biggest impact by far has been in the M2M market where mechanisms to quickly onfigure systems by more efficiently using existing infrastructures and networks are now beginning to
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    1. Introduction


    Today, there is a lot of buzz surrounding the Internet of Things (IoT), in which data-gathering sensors embedded in everyday things and objects transmit data via the Internet to cloud-based computers which analyze the data to create new value. The key to making this all work is instant connection between the sensors, which act as the contact points with the real world where the targeted things exist, and the cloud platforms, which utilize the data obtained from those sensors efficiently and effectively.


    1.1 The Growing Buzz around IoT


    The increasing excitement that surrounds IoT is being driven not only by the extraordinary advances in technology we have seen over the past decade - most obviously the rapid evolution of the communication environment as exemplified by the ubiquity of Wi-Fi, smartphones, and various sensing technologies - but also by the expanding potential for new applications capable of solving a wide range of problems faced by society today.


    Many industries that play key roles in modern society such as energy, manufacturing, and healthcare face increasing demands to create new value, while at the same time being under pressure to increase efficiency, reduce cost, and enhance international competitiveness (Fig. 1).


    
      [image: e150114_01.jpg]

      
        Fig. 1 Examples of social issues.
      

    


    Efforts to solve such problems eventually reach a limitboth quantitatively and qualitatively - when those efforts are made by people alone. This is what makes IoT so exciting; it promises to make everything - from automobiles to airports - "smart." With data-gathering sensors embedded in physical objects transmitting data to cloud-based computers able to use that data to visualize scenarios, predict the future, provide feedback, and suggest alternatives - all automatically with as little human intervention as possible (Fig. 2).
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        Fig. 2 Examples of values created by IoT.
      

    


    One area where progress is already substantial is in the field of machine-to-machine (M2M) communications as the ability to monitor the operating conditions of machines from a distance and to increase the efficiency of maintenance tasks delivers immediate value to businesses. The rate of adoption is picking up rapidly as companies must introduce these capabilities merely to stay competitive. So far, however, this technology has only been adopted by those industries that already have the necessary preconditions in place: 1) certain computer functions and 2) means of connection with external networks. In other words, the targets have been companies such as those in the industrial machinery industry which already use ICT systems.


    The IoT will change all this. Information about things and humans that have never been connected to ICT will be collected and utilized by new technology like wearable devices - smartwatches and activity trackers are early examples of this technology. The possibility of embedding sensors in just about everything promises potentially explosive expansion of the IoT market (Fig. 3).
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        Fig. 3 Conceptual chart showing the level of IoT.
      

    


    1.2 The Value of IoT in Inter-industry Markets


    In many industries today, corporate efforts are no longer restricted to one's own company. Cooperation between diverse business categories - or the trend toward inter-industry - is becoming more and more prevalent across a wide range of industrial categories. By energizing collaboration between companies that transcends the existing frameworks of business categories, these efforts are focusing on creation of new values and creation of new businesses (Fig. 4).
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        Fig. 4 Trends in inter-industry-oriented applications.
      

    


    In markets that are becoming inter-industry-oriented, the role played by IoT is growing in importance. In the field of healthcare, for example, the IoT environment has gradually become extensive enough that it is now possible to conceive of new services in various business categories based on human biological information that can be obtained from IoT. Today many companies are accelerating their utilization investigations into IoT, aiming at creation of new healthcare and lifecare services and new businesses, such as prevention and early detection of disease and health promotion while still healthy, in addition to conventional medical care (Fig. 5).
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        Fig. 5 Inter-industry-oriented applications in healthcare.
      

    


    1.3 Creating Business Models in the IoT Era


    To create new social values utilizing IoT and at the same time to create business models to achieve those values, it is important that the hypothetical verification of provided values be carried out in cooperation with clients from the conceptual stage - not simply by proceeding with development by strictly observing the required quality, cost, and delivery time based on the specifications provided by the customers, as is the case in the conventional system integration business. This is because the customers themselves often don't have a clear picture of what their final services and systems will be and don't know what devices to use.


    For this reason, it is important that the hypothetical verification cycle be put into operation at an early stage in cooperation with customers and partner companies through validation trials, while proposals for customer values are actively made on a hypothetical basis. In other words, it is important that the approach be shifted to the co-creation of business models (Fig. 6).
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        Fig. 6 Value creation cycle in the IoT era.
      

    


    At NEC, the cycle of co-creation of values through hypothetical verification has been transformed into a service execution platform ranging from devices to clouds - enabling development of efficient IoT systems.

  


  
    2. IoT Cloud Platform


    The requirements for a cloud platform to promote creation of new businesses through co-creation of value utilizing IoT include: connection to diverse devices, handling of large volumes of data, and flexible combination of application by loose coupling. At NEC, we achieve these requirements by implementing our original design to build a cloud platform that utilizes Open Source Software (OSS), which is always evolving to meet market needs (Fig. 7).
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        Fig. 7 Cloud platform for IoT.
      

    


    2.1 Connection to Various Devices


    Data formats, interfaces, and data processing systems differ depending on the sensor and device. In a cloud platform, networking between various devices is made easier and standardization of subsequent processing is achieved by incorporating a mechanism to receive and convert data in real time (Fig. 8).
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        Fig. 8 High-speed general-purpose transmission/reception function.
      

    


    Specifically, the cloud platform is provided with a reception interface that uses MQTT and HTTP as its main protocols. Utilizing these protocols, the sensor and device can transmit the data. The data itself is sometimes stored in a different place before being collected on the cloud platform. In this case, the collection of large volumes of data can be executed at higher speed by incorporating an agent that utilizes high-speed parallel transfer technology. The internal process that operates after the data has been gathered is independent of the receiving protocol. This makes it possible to perform the same data processing no matter what the form of reception.


    2.2 Bundling of Large-volume Data


    While challenging the value creation approach, the types of connected sensors and devices and the volume of collected data is steadily increasing. This makes scalability an essential feature of a cloud platform, enabling it to be expanded or modified as required.


    The cloud platform achieves parallel distributed processing by utilizing message queues for the distribution of data reception and processing. Data is processed using parallel distributed processing, which performs functional implementation in three steps: processing single received data, processing combination of received data and other data, and processing accumulated chronological data after a certain period of time. Data is stored and maintained using NoSQL - which makes it easier to use non-structural data like a document-type database. Since a data store compatible with the application is required for the data layer, unstructured data is first stored in NoSQL and then switched to the data store after data processing as needed (Fig. 9).
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        Fig. 9 Flow of data processing treatment (non-structural to structural).
      

    


    This structure helps significantly reduce the design processes required for data storage and achieves an environment which makes it possible to concentrate on the extraction of meaning from the data.


    2.3 Flexible Combination of Applications Based on Loose Coupling


    Once value has been confirmed through actual verification on a hypothetical basis, applications that match the respective phases will be necessary. The required applications change as follows: an analysis tool to extract the value from the collected data for the initial phase; an application to use the data in a standardized form for the business validation phase; and a system to facilitate collaboration between the data and various players in the business expansion phase.


    The cloud platform incorporates a mechanism that allows it to efficiently provide the required combination of applications as required. Applications are becoming more and more multi-layered as they are installed smart devices and multiple cloud systems. It is expected that function-specific clouds such as data accumulation, data analysis, and customer contact will emerge in the future and they will help complete the multicloud environment where data-centered collaboration will be achieved.


    When the cycle of visualization of scenarios, prediction of the future, and feedback of new actions is automated under this environment, the primary data distribution method will not be the "pull" type, in which the application in use extracts data periodically; rather, it will be the "push" type, in which the data is sent to the required application at the required time. Using the "push" type method ensures that the required data will be made available when required, accelerating the data utilization cycle and optimizing the timing.


    Let's take a smart device application as an example. The data required for the application is obtained by using the "pull" type API, and the user is able to use it. On the other hand, a notification enables the user to be aware of data reception at the right time, so if that's the case, the "push" type data distribution is more suitable.


    NEC thinks that it is important to use both communication systems where appropriate. That's why we provide a cloud environment that makes it possible to select the "pull" or "push" type from an application (Fig. 10).
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        Fig. 10 Data distribution pattern ("pull" type/"push" type).
      

    

  


  
    3. IoT Device Configuration


    When looking at a market as new as IoT, NEC believes that there will be many cases where intermediate devices will be replaced with smartphones and tablets in line with current trends in ICT technology. To complement these changes, an architecture is required that concentrates numerous core technologies and processes on the cloud side or sensor/device side (Fig. 11).
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        Fig. 11 Device trends in the IoT era.
      

    


    3.1 Stack Configurations of IoT Devices


    In order to create this architecture, we conducted R&D using algorithms - as differentiation technology - to process the data obtained from a sensor, as well as to control software that drives the sensor. We concentrated on the development of a sensor node provided with an appropriate microcomputer, communication function, and sensor and defined it as a wireless (public wireless, Wi-Fi, and BLE) sensor node (Fig. 12).
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        Fig. 12 NEC's IoT device stack configuration.
      

    


    Wireless sensor nodes like this are equipped with an agent to connect to the cloud side and a security function to safely send various sensor data to the cloud. As for the microcomputer, the ARM microcomputer frequently used in the embedding market is used for low cost nodes and small data types. A higher-performance microcomputer is used for large-size data such as images. This allows the system to efficiently handle a wide variety of data.


    3.2 Building Relationships with Partners


    In the solution set of the IoT devices and clouds, cooperation with partners in various core technologies will make it possible to utilize IoT in an even wider range of markets. For this reason, all the system stacks including the clouds are modularized to facilitate cooperation with the partners. This makes it possible to build and offer solid system solutions tailored to market needs (Fig. 13).
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        Fig. 13 NEC's IoT devices and how they facilitate cooperation with partners.
      

    


    To facilitate cooperation with partners, NEC provides various interfaces and is conducting R&D while advocating standardization for the future.


    3.3 IoT Device Technology


    Now let's take a look at the technology incorporated in the wireless sensor node. In addition to wireless capability, various sensors of a minimally required level (for acceleration, LED, temperature, and humidity) are incorporated. These sensors are integrated on a 20-mm square circuit board. This module configuration made it possible to accurately adapt to various devices required for the IoT market as well as to the "humans," and "things" that those devices will be incorporated in or and mounted on (Fig. 14 and Fig. 15).
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        Fig. 14 Features of NEC's IoT device technology.
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        Fig. 15 Advantages of NEC's IoT devices.
      

    


    Moreover, due to the flexible implementation technology derived from the R&D conducted at the NEC Monozukuri Innovation Division, NEC's IoT devices can now be easily incorporated and mounted not only on devices and things that have plane surfaces but also on humans and things that have curved surfaces. In addition to the conventionally applicable wrist band and watch type devices, our IoT devices now can be incorporated and mounted on clothes as well as in various containers and cases. Now an IoT truly is possible.


    Another characteristic of the IoT market is that the potential fields of application are virtually unlimited. This is due to the fact that sensors are not only being incorporated in people and things, but also are being applied in an ever expanding range of industries. For this reason, a sensor section that can be adapted to the needs of different industries has been built into the IoT device since the initial stage of its design (Fig. 16).
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        Fig. 16 NEC IoT device's expandability for various industries.
      

    


    Through extensive study of the various social solutions that would need IoT, the sensors and sensor environments that would be required have been sorted out. To enable these to be incorporated while ensuring both high efficiency and expandability, the design has been divided into a common main board and user section for addition of custom sensors. In actual cases, it is very unlikely that all the mountable sensors will be mounted at the same time. The mounting formats as well as the interfaces that would allow various sensors to be mounted in combination were all defined when the circuit board was designed. This has made it possible to configure IoT devices that are compatible with a wide range of applications.

  


  
    4. Conclusion


    NEC is committed to promoting the growth of IoT by providing its customers with end-to-end systems compatible with the differing requirements of various markets, while continuing to conduct R&D aimed at expanding the IoT and the IoT market in the years to come.

  


  
    * ARM is a registered trademark of ARM Limited (or its subsidiaries) in the EU and other countries.


    * Wi-Fi is a registered trademark of Wi-Fi Alliance.
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    Abstract


    NEC believes that the process of creating value from big data in order to lead to the solution of various issues should be regarded as consisting of three steps. These are sensing, (digitalization of the real world), analytics (analyses & inferences) and actuation (control & guidance). The application of big data to the innovative value chain that connects the three "MONOZUKURI" features of; "MAKE," "CARRY" and "SELL" will contribute to the creation of social values that will support a comfortable and secure social life. This paper reports on NEC's approach to the utilization of big data and discusses the measures actually taken to deal with it.

    


    
      Keywords


      Big data, three steps, sensing, analytics, actuation, invariant analysis, heterogeneous learning, recognizing textual entailment, rapid machine learning

    

  


  
    1. Introduction


    Increases in the speed/capacity of network technologies such as the Internet, the progress of various computing environments such as cloud computing and the dissemination of devices featuring various sensors and permanent network connections such as smartphones have recently brought about an explosive growth in the amount of distributed and stored data.


    These systems include not only structured data like those handled by traditional databases but also non-structured data such as videos and texts, the generation and distribution of which are growing rapidly. Such large volume data of a wide variety is called "big data." This is expected to offer commercially useful knowledge to promote policy making. How to create new values from it is one of our current challenges.


    In this paper, we report on NEC's proposed methodology for applying big data together with actual cases and measures taken to support it.

  


  
    2. Market Trend


    Domestic big data usage in Japan is expected to expand rapidly with an average annual growth rate of 27.0%. A 2014-2015 comparative survey of the approach taken by Japanese enterprises to big data indicates that those enterprises adopting measures are changing from advanced ones to general ones, with enterprises "taking certain measures" increasing from 28.6% to 32.0% and those "having no knowledge" decreasing significantly from 31.6% to 12.1%. These figures suggest that the interest of our customers is shifting from "becoming aware of the concept of big data" to those "utilizing big data".


    Changes are also being observed in the volume of inquiries made by our customers. Since NEC started a project aiming at encouraging enterprises to utilize big data in 2012, we have been receiving thousands of inquiries every year. Interest in 2012 was oriented toward the concept of big data, such as "what is big data?" as well as to the technologies for handling it. Recent inquiries however indicate more interested in methods of utilizing big data in order to create value and in its practical application, such as in "how to utilize big data," "where to start using big data" and so on.


    Below, we explain the approach taken by NEC in response to the needs of customers who want to create value from big data.

  


  
    3. NEC's Approach


    At NEC we consider it important to understand the process of creating value from big data by enabling the solution of various issues by taking three steps. These are "sensing (digitalization of real world," "analytics (analyses & inferences) and "actuation (control & guidance) (Fig. 1).
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        Fig. 1 Big data utilization based on three steps.
      

    


    The "sensing" step generates data that expresses the information and events in the real world. "Analytics" extracts the properties and changes from the data and turns them into significant information. Finally, based on the information, the "actuation" step actuates the control of machines and the actions of persons in the real world in order to create value for customers.


    For example, in the case of traffic jam prediction for automobiles, sensing corresponds to the collection of data such as the vehicle location and passage information. Analytics relates to the prediction of production, time and the length of congestions, and actuation to the control of signals for reducing congestion and the provision of congestion avoiding route information to vehicles. Data on vehicles passing and other information is collected from thousands of optical beacons installed nationwide. This allows the prediction of detailed traffic jam information, providing it to vehicles, and enabling the car navigation systems to provide routing information for avoiding traffic jams. Values such as reductions in travel time and fuel consumption may thereby be provided for drivers. At the same time, we can also create value for the whole of society, such as via efficient energy usage and pollution prevention. This approach characterizes NEC's concept of "utilization of big data in three steps."


    One frequent cause of failure in creating expected value from the use of big data is in considering only one of the three elements of sensing, analytics and actuation. In the case of traffic jams mentioned above, if analytics alone is considered, the data would be insufficient and of low-quality, so it is impossible to predict traffic jam locations accurately. Also, if the prediction result does not lead to the driver's judgment being applied to avoid a traffic jam, it would be impossible to provide the value of decreasing the travel time. Instead of enhancing specific processes via ICT, the classification of the target into the three steps of "sensing," "analytics" and "actuation" and analysis of the process from data collection to control value creation as a unity will provide enhanced value. This approach characterizes NECs big data utilization platform.


    It is naturally not so easy to plan, design and build these processes of data utilization. Consequently, we are preparing a consultation service called the "Big Data Discovery Program" aiming at big data utilization based on collaboration between the customer and NEC.


    3.1 NEC's Sensing


    NEC possesses a wide range of original sensing technologies. These include component parts such as; the piezoelectric vibration sensor, terminals such as the smart power distribution panel and media analysis technologies such as image/voice recognition. Solutions supporting social infrastructures such as satellite systems and ocean-bottom earthquake observation systems are also available. We introduce two examples of state-of-the-art sensing in the following.


    NEC's was ranked the No. 1 vendor for three consecutive years in the testing of the U.S. NIST (National Institute of Standards and Technology) for its face recognition technology. This was achieved by overwhelming other competitors with its high search accuracy with the low recognition error rate of 3.1% and a search time of more than 3 million items per second in satisfying the national security requirement. Our technology has already been installed in more than 20 countries worldwide. For example, the Hong Kong Immigration Department introduced an immigration gate management system that can perform face recognition while each person is sitting in a car. The system succeeded in providing both the benefits of increasing the speed/efficiency of immigration control and in enhancing the rigorousness of personal authentication.


    NEC is also acting as the main contractor in charge of the design, manufacturing and testing of the satellite system and major components of the GCOM-W (Global Change Observing Mission - Water "SHIZUKU") of the Japan Aerospace Exploration Agency (JAXA). NEC's support for the GCOM-W is almost total because we are also in charge of the initial post launch functionality checks and of the development of the earth based system for supporting the satellite operations from the ground. The GCOM-W continually acquires data on the precipitation, atmospheric water vapor, sea surface temperatures and sea surface wind velocities, at the global scale by installing the microwave radiometers that are used in the more accurate fields of climate forecasting and water resource management.


    3.2 NEC's Analytics


    NEC possesses world leading analytics engines. The present subsection deals with heterogeneous mixture learning, invariant analysis, recognizing textual entailment, and rapid machine learning technologies.


    The heterogeneous mixture learning technology automatically discovers specific regularities of relationships among various kinds of data, and it switches the referenced rule according to the analyzed data. This enables highly accurate prediction and abnormality detection even with "data with variable regularities" that has been hard to analyze with the "traditional machine learning that discovers and references only one regularity" (Fig. 2).
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        Fig. 2 Features of heterogeneous learning technology.
      

    


    The Invariant analysis technology automatically collects a large amount of time-series data from multiple sensors and automatically models the invariant relationships between sensors that work in normal conditions in the form of relation expressions. Comparison of the values predicted from the models with the real-time data makes it possible to detect "unusual" behavior. Invariant analysis technology can discover relationships between sensors that are often overlooked by experts because it is based on automatic extraction via machine learning.


    Recognizing textual content is a technology for determining if two texts have the same meaning with high accuracy by considering the importance of each word in a text and the structure of each text, such as its subject and predicate. The analysis achieved by previous technologies was focused on matching and mismatching of the words contained in the two texts. Such a method was accompanied by incorrect analysis result issues such as expression of a same meaning with different words or expression of different meanings with a single word. Recognizing textual content contributes to improvements in the CS and the creation of new services. It enables the extraction of the documents to be managed from a large volume of documents such as mails and financial reports with high accuracy and without omission and to automatically categorize customer opinions.


    rapid machine learning is a deep learning technology that learns and recognizes big data, including video, audio and text data without complicated processing involving human labor. It supports operations that necessitate human judgments and inferences. As this technology is capable of fast, highly accurate matching without the need to set rules, it is useful for example when selecting job applicants that match the employment information.


    3.3 NEC's Actuation


    NEC is conducting research into actuation that quantitatively identifies status and situations of humans and things in order to control them to be optimum status by adopting the future predictions obtained via analytics.


    An example of the application of this technology is the demonstrative survey of a sewer culvert using a robot, created jointly with the City of Funabashi. The survey employs a piping management system, which uses a special survey robot and aims at the efficient reconstruction and extension of the life expectancy of sewer pipes. The robot automatically discovers the locations to be treated based on a model obtained via machine learning from image data so that the system can automate the survey work that has previously been done using human labor. This brings about a significant improvement in the efficiency of pipe status identification that usually imposes important constraints on the control of sewage facilities. It thereby enables efficient control and guidance by preventing incidents such as road damage due to pipe aging and it strategically narrows down the issues to be subjected to more detailed surveys.


    3.4 Big Data Discovery Program


    The Big Data Discovery Program is a consulting service that clarifies the purpose of big data utilization and the analysis method that supports the planning of specific remedial actions. Experienced consultants and data scientists at NEC support anxious customers that make comments such as "We don't know where to begin" or "How do we utilize the data in our business" so that they can quickly begin to utilize big data.

  


  
    4. Approach and Actual Cases of Utilization in the Enterprise Domain


    This section introduces actual cases of big data utilization in accordance with the conceptual features that characterize the issue, "Value chain innovation" connecting the "MAKE," "CARRY" and "SELL" (Table). With regard to the "resupply part demand prediction," "merchandise demand prediction," "plant failure prediction/monitoring" and "food/beverage demand prediction," these topics are detailed in other papers in the feature pages of this issue.


    
    
      Table Examples of big data utilization in the enterprise domain.
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    4.1 "MAKE"


    In the case of petrochemical and steel manufacturing plants, the safe operation of the production facilities is an important issue. NEC's invariant analysis technology automatically visualizes the "typical" performance from a large volume of sensor data of the plant and thereby enables them to avoid incidents and, if one should occur, to reduce the lead time for identifying the cause.


    The profits of drink and food sales companies are affected greatly by the settings of the initial production quantities of new products, but such predictions are very difficult because little data is available at the time of the release of a new product. NEC has solved this problem and predicted the sale quantity for a month after release with high accuracy. This was achieved using the heterogeneous learning technology in order to discover multiple regularities automatically from the shipment and actual sales data of new and past products.


    One of the problems with equipment monitoring using camera video is the necessity of checking all of the video visually in order to survey suspicious individuals and articles exhaustively. When the rapid machine learning technology is applied, efficient equipment monitoring is enabled because any suspicious individuals or articles are identified automatically and these are then reported to the monitoring staff.


    4.2 "CARRY"


    One of the common issues experienced by companies in the manufacturing industry is the reservation of an optimum inventory of service parts. When the heterogeneous learning technology is applied, a highly accurate inventory prediction becomes possible. This is achieved by learning details of the latest service parts shipments, as well as the relationship between any associated information, such as the quantity and failure rate of the equipment and the predicted shipment demand for the future. This strategy has actually succeeded in reducing inventory sizes by about 20%.


    The transport and physical distribution industries have difficulties in predicting the replacement timings of the consumable parts used in transportation equipment. The heterogeneous learning technology enables high-accuracy prediction of the degree of degradation of consumable parts based on data obtained by attaching sensors to them.


    4.3 "SELL"


    Issues of the retail industry such as in the convenience stores and food supermarkets include the disposal of daily delivered goods with short expiration dates, such as boxed lunches and prepared foods, and the loss of sales opportunities due to inventory stock depletion. When the heterogeneous learning technology is applied, it becomes possible for the sales volume of all daily delivered goods to be predicted with high accuracy by analyzing the relationships of a wide variety of data. This includes the past sales of the store, the amount of disposed goods, weather forecasting, calendar information and event/campaign information.


    The main issues experienced in customer service offices and at the quality promotion HQs are how to reflect the opinions of the many customers that are optimally collected by their contacts and call centers for the management of businesses including effective product development. We applied the RTE (recognizing textual entailment) technology to categorize texts automatically at the equivalent accuracy level to that of human capability so that we have succeeded in supporting our customers with the timely action planning.


    It is vital for any enterprise to discover any information that would put compliance at risk (bid rigging, cartels, insider trade, etc.) from the huge volume of mails and business reports that are increasing day by day. However, this is difficult work if it must be done visually. RTE recognizes the value of textual entailment exhaustively and successfully identifies expressions containing suspicious features.

  


  
    5. Conclusion


    In the above, we introduced NEC's approach to the utilization of big data and discussed actual cases of utilization in the enterprise domain. Many of the introduced cases are those in which values are implemented by analyzing data that customers have already obtained. In the future it can be expected that greater value will be created by collecting field information that has not yet been compiled into data. This will be done by optimally sensing and combining the obtained data via actuation, automated control, etc. The recently announced "NEC Industrial IoT" solution also indicates that big data utilization based on three steps discussed above is capable of providing customers with greater value.


    Under the "Mid-term Management Plan 2015," the NEC Group is globally promoting the "social solution businesses" that provide social values such as safety, security, efficiency and equality. NEC are working to create an efficient, sophisticated society in which people may lead brighter, affluent lives based on the fusion of advanced ICT and other innovative solutions.
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    Abstract


    The optimization of spare parts inventories is an issue that is commonly found in the manufacturing industry. NEC Fielding, who are the subsidiary of the NEC Group and manage the maintenance business, also have similar concerns, because traditional statistical techniques have had limited accuracy in predicting the future demand for repair parts. The company therefore has decided to adopt NEC's big data analysis technology "heterogeneous mixture learning." This has enabled them to forecast demands with high accuracy. They have thereby succeeding in reducing by about 20% the inventory of the high-rotation parts that occupy a large share of the spare parts shipments. As the stockout risk is also estimated, this approach has allowed the company to challenge a more thorough optimization of the inventory. This paper describes the spare parts demand forecasting procedures performed at NEC Fielding by using the heterogeneous mixture learning engine and includes discussion of its resulting effects.
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    1. Introduction


    Spare parts refers to the component parts prepared to enable instant servicing and recovery in case of a failure of a product such as a PC, server or printer. In the case of the printer for example, the paper feed roller and printed circuit boards are included.


    Through long years of activities in support of production innovation, NEC Fielding have already taken appropriate measures aimed at inventory optimization and there has seemed to be almost no room for further improvement. Nevertheless, the company has continued the pursuit of further inventory optimization and it has consequently become aware of the big data analysis technology. Hoping that this would lead to more measures for inventory optimization, the company started demonstration and verification experiments using actual data in December 2013.


    The demonstration experiment has led to improvements of 20% on average for the accuracy of high-rotation spare parts demand forecasts. This performance corresponds to an inventory reduction of some millions of yen, and a reduction in the risk of stock-out is also estimated. To benefit from these results as early as possible, the company started to apply the technology in actual business environments in October 2014.


    Aiming at deploying spare parts demand forecasting by using the big data analysis technology to benefit other NEC customers, the company is currently able to market a satisfactory solution to this issue that is now being implemented.

  


  
    2. Outline and Issues of NEC Fielding EC Businesses


    NEC Fielding sets "ALPARTS Kawasaki" in the city of Kawasaki, Kanagawa Prefecture, Japan, as the central warehouse and deploys spare parts stations in about 200 locations all over Japan. The spare parts are delivered from "ALPARTS Kawasaki" to spare parts stations located nationwide via the logistics network designed by NEC Fielding.


    The parts stations keep in stock only the frequently shipped parts while the central warehouse covers all spare parts. As a result, "ALPARTS Kawasaki" has a massive inventory, which may be as large as 140,000 spare parts items.


    "ALPARTS Kawasaki" executes centralized control of spare part logistics including nationwide delivery, warehouse operation and procurement. However, as the number of handled products increases every year together with the number of parts and the inventory value, it is becoming difficult to optimize the inventory system while maintaining the service quality. It was in order to resolve this issue that the company introduced spare parts demand forecasting by utilizing the big data analysis technology.

  


  
    3. Outline and Features of the Spare Parts Demand Forecast Technology


    Forecasting spare parts demand at high accuracy cannot be expected with a simple forecast model, because it consists of various factors. These include the parts shipment data, the number of products in operation and the number of months elapsed since the launch of the products.


    The spare parts demand forecasting solution described herein utilizes NEC's big data analysis technology called the "heterogeneous mixture learning analysis technology." The spare parts shipment data or achievement data that seems to have a certain causal relationship with the shipment trend is input. Then the heterogeneous mixture learning solution automatically categorizes the data into groups and generates forecasting formulae for the categorized data groups and implements highly accurate demand forecasting (Fig. 1).
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        Fig. 1 Spare parts demand forecasting solution.
      

    


    This procedure reduces the risk of stock-out (missing parts) and thereby contributes to the improvement of cash flow and a reduction in the associated expenses.


    It has hitherto been necessary to increase cost if an improvement in the quality of service* provided for customers is sought. However, by utilizing the big data analysis technology, we have succeeded in setting a course for reducing the cost while also improving the quality of the service ( Fig. 2).
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        Fig. 2 Relationship between quality of service and cost.
      

    

  


  
    * Quality of service: Definition of the specific quality level of maintenance services, for example reducing the customer visit time to no more than two hours.

  


  
    4. Utilization of the Heterogeneous Mixture Learning Technology


    When forecasting the demand for parts that have an extremely wide range of types, such as in the case of spare parts, the most often used forecasting method has been to categorize parts manually into several groups with similar demand characteristics and then to forecast the demand of each group.


    The reason for the above is that the data for multiple parts with similar demand trends can improve the forecast accuracy more than the one for an individual part or for all parts.


    Nevertheless, due to the extreme difficulty of manually categorizing tens of thousands of parts types into appropriate groups, it has not been at all easy for the traditional method to forecast demand with high accuracy.


    The heterogeneous mixture learning technology employs unique algorithms to categorize parts into appropriate groups and to derive an optimum forecast model according to the properties of each group, even when the parts extend over a very wide range of types.


    The authors have conducted a demonstration experiment of the present technology on about 10,000 types of parts that are more frequently shipped. This was done by obtaining the related data, including the monthly shipment data of the past 14 months, the number of products in operation, and the number of months elapsed since the launch.


    As a result, it was found that the inventory can be reduced by about 20% compared to that of the period before the introduction of the present technology. In the monetary context, the reduction effect is a few million yen per year. The point to be specially noted is that the demand of parts that has been hard to forecast due to seasonal fluctuations may now be forecast with high accuracy.


    In the past, the demand for parts has been forecast by focusing on forecasting faults. Since spare parts are needed in case of troubles, it had been thought that shipments could be assessed naturally by forecasting the likelihood of product faults. However, the result of the experiment discussed above showed that parts shipments are determined by assorted multiple factors. Meanwhile, heterogeneous mixture learning has succeeded in accomplishing highly accurate forecasting by quickly searching and discovering the optimum data groupings. It has thereby been possible to devise models from an infinite number of combinations that vary depending on the number of groups in which the data is categorized, the method of data grouping and on the forecast models that vary depending on the group (Fig. 3).
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        Fig. 3 Advancement of forecasting.
      

    

  


  
    5. Introduction Advantages


    (1) Optimization of inventory


    The graph on the left of Fig. 4 shows a comparison of the error rates of the demand forecasting accuracy of the traditional forecasting and of the big data analysis-based forecasting. It shows that the demand forecasting using the heterogeneous mixture learning technology achieves the higher accuracy.


    The graph on the right of Fig. 4 shows that the accuracy improvements obtained by reducing "excess" (upward) forecasting errors, contributes to a reduction in the parts purchase and moving stock (inventory for meeting demands). Accuracy is also improved by reducing the "lack" forecasting errors, which contributes to a reduction in the risks of stock-out and safety stock (inventory for avoiding stock-out). This data means that the forecast accuracy is improved by reducing forecasting errors for both the "excess" and "lack" (downward) inventories. Such a strategy simultaneously enables both inventory reduction and the avoidance of a risk of stock-out.
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        Fig. 4 Inventory optimization by forecast accuracy improvement.
      

    


    (2) Labor reduction of man-hours


    Traditionally demand forecasting applied the quantity adjustment based on the experience of the person in charge, to the forecast data in order to further improve the forecast accuracy. Utilization of the big data analysis technology makes it possible to reduce the labor for the quantity adjustment and also to plan standards by eliminating the dependency on individual skills and experience (Fig. 5).
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        Fig. 5 Labor reduction by improving the forecast accuracy.
      

    


    (3) Automation of the ordering procedures


    When the highly accurate results of demand forecasting are output at the planning stage, it becomes possible to automatically project orders by considering the stock quantities, the parts shipments scheduled for future deliveries and the inventory levels. Such procedures may be implemented by linking with existing customer systems or by combining solutions such as for spare parts replenishment planning.

  


  
    6. Future Applications and Their Deployment at NEC Fielding


    NEC Fielding introduced the present solution based on their verification results. It is thereby enabled to improve the demand forecast accuracy of frequently shipped parts. In order to disseminate the effects of the solution it is currently expanding the targets of all service parts and it is also taking measures for further accuracy improvements (Fig. 6). The company is planning to widen the achieved effects and values via the implementation of these measures.
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        Fig. 6 Expansion of demand forecasting targets, improvement of forecast accuracy.
      

    


    Now that the automation of associated works is nearly complete, it will soon be possible to achieve all of the hoped for cost reduction, job efficiency improvements and automation. The company also expects to benefit from the labor saved via the efficiency improvements by developing new jobs with high added values.

  


  
    7. Conclusion


    The present targets of demand forecasting are limited only to the parts with a large number of shipments, however, it is planned to expand these gradually so that all of the 140,000 types of inventory parts will be covered in the future. Furthermore, it is also planned to examine the application of big data based analyses to the EOL (End Of Life) service parts before discontinuation of production. This is because it would serve for forecasting the number of parts to be purchased up until the discontinuation of maintenance.


    NEC Fielding expects that the expertise and actual achievements of these activities will enable the company to provide suitable parts management services that is one of our maintenance businesses and commissioned by our customers such as manufacturers, etc. These services include recommendations based on demand forecasting and measures for cost reduction with high accuracy and high added values.


    The results obtained above have led the NEC Group to start providing the "Service Parts Demand Forecasting Solution" in April 2015, which is mainly oriented toward the manufacturing industries.


    This consists of a service that learns the data held by each customer using the big data analysis technology (heterogeneous mixture learning technology) and automatically generates a spare parts demand forecast formula. This means that the results and accuracy of forecasting varies depending on the type, quantity and data granularity of each customer and it is therefore recommended to conduct a demonstration experiment using the customer data and to verify the feasibility and effects before introducing the service. This makes possible step-bystep introduction by beginning the service from a small start with a low initial investment and subsequently creating a larger system according to the results achieved.


    This solution is not only applicable to IT-related parts, but also it is expected to bring about important effects such as inventory optimization, cash flow improvement and associated expense reduction for parts stocked by enterprises in various industries. These include the industrial machinery, air conditioner and medical instrument manufacturing industries.
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    Abstract


    NEC's demand-predictive order automation solution uses our original "heterogeneous mixture learning technology" to provide highly accurate forecasting of demand for Fresh Food by analyzing the correlative relationships between various factors such as sales performance by time slot, what goods are discarded or sold out, as well as weather information. This solution automatically orders the optimal amount of goods based on the predicted demand, the inventory at retail stores, and the number of goods that are scheduled for delivery. By optimizing the order amount, it minimizes overstocking and understocking, and contributes to a more efficient ordering process.
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    1. Introduction


    The shrinking workforce is an urgent issue in the retail industry, which relies heavily on part-time and temporary help. In a situation where decreasing manpower can directly result in a reduction in business, we believe that the demand for labor-saving systems and automatization will skyrocket along with the search for new sources of manpower.


    Among the daily tasks that workers find difficult to master in a short amount of time is "ordering." Automatic ordering systems are being put into place for non-perishables (such as groceries with long shelf lives and sundries), where mistakes in ordering do not have a critical impact on business. However for Fresh Food (groceries with short shelf lives) the cost of disposing misordered goods can have a direct impact on business performance; and since sales of these items is influenced by environmental factors such as the weather, sales campaigns and local events, the implementation of automatic ordering was considered extremely difficult.


    In this paper, we will explain about Predictive Analytics Solution for Fresh Food Demand (Fig. 1), which is a demand-predictive automatic ordering solution for Fresh Food goods based on NEC's original machine learning algorithm called "heterogeneous mixture learning technology."
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        Fig. 1 Outline of Predictive Analytics Solution for Fresh Food Demand.
      

    

  


  
    2. Solution Characteristics


    2.1 Algorithm Characteristics


    The two factors as listed below comprise the main characteristics of heterogeneous mixture learning technology.


    (1) Automatically finds the optimal pattern


    In order to accurately predict the demand of Fresh Food, it is critical to first create a model that incorporates the various retail environment factors for the store. We will explain how important it is to take environmental differences into consideration by using a convenience store as an example.


    When you compare a regular convenience store facing a surface street, with a convenience store inside an office building, their sales trends will differ. When there is rain, chances are that customers and sales will drop in the case of a regular street-level store. By contrast, sales tend to rise in the case of a store located inside an office building since the number of office workers going outside the building would drop as more people choose to stay in and perhaps buy lunch at the convenience store. As you can see, even when faced with identical environmental conditions (i.e. rain) sales may trend differently depending on the location of the store.


    In order to reflect this difference within the prediction model, it is necessary to develop individual prediction models that are specific to each store. For vast chain-operated businesses like supermarket and convenience store chains, the amount of calculation necessary would literally require a supercomputer, making it impossible to realize using conventional technology. However, by using heterogeneous mixture learning technology, it becomes possible to develop optimal prediction models automatically, based on a realistically feasible amount of calculation.


    (2) Prediction model with high readability


    One critical factor when predicting demand is whether it is possible to comprehend the root causes that led to the computed result. Since no prediction can offer 100% accuracy, it is extremely important to be able to understand the reasons why a prediction missed its mark.


    For example, a prediction model typically uses the local weather forecast as the source of weather information. And since weather forecasts are not 100% accurate, we need to take into consideration that prediction accuracy can be undermined by an inaccurate weather forecast. On the other hand, if the prediction is inaccurate due to some problem with the prediction model itself, this would require immediate corrective action. In order to differentiate between these two, the sustainability of the prediction model becomes a major issue.


    Another item that requires consideration is the acquisition of data and how it relates to prediction accuracy. When making predictions, it is often the case that using more types of data will yield better results, regardless of whether they are actually implemented in the prediction model itself or not. However, if due consideration is not given to the cost associated with acquiring the data, as well as the work involved in managing the data, the sustainability of the model may be jeopardized.


    Let us illustrate this point by using the prediction for a retail store near an event venue as an example. In order to incorporate event details into the prediction model, we would have to gather copious amounts of information - things like whether the upcoming event is an exhibition or a concert, if it is an exhibition then what sort of visitor profile do we expect, or if it's a concert then who is performing, what is he playing, and how well are tickets selling. In view of the cost and effort involved, it is best to avoid needing to acquire such information on a daily basis.


    When the prediction model offers high readability, it is possible to develop the initial prediction model based on all factors considered relevant, then narrowing the data down to the key factors that affect the model the most to continue with the predictions. Doing so reduces the burden of data acquisition and leads to improved sustainability.


    2.2 Application Function Characteristics


    With conventional automatic ordering applications, it was necessary to input data and prioritize each parameter (tuning) each time. But with NEC's solution, demand predictions are computed without having to manually input any parameters, plus it even generates product orders automatically based on the demand predictions in conjunction with store inventory and delivery schedule information.


    Unlike conventional automatic ordering applications that require experienced staff to take care of the tuning process, NEC's solution can be implemented automatically, thereby helping to reduce the manpower requirement while increasing the stability and accuracy of orders.


    Another feature of the application function is that when placing orders it is possible to set Preferences. Unlike tuning, which is objective in nature, the Preferences feature enables a store to subjectively modify the volume of an order - such as when a store increases an order as a matter of policy, to maintain a full shelf of this or that particular product category at all times. Of course this type of aggressive ordering, where ample stock is maintained at the expense of a few extra discards, can be accommodated by the simple ability to increase the order in increments of 10. But it also stands to reason that the increased amount on a sunny day should be different from a rainy day, and that the ability to modify the values for each store or product more flexibly would lead to more effective enforcement of store policy.

  


  
    3. Solution Effects


    3.1 In-store Effects


    On-site verification at stores showed that we were able to reduce disposed items by approx. 40% compared to the personnel in charge of ordering until then. For some categories, although disposal loss was not dramatically reduced, the store inventory was increased, so that in effect, sales increased.


    In the conventional ordering process that relies on a mixture of hunch, experience and sentiment, when a person makes the mistake of ordering too many goods, he then tends to overcompensate the next time by ordering too few. As a result, the product will run out of stock and a sales opportunity will be missed. But when NEC's system computes the orders, it will do so free of any such psychological bias, thereby delivering positive results as mentioned above.


    Other contributing factors include the ability to stay on top of daily demand without missing the mark in any major way. Comparing our results with those yielded by a conventional statistical algorithm tuned by a data scientist (Fig. 2), we can see that the difference in the disposal rate is more pronounced than the statistical difference in the prediction would indicate. This is because heterogeneous mixture learning technology produces prediction results that are not far off the mark; so that even if some excessive inventory is accumulated, this slack can easily be taken up by reducing the volume of the next order.
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        Fig. 2 Comparison with conventional technology.
      

    


    We also found positive results stemming from the prediction model's high readability. Let us explain using the demand prediction results for cream puffs (Fig. 3) at a certain store. Sales for cream puffs and other sweets characterized by their rich taste of custard cream tend to drop as the temperature becomes warmer. Up until now, sharing know-how was done using printed manuals. But since this would make it nearly impossible to have manuals customized for each store that prescribed how much sales are expected to increase with a 1 degree drop in temperature, ordering was largely reliant on the skill level of the person placing the order. When the model offers high readability, contributing factors such as these can be readily understood, making the model feasible in areas other than ordering, such as product development.
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        Fig. 3 Cream puff prediction model.
      

    


    3.2 Prediction at New Stores


    Since machine learning technology uses data from the past to learn and predict the future, what should be done in cases where past data has not been accumulated, such as demand prediction for newly opened stores, became a major issue. Especially in business categories such as convenience stores, where new stores open every month, the demand prediction capability for new stores is a prime concern.


    NEC's solution is capable of predicting demand for newly opened stores by learning the collective sales data of multiple stores that were similar to the new store at the time of their opening (Fig. 4). We actually found that in the case of new stores with only sparse amounts of accumulated original data, the prediction results based on data from other stores proved to be more accurate than those based on the new store's own data. By applying this same method, it will be possible to predict sales figures for new stores, as well as sales of new products even before they actually hit the shelves.
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        Fig. 4 Prediction method for newly opened store.
      

    

  


  
    4. Conclusion


    In May of 2015, the French legislature passed a law that prohibits the discarding of expired foodstuffs by large-scale supermarkets. In view of the worldwide food shortage that many believe is impending, nations throughout Europe and the Americas have begun discussions on how to address the problem of food waste.


    By realizing demand prediction at retail stores, which is the part of the distribution channel that comes into closest contact with the customer, it will be possible to reduce the disposal loss associated with preparing ready-to-eat items and boxed lunches, as well as the over-procurement of ingredients needed to prepare them.


    We believe that NEC's solution will prove effective not only in boosting the efficiency and accuracy of the ordering process, but also in coping with the problem of food waste through its application over the entire SCM (Supply Chain Management).
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    Abstract


    NEC has begun to provide a plant failure sign detection service by making use of a proprietary invariant analysis technology. It is promoting global deployment of the service via outside sale collaboration with information industry departments of various so-called So-Go Shosha (hereinafter referred to as a general trading company) which are the departments that handle the IT sales of the company.


    This paper discusses how to adopt an approach that can enable customers to recognize the high value of global business deployment while collaborating with trading companies.
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    1. Introduction


    NEC has begun a service contributing to the monitoring and maintenance of facilities that makes use of an invariant analysis technology that was developed originally by ourselves. We are promoting the global deployment of this service in collaboration with various general trading companies. This paper is intended to introduce details of our work in this regard.

  


  
    2. The Business Environment of General Trading Companies


    Japanese general trading companies handle a wide range of merchandise. They are engaged in entire industries from upstream industries such as in the development of resources that include crude petroleum, iron ore and coal to downstream industries such as those engaged in the product development and manufacturing and their transportation and sales activities. In their activities aimed at the provision of a huge range of goods and services, the general trading companies collect not only data on the politics, economics, industry and enterprise of various countries worldwide, but they are also involved in the building of global networks.


    Traditionally, the primary source of revenue of the general trading companies has been "trading," by which activities that raw materials and goods were sold/bought and commission earned. Recently, however, "business investment," which consists of investing in enterprises and earning profits in the form of stock dividends, is playing an increased role. In considering business investment, trading companies positively promote business deployment in the non-resource field in order to avoid resource-related risks.


    General trading companies possess experience and expertise in the operation of the power generation business as discussed below. This is subject to positive investment by such companies as an investment target for expanding business in the non-resource field, with the aim of earning of profit.

  


  
    3. The Role of the Information Industrial Sector


    IT-related transactions conducted between NEC and the trading companies can be dealt roughly with two sectors: the system building sector that belongs to the corporate department and the information industry sector that belongs to the sales department.


    The former department is in charge of the promotion of plans and projects and acts as the main contact office that handles requests of enterprise resource planning systems construction for executing individual business-related applications and also network construction. The latter department is in responsible for providing other sales departments, customers and group enterprises with the IT solutions; expertise cultivated by the trading companies or core business investment funds and the advanced technologies of the IT enterprises.


    NEC has a longtime history of relations with the information industrial sectors of general trading companies and especially, in the honeymoon period that occurred about three decades ago. NEC was thereby able to expand business by minimizing country risks thanks to collaborations with the trading companies when deploying NEC products (such as the PASOLINK) in various overseas countries.


    Nevertheless, the roles of the information sector are changing due to the adoption of changing strategies. For example, the previous main interest was how to sell commodities based on a "product-oriented" type strategy. However, this has recently been changed to the "market-oriented" strategy, by which the information sector defines the strategic target field and creates/deploys business that can implement newly added values.


    At NEC, we are developing a plant monitoring service business model that makes use of the invariant analysis technology. This aims at establishing a scheme to build sales venders outside the company by collaborating with trading companies that we were able to create in the past (Fig. 1).
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        Fig. 1 Plant failure sign monitoring system.
      

    

  


  
    4. What is Invariant Analysis Technology?


    The invariant analysis technology is NEC's proprietary technology for automatically extracting invariant relationships between measurement items (sensors, etc.) and detecting abnormalities and discovering plant status changes based on these relationships (Fig. 2).
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        Fig. 2 Outline of invariant analysis.
      

    


    At NEC, we are promoting plant failure sign monitoring service business by adopting this technology.


    Traditionally, plant monitoring is based on surpassing thresholds and detecting abnormalities by setting known relationships for the system. However, threshold monitoring has certain issues, such as the significant labor requirement for setting the thresholds according to the operational status and re-setting them after plant modifications. Another issue is that any abnormalities tend to be detected only after they have advanced by a certain degree, as the thresholds are often set beyond the danger levels.


    Since the invariant analysis technology detects relationships automatically from the changes of sensor data, modeling is easily achieved if or when the plant status changes. With regard to abnormality detection, an abnormality is discovered by detecting a break of the pairwise relationship between two points, which means that an abnormality can be detected before the monitoring data exceeds the threshold (Fig. 3 and Fig. 4).
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        Fig. 3 Discovery of "unusual" events.
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        Fig. 4 Comparison with previous monitoring.
      

    


    There remain a small number of actual cases that can demonstrate the effectiveness of this advanced technology in actual operations, so a proof of concept (PoC) is required to demonstrate its effectiveness. In some of the PoCs that NEC has conducted in the past, we have been able to detect faults by up to half a day before a customer noticed their occurrence.

  


  
    5. Power Generation Plant Invested by General Trading Companies


    As described in section 2, the general trading companies are making investments positively in the power sector, particularly in power plants with a view to shifting their investments into the non-resource field. Since 2012, the equity capacities (product of total power generation capacity by stock holding ratio) of trading companies have shown a significant growth.


    Now assuming that the plant failure sign monitoring service described in section 4 is the pertinent commodity, let us explain how effective the activities collaborated with the information department of general trading companies are. The main point in this description is the fact that the general trading companies have already established strong relationships with the targeted power plants. Since the general trading companies are stockholders of the targeted plants, they can effectively make use of the relations obtained via transactions in raw materials, etc. Compared to the case of an approach starting from a market survey of each country and then making contacts to potential customers, the effectiveness of the approach described above is obvious.


    Fortunately for us at NEC, we have longtime relationships with the information departments of several general trading companies and we know that approaches collaborated with them bring advantages. Such as is the case in which the improvement of operational efficiency thanks to the introduction of a service leads to increased profit. This allows us to create a powerful scheme for the collaborated global deployment of services.

  


  
    6. Service Platform Activation


    The introduction procedure for this service is as follows.


    
      	At the data center, data analysis models are created by subjecting the target sensors to the invariant analysis engine of the analysis server.


      	Data is transferred to the data center via data transfer from servers installed in plants located in the field.


      	The models created in (1) are compared with the data of (2) to monitor if any invariant relationships are broken.


      	In case any breaks in invariant relationships are found in (3), the field is notified. (Upon reception of a notification, the plant in the field checks the current status on the service display and takes measures in the field as required.)

    


    One of the concerns in the global deployment of such a service is how efficiently NEC's data analysts can be dispatched. After the actual service has been started, a periodical re-creation of the model becomes necessary due to aging of the equipment and also to the need for periodical servicing. Such re-creation enables the continual provision of a high monitoring accuracy, and its provision as a service enables efficient operation by accumulating the analyzed data in Japan.


    However, the global deployment of service business often encounters restrictions imposed on the overseas vendors who provide newly developing countries with services across national borders. When we study the provision of services for such countries, we collaborate with the relevant general trading companies in order to find and avoid the risks that may be associated with specific countries.

  


  
    7. Business Expansion in the Future


    As described above, we continue to deploy our plant failure sign monitoring service globally for plants that invest in the customers of general trading companies via collaboration with the information sectors of such companies


    We anticipate that the results achieved in this field and the deployment of the service platform among the customers of other business departments will also be of assistance in the creation and implementation of the social values that we at NEC are targeting.
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    Abstract


    Forecasting commodity demand for food manufacturers is very difficult to achieve because it is easily affected by variable factors such as the weather and the success or otherwise of advertising campaigns. The ambiguity of demand forecasting results in burdensome supply and demand adjustments and causes an increase in the logistics and production costs, stock-out, excessive stock and/or disposal losses. NEC applies one of its big data technologies, the heterogeneous mixture learning technology, to perform commodity demand forecasting and to automate and optimize the supply chain management systematization. In addition, NEC also applies machine learning to the simulation of sales measures in order to maximize their effects and to increase the sales volume.
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    1. Introduction


    Maturation of the Japanese domestic market and diversification of consumer preferences are forcing the food industry to expand its business to multiple commodities such as new products, products with limited-time offers, in addition to the regular products. Forecasting the shipment trends of these commodities significantly affects the production plan, material procurement and physical distribution and in some cases may cause an increase in costs or commodity disposal losses.


    Meanwhile commodity demand forecasting is greatly dependent on the weather, events and sales promotion activities, as well as on competitor trends. This has long been regarded as a hard-to-systematize domain and reliability has depended on the experience and intuition of skillful supply and demand adjustment staff.


    More recently, instances of applying big data technology such as machine learning to commodity demand forecasting have been increasing. In this paper, we will introduce a commodity demand forecasting solution by applying the heterogeneous mixture learning that is one of NEC's machine learning technologies.

  


  
    2. Commodity Demand Forecasting


    2.1 Issues of Food Commodity Demand Forecasting


    Generally speaking, the value chain of the food industry consists of; (1) procurement from raw material manufacturers and provision to the production sites of food manufacturers; (2) production at food manufacturers; (3) shipment/delivery from food manufacturer to retailers via wholesalers; (4) sales from retailers to consumers.


    The retailers and wholesalers place orders by considering the sales trends and inventories at the stores (4). The food manufacturer receives these orders and settles the order receptions usually on a daily basis. Although this procedure varies depending on the type of goods (3).


    In contrast and in order to reduce the costs, the procurement of raw materials (1) and production planning at the production site (2) are performed via a long- or mid-term cycle (of six months or more). Therefore, burdensome supply and demand adjustments are needed to fill the gap between demand forecasting and the actual forecasting. If this gap cannot be filled, the business will be seriously impacted by stock-out, excessive stock, disposal losses due to returned commodities or out of date materials stock (Fig. 1).
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        Fig. 1 Value chain and demand forecast of the food industry.
      

    


    One of issues of the food industry is the demand fluctuation, and what make it more difficult is the wide variety of fluctuation factors and the large fluctuation amplitudes. These factors include meteorological conditions such as weather and temperature, the calendrical or seasonal conditions such as the day of the week, special dates and time zones. The shop conditions such as the location, trading zone and population configuration as well as the planogram (products layout on shelves), POP, bargain sales, campaigns, TV commercials and local events must also be considered.


    In addition, the large number of commercial distribution processes makes it difficult to identify the channel inventory. The food manufacturers use not only the shipment data but they have always tried to acquire the warehouse out data via wholesalers and the POS data of the retailers. They have attempted demand forecasting by means of the moving-average or the exponential smoothing methods. However, as these methods were unable to deal with the high amplitude of the demand fluctuations, they have been seeking solutions that rather featured supply-and-demand adjustments, such as the ECR (Efficient Consumer Response) or QR (Quick Response). They have also tried to introduce SCM (Supply Chain Management) based on the TOC (Theory of Constraints), but difficulties with the setting and the maintenance/management have sometimes made it impossible to use the demand forecasting function. The difficulties of demand forecasting are further affected by the recent increase in the number commodity items and the shortening of product cycles.


    2.2 Advent of Heterogeneous Mixture Learning Technology


    With regard to the demand forecasting that has long been an important issue of the food industry, some have started to adopt the approach of machine learning, which is one of the big data related technologies. Among them, the heterogeneous mixture learning technology proposed by NEC is regarded as being very effective in demand forecasting for the food industry because of the following features (Fig. 2).
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        Fig. 2 Features of the heterogeneous mixture learning technology.
      

    


    (1) Feature 1: Auto regularity extraction


    Machine learning is applied to the wide range of factors causing demand fluctuations by considering them as heterogeneous mixture data (of a large variety of data). It extracts regularities automatically and creates forecasting models according to the number of patterns. In the forecasting, an optimum forecasting model is selected automatically to calculate the optimum forecasting values.


    Considering the super-wide range of commodity items, human labor has limitations in its ability to develop optimum forecasting model patterns by making judgments every time. The creation of forecasting models at realistic cost and period is possible only when it is performed automatically by the heterogeneous mixture learning technology.


    Since the forecasting model deteriorates as time passes, the forecasting models should be reviewed periodically to maintain forecasting accuracy. Automation enables a significant reduction in the man-hours required for performing the reviews.


    (2) Feature 2: High interpretability


    Each forecasting model is expressed as the product of the fluctuation factors and the constants obtained automatically by the heterogeneous mixture learning.


    The sizes of the constants indicate the level of the effect of each fluctuation factor (weather, temperature, etc.). This makes it possible to read information such as for example "which forecasting model is applicable on a shiny weekday" or "sales of commodity B increase at a temperature above 26°C". This information is also helpful for identifying issues, such as the fluctuation factors, when incorrect data is used during the fine tuning of forecasting models.



    The two features described above enable the systematization of demand forecasting, which is a routine operation of the food manufacturers, by applying the heterogeneous mixture learning technology.


    2.3 Commodity Demand Forecasting Solution


    This section describes our commodity demand forecasting solution based on heterogeneous mixture learning by following the forecasting flow.


    Roughly speaking, the flow is advanced in two processes of "learning" and "forecasting." In the learning process (Fig. 3), previous data is input to the heterogeneous mixture learning engine to create forecasting models by means of machine learning. In the forecasting process (Fig. 4), the latest and future data (calendar, etc.) are input to the forecasting models to calculate the forecasting results. Each process is detailed in the following:
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        Fig. 3 Demand forecasting flow (Learning).
      

    


    
      [image: e150119_04.jpg]

      
        Fig. 4 Demand forecasting flow (Forecasting).
      

    


    (1) Preparation of learning data


    The data to be subjected to machine learning should first be prepared. To perform highly accurate forecasting periodically, the data should be accurate enough and steadily available at optimum timings. Examples of such data include the following:


    
      	Basic data: Shipment data, calendar information


      	External data: Warehouse-out data, POS data, meteorological data


      	Additional data: Advertising information, special sale information, event information

    


    To acquire the external and additional data at a steady rate, it is required to clear several issues such as agree- Fig. 3 Demand forecasting flow (Learning). Fig. 4 Demand forecasting flow (Forecasting). ment with customers and the preparation of an in-house system.


    The data should be cleansed before being input to the heterogeneous mixture learning engine. Cleansing consists of decisions on how to prepare POS data using different formats depending on each retailer chain, how to handle illegal data and abnormal values, and how to group customers and products based on their names.


    (2) Learning and creating forecasting models


    The prepared learning data is input to the heterogeneous mixture learning engine in order to create the forecasting models. When creating the forecasting models of "Sale of goods A," for example, the data of fluctuation related factors, which is the cleansed past data, should be input. This procedure causes the forecasting models partitioned according to applicable patterns (daytime on weekdays, other than rainy weather on weekends, rainy weekends, etc.) to be created automatically for the same number of patterns.


    For each forecasting model so created, verification data is input to check the gap between the predicted and achieved values. If the gap is large, the process returns to step (1) "Preparation of learning data" and, while referencing the forecasting model, reviews the data. Steps (1) and (2) are repeated until a satisfactory forecasting result is obtained and the forecasting model is established.


    The learning system is provided by NEC via the cloud environment.


    (3) Preparation of forecasting data


    The forecasting data is created by adding the future data to the learning data prepared in (1) and (2) above. The future data mainly consists of the calendar information but can also include effective external as well as additional data.


    (4) Execution of demand forecasting & reporting


    The forecasting models created in (2) are preset in the forecasting system and the forecasting data prepared in (3) is input to calculate the forecasting results. The forecasting results are compiled into a report in an easy-to-use format. The report is output to the supply-and-demand adjustment consultations in the associated departments or as a file containing the initial values to be input to the supply-and-demand adjustment system. In order to make these procedures possible we will develop a reporting mechanism according to the needs of each customer.


    (5) Feedback of forecasting results & review of forecasting models


    In the initial period, the demand forecasting of (3) and (4) is performed using the forecasting models created in (1) and (2). However, the created forecasting models tend to deteriorate gradually due to changes in the market environment and the forecasting accuracy may drop accordingly, which makes it necessary to review the forecasting models periodically. At an optimum interval of generally three to six months, the forecasting models should be reviewed routinely by evaluating the difference between the forecast results and those actually achieved.


    2.4 Expected Effects


    Our proposed solution automates and systematizes demand forecasting based on the machine learning, so that it contributes to the production operation at a food manufacturer that handles multiple commodity items. When the system was evaluated for a food manufacturer, it was found that forecasting with a relatively high accuracy was achieved for 70% of the target commodities.


    Effects to be expected from this solution include an improvement in the demand forecasting for the supply-and-demand adjustment operations and the possibility of optimizing demand forecasting by performing reviews at constant timings such as daily reviews. Also of importance are the results made possible by the above, such as the production/distribution cost reductions due to reduced stock-out and special vehicle arrangements as well as a reduction in disposal losses thanks to the optimized inventory.


    Furthermore, the concept of demand forecasting that used to rely on the experience and intuition of skilled engineers will now be expressed in the form of forecasting models. The knowledge gained from ongoing forecasting jobs and its transfer to non-skilled engineers will also be possible.

  


  
    3. Various Simulations


    The commodity demand forecasting solution employs the heterogeneous mixture learning technology and forecasts the commodity demand based on the time axis. Simulating various cases, e.g. the sales when a certain amount of campaign budget is invested, are also available by entering different fluctuation factors such as sales campaign, bargain, etc. as the simulation values.


    Food manufacturers are sometimes provided POS data by retailers and are expected to propose some ideas to improve the sales of retailers' shops. The data such as channel inventory, consumers purchasing results, etc. of the vending machine is occasionally stored at food manufacturers. In order to cope with such cases, the heterogeneous mixture learning technology provides the solution, and simulates the sales campaign results, planogram, column display, etc. Utilizing big data makes it possible to achieve a significant sales improvement.

  


  
    4. Conclusion


    Application of the heterogeneous mixture learning technology is enabling the systematization of demand forecasting that has long been an issue in the food industry. Systematization and accuracy improvement of demand forecasting can reduce the distribution costs and disposal losses.


    When the forecasting is performed as a simulation, it is also possible to adopt proper measures for increasing sales.


    At NEC, we will continue development of solutions for the food industry by utilizing big data and in order to contribute ultimately to a sustainable and efficient society.
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    Abstract


    The needs for cloud computing is not seen merely from the viewpoint of leveling the operating costs simply by its introduction. It recently targets a greater contribution to customers' businesses such as improving the value of their businesses and works, increasing productivity, etc. To achieve such targets, NEC must not merely provide its own corporate services. What is important now is to build multi-cloud environmen ts optimally by combining on-premise and private cloud environments with the public cloud environments such as Amazon.com Inc. and SalesForce.com, Inc. in order to optimize the situation of each customer. This paper discusses the multi-cloud utilization method that can contribute to customers' businesses, and the key points and technologies of systems and data migrations.
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    1. Introduction


    It is almost five years since the word "cloud" began to be regarded as an important keyword in the market and in discussions with our customers.


    Our customers of around 2010 studied the use of cloud computing from the viewpoint of "what can be placed in the cloud?" But, from around 2014, it has been changing to the viewpoint of "cloud-first," for example "what cannot be placed in the cloud?"


    This change in customers' viewpoints is backed up by shifting the investment domain toward front-office jobs and digital marketing jobs that are connected directly to the business. Such change has chanted the customers' viewpoints to the interests of how to increase business topline or the value of businesses. This is the reason that the viewpoint of reducing the costs by concentration into a single cloud environment has changed and is now focusing on the multi-cloud system that combines multiple cloud environments according to their features*1.


    Customers have demands to use the multiple-cloud environments optimally according to the purpose of each enterprise. However, there are various issues such as migration from the existing system and the linkages between services.


    NEC provides NEC Cloud IaaS, our core cloud service, and multi-cloud utilization to fulfill customers' needs.


    This paper describes NEC's approach of transforming existing system to multi-cloud environment with three viewpoints which are "Transformation (Modernization & Innovation)," "Integration (Combination & Circulation)," and "Transition (Migrations & Transfer)" in aspects of utilization methodology and technology.

  


  
    *1 "Multi-cloud" assumes the combination of three or more cloud services. For example, on-premise/private cloud/public cloud environments, IaaS/PaaS/SaaS, etc.

  


  
    2. Transformation (Modernization & Innovation)


    In deliberations with customers to decide on which domain to be invested and whether or not multi-cloud systems are to be used for business enhancement, we found that customers tend to focus on three major domains, as shown in Fig. 1.
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        Fig. 1 Investment domains of multi-cloud utilization.
      

    


    2.1 (1) IT in the Business Field


    This refers to the front-office job domain for value improvement of business departments. IT activates jobs directly connected to the business by UI standardization and continuous use of leading edge technologies with cloud, workstyle innovation (improve UX), business socialization (corporate SNS and SFA enforcement), and mobile first (work from external and multi-device environment).


    In this domain, NEC is required to accurately complement and utilize domain-specific public cloud such as those provided by Amazon.com, Inc., SalesForce.com, Inc. and Microsoft Corporation.


    2.2 (2) IT for Improving Market Competitiveness


    This refers to the data marketing domain. We need a perspective of how to gather information from customers' core business, R&D and marketing, and convert into useful information and then deliver to the appropriate business field. This strategy enables to step up the customers' businesses to a new stage by utilizing the currently held data, Enterprise Resource Planning (ERP) system and call center data, as well as previously unused data such as social data (Facebook, Twitter, etc.) and open data (population statistics, weather etc.).


    The key point in this domain is that the secure data management and analysis are implemented using NEC's original platform, while big data from devices and edge locations are managed using low-cost public cloud.


    2.3 (3) IT for Linking Information


    This domain refers to the authentication and the data linkage platform (Integration-PaaS) for the seamless connection of environments of (1) and (2) above. Customers' actual need is the minimum modification of the existing systems whenever possible (as total modification increases the cost). Therefore, the key point is to create a mechanism that facilitates additions and removals of systems in order to continuously use the latest technologies of cloud services. To make this possible, loosely-coupled architecture is required.


    NEC implements integration environment on NEC's original platform to secure flexibility and provide an environment that can always benefit from the latest technologies.


    In the domains (1) to (3) above, the value of NEC lies in managing the entire lifecycle of each customer, from consultation to operations, maintenance and delivery, by making extensive use of NEC's latest technologies, know-how of combining cloud services, and partner resources.

  


  
    3. Integration (Combination & Circulation)


    To implement the multi-cloud environment, it is required to select the optimum cloud service for each business and to connect the distributed cloud locations. The architecture in Fig. 2 is necessary to implement integration and information circulation relevant to the business value chain.
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        Fig. 2 Example of multi-cloud architecture.
      

    


    3.1 NEC's Core Competence


    NEC establishes its core competence within complex multicloud environment. NEC has integration know-how to combine various leading edge technologies in Integration-PaaS domain, architecture know-how to achieve optimum DB allocation and economical service cost, and delivery capability including both system and business.


    What is essential to maximize the NEC value with its core competence is the data-oriented concept. Functions such as generation, collection, synchronization, storage and delivery of data are coordinated according to the situation and environment of each customer. NEC implements loosely coupled architecture with data linkage using ETL or ESB, general purpose API using ODATA or SOAP, and a single sign-on using SAML or OPENID.


    In the manufacturing industry in particular, the trends of enhancing existing businesses using information on "things" such as the M2M (Machine to Machine) and IoT (Internet of Things) and of planning new businesses using information on "human-beings" such as open social data, are currently becoming more noticeable than hitherto. In order to make use of the various data sources, it is necessary to improve business value and productivity by making full use of the cloud and mobile technologies. At the same time we must remain conscious of the four architecture layers that are comprised of IoT, collection, analysis, and utilization as shown in Fig. 3.
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        Fig. 3 Structure of data utilization architecture.
      

    


    What should be especially noted is that, in the utilization layer, the drastic workstyle innovation is currently attracting attention with functions to select information to be delivered according to the properties of each "human-being," and to automatically facilitate the circulation of information (Personalize, Marketing Automation, etc.).

  


  
    4. Transition (Migration & Transfer)


    Transition from the existing environment toward a multicloud environment needs four steps including migration planning, migration preparation, migration execution, and post-migration operations as shown in Fig. 4. Of these, the migration planning is the key step.
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        Fig. 4 Cloud migration study steps.
      

    


    Transfer is performed by executing operation (re)design, operation implementation, and operation test concurrently with the above.


    4.1 The Key Technology elements for Migration


    The key points and technology elements for the migration planning are as follows.


    In the system migration, it is important to perform evaluation of overall migration source systems and servers and assess system dependencies, to group all systems into the migration units, and plan the migration method per unit. From this perspective, the technologies elements required to support the cloud migration are shown in Fig. 5.
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        Fig. 5 Technology elements of cloud migration.
      

    


    For machine migration, except in the case of machine reconstruction, consider P2V (Fig. 5-A) when the migration source uses physical servers and V2V (Fig. 5-B) when the migration source uses virtual servers. The output file format should be compliant to the specifications of the migration destination cloud environment.


    For the network, consider new network segments in the migration destination environment. If the same network segments as the migration source is required, for example when NEC Cloud IaaS is used, migration without an IP address change is considered by means of the L2 connection of the inter-DC NW service of a specific NEC data center (DC) (Fig, 5-C).


    For data integrity, consider requirements such as remote location storage, BC/DR, etc. as a disaster countermeasure, and positively use standard cloud functions to minimize costs. (Fig. 5-D).


    For data migration, select the NW transfer tool (Fig. 5-E) and migration tools (Fig. 5-F) according to requirements.


    For integrated monitoring tools for operation, use cloud functions and OSS (Open Source Software) (Zabbix, etc.). If the monitoring requirements are unfulfilled, consider using the monitoring tools used in migration source environment.


    For the backup, use of the cloud function is the first choice. It should be noted that the purpose of snapshot and D2D type backup are countermeasures against disk device failure so backup/restore is performed per drive. Consider using OS function (copy function) and the utility function of the products (export/import functions of the database products) according to the purpose of the backup (Fig. 5-G).


    From the perspective of the utilization of new functions and cost, it is recommended to use the functions of the cloud environment whenever possible, instead of migrating the migration source functions directly to the migration destination environment.


    4.2 Key Points in Cloud Selection and Migration


    The key points of cloud selection are the degree of operation black box/white box, security measures, and individual requirements. When the cloud environment employs a black box operation, there will be issues such as the impossibility of individual operations to avoid system down and deficiencies of the audit and trail measures.


    The first step for solving these issues is to review and decide system requirements with questions such as are the current operations remains necessary?, is it permissible to change the operations in the cloud environment?, and are there any advantages for that ? There are cases in which the combination of the cloud and housing environments are necessary from the viewpoints of specifications, performances and system affinities. Therefore, it is also required to select services in which two environments can coexist without difficulty.


    The key for successful migration is not to stick to 100% migration of the existing environment. Actually, there are many cases in which the OS version and system properties do not match the cloud service. It is important to make a premise of rebuilding the system environments and migrate data and APs as they are.

  


  
    5. Conclusion


    As described above, NEC endeavors to accumulate the technological components and expertise required for customers using multi-cloud environments in multiple aspects.


    Utilization of the multi-cloud environment is an attractive IT platform concept to enterprises, yet it possesses some difficulties, such as choosing and coordinating between existing environment and cloud environment.


    NEC is advancing in studies of the cloud utilization strategy including customers' existing environments. This strategy proposes an effective support for multi-cloud utilization and IT platform implementation and maintenance from the planning phase specific for each customer environment.

  


  
    * Amazon Web Services is a trademark of Amazon.com, Inc. and/or its affiliates in the U.S. and other countries.


    * SalesForce is a trademark of salesforce.com, Inc. and/or its affiliates in the U.S. and other countries.


    * Office365 and Azure are registered trademarks or trademarks of Microsoft Corporation in the U.S. and other countries.


    * Zabbix is a registered trademark of Zabbix SIA.


    * All other company and product names that appear in this paper are trademarks or registered trademarks of their respective companies.

  


  
    Authors' Profiles


    
      SAKAI Yoshiyuki
    


    
      Manager

      Global Products and Services Development Division
    


    
      YAMAGUCHI Tomoaki
    


    
      Manager

      Global Products and Services Development Division
    


    
      YOSHIO Satoru
    


    
      Senior Manager

      Global Products and Services Development Division
    

  


  
    
      Special Issue on Enterprise Solutions to Support a Safe, Secure and Comfortable Life
    


    
      NEC's advanced ICT/SI for the enterprise domain
    

  


  Integrated Group Network Using SDN Case Study: Toyo Seikan Group Holdings


  
    TAMURA Yuusuke, HANAZAWA Shoichi, KITADAI Katsuyuki, OTAKE Takashi
  


  
    Abstract


    As the Toyo Seikan Group's network grew, the cost and complexity of network connections between the Group companies increased, while the lead time required to incorporate new companies or change network settings grew longer. To solve these problems, the Toyo Seikan Group turned to NEC to help build an integrated, cost-effective WAN. Using SDN, NEC was able to successfully integrate the Group's WANs, as well as its firewalls. This paper introduces NEC's SDN solutions by examining the case of the Toyo Seikan Group WAN.
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    1. Introduction


    Taking the opportunity provided by its transition to a holding company system, Toyo Seikan Group Holdings set out to build a network of shared systems and optimize its resources.


    Originally, in order to allow each Group company to control access according to its own policies, firewalls were installed at the contact points between the Group companies and only approved network traffic was passed through the firewalls.


    However, as the number of Group companies connected to the network increased, problems began to emerge. These included the increasing cost of introducing, maintaining, and operating equipment as more and more equipment was added, the increasing difficulty of making changes to system configurations as the complexity of these configurations increased, and the corresponding increase in lead time that these problems created.


    To solve these problems, Toyo Seikan Group Holdings chose NEC, basing their decision on our extensive experience in developing network solutions and technology. To effectively integrate the Group's network, eliminate the connection problems between Group companies, and reduce cost and complexity, we used NEC's Software-Defined Networking (SDN) solutions.

  


  
    2. Problems in the Network


    Toyo Seikan Group Holdings uses a network data center and a main data center that are shared by all the Group companies.


    The group's shared systems and the individual firewalls belonging to each company are installed in the network data center. To maintain each company's security, the network data center is configured to ensure that network connections between the companies are always made via the firewalls in the network data center.


    The main data center functions as the co-location site for backbone and operation servers belonging to each company. Prior to the introduction of NEC's SDN solution, Toyo Seikan Group's network (Fig. 1) had three major problems.
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        Fig. 1 Network configuration prior to the introduction of SDN.
      

    


    • Problem 1


    Firewalls individually configured for different companies and applications had to be installed in the network data center. As a result, whenever a new company was added to the network, additional equipment had to be installed and connected to the shared system. Whenever a device was added or exchanged, the network settings had to be changed. Installing new equipment, maintaining a wide range of devices, and resetting individual devices as required had a significant impact on costs.


    ･ Problem 2


    With more and more devices being added to the system, the complexity of overall system configurations - multistage firewall configuration, for instance - increased dramatically. This in turn made it more difficult to add new Group companies and reconfigure the system. Quick response and rapid turnover was impossible; instead, lead times grew longer and longer as advance confirmation of configuration and operational adjustment by dedicated engineers became necessary.


    • Problem 3


    Because the Group companies configured their WANs separately, overall optimization was not achieved. Each Group company had to install its own WAN lines in the network data center and in the main data center, resulting in high wiring costs.

  


  
    3. Solving Toyo Seikan Group's Network Problems Using SDN


    Having been commissioned by the Toyo Seikan Group to solve these problems, NEC built a WAN in the Group's network data center in August 2014 (Fig. 2). The new system was built around NEC's SDN-compatible UNIVERGE PF Series.
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        Fig. 2 Toyo Seikan Group WAN configuration.
      

    


    3.1 Logical Independence of Each Group Company Facilitated Using SDN


    Using the OpenFlow Virtual Tenant Network (VTN) function implemented in the UNIVERGE PF series, the Toyo Seikan Group WAN provides each Group company with the same level of security available using conventional security system level on a single physical network (Fig. 2 (1)).


    3.2 Firewall Integration Using SDN and Virtual Firewall Functionality


    For the Group's integrated firewall, we adopted the Fortinet FortiGate Series. Using FortiGate's virtual domain firewall (VDOM) functionality, it was possible to build firewalls for multiple Group companies using just the two FortiGate 1100C firewalls (Fig. 2 (2)).


    Using the VTN and VDOM in combination, we were able to build all of the routers and firewalls to handle network traffic for each of the Group's companies using a total of just four devices - two FortiGate 1100C physical firewalls and two PF5240 ProgrammableFlow Switches (PFSs).


    As of June 2015, ten Group companies have been integrated into the system (equivalent to 10 firewalls and 10 routers). This allowed us to significantly reduce the number of devices required and eliminate the need to add more equipment in the future, this effectively solved Problem 1.


    Turning the WAN into SDN and VDOM-based system has simplified not only the physical configuration but also the logical configuration, making it possible to add networks and change firewall settings using software only. This significantly reduced the complexity and difficulty of integrating new companies into the network and adjusting settings, thereby solving Problem 2.


    3.3 Integration of the WAN Using SDN


    We positioned the WAN lines (main and backup networks) which Toyo Seikan Group Holdings was subscribing to as the matrix of the Toyo Seikan Group WAN and built a configuration that integrated the WAN lines of the Group companies (Fig. 2 (3)).


    By adopting the wide-area Ethernet (WAE) L2 service for the WAN lines and using virtual LAN (VLAN) functions, we were able to ensure that each company's network traffic was physically separated. Also by allocating WAN lines using SDN at the points where each company's traffic entered and exited the system and by logically dividing them using the VLAN, we enabled the Group companies to share the bandwidths of the lines (Fig. 2 (4)).


    This measure has eliminated the need for each Group company to have its own WAN lines connecting it to the network data center and helped optimize Group-wide WAN costs, thereby solving Problem 3.


    Moreover, the lines between Toyo Seikan Group's main data center and its network data center have been consolidated into low-cost, low-delay lines that use point-to-point (P2P) Ethernet, which doesn't use WAE. This creates an environment in which the connection between the network data center and main data center operates as if they were hooked into a LAN. This eliminated the need for each company to run its own WAN lines into the main data center, further enhancing network optimization and increasing cost savings (Fig. 2 (5)).

  


  
    4. Network Design


    4.1 VTN Design


    For the nodes used by each company's VTNs. We created vExternals and integrated firewalls, as well as virtual routers (vRouters) and virtual bridges (vBridges). By allocating VLAN IDs to the Group companies and by setting them in the vExternals, this design provides entrance and exit points for the WAN lines and VDOMs used by the Group companies (Fig. 3).


    
      [image: e150121_03.jpg]

      
        Fig. 3 VTN configuration.
      

    


    4.2 Redundancy Design


    The PFSs are compatible with multi-chassis link aggregation (MCLAG), so we adopted a system that uses the MCLAG function to create a redundant connection between the PFSs and the WAN L3 switch which stores the WAN line, as well as between the PFSs and the integrated firewall.


    Redundancy of the WAN line was achieved using the network monitor function of the UNIVERGE PF Series.


    4.3 Flow Entry Design


    The link aggregation (LAG) function of the WAN L3 switch which stores each WAN line is configured so that flow entries are distributed to two PFSs. Because it's easier to fix the addresses of the devices such as servers on the data center side, the flow entries can be distributed to the two PFSs by using the LAG function's traffic distribution capability according to the sender's MAC address (device on the operation center side).


    PFSs also have memory resources divided into a certain size of units. Because each unit is associated with a physical port, load distribution needs to be taken into consideration. Since the PF5240 has two units, it is designed to allocate the physical port in a way that keeps the unit that connects to the integrated firewall separated (Fig. 4).
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        Fig. 4 Flow entry configuration.
      

    

  


  
    5. Transition and Switching Method to the New Network


    As the first step towards shortening the time needed to switch from the existing firewalls to the integrated firewall, we decided to store the existing firewalls in the VTN.


    This allowed us to switch the route from the existing firewalls to the integrated firewall simply by modifying the vRouter's routing settings using the software in the ProgrammableFlow controller. In so doing, we were able to reduce both the transition time and switch-back time. The adoption of this method enabled us to complete the switching operation for each company with a communication interruption time of 5 minutes or less.

  


  
    6. Future Prospects


    Thanks to NEC's SDN solution, the Toyo Seikan network is much more scalable, making it easier and less expensive to integrated additional companies into the network than with the previous TCP/IP network. With the previous system, separate firewalls, routers, and lines had to be installed for each company that was going to be added to the network. But with SDN, adding new company to the network is a simple matter of using the system software to create a new VTN and VDOM. The result was a big reduction in initial costs, as well as a significant shortening of delivery time.


    As for the future, we are currently looking into usage efficiency optimization of multiple WAN lines by using traffic flow control, LAN integration by converting the main data center and WAN operation center into a software defined network, and security measures and disaster measures by making good use of SDN. We will continue to offer SDN solutions that offer more value to customers.

  


  
    * OpenFlow is a trademark or registered trademark of Open Networking Foundation.


    * FortiGate is a registered trademark of Fortinet, Inc.
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    Targeted threats represent today's greatest challenge to information security and have become increasingly prevalent in Japan since 2011. As cyber threats become ever more sophisticated and advanced, their perpetrators have begun to direct their attacks at a wider range of targets including government and municipal offices, universities, and public organizations, as well as enterprises. In this paper, we focus on the damage that can be wrought by targeted attack email - one of the most common techniques used to launch a cyber attack - and discuss how to identify and protect against these threats.
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    1. Introduction


    Cyber attacks pose an increasing challenge for enterprises today, as well as governments and other organizations. Striking corporate IT infrastructures via networks and the Internet, these attacks are increasing in both number and effectiveness every year. Nor are these attacks limited to random, exploitative hacks; today's cyber threat environment is dominated by targeted threats - that is, persistent attacks targeted at particular industries and companies.


    Because targeted threats are carefully premeditated and adroitly executed using sophisticated methodology, it is difficult to prevent them with conventional security measures. Countering these threats requires not only improvements in security, but more effective threat monitoring to identify threats both within and beyond local networks and new tools, tactics, and procedures to deal with those threats. This paper discusses those measures using real-life examples to show how cyber threats can be most effectively countered.

  


  
    2. Overview of Targeted Threats


    In many cases, targeted treats begin with the execution of what is called malware - a foreign program or a set of codes that inserts itself into the targeted computer and performs malicious behaviors. The most common way to insert malware into a computer and have it executed there is to attach it to an email called targeted attack email.


    Targeted attack emails often pretend to be relevant to the daily operations of targeted users and critical to important procedures inside and outside their organization. They are designed so that users open them without any suspicion. Once the email has been opened, the user's computer can be infected with the malware.


    Infection by malware is most commonly achieved by having the user open an attached file embedded with the malware. However, there are now an increasing number of cases in which the email text contains a URL that pretends to be an actual site and clicking the URL causes infection.


    Once the user's PC has been infected by the malware, that PC is used as a springboard to the company's servers and other computers, allowing the attacker to steal confidential information, defraud the company of money, or destroy the systems - whatever is the intended goal of the attack.


    As soon as the attacker's goal has been accomplished, all traces of the attack are covered up by deleting or altering logs and the attack or series of attacks is terminated.


    As we have seen, the most notable characteristic of targeted threats is that routine computer operations can lead to confidential information theft and money fraud, as well as system destruction. Because access is gained by deception, these attacks cannot be dealt with using conventional security measures such as firewalls and antivirus software.

  


  
    3. Targets of Targeted Threats


    A decade has passed since 2005 when the first targeted attack email was confirmed in Japan. During that period, the nature of the targets and the objectives of targeted threats have continued to evolve. Today, the major targets are government agencies and public service organizations that store huge amounts of confidential information, as well as manufacturers that have highly valuable intellectual property. The objectives of current targeted threats can be classified as follows.


    (1) Personal information theft


    As is evident in recent incidents of information leakage, personal information including names, addresses, and phone numbers themselves have monetary value, so such information is stolen for the purposes of selling to list brokers or to use in schemes to defraud the victims whose information has been stolen.


    The introduction of the "My Number" social security and tax identity system in Japan has led to increased concern about the potential for information being lost or stolen.


    (2) Confidential information theft


    By stealing product planning, R&D, and patent information, the perpetrators can sell it to the victim's competitors and make prior patent applications. Confidential information about government and other important buildings can be used for planning terrorist attacks. Other confidential information can be used for espionage activities.


    (3) Money fraud


    In the past few years, there have been countless reports on cases of money fraud by unauthorized access and operation of Internet banking systems. In the United States, in particular, the number of incidents in which credit card numbers are stolen in attacks targeted at POS systems is increasing. Once obtained, the credit card numbers can be used to fraudulently obtain money and goods. It is now feared that this type of attack will also spread to Japan.


    (4) Unauthorized access and destruction of control systems


    Today, even control systems used in factories and various energy plants are increasingly connected to open and network-connected systems - which increases vulnerability to malicious attacks.


    While attacks targeted at control systems can cause devastating damage to the production activities of a company by destroying the systems in the factories, the destruction of systems in energy and chemical plants can disrupt lifelines and can even threaten human life under certain circumstances.

  


  
    4. Trends in Targeted Threats


    The increasingly sophisticated nature of targeted threats is making it more and more difficult to counter them with conventional measures. Nor, in many cases, does a single measure provide adequate protection. In order to provide an IT infrastructure with comprehensive protection against targeted threats, a "defense in depth" is recommended, in which separate measures are taken at different key access points, such as firewalls for Internet connection, intranets, servers, and PCs.


    In addition to the introduction of protection solutions and products, mutual collaboration between various relevant menus of systems, administration, organization, education, and training for early detection of attacks, management to minimize damage, the introduction of procedures and structures to cope with emergencies and ongoing user training are required in order to build systems that can lead to a solution.

  


  
    5. A Real-World Example of Defense in Depth


    An example of protection systems that achieve defense in depth is shown in Fig. below. Along with the flows of data in targeted threats, defense in depth can be accomplished by installing protection solutions at various key points.
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        Fig. Example of defense in depth model for targeted threats.
      

    


    (1) Gateway protection


    It is extremely important that targeted threats from outside be detected at the perimeter of an enterprise - to stop any damage at the water's edge, so to speak. This is generally called gateway protection.


    Gateway protection typically involves firewalls, antivirus programs, and antispam programs, which are installed at points where the enterprise's systems connect with the outside world to protect the in-house systems from unauthorized communications, viruses, and spam mails. However, the majority of the threats today consist of targeted attack emails that pretend to be ordinary emails. Keeping these threats from penetrating the company's systems is difficult for conventional protection systems as these generally operate by comparing current activity with known patterns of attacks and viruses, none of which is helpful in dealing with what may appear to be a harmless email.


    Today products are available that detect targeted threats by executing access to URLs in attached files and email texts in the virtual space inside security mechanisms called sandboxes and examining their behaviors. These products can help strengthen protection against unknown malware which does not resemble any known conventional attacks or viruses.


    (2) Internal protection


    As targeted threats become more sophisticated. It is becoming more common for an attack to penetrate the outer layer of defenses, even when these have been properly set up.


    The second key to defense in depth is to protect PCs and networks inside the company. Once the targeted attack email has passed through the gateway protection, it reaches each user's PC. When the user opens the attached file or accesses the URL in the mail text, malware infection takes place.


    Because the attacker can use the infected PC as a springboard to gain unauthorized access to various internal systems and file servers and then steal information or destroy systems, it is important to prevent the PCs from being infected by malware and to be able to detect unauthorized access and communication of the infected PC.


    These measures are usually called internal protection. In particular, effective measures include interruption of malware trying to infect PCs by monitoring the memories and processes on the PCs, as well as, on the assumption that the PCs have already been infected by the malware, access management, ID inspection, and internal communication visualization to detect suspicious requests for unauthorized login to various systems and servers from the PCs and to detect unauthorized communication and prevent it from reaching the exit.


    Encryption of data stored in PCs and file servers is also effective. Once that has been done, even if data is disclosed outside the company, its content cannot be decrypted, preventing confidential information from being leaked externally.


    (3) Exit protection


    Typically, the main objective of targeted attacks is to steal information. This is usually achieved by concealing information transmission as web communication with the outside initiated by the PC infected with the malware. By detecting communication with the outside, it is possible to prevent the information from being leaked.


    Specifically, effective measures include (1) blocking access to malicious websites by filtering URLs and (2) blocking unauthorized communications with the outside by filtering according to the behaviors of communications and types of applications.


    (4) Log management and incident analysis/tracking


    Although the measures introduced in (1) to (3) can significantly reduce the risk of damage from targeted attacks, there are no measures available at this time that can provide assurance of one hundred percent safety when the nature and methodology of attacks are being constantly evolving, becoming ever more sophisticated and difficult to defend against.


    To bring the risk down as close to zero as possible, it is critical that the log be assiduously managed at all times, regardless of whether a threat is suspected, in order to ensure that any signs of abnormality are detected at an early stage.


    Many of the products designed to protect against targeted threats feature the ability to record system logs, access logs, and operation logs themselves, so it is possible to detect abnormal conditions from individual logs. Recently, however, a growing number of organizations are looking at the possibility of introducing integrated log management, as well as security information and event management (SIEM). Analyzing the collected logs from devices makes it possible to analyze symptoms related to an incident across different devices and perform a comprehensive forensic investigation of the incident.


    (5) Improved operation


    No matter how sophisticated the software or hardware countermeasures deployed, human capabilities remain a key variable in order to prevent advanced targeted threats. Without a thorough grounding in data security and a comprehensive understanding of the functions and features of the various anti-malware products and defensive systems employed, operators may make errors that can leave the system vulnerable. It is also essential that operators know what countermeasures to deploy as soon as the damage from an attack has been confirmed, understand the meanings of the alerts and logs issued by the anti-malware software, and be able to confidently implement countermeasures.


    To function effectively, operators need to be up to date on the very latest in vulnerability and targeted threat information, as well as possessing operation know-how in protection systems. Also required are a security operation center (SOC) that can immediately respond to an emergency by performing security monitoring 24 hours a day, 365 days a year, and a security incident response team (SIRT) that can perform a full investigation of any incidents that occur. These responsibilities can be handled by in-house organizations or outsourced to other companies. It is also necessary to perform periodic self-evaluations, reviews, and improvements in order to ensure that the maximum level of protection is maintained. It is recommended security assessment and diagnosis be used to track that the overall protection environment and single out any areas that require improvement. Employee security consciousness should be enhanced by education and training.

  


  
    6. Conclusion


    Countermeasures against targeted threats are very wide-ranging and require advanced experience and know-how to implement effectively, making it impossible to build perfect structures and measures in a short time.


    We believe that the quickest way to strengthen the countermeasures against targeted threats is to introduce the key protection measures discussed in this paper step by step and to accumulate operation so that the level of the countermeasures can continue to be improved.
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    Abstract


    Enhancement of security measures has become a serious issue in the management of enterprises and organizations. On the other hand, sophisticated attacks, expansion of IT usage and the increasing complexity of countermeasures have made it extremely difficult to decide on the "level of security measures to be taken now". The security assessment proposed in this paper envisages current status from the three viewpoints of; the policy & control level, the communications status and the operational system. Based on results, a plan is proposed for security measure investments. This strategy provides enterprises and organizations with the source data for management decisions on the "timing and the amount of management resources (human, things and money) to be spent on security measures.
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    1. Introduction


    Information leaks due to cyberattacks and in-house security failures are increasing continually. These leaks are becoming a serious management issue affecting the business continuity for many of our customers' enterprises and organizations. The techniques of attacks are becoming more sophisticated and malicious and the countermeasures are accordingly becoming more diversified and complicated. The dissemination of the utilization of IT scenarios such as cloud environments, smart devices and corporate SNS is tending ironically to increase the range of the measures to be taken.


    Consequently, it has become extremely difficult for many of our customers' enterprises and organizations to decide on the "level of security measures to be taken now."


    This paper introduces security assessment, which is a tool for responding to the problems outlined above by deriving optimum solutions for protecting information assets against the threats of cyberattacks and in-house security failures.

  


  
    2. Outline of Security Assessment


    Security assessment is a consultation service that assesses the security control status of each customer enterprise or organization and draws up a plan for the arrangement and execution of projected security measures based on the results. Fig. 1 indicates perspectives used in such assessments. Three viewpoints are used, which are; the policy & control level, communication status and the operational system. Based on the results, a plan is drawn up to define the proposed security measures investment. This provides enterprises and organizations with source data for management decisions on the "timing and the requisite amount of management resources (human, things and money) to be spent on security control measures."
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        Fig. 1 Viewpoints of security assessments.
      

    

  


  
    3. Security Assessment Issues


    In the development of security assessment, we take special care to "let the customer recognize the actual status of threats correctly and to implement sure arrangements and control measures in a short time period." In the following subsections, we will describe the assessment points introduced for each of the three viewpoints described above together with the differences compared to ordinary simplified assessments.


    3.1 Policy & Control Level Assessment


    This procedure consists of checking if the security control is inadequate by security policy evaluations and trials. Most of the ordinary simplified assessments conduct "wide but limited" diagnostics of the measures taken by the whole enterprise using a technique called the baseline approach. In this context, however, it is hard to determine the control target range and to decide on the measures to be taken.


    The present assessment adopts the technique of adding partial detailed risk analyses to the baseline approach. The differences between the two kinds of approach and details of the approach taken by the present assessment are shown in Table 1 and Fig. 2 respectively. The key targets of the invested security control measures can be set by adding a deep assessment targeting the IT environments related to important information assets (Fig. 2-(1),) and to an assessment targeting all of the IT systems and devices in the enterprise (Fig. 2-(2)).


    
    
      Table 1 Representative analysis techniques.
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        Fig. 2 Approach taken by the assessment.
      

    


    3.2 Communication Status Assessment


    This procedure checks illegal communications by connecting the next-generation firewall to the mirror port. The illegal communications include those with suspicious behaviors against the in-house network, the use of non-permitted free mails or file sharing with external persons, and behaviors breaching the security policy. In many cases, these threats are often unnoticed until actual damage is detected and it is therefore difficult for the baseline assessment to obtain an accurate solution. The present assessment lets the customer recognize the fact of a thread occurrence situation based on the log detected from the next-generation firewall.


    3.3 Organization/Institution Assessment


    After the arrangement of the security measures, this assessment evaluates whether they can be executed or not, by judging adequacy of human resources and their current allotment for the security control. However, various issues have been seen in actual cases in the past; the team in charge of the security control execution was not organized in the IT department (or subsidiary), enough number of skilled staffers to manage and execute the security measures were not allocated, etc. In order to solve such issues, NEC will collaborate with enterprises to examine building the system enabling smooth execution of extracted measures.

  


  
    4. Security Assessment Flow


    Fig. 3 shows how the security assessment is advanced.
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        Fig. 3 Flow of security assessment.
      

    


    The standard period is set at two months. Seven work sessions are held on a weekly basis and each work session lasts for about two to two and half hours.


    The first step of the process, "Basic information identification" checks the current IT environment and the IT environment related to important information assets.


    Next the "Vulnerability survey" checks the policy and control measure situations by hearings based on the assessment sheet, which is structured as shown in Table 2. It consists of 42 main items and 256 sub items in eight fields.


    
    
      Table 2 Configuration of assessment sheet.
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    Concurrently, the "Risky communication status survey" assesses the actual status of communications using the next-generation firewall.


    Based on the above results, "Risk analysis" is conducted in order to clarify the domains in which the security measures are inadequate by means of per-item result analyses as well as by comparison with other enterprises. This is based on the benchmark data of the Information technology Promotion Agency, Japan (IPA) and data obtained from enterprises assessed in the past.


    Then, a "Countermeasures and roadmap study" is performed based on the analyses results. Countermeasures are studied in discussions based on the current IT environment and by using the TOBE model prepared by NEC. The TOBE model of a cyberattack is shown in Fig. 4.
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        Fig. 4 TOBE model of cyberattack countermeasure.
      

    


    The extracted countermeasures are not only ones of a technical nature but also include management-related ones such as user training.


    The execution roadmap of the countermeasures is defined. The roadmap covers the coming three years based on the priority of countermeasures set in the risk analysis and in the technical relationships between the countermeasures and the mid-term IT program. The approximate cost of each countermeasure is calculated or set with preconditions in collaboration with the SE members.


    Finally, the standard assessment completes with the "System study" for the execution of the countermeasures.

  


  
    5. Actual Cases of Security Assessment


    5.1 Housing Manufacturer A


    Considering that information leak incidents due to in-house security failures are occurring as social problem, company A decided to shift the conventional security control that is built based on the optimistic orientation and to share this idea in the entire corporate. It therefore adopted the current assessment in compiling the report submitted to promote the security investment plan.


    After an assessment period of about two months, the report was submitted and the company is currently executing the preparatory measures, including enhancement of the authorization platform environment.


    5.2 Railroad Company B


    Company B decided that enhancement of the risk resistance of group subsidiaries is necessary for enhancing the management of its group subsidiaries. It therefore adopted the current assessment, aiming at fostering security consciousness in the group subsidiaries and the visualization of security-related IT environments. The assessment period extends over half a year, during which time the security enhancement plans of the IT department of the head office and management of the group subsidiaries are coordinated. Meanwhile the specific study for turning security into a shared service is being advanced by the IT subsidiary.


    5.3 Chemical Material Manufacturer C


    Company C has forged an IT strategy and conducted the security enhancement at the group level, however, the inadequacy of the security staff in the IT subsidiary was becoming a serious issue. In order to solve this issue, it was necessary to tune the system including collaborations with external enterprises, and eventually the company decided to adopt the current assessment. In the assessment period of about a month, the company reviewed the role allotment between the IT department of the head office and the IT subsidiary, and also examined the security management system of the IT subsidiary that included the collaboration with NEC as their choices.

  


  
    6. Conclusion


    In the above, we introduced an outline of the issues and actual cases of our security assessment proposals. Security is one of the critical strategy topics comprising the social solutions of NEC and the assessment described here is a supporting tool to open the door for the expansion of business discussions. In the future, we intend to further enhance such solutions by continually identifying changes in customers' perspectives.
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    Abstract


    The target of information communication technology (ICT) has now gone beyond the boundaries of corporate information systems and is currently widespread and covering many sectors, which includes business platforms for production and services as well as for social infrastructures. Recently the use of control system has become more and more significant. However, those particularly in the private sector and also the security measures of factories or plants do still tend to be inadequate. Based on interviews with company personnel this paper attempts to explain the background to the importance of security measures, the characteristics of control systems, issues related to security measures and the orientation of such measures.
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    1. Introduction


    The computerization of society has caused the information communication technology (ICT) to go beyond the office boundaries of the use of business systems and of information systems. IT is now disseminated throughout wider fields, such as being embedded in factories and in products, as well as in homes and general social infrastructures. Significant benefit is thereby provided in these sectors by achieving improved convenience and efficiency. On the other hand, malicious cyberattacks and misuse/abuse by internet users are increasing threat risks to the protection of information and assets and the safety/security of satisfactory business continuity and on society in general.


    Although the security measures applied to corporate information systems and communications networks continue to attract keen attention, those for the control systems supporting business operations do still tend to be inadequate. In this paper, our discussions will focus on the present and future measures adopted by companies for their control systems.

  


  
    2. Background to the Need for Control System Security


    Since the malware cyberattack known as Stuxnet on the Iranian nuclear facilities in 2010, cyberattacks abroad have been increasing, particularly at energy plants and key equipment manufacturing sites (Fig. 1). Two kinds of malware were additionally found in 2014 as the signs of a further increase in attacks became evident. For example; the control system of an American automobile factory was infected by a virus from a PC brought in from outside and the production line was stopped causing damage assessed at 1.7 billion yen, an oil pipeline was exposed to a cyberattack and a German steel plant was infected by malware and was consequently unable to stop the furnace in the normal manner, which led to significant damage due to equipment failure. Similar incidents also occurred in Japan. According to the control system vulnerability information reported to the Information-technology Promotion Agency (IPA), serious threats are on the increase such as that the entire systems was overtaken by malicious cyberattack from remote locations, or other serious threats such as leakage of large amounts of system information (Fig. 2).
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        Fig. 1 Number of cyber incidents dealt with by U.S. ISC CERT.
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        Fig. 2 Breakdown of the degrees of seriousness of vulnerability of industrial control system software.
      

    


    In the following, we will discuss how companies consider the impact of increases in security incidents related to control systems and what measures they intend to take, based on fieldwork survey reports including hearing surveys.


    Three types of background can be listed that indicate the security of control systems is gathering importance.


    Firstly, because of the overseas deployment of such information under the accelerated globalization of business due to M&A and other causes, it is more and more recognized as a critical issue that the risk of confidential information leaks, such as operational know-how, procedures and design information is increasing.


    Secondly, it is also recognized as an important issue that information security incidents run the risk of threatening social infrastructures, plant safety and environmental conservation. In the Japanese Basic Act on Cyber Security enacted in November 2014, the Japanese Government assumed leadership against such threats by identifying 13 major businesses that are critical in supporting the social infrastructures, and extensive damage could be inflicted on social environments if such enterprises are adversely affected by security incidents. The government advises industries to adopt suitable countermeasures by establishing security-related safety standards, and requests submissions of incident reports and the sharing of related information.


    As stated above, an environment for adopting cyber security measures in close collaboration between the government and private sectors is currently being created in Japan. Unlike the conventional security measures of the past, the recent cyber security measures involve management issues such as business stability and social responsibility.


    The third type is the background of the control system itself. This concerns the accelerated opening and networking of factories and plants. So far, it has often been said, "a factory is composed of proprietary technologies and protocols of system vendors so that the security risk is small. It is safe because it is not subject to external influences."


    Fig. 3 shows the result of a 2009 survey by the Japanese Ministry of Economy, Trade and Industry, showing that about 90% of plant facilities utilize general-purpose OSs. Fig. 4 displays results of the same survey, showing that about 40% of plant facilities have external connections. The same survey also indicates that 70% of plant facilities use USB devices for data input/output and maintenance.
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        Fig. 3 Utilization of OSs in plant maintenance (number of terminals).
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        Fig. 4 Connection to external networks.
      

    


    More recently, the global factory concept and networking are required to deal with fresh business needs. Such new businesses have emerged from the concepts of "process innovation" and "product innovation" that are based on wireless LAN, tablet terminals, Industry 4.0 and Industrial IoT.

  


  
    3. Control System Characteristics


    In this section, we will review the representative characteristics of the control systems and consider the issues related to control system security.


    Fig. 5 shows a diagram of a typical control system configuration.
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        Fig. 5 Control system configuration diagram.
      

    


    Separate to the office network, there are three network layers; these are the control information network, the control system network and the field network.


    We define the area enclosed by broken lines in the figure as the control system and enumerate their characteristics as follows:


    ･ Systems emphasizing availability


    With priority on real-time control operations, this kind of system is simple and few of such systems adopt security measures. In addition, in order to eliminate effects on the control operations these systems are rarely updated by means of patching, etc.


    • Systems emphasizing connectability


    As this kind of system is connected to various field devices, such systems often use interfaces and protocols that are open to the public.


    • Long service period


    Because the system is used for 10 or 20 years, there are not a few cases in which no longer supported OSs and applications are often embedded and continue to run.


    • High vendor dependency


    This kind of system puts priority on availability, and such systems often rely on the control system vendors for their maintenance, administration and maintenance.


    • Role allotment in organizations


    The role allotment most often applied is to let the IT systems department manage the parts of the control system network, shown above Fig. 5 and let the engineering or production technology department manage those shown below. The most frequent outcome of this arrangement is an inadequacy of collaborations from the viewpoint of information security or a lack of human resources that are capable of understanding both the information and the control systems.



    Based on the above, we may say that the control systems feature very high vulnerability and security risks because they are subjected to open networking while the security measures for systems are either not taken or are not possible to be taken. Consequently, the following three issues become the main ones that are related to the control system security.


    
      	Fostering an information security consciousness against the control system


      	Introduction of measures and actions according to the control system characteristics


      	Measures collaborated with the suppliers.

    

  


  
    4. Proposals of Control System Security Measures


    In this section, we propose the possible measures to be adopted against the three issues enumerated in section 3.


    4.1 Fostering Consciousness of Information Security of Control System


    A framework of what should be done regarding control system security is given by the CSMS (Cyber Security Management System) based on the IEC62443-2 international standard, which is the control system version of the ISMS (Information Security Management System) for the security of information systems. Whether or not individual systems are certified by the management assessment of the CSMS, it is still beneficial that management takes appropriate measures by using the requirements of the assessment as a reference.


    4.2 Introduction of Solutions according to the Characteristics of Each Control System


    • Segmentation of networks


    Segmentation of networks according to the security level makes it possible to prevent invasion and expansion of malware and improve the security of the environment in which terminals are used even after the expiration of their support periods. Specifically, it is essential to divide the office network and control networks with a firewall, or the like to ensure security by adopting the SDN (Software-Defined Networking) technology. Consequently, the network security can be assured by re-routing them to a securer network even if any unsupported terminal is connected to a network or if a packet that displays suspicious behavior is received


    • Introduction of individual authentication management


    Since individuals engaged in work in a factory or plant have high mobility and are not limited to being corporate employees, it is difficult to apply individual authentication by ID or password. In such cases, it is possible to adopt composite countermeasures to ensure both physical and cyber security.


    These countermeasures include for example enablement of control system operations exclusively for offices under surveillance or to authenticate individuals by means of face recognition by a monitoring camera. It is also possible to combine the individual authentication and the SDN described above in order to effectively limit the networks each individual can access.



    Other suitable security measures for the office domain, such as the white list type application control and the control of devices such as USB devices may also be utilized fully.


    4.3 Measures Collaborated with Suppliers


    For information systems, it is a widely adopted practice to define the security requirements as nonfunctional requirements at the time of procurement and operation. For the control systems, too, the need to define the requirements for secure development and operation is increasing. In relation to the CSMS conformity assessment, there is another product assessment system called the EDSA (Embedded Device Security Assurance). Its framework is also applicable for checking the security function of the control system to be introduced.

  


  
    5. Conclusion


    A significant majority of enterprises now recognize the importance of control system security and tend to feel that the currently adopted countermeasures are inadequate. The management of control systems and factories is extremely challenging because it cannot be separated from the global security management that inevitably involves overseas subsidiaries.


    We feel strongly that the information system (IS) departments must make use of their expertise in order to lead the field from a standpoint that is close to management. This will be achieved by transcending the boundaries that exist between the office and factory and the parent enterprise and group companies as well as those that afflict the relationships of various countries.
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    Abstract


    The advancement of digitalization and the image quality improvement of surveillance cameras has expanded use of the computer analyses of camera images for various applications, such as for monitoring and personal authentication. NEC possesses image analysis technologies that feature the top performance worldwide*1*2 in the fields of both subject and individual identifications. The company is aiming at a systematic arrangement of its image analysis technology for use in a wide range of applications. These will include; a face recognition solution that identifies individuals from their face images for use in offering hospitality to VIPs, etc., a behavior detection solution that detects human behaviors for use in crime prevention, etc., and an object identification solution that can be used to collect retail inventory information or to check the parts assembly situations of manufacturers, etc.

    


    
      Keywords


      VCA (Video content analysis), face recognition, subject identification, object detection, behavior detection.

    

  


  
    1. Introduction


    The recent advance of digitalization of surveillance cameras has been promoting improvement in the quality and resolution of monitored images. On the other hand, the technology for analyses of images obtained with cameras is also making progress and is expected to be applied in many fields. Particularly, if work previously done by human eyes is replaced by computer analyses of images obtained with IP cameras and digital cameras, it would be possible to create new solutions that can substitute for human effort.


    At NEC, we possess various image processing technologies at the world leading level that is high enough to implement the world as described above, and we are planning to develop new solutions using these tools by systematically arranging the image analysis technologies to build VCA (Video Content Analysis) solutions and by providing them to various fields.

  


  
    *1 NEC gained the top ranking in the face recognition evaluation vendor tests of the U.S. National Institute of Standards and Technology (NIST) in three consecutive times in 2009, 2010 and 2013.


    *2 NEC developed sensing technology that identifies more than 100 articles correctly and instantaneously for the first time in the world (announced on December 5, 2012).

  


  
    2. VCA Concept


    An image analysis service system is mainly composed of the following four layers.


    
      	A data source layer that generates content obtained with IP and digital cameras


      	A storage layer that stores obtained data


      	An image analysis layer that analyzes images


      	A service layer that provides various services

    


    In this paper we propose a mechanism for extracting humans and objects and their situations by using the image analysis layer as the VCA platform (Fig. 1). We apply various analysis technologies including face recognition, object identification, behavior detection, Crowd Behavior analysis and personal characteristics estimation (age range and gender) to the collected images. Combining these analysis technologies allows us to implement a wide variety of services. Since an image contains much information, the implemented services extend over a wide range from crime prevention to customer support and marketing.
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        Fig. 1 Concept of the image analysis system.
      

    

  


  
    3. Scenarios of Service Applications


    This section introduces the specific scenarios in which the three representative functions of "face recognition," "behavior detection" and "object identification" are applied.


    3.1 Face Recognition


    Person identification based on face image is expected to improve crime prevention and various other services. For example, at a concert or a theme park, the entrances of legitimate users, such as those persons that actually purchased annual pass, can be confirmed by face recognition while preventing abuse.


    If a hotel registers the face of a frequent user in advance under his or her permission, the person can be detected automatically at the next visit and enjoy hospitality services such as a smooth check-in.


    On the other hand, it is also possible to register an undesirable guest who has caused trouble before as a suspicious person. If such a person visits the facility again, he or she can be detected in order to avoid a possible trouble and to thereby improve the crime prevention level.


    3.2 Behavior Detection


    Security at large commercial facilities such as shopping malls is usually performed by cameras and/or security officers. However, the recent trend in building very large malls has been making it harder to monitor every corner continuously. Even in such a situation, the system can improve the safeguarding efficiency by automatically detecting abnormal behavior. For example if a man falls down and is surrounded by a crowd of people, the security guards may be alerted.


    3.3 Object Identification


    The need for job efficiency improvement by making use of images has been rising recently. At present, when a dealer or beverage/food manufacturer wants to check the display situation at the shop, it is necessary to check each and every goods, which necessitates a huge amount of labor.


    With the present technology being capable of identifying multiple objects simultaneously, it becomes possible to identify each goods from a shelf image that captures the displayed products. This enables the efficient collection of the displayed information (Product placement (planogram)) as well as the article display situation information of auto vending machines etc.


    If image recognition is added, it is also possible to use this function in the inspection of external views of production parts in the manufacturing industry or of the parts mounting situations of installed equipment.

  


  
    4. System Images of VCA Solution


    This section describes the system image of each of the face recognition, behavior detection and object identification functions.


    4.1 System Image of Face Recognition


    NEC's face recognition technology boasts world leading accuracy*1. Based on such a performance, we are able to implement real-time, highly accurate face recognitions of multiple persons.


    Before this function is used, it collects the face image of each person to be subjected to detection, generates the feature points from the face image and registers the result in a database. In the scenario of actual use, the system detects faces from the image captured with a camera and generates the feature point data from each detected face image. Then, the generated feature point data is collated with the master data of the previously registered feature points (feature point database) and a matching person is output as the detection result (Fig. 2).
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        Fig. 2 System image of face recognition.
      

    


    The VIP and suspicious person detections are required to detect specific persons from an undefined number of users in real time, and the detection accuracy becomes higher when the amount of image information is larger. Consequently, we implement highly accurate personal identification by obtaining tens of face images per second from the camera.


    4.2 Behavior Detection


    Detection of specific behaviors requires that the machine has the understanding of what the specific behaviors are. This function detects specific behaviors from images by learning various human behaviors via the deep learning technology that is currently attracting attention. The deep learning technology used in the present context is NEC-original "NEC Advanced Analytics - RAPID Machine Learning V1.1" that can detect human behaviors with high speed and accuracy.


    Before this function is used, it learns the prescribed behaviors and generates the dictionary data (educator data) that is used as the guideline for detection based on the learned results. Then, in actual use, it judges whether or not the actual image information obtained from the camera contains any suspicious behavior to be detected by comparing it with the detection model (Fig. 3).
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        Fig. 3 System image of behavior detection.
      

    


    The judgment results can be used in routine jobs by notifying the relevant workers (e.g. store manager, etc.) of the details.


    4.3 Object Identification


    In order to use this function in actual work, it is not only required to identify a single object (goods, etc.) but also to identify multiple parts or articles. NEC has developed a technology that identifies multiple articles simultaneously and senses their types and numbers with high speed and accuracy as a world first solution*2. In combination with this function, we also use a technology that performs a high-speed, high-accuracy grouping of feature points based on the multiple feature point data (key point) positions extracted from the images. We can then identify which feature point group corresponds to which article by collating the data with the image database (feature point database of articles and parts) (Fig. 4).
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        Fig. 4 System image of object identification.
      

    

  


  
    5. Conclusion


    In the above, we have described the VCA technology that uses image information from cameras and the scenarios in which they are applied.


    In the future, we will aim at implementing even more advanced services by combining with the big data analysis technology. For example, by predicting the intended behavior of persons based on images captured with a camera.
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    Abstract


    Web-based systems are required to track the extremely high speed of innovative web technologies and to handle a large variety of business systems.


    The key to meeting these requirements does not lie in combining several pieces of software, but it is the "agility" of quick building and execution of solutions with a "light" configuration that can deal flexibly with change. This paper introduces the functions and expected effects of the web development framework "NeoSarf/F" and of the infrastructure supporting it "NeoSarf/J," both of which are the fruits of our endeavors in the SE field.
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    1. Introduction


    The dissemination of smart devices such as smartphones and tablet terminals and the expansion in the use of cloud platforms by enterprises has been increasing year-on-year the need to develop applications for web-based systems and smart devices for business systems. The EC (electronic commerce) market leading the expansion of web-based systems is growing at a higher rate than that of the department store and conveniencestore markets; reaching a scale of about 12.8 trillion yen in 2014 (Fig. 1).
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        Fig. 1 Changes in the Japan's BtoC-EC market scale.
      

    


    At NEC, too, we developed a solution called "NeoSarf/EC" in 2010 and proceeded to sales talks, but we were then in need of hard experience. This was because we took the traditional approach and fixed the functions with too heavy a configuration. Actually, the majority of causes of rejection by the market were "too high prices" or "lack of product appeal."


    So we decided to go back to basics and we have finally succeeded in developing a completely new tool. This is the "NeoSarf/DM" EC/direct marketing integrated solution, which is composed of a group of EC/direct marketing job templates. We then commercialized the engine parts of NeoSarf/DM as independent solutions by using "NeoSarf/F" and "NeoSarf/J" as introduced below.

  


  
    2. NeoSarf/F and NeoSarf/J


    NeoSarf/F has been developed aiming at becoming a tool that focuses exclusively on job design/building by minimizing the influence of web technology and the client environment (browser). We have also enabled reductions in the term of delivery and of the cost of the entire productivity improvements. This was achieved by providing a loose coupling procedure for improving the component reuse rate and by the enhancement of the coding efficiency.


    For the infrastructural configuration, we have shifted the concept of "building" to "combining" and achieved a loose coupling that presupposes changes. NeoSarf/F and NeoSarf/J achieve the integration of nonfunctional domains such as SI (System Installation), configuration change and configuration management (Fig. 2).
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        Fig. 2 Total environment.
      

    


    NeoSarf/F and NeoSarf/J must be capable of running for 24 hours/day and 365 days/year and the present solution is also applicable to the mission-critical systems that are becoming web-based. This is because it incorporates the features required in the scenarios of development and operation that are based on our expertise as obtained via development of EC/direct marketing systems for the distribution industry.

  


  
    3. Building Efficiency Improvement by NeoSarf/F


    There are three major effects expected from the use of NeoSarf/F, which are "speeding up the development period," "reduction of the development cost" and "improvement of the development quality." Similar effects may be obtained in function modifications and additions in the operation & maintenance phase as well as in the development phase.


    NeoSarf/F adopts a service-oriented architecture (SOA) in order to solve the difficulties caused by the use of component design, such as the standardization of inter-component interfaces, the prevention of component complication and the elimination of complex issues from the released work.


    With regard to the design phase, errors in the specifications can be reduced by using screen design and screen authoring tools to facilitate the generation of a "working model" without need of special skills. The working model is provided with job processing operations after the development stage has started so that elimination of waste and improvement of development flow efficiency can contribute to cost reduction. This technique is not only effective in the EC/direct marketing domain but also in universal web-based systems.

  


  
    4. Features of NeoSarf/F


    4.1 Structure of NeoSarf/F


    With NeoSarf/F, a single core application drives the system dynamically using parameters called "conductors." The integrated management of the conductors and the standard definition of an interface required for loose coupling, called the "cushion," contributes to a minimization of the range affected by development and customization as well as to the release with the compileless.


    For the building technique, the design information is registered as source data using the Repository Management System (RMS). At the time of execution, the core application receives the request and performs the behavior registered in the repository data to achieve the job processing and screen display generation (Fig. 3).
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        Fig. 3 Structure of NeoSarf/F.
      

    


    A single screen page can accommodate multiple components (function group), each of which is composed of a design form (design) and conductor (processing function) (Fig. 4).
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        Fig. 4 Features of NeoSarf/F.
      

    


    4.2 Interpreter Type Language "Conductor"


    The Conductor was initially born as a control type unique language executed by combining Java components. It adopts an interpreter type drive method to enable dynamic additions and/or modifications of the operational components. The Conductor can be developed independently from any language. Since it is a high-class language, a single line written in it is equivalent to tens of lines of Java language from the viewpoint of coding. Consequently, it is possible to develop operational components using both the Conductor and Java according to the characteristics of the project.


    The Conductor is coded using a dedicated development editor to improve the cording and debugging development efficiencies. It integrates the functions that have previously been implemented by combining several products, such as the method description (structured programming), copy & paste, search, context check, code checking using CDI dictionary (maintainable dictionary), step execution and variable checking (Fig. 5).
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        Fig. 5 Integrated development editor and Conductor (development language).
      

    


    4.3 Standard Interface Implementing and Maintaining Loose Coupling


    The cushion is a standard interfacing function that works as the mechanism for implementing and maintaining loose coupling. It can link all of the components, screens, processing operations and DBs logically so components and designs can be replaced dynamically (Fig. 6).
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        Fig. 6 Standard interface "Cushion."
      

    


    The cushions are not only used in coupling between components but their flexibility against changes in the scenarios of component usages also enables reuse of data (Fig. 7).
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        Fig. 7 Image of SOA structure.
      

    

  


  
    5. Features of NeoSarf/J


    5.1 Structure of NeoSarf/J


    NeoSarf/J applies the joint design orientation (all-common interface rule) to the interfaces (IFs) among a large variety of access devices, external ASPs and middlewares. This makes it possible to adopt the same system configuration regardless of the system scale, thereby ensuring extendibility and freedom of selection (Fig. 8).
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        Fig. 8 Basic functions and examples of applications of NeoSarf/J.
      

    


    In the following the three "freedoms" available via the functions of NeoSarf/J are described.


    (1) Infrastructure-free


    The infrastructure to be used can be selected freely from on-premise, housing/hosting and the cloud. Regardless of the selected infrastructure, the same level of security measures is available via the standard configuration.


    (2) Formation-free


    Development is possible with a single server, and the number and configuration of the servers can be changed dynamically according to the needs of the project phase, the development regime and the details of each test. After the start of the actual operation, the servers can be added or removed without interrupting the site.


    The linkage with the cloud service enables auto-scaling suitable for NeoSarf/F without influence from cloud service characteristics from the various providers.


    (3) Position-free


    Even when the number of servers is fixed, the roles of the servers running in a system built with NeoSarf/F can be modified dynamically for effective use of servers with low operation rates. If the specification of the NeoSarf/J is changed, the changed server roles become effective from the next access.

  


  
    6. Conclusion


    It is expected that the IoT (Internet of Things) will continue to advance and that all things including unexpected ones will be connected to the Internet. Recently, the expansion in the use of mobile terminals such as smartphones has triggered changes in the behaviors and needs of consumers. This trend has promoted integration of all marketing and distribution channels, including that of actual shops and online stores. This is known as omni-channel retailing.


    Many of the users of NEC products are profit making organizations such as enterprises, and our ongoing mission is to develop system integration (SI) services for the users. We believe that provision of the convenience of omni-channel retailing is the form of SI that should be pursued at the present time. We intend therefore to bring advancements to NeoSarf/F and NeoSarf/J, which are the web-based system building technologies designed to support the systems described above while creating strong infrastructures for the omni-channel systems.

  


  
    * Java is a trademark and a registered trademark of Oracle Corporation and/or its affiliates in the U.S. and other countries.

  


  
    Authors' Profiles


    
      YAMAMOTO Kenji
    


    
      Senior Manager

      Enterprise SI Management Division
    


    
      OIKE Taroh
    


    
      Assistant Manager

      Enterprise SI Management Division
    


    
      TANAKA Hideyuki
    


    
      Manager

      Enterprise SI Management Division
    


    
      SATO Daisuke
    


    
      Enterprise SI Management Division
    

  


  
    
      Special Issue on Enterprise Solutions to Support a Safe, Secure and Comfortable Life
    


    
      NEC's advanced ICT/SI for the enterprise domain
    

  


  Embedded System Solutions for Creating New Social Values in the Age of IoT


  
    OKANOYA Kuninori
  


  
    Abstract


    Business environments vary continuously and are becoming more and more complicated. While a mechanism that can deal with environmental change is required, IoT (Internet of Things) is expected to be capable of creating new values by solving various issues. To implement the world of IoT, the embedding technology connecting the real world and IoT is of increasing importance. This paper introduces system solutions for achieving effective IoT that can deal with the constraints effected by various utilization environments, etc. This is done by implementing functions such as sensors, data communication and data processing.
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    1. Introduction


    NEC has always adopted the approach of going ahead of the times by predicting imminent changes to society. From computers and networking equipment to cellphones and satellites, we have developed numerous devices and systems. Throughout the history of more than one century, we have developed our well-known technologies such as image recognition, communications and security and the technologies for embedding them optimally in our products. We have also built large-scale systems that can integrate IT infrastructures and applications.


    We are currently merging a variety of technologies including SDN (Software-Defined Networking) and cyber security that we have developed using our most advanced ICT assets. The results will be deployed in every conceivable domain in order to support the approaching age of IoT (Internet of Things).

  


  
    2. Embedded System Solution Menu


    We aim to assist customers from the product planning stage, support their product development by coordinating the development of required technologies and also to assist in the improvement of mass-production systems. Fig. 1 shows the main embedded solutions menu that we are currently providing for our customers.
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        Fig. 1 Embedded system solution menu.
      

    


    2.1 OEM Supply and Component Provision


    The OEM supply and component provision (Fig. 2) contributes to products of our customers in their early market release and further added value improvement.
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        Fig. 2 Wireless communication for sending collected sensor information (left) and energy management unit for integrating the energy measurement and control functions (right).
      

    


    2.2 ODM, EMS, Development Contracting, Software Provision


    According to the request of each customer, we are commissioned to provide support either for development only, manufacturing only or from development through manufacturing and maintenance (Fig. 3). We also provide customers with IPs and/or software (Fig. 4).
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        Fig. 3 Embedded software development menu.
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        Fig. 4 High-speed, high-quality image codec IP.
      

    


    2.3 Consulting and Training Services


    For the various issues that affect the product development of customers, we propose ideal solutions based on NEC's achievements and expertise (Fig. 5). We also contribute to fostering human resources.
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        Fig. 5 Human-centered design consulting for HDC (UCD)
      

    


    2.4 Development Tools, Development Support Services


    We provide development tools contributing to quality improvement and cost reduction (Fig. 6) as well as the development support services of our professional staff.
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        Fig. 6 Automatic synthesis of C program algorithm processing to FPGA.
      

    

  


  
    3. The Importance of FPGA Design in the Age of IoT


    The FPGA (Field Programmable Gate Array), an example of which is introduced below, is currently attracting attention as another type of computing device. In the IoT age, everything is connected to the Internet including the component parts flowing through the factory production systems and manufacturing lines and the sensors that measure the humidity and temperature in the factory. When, for example, there is a need for machines to reorganize production lines by themselves without human intervention according to the inventory volume, the FPGA will enable flexible, real-time reorganization of the production line in order to adjust the production quantity automatically.


    Unlike ASIC, which is the custom LSI, the ASSP that is the standard LSI and other logic LSIs such as microprocessors, the FPGA features the capability of free programming of electronic circuitry. Although this peculiar feature makes FPGA suitable for electronic equipment development despite the constraints of complication, increase in scale, increase in costs and decrease of product life, its use is generally affected by the problem of low design productivity. As the logic design (programming) of the FPGA must be performed with the help of hardware using a dedicated hardware description language such as the Verilog-HDL or VHDL, a hardware designer needs to take a few weeks or even several months over the work.


    An effective solution for this problem is the CyberWork-Bench developed by NEC. The CyberWorkBench is a design tool that allows the FPGA logic design (programming) to be performed using the C language, which is one of the most popular languages used by software designers to describe algorithms. Its auto synthesis technology enables FPGA design in a short period with high flexibility.

  


  
    4. Modular and Integral architectures of Embedded Software


    The basic requirements for the development of embedded software include: real-time capability, high reliability/stability, observable resource restrictions including for memory capacity and processor performance, and a high degree of excellence. On the other hand, considering the advancement of embedded systems and the complications of the rapidly burgeoning software, it is required to build a development process that can quickly reflect various needs. These include a reduced development term, quality improvement and cost reduction (e.g. via off-shore outsourcing), as well as being capable of meeting the increasing needs of quality improvement and cost reduction. Since the products and services of customers are also affected by global cost competition, we should aim particularly at providing high added values to our developments.


    The embedded software development consists of developing parts (or whole in some cases) of the software controlling the embedded system for the customer, so that the coordination ("integral architecture") of the development allotment for the customer becomes a critical matter. Moreover, another critical point of efficient software development is to modularize the software in order to enable reutilization and to combine modules in an optimum manner ("modular architecture") (Fig. 7).
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        Fig. 7 Promotion of embedded software business.
      

    


    
      	Integral architecture: When the interface between modules cannot be determined, it is required to gather the modules together and to fine tune them.


      	Modular architecture: The internal architecture of an advanced and complicated product is modularized. As the interface is clearly defined, the product can be developed by combining optimum modules.

    


    When starting up service businesses in the age of IoT, the need is increasing that the customers themselves configure and verify the entire service based on the idea of the Lean Startup. In order to meet this need, it is necessary to select and implement the required functions by considering hardware and software components over a wider range than before. This makes it important for the embedded software to adopt advanced modularization with full consideration of the size, functionality and maintainability.


    For example, with the transmission/reception of sensor data and that of the cloud system via the network, sophisticated modularization is required by defining the interfaces while considering the advancement of adjacent function blocks. With the data analysis, too, function allotment based on "integral architecture" considers that response rates and network environments are required. For example, by allocating some functions not only to the could system but also to the embedded software, the real-time performance can be ensured. At NEC, we respond to customer needs via the modular combination and fine tuning technologies based on expertise acquired via the NEC's C&C concept.

  


  
    5. Conclusion


    At NEC, we consider that embedding technologies and solutions are the starting point for visualization in the form of digital data, their analyses & inferences and the feedback of results for use in their control & guidance. By repeating this cycle via demonstration trials, we will pursue added value for the age of IoT and create new business models in collaboration with customers and partners (Fig. 8).
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        Fig. 8 Value creation cycle.
      

    


    Embedding technologies and solutions will direct society to the world that achieves safety, security, efficiency and equality. We aim to employ these technologies to connect the real world to ICT with the aim of helping to solve problematic social issues.
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    Abstract


    As many large and medium sized enterprises adapt ERP in their core systems, demand for Real-time and global requirement is increasing. Due to this trend, SAP SE, which is the biggest supplier of ERP portfolio, is positively promoting the following: SAP HANA Architecture featuring in-memory DB, Business By Design featuring cloudbased ERP and Best Practice featuring templates for various business types and industries. NEC's SAP business also employs these solutions to support our customers. This paper introduces our advanced approach to using these solutions in our SAP business together with a discussion of case studies of selected customers.
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    1. Introduction


    Subsequent to the Japanese major enterprises completing the introduction of SAP ERP by 2010, SAP SE began to give details of the following three aspects of their new market development strategy;


    
      	Implementation of real-time data management using the SAP HANA;


      	Enhancement of service menus by using cloud systems;


      	Improvement of ERP user experience (UI enhancement).

    


    Under this market environment, NEC started challenging SAP HANA businesses by leading other Japanese major vendors and achieved some significant results, such as business reform through renovation of system infrastructure at Trusco Nakayama Corporation.


    With regard to our efforts in promoting cloud-based systems, NEC provides the "NEC Global Localization Package for SAP Business By Design" that is currently boosting business in six Asian countries via prioritized collaboration with SAP SE.


    In our efforts in promoting ERP, we have developed a template based on the Best Practice templates of SAP SE and provide it to the automotive industry. We have then deployed this template to our customers' global subsidiaries. This template consists of standard functions including the kanban (Just-intime) system in order to provide speedy and secure support to our customers.


    In the following sections, we describe the advantages of these solutions based on case studies reports of implementations by our customers.

  


  
    2. Real-time Management Using SAP HANA - Case of Trusco Nakayama Corporation -


    2.1 Customer Issues


    Trusco Nakayama Corporation is a wholesale company that supports fabrication sites by selling maintenance, repair, and operations merchandise (Pro Tools). It has a product line of more than 1.2 million items and supplies approximately 5,400 customers.


    In the year 2000, the original catalogue "Nakayama Commercial Report" was renamed "Orange Book," which has been republished every year since then. In those days, the corporation received orders via telephone and facsimile at sales offices all over Japan and persons receiving the orders registered them manually in their corporate core systems. The auto fax order receiving system "DOTKUL" was also introduced in the same year.


    In 2002, Trusco Nakayama automated its order receiving procedures by starting to run the WEB TRUSCO web order receiving system, thereby aiming at improved business efficiency and customer convenience. The corporation increased the ratio of auto order receptions gradually by linking the system to special measures such as exclusive price reductions for auto order receptions.


    In addition, the corporation introduced SAP ERP as its new core system in 2006. Since then, it has been operating the web order receiving system by linking it to the inventory management system and data analysis systems. At the same time it has enhanced web order receipt via the general Pro Tool site called the "Orange Book.Com, a search/order system," which is regarded as the web version of its Orange Book catalogue.


    Nevertheless, as transactions have grown due to the expansion of inventories and business achievements and the ratio of web order receipt have increased, issues related to the processing performance of the system have emerged. These include a deterioration in the response to inventory displays and a reduction in the calculation speed of the inventory optimization system.


    In order to resolve these issues and to enhance sales force quality and optimize the inventory management, Trusco Nakayama has proceeded to innovate their data utilization infrastructures. This was done by adopting the SAP HANA in-memory computing platform of SAP SE, because of its ultra-high speed performance in processing large amounts of data.


    2.2 NEC's SAP HANA Solution Supports Real-time Infrastructures


    SAP HANA is an in-memory database of SAP SE that is also the provider of the ERP. It has been developed in order to increase speed and to enable real-time application processing.


    Its features include "independences of the front screen/data sources from SAP products," "incorporation of a data analysis engine as a library" and "support of both lines and columns for real-time linkage of differential data.


    NEC has established a global competence center at the SAP head office in Germany in order to verify the functions of SAP HANA in leading its competitors.


    Trusco Nakayama has adopted our Express5800/ft Server that was the only uninterrupted operation server with completely redundant hardware in order to enable; 1) a web order receiving system with uninterrupted operations, even in the event of an equipment failure; 2) real-time, direct referencing of inventory information in a core system (SAP ERP); 3) scalability to meet future transaction increases (Fig. 1).
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        Fig. 1 System configuration at Trusco Nakayama Corporation.
      

    


    (1) Web order receiving system with uninterrupted operations in the event of equipment failure


    SAP HANA that supports the web order receiving system is a scale-out model featuring high performance and high availability. In addition, the uninterrupted Express5800/ ft server featuring completely redundant hardware is adopted as the server to support the real-time linkage of inventory information via SAP ERP. This is so that the web order receiving system will not interrupt operations even in the event of an equipment failure in the hardware.


    (2) Real-time, direct referencing of inventory information in core systems (SAP ERP)


    The inventory information of core systems is linked in real time to the SAP HANA database by using SAP Landscape Transformation (SLT) architecture.


    (3) Scalability to meet a future transaction increase


    In order to prepare for the increased business volume expected in the future, the inventory optimization and data analysis systems employ the SAP HANA scale-up models that feature high performance and high scalability.


    2.3 Benefits


    For the web order receiving system, the real-time data linkage with the ERP has further improved the convenience of customers using the OrangeBook.Com. The ratio of order reception via the Internet is now as high as almost 80%.


    With regard to the inventory optimization, the capability of instantaneous processing and analysis of huge amounts of data has improved. These resulted in the accuracy of inventory management per distribution center and area, and also a high stock hit rate of 88.1%.


    As for new values to support sales activities, information such as associated sales proposals and forecasting of order reception timings of repeated products are now available. Such information makes it possible for sales engineers to access required information in a timely manner. Furthermore, a quick response is provided to customer inquiries regarding the delivery terms and prices and the sales engineers can check the inventory situation instantaneously on their tablet terminals.


    2.4 Future Perspectives


    At present, Trusco Nakayama is planning to improve demand forecasting accuracy using the high-speed processing performance of SAP HANA as well as challenging the real- time processing of ERP. This strategy is applied to the core system, by using SAP HANA to create a solution that enables stock ordering at the most optimum timing.

  


  
    3. Cloud-based ERP Solution – Case of Food Company A –


    3.1 Customer Issues


    As a result of the maturing of the domestic market, food company A has adopted a growth strategy of pioneering overseas sales channels, and has performed large-scale M&A (Merger and Acquisition) operations of global brands.


    3.2 NEC's Unique Approach to Global Cloud Type ERP Services – SAP Business By Design –


    In 2013, NEC concluded a global collaboration agreement on SAP Business By Design business with SAP SE. Based on this agreement, we have developed additional localization functions to meet the statutory requirement and commercial customs of six Southeast Asian countries, including Singapore and Malaysia and others. The product reflects measures designed to respond to local commercial customs and legal systems based on NEC's experiences in business deployment in Southeast Asian countries. It is named "NEC Global Localization Package for SAP Business By Design".


    Food company A examined three proposals; 1) roll-out of a domestic core system; 2) development of local systems and; 3) introduction of a cloud-based ERP solution. As a result, it decided to introduce SAP Business By Design that allows a user to advance the project based on a business scenario using the cloud system. This strategy enabled the reliable short term startup of a core system.


    SAP Business By Design is provided with a rapid implementation methodology. With the previous ERP implementation methodology, the fit & gap analysis was conducted for each business process to be implemented in the future. SAP Business By Design, however, incorporates the standard scenarios for a wide range of functions. These include: accounting, sales, marketing, inventory, purchases and supply chain management and more. As for other business functions not contained in the standard scenarios, the customers are allowed to decide whether they conduct the BPR (Business Process Re-engineering) by themselves or develop additional functions (Fig. 2).
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        Fig. 2 "Two-tier ERP approach" for global standardization.
      

    


    AIn the case of company A, the standard scenarios were maximally applied for new business functions and the project staff of the company put great efforts into the project so that the quick start-up of the project was achieved.


    3.3 Benefits


    With the company A project, we were not only able to start up the three subsidiaries simultaneously within six months but also realized stable operations from the beginning. Since SAP Business By Design is an SAP HANA-based solution, it was also capable of acquiring and analyzing the latest management information of all countries in real time so that the effective governance of the Japanese head office was guaranteed.


    In addition, as company A decided not to dispatch system staff to the local subsidiaries, NEC's Singapore Support Center receives inquiries from them in the English language, thereby succeeding in performing operations satisfactorily with a limited number of staffers.。


    3.4 Two-tier ERP Approach


    Company A is planning to expand sales channels in the Asian region by using the introduced systems as footholds, and NEC will continue to support this plan.


    NEC does not consider the SAP Business By Design as being just for the use of those customers needing speedy deployment to overseas subsidiaries like Company A. Instead, we also propose its use, in the form of "a Two-tier ERP approach," for the customers that have already introduced the SAP ERP systems in their Japanese head offices and need to standardize small-scale overseas bases. This approach will allow such customers to advance global business standardization according to the growth of each sales base.

  


  
    4. NEC's ERP Implementation Methodology without "add-on" - "SI without add-on" method -


    4.1 "SI without add-on" method


    In general, the traditional ERP implementation methodology the system functions required for the future businesses of customers via inquiries of the management and field staff and by checking their applicability (fit & gap) to the ERP standard functionalities.


    Nevertheless, the traditional process often led to replacement of the current system or of budget overruns due to additionally developed functions, in spite of the ERP being adopted with the aim of reforming the business process.


    It is known that project failures as mentioned above are mainly caused for the following two reasons.


    
      	Cases in which the studies were conducted based on current functions, without sufficient regard for new business processes.


      	Cases in which developments were advanced without sufficient evaluation of the ROI (Return On Investment) system requirement.

    


    The NEC's "SI without add-on" method" employs the 105 operation scenarios provided in the SAP Best Practice Template as standard functions. Our "SI without add-on" method prepares the standard operation flow to meet the needs of the customer's industry such as the automotive industry. The standard operation flow allows the customer to select not only the purposes of future functions but also the needs of current functions. This process helps reducing the opportunities of add-on developments.


    Introduction using the "SI without add-on" method" adoptsthe following three steps (Fig. 3).。


    
      Step 1: Selects required operations among the operations scenario menu


      Step 2: Standardizes & groups of required operations


      Step 3: Compiles of operation processes by combining required operations to map SAP functions on them
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        Fig. 3 "SI without add-on" method.
      

    


    These steps are taken as described in the following example, which is based on the case of application to an automotive part manufacturer B.


    Step 1: Selects required operations among the operations scenario menu


    All of the scenarios to be used by customers are selected from the 105-item operation scenario menu to determine the systematization target range.


    The reason for this step is that NEC's SAP consultants can explain details of the 105 operational scenarios to customers in advance. This procedure simplifies the range of functions that can be implemented via the SAP standard functions and allows customers to identify by themselves whether additional development is necessary.


    Step 2: Standardized & groups of required operations


    The processes and patterns of several operations are standardized and grouped.


    In the case of manufacturer B, businesses X (make to order) and Y (make to stock) were in charge of different divisions and the operation/utilization systems were also different. We attempted to prevent an increase in the systematization target operations by organizing the business processes and patterns so that the different operations are combined and the common operations are grouped.


    Step 3: Compiles of operation processes by combining required operations to map SAP functions on them.


    The operational process matching the kanban system is developed and the SAP standard functions are mapped (Fig. 4).
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        Fig. 4 Image of Step 3.
      

    


    Manufacturer B adopts the kanban system (also called Pull manufacturing, by which articles pulled by the downstream process are produced), but the SAP standard operation processes are base on the idea of push manufacturing based on a production plan.


    If this situation is left unchanged, the production planning module would be difficult to apply and add-on developments would become necessary. To deal with this issue, we redefined the SAP system functions according to the operational processes of the kanban system and decided that operations that cannot be processed with the SAP would be dealt with by manual processing instead of by developing new systems for them.



    By executing the three steps of the "SI without add-on" method" method, manufacturer B has succeeded in fully utilizing the SAP processing and achieving the kanban system using the SAP standard functions with "0" add-on development.

  


  
    5. Conclusion


    In the above, we described SAP HANA, the "NEC Global Localization Package for SAP Business By Design" global cloud product and the "SI without add-on" method" ERP introduction method by referring to cases in which NEC's advanced approach was applied.


    The HANA introduction at Trusco Nakayama Corporation using NEC's uninterrupted infrastructure technology has contributed to improving the company's web order receiving ratio. This case study was highly evaluated by SAP SE as an advanced approach and won the Best Project Award (MVP) of SAP AWARD of EXCELLENCE 2015.


    The case of the introduction of the global cloud system "NEC Global Localization Package for SAP Businesses By Design" was also evaluated for the simultaneous startup of multiple countries won the Project Award of SAP AWARD of EXCELLENCE 2015.


    With the "SI without add-on" method, we described the specific method and flow that could build the core system of an automotive manufacturer with "0" add-on development. The NEC Group, including ABeam Consulting Ltd., has the largest number of SAP consultants in Japan that are capable of providing consistent support systems, including those for customer business reform, SAP implementation & maintenance, and overseas deployment.


    As the use of ERP is expected to accelerate the fusion of IT and OT (Operations Technology), NEC will continue to challenge even more advanced fields.

  


  
    * Business ByDesign and SAP HANA are registered trademarks or trademarks of SAP SE in Germany and other countries.
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Conductors are placed in a single page.

Conductor A
Cushion B

Conductor B

Cushion X

Conductor C Cushion A

Cushions have scope from request to
response, which means that a cushion
created by Conductor A can be utilized

in Conductors B and C.
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Auto discovery of
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Traditional analysis

® Prediction using a single prediction
formula

® Use of prediction formula for
analysis using conditional processing
via hypotheses, trial and error

Prediction formula: Y=a,x ta X+ + * * +a,x,

Prediction entailing a
huge amount of labor
by experts

Heterogeneous learning technology

@ Auto derivation of multiple prediction
formulae from a huge amount of data

® Auto selection of prediction formula to
be referenced according to the situation
(weather, etc.) even without the
hypothesis developed by experts

Yy

VY Prediction formula: Y=ag,ta X+ + * * +a,%

High-accuracy
prediction even
without an expert
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inferface Customers

Suppliers
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i Mechanism to connect sales and factories
Maintshanhce By facilitating delivery period responses within the production
= celling that reflect customer requirements and using shipment
\ requests to improve the process, itis possible to develop a
system that produces products only when required.

Achievement of Custol Based Monozukul

Connection with MES and kanban systems
By establishing a connection with the on-site

system that supports customer-based monozukuri,
“pull” type production can be achieved
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* Japanese word that refers to manufacturing which is in harmony with nature and that adds value to society.
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Field

Contents

1. Management system

Security policy & system, contracting with outsourcing destinations.

1. Human/physical measures

Office countermeasures

, SETVer room countermeasures

111. Information management

Management of external storage media including the PC,

smart devices and USB memories, usage rules of E-mail and Internet.

IV. Access management

V. Hacking countermeasures

User ID/password management, system administrator’s

access management

Virus countermeasures, vulnerability countermeasures

VI. System network configuration/

operation management

Server/system/network modification/operation rules,

anti-fault backup, network segmentation

VII. System/network management

Server/system/network monitoring & log management

VIIL Incident response

Process and system for countermeasures against security

breach/ incidents
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Company name

Details

Objectiveleffect

Company A

Created a system to share production-related data pertaining
in real time by enabling factories both inside and outside
Japan to exchange data via the Internet. Started to analyze

the data in real time and directly reflect the results

in the control of production lines.

Improvement in quality and

productivity

Company B

Analyz

s the data from production lines comprised of

almost 1,000 processes and optimizes the processes such

as processing of silicon wafers and transportation.
‘The number of transactions is about 18,000 per day or about

1.6 billion per day.

Optimization of processes

Improvement in yield rates

Company C

Company D

Company E

Uses only robots to assemble components and construct

fully automated lines for digital camera production.

Actual operation scheduled o start in 2015 in two factories

in Japan.

Executes precise energy-saving control without compromising
quality or productivity while collecting data using a total of

158 sensors according to equipment and processes.

marketed as an energy management system

100% implementation of 3D drawing in passenger ship

construction and sharing of them with shipowners.

Cost competitiveness

Energy saving

Environmental measures

Shorter construction

period

Note: This table is based on an article on “Nikkei Monozukuri” published by Nikkei BP.
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and actual execution performance.
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Issues

(1) Invisible End to End transportation status

Status cannot be confirmed especially for longer
transportation lead time (voices of drug
manufacturers).

(2) Late information of transportation status.

Late notice of accident/delay information makes
delayed processes of recovery and higher costs (voices
of machine manufacturers).

(3) Non real-time information of stock during
transportation

Excessive orders or surplus safety stock are to be
generated due to unknown arrival schedule of the
cargo (voices of electric manufacturers)

(4) Not enough budget for system and operation cost
of logistics solution

Individual systemization for each transportation
session requires higher initial costs and longer process
to introduce systems (voices of logistics companies)

Approaches for solving the issues

 Visualization of logistics status along to
transportation milestones.

Enhances visualization of progress of supply chain
logistics and enables sharing of information
throughout the distribution route.

* Event control, alert control

Enables quicker information sharing on delayed
transportation or changes of delivery date with
concerned parties.

% Visualization of stock status and cargo arrival schedule

Enables almost real-time visualization of stock during
transportation by searching via order numbers or
product codes.

~on actual order process status
+ on actual schedule of the location/product basis

% Cloud services

Cloud services which enables cost reduction and
quicker introduction
Partial utilization of the system is also possible
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