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    Special Issue on Solutions for Society - Creating a Safer and More Secure Society


    ■For a life of efficiency and equality


    New Services Realized with the “My Number” System


    The “My Number” system was established as a social infrastructure to help realize a fair and just society. All Japanese citizens will be advised of their individual numbers starting in October 2015, and from January 2016 onward this number will be used for social security, taxation and disaster management purposes. In the future, its use is expected to spread into the fields of healthcare, finance and private enterprises. The role that NEC will play encompasses not only the development of the necessary systems and networks, but also in helping to expand the usage of the number system. It will thereby contribute to the realization of a more efficient and convenient society. This paper introduces NEC’s activities with special emphasis on solutions for local governments, as well as on the potential for creating new services for the future that will be based on the “My Number” system.


    “NEC Stadium Solutions” Played a Critical Role in Construction of the World Cup


    NEC played a critical role in the stadium construction projects for the World Cup, integrating and delivering ICT systems into a single optimized infrastructure. Using these projects examples, this paper discusses NEC’s expertise in contributing to integration and management on a global scale via our “Solutions for Society” business.


    Deployment of Eye-Catching, Visually Appealing Flight Information Systems


    As the world becomes ever more interconnected, emerging markets and urbanization are driving continuous growth in air traffic. With demand for air transportation soaring, airports are no longer mere facilities where passengers embark or disembark from aircraft. Instead, they now offer a wide range of amenities designed to appeal to passengers in transit, including entertainment services, bars, restaurants, and mini shopping malls. Given these trends, it is more important than ever to equip airports with display systems that can effectively deliver a variety of multimedia information to passengers in a visually appealing, eye-catching format. For many years, NEC has been developing information display systems that focus on flight information systems at airports. In this paper, we will examine those systems and discuss NEC’s commitment to continued development in this field.


    NEC SDN Solutions Accelerate New Service Implementations for Railway Stations


    The complicated network layouts around stations may impose delays on the timely implementation of planned new services. East Japan Railway Company (JR-EAST) has been facing such an issue that has been resolved by using the “common station network” (JR-STnet) that employs an SDN solution. This strategy enables the timely updating or upgrading of a network without physically necessitating the construction of another network. This paper discusses NEC SDN Solutions introduced to the “common station network” at Tokyo station.


    Cloud-Based Interpreting Service Using a Videoconference Telephone Compatible with Multiple Devices


    With Japan’s workforce shrinking in the face of the nation’s plunging birth rate and aging population, the Japanese government has undertaken a series of growth-oriented measures aimed at reversing this trend. Among the many initiatives recently announced as part of this growth strategy that includes the relaxation of visa requirements for foreigners visiting Japan in order to encourage the entry of migrant workers. As entry restrictions have eased, the lower yen exchange rate has also encouraged more foreigners to visit Japan, with the number of visitors topping 10 million in 2013 and even more expected in the future. However, the official government report reveals that the country is poorly prepared to accommodate the needs of foreign visitors, especially in terms of communication. To help overcome this condition, NEC has developed a cloud-based interpreting service that uses a videoconference telephone and can be accessed anywhere and at any time, wherever a tablet PC is available in an internet connected environment.


    Easy-to-Use, Smartphone-Oriented Internet Banking, featuring Color Universal Design


    The internet banking service developed for use with smartphones by NEC is designed to promote ease of use when matching the properties of smartphones. This strategy is in order for smartphones to be of use to more types of people. For example, by taking color-blind people into consideration, the service has become the first smartphone-oriented service in Japan to acquire the Color Universal Design certification. By following the design process of the service that has been actually implemented, this paper introduces actual cases that apply the three design concepts - Color Universal Design, accessibility and user experience.


    The World’s Best Face Recognition System to Achieve Safety and Security in Our Society


    Computerization and the consequent diffusion of network services have been increasing the need for biometrics year on year. Face recognition is a technology that imposes a low work load on users because it is based on natural authentication movements, such as viewing a camera. NEC Information and Media Processing Laboratories first joined the Facial Recognition Evaluation Program of the U.S. National Institute of Standards and Technology (NIST) in 2009.Top ranking in recognition accuracy and search speed tests was awarded in the three consecutive years; 2009, 2010 and 2013. This paper describes the NEC face recognition technologies that achieved the top ranking performances, and discusses the results achieved in the NIST evaluation program of 2013.


    Product Line-up for Face Recognition Solutions and its Social Applications


    Face recognition is one of biometric authentication technologies that can capture probe images without being noticed by targeted persons. As a result, it is expected to have a wider range of applications than other authentication technologies. This paper introduces NEC’s product line-up, featuring its high-performance face recognition technology together with its social applications. Also discussed are revisiting KIOSK systems in the Tachibana-dai Hospital, the criminal identification system of the Chicago Police Department and the Save the Memory Project, one of projects for supporting recoveries from the 2011 Great East Japan Earthquake, conducted by Ricoh Company, Ltd.


    ■For a safer and more secure life


    Healthcare Challenge with ICT （Information and Communication Technologies）


    As Japan is facing a hyper-aged society, Personal Health Records (PHRs), which patients collect and manage their own healthcare information, is currently attracting attention. NEC is advancing R&D to collect “symptom data,” “drug adherence data” and “continuously monitored blood pressure data” by directly and objectively accessing the source which are hard to gather sufficiently. With this technology, NEC will contribute to a reduction in the wasteful medical expenses caused by forgetting to take medicines, to the new drug development earlier with quality improvement of clinical trials, and to support higher accurate diagnoses and better medical care.


    Information Governance


    Many of the challenges that city planners face require the cooperation of different government agencies. The scope of the problems requires the involvement of diverse groups -who may have conflicting practices or agendas. In order to launch a coordinated response, different arms of the government, with different security clearance, must contribute seamlessly, without the hindrance of such administrative overheads.In NEC’s Inter-Agency Collaboration solution, the MAG1C (Multi-AGencies, 1 Concert) Suite, we provide a platform where resources and information owned by individual agencies can be shared without compromising the security model. In order to make this happen, a mechanism for a proper Information Governance is needed. This paper talks about the technologies used in our Information Governance Suite.Minimally, it enables various agencies to access information they require, while protecting it using access rights. This means various agencies collaborating on a situation can have access to a set of data on a “need to know” basis. The value of Mag1c Authorization is the flexibility to apply many dimensions of control to cater to various operational demands.


    Safety Awareness Network


    There has been great interest in developing the capabilities of smart cities. Not only the use of advanced technologies, but how the plans are executed, and how they are received by the people they are supposed to help, is important. To help cities stay secure, NEC is at the forefront with its various sensors and analytics technologies.It is also important to manage the scarce resource. NEC is a strong proponent of the smart pooling of resources, and has introduced technologies that enhance inter-agency collaboration, breaking down silos and strengthening teamwork. This paper talks about the Safety Awareness Network concept, providing a scalable platform for plugging in various analytic engines, and an information sharing mechanism.


    Building a Safer City in Singapore


    In January 2013, the Singapore government invited companies to participate in its Safe City Test Bed. A number of government agencies also participated in this test-bed to collaborate with the selected companies to validate the solutions that drive timely and accurate intelligence to the ground for better situation awareness of fast-developing situations.A consortium led by NEC Asia Pacific was selected as one of the four consortia to develop such a system. Making use of an array of sensors and sense making through a unique fusion of information from the ground and cyberspace, NEC’s Multi-Agencies, 1 Concert (MAG1C) bus platform allows consortium partners’ analytic engines to achieve the desired goals and thus validated Singapore’s belief in innovative safe city solutions.


    Securing the Future in Tigre


    A city just 32 km from the Argentinean capital Buenos Aires, the city of Tigre had experienced strong growth since the 1990s. As it did, the city’s planners looked to an advanced surveillance platform to bring improved security and safety to its residents and visitors. The city rolled a sophisticated video surveillance system with CCTV cameras and intelligent video analysis, and a command and control center in 2013. With its various video analysis solutions, NEC contributes in improving the security and safety in the city, by identifying possible threats and alerting the city officers in a timely manner.


    New Congestion Estimation System Based On the “Crowd Behavior Analysis Technology”


    There is a growing need to address various social issues by applying image recognition technologies in surveillance cameras, thereby contributing to the realization of a safer and more secure society.In this paper we will introduce a crowd behavior analysis technology that utilizes NEC’s image recognition technology, and as a specific example of its implementation, a new congestion estimation system based on this technology.


    Speech/Acoustic Analysis Technology - Its Application in Support of Public Solutions


    The advent of the age of big data has further raised interest in the need to extract useful information from the huge amount of data that accumulates in the course of our everyday lives. This may be facilitated by high speed and low cost data analysis solutions. These technologies that process the speech/acoustic information that forms the critical component of real-world information are also becoming more important for understanding the context of the analyzed data. They are expected to be employed for public solutions that will support the safety, security, efficiency and equality of society. This paper introduces an innovative technology designed to extract meaningful information from speech/acoustic media and goes on to discuss its application in public solutions.


    High-Sensitivity Camera for Round-the-Clock Surveillance


    With potential threats such as natural disasters, criminal activity and terrorism increasing in scale, destructiveness and cost, accurate and reliable video surveillance of critical infrastructure has never been more important. Advance detection of disasters and acquisition of evidence can be accomplished through the installation of surveillance, security, and disaster-monitoring cameras with higher resolution and image quality. Focusing on the latest high-sensitivity camera available from NEC, this paper discusses NEC’s component technologies for construction of surveillance systems that operate 24 hours a day, providing uninterrupted coverage day and night.


    Imaging Solutions for Search & Rescue Operations


    Over the past few years, Japan has once again been reminded of nature’s devastating power to inflict damage and destruction on people and property. In order to respond effectively to such disasters, accurate evaluation of the nature of the emergency, together with immediate implementation of targeted search and rescue operations, is critical. Statistically, the survival rate of victims trapped in collapsed buildings and other structures drops rapidly once 72 hours have elapsed from the time the disaster struck, literally making it a race against time. This paper discusses various imaging solutions offered by NEC that have been specifically designed to facilitate faster and more effective emergency response - from determining the scale and nature of the disaster to implementing search and rescue operations.


    Emergency Mobile Radio Network based on Software-Defined Radio


    With growing awareness of natural disasters, border intrusions, and other crises, the demand for on-site information sharing has increased. However, conventional network systems entail some serious issues such as a variety of frequency bands, waveforms and protocols, and the use of base stations. These problems make it hard to communicate with each other when an emergency situation arises. NEC is rising to the challenge through improvements in on-site information sharing by virtue of development in Software-Defined Radio (SDR) and Ad-hoc network. This paper introduces Emergency Mobile Radio based on SDR and other SDR-based products.


    ■For the security and safety of critical infrastructure


    Centralized Information Control System Supporting Safe and Stable Shinkansen Transportation


    Since the opening of the Tohoku and Joetsu Shinkansen lines, the Centralized Information Control (CIC) system has been supporting safe and stable transportation. In order to cope with the increased speeds and volume of data transmission, NEC has adopted some innovative solutions. These have been deployed by East Japan Railway Company as an updated version of the CIC system and are contributing to the efficient supervision and maintenance of the system as well as to transportation safety. This paper summarizes the upgraded CIC system and discusses its features.


    Smart Water Management Technology with Intelligent Sensing and ICT for the Integrated Water Systems


    The increasing demand for water arising from global population growth and urbanization in recent years is stressing the water supply to its limits. On the other hand, water infrastructure such as pipes has been deteriorating due to aging. Under these conditions, new technologies in the water infrastructure have been required to enable the distribution of high quality water to users in a safe and cost-effective manner, from the perspective of efficiently using our world’s precious water resources. The NEC Group is collaborating with Imperial College London to develop a Smart Water Management System based on ICT to operate the water infrastructure more efficiently. This article introduces our efforts.


    A Water Leak Detection Service Based on Sensors and ICT Solutions


    Japanese infrastructures built in the high-growth period have recently been challenged by deterioration due to aging and various issues have occurred. As a result of the current water supply situation, NEC started a Water Leak Detection service in September 2014 for monitoring water pipe leaks on a permanent basis. This service detects water leaks in key underground water pipe infrastructures, and informs the waterworks departments of their precise locations. In contrast to traditional water leak detection procedures, with which human operators find water leaks by detecting sound, this service protects the city water supply by employing a leak monitoring technology instead of using auditory detection methods. Bearing in mind that water leakage is a global issue that has already grown to become a critical issue in many areas, this innovative leak monitoring solution is applicable worldwide. This paper introduces this technology and discusses features of the service and its future perspectives.


    Harbor Monitoring Network System for Detecting Suspicious Objects Approaching Critical Facilities in Coastal Areas


    The proliferation of weapons and the rise of terrorism have caused us to face various threats that were hitherto inconceivable. By focusing on sensor technologies, NEC’s Radio Application, Guidance and Electro-Optics Division is developing and proposing surveillance systems in the public safety domain to support the implementation of the “safe and secure society.” This paper introduces some of the imaging technologies, including the downsizable uncooled infrared (IR) sensor technology and one for an underwater surveillance system for monitoring suspicious underwater incursions that are hard to detect. We also discuss aspects of the integrated collaboration needed in applying these technologies as well as the types of major conceivable threats and the sensors that will deal with them.


    Failure Sign Monitoring System for Large-scale Plants Applying System Invariant Analysis Technology (SIAT)


    The Failure Sign Monitoring System is an application for plant operation management of the System Invariant Analysis Technology (SIAT), NEC’s original big data technology. This system aims at the early and accurate detection of signs of equipment failure. In order to achieve this, the “normal status” of a plant is defined automatically by examining the huge amount of operations data, which includes the accumulated temperature and pressure data. “Unusual conditions” based on real-time comparative analysis of the latest operations data are also detected. NEC deployed the first operational system at the Chugoku Electric Power Co., Inc.’s Shimane Nuclear Power Plant Unit 2 in July 2014.


    Infrared Camera Image Processing Technology and Examples of Applications


    As the cost of infrared cameras comes down and their performance goes up, demand is surging and user requirements are becoming ever more diversified. As the market for infrared cameras continues to expand, these cameras are now being widely deployed as non-destructive inspection devices to ensure public safety and security. This paper discusses the image processing technology used to obtain the higher resolution required for non-destructive inspection and looks at different examples of infrared camera applications.


    Cyber Security Factory - Our Commitment to Help Developing More Effective Methods of Coping with Today’s Increasingly Sophisticated Cyber Threat


    In order to respond quickly and effectively to cyber attacks that are becoming more sophisticated, NEC established the “Cyber Security Factory,” a specialized unit dedicated to developing countermeasures against cyber attacks. Concentrating our human resources, technologies, knowledge, and expertise to provide advanced and comprehensive cyber protection services in cooperation with Japanese security top vendors, the Factory became fully operational in June 2014. We will continue to develop services and technologies, expand cyber intelligence functions, and train security professionals to combat this ever-evolving threat.


    ■Advanced technologies for a safer and more secure society


    Technologies for Improving the Speed and Accuracy of Fingerprint Identification Systems in Support of Public Bodies


    In recent years, the technology of biometrics has been employed widely in the public domain, such as for citizen identification and election management solutions. NEC has long been conducting R&D for fingerprint matching technologies and for improving the speed and accuracy of large-scale solutions. This paper describes the proposed technological improvements that are required for the implementation of large-scale authentication solutions. It also discusses the strategies being adopted by NEC in support of further improvements. NEC’s world leading biometric authentication technologies have been cultivated over many years and are contributing to the creation of a safer and more secure society.


    Compression Technologies Supporting Next Generation Broadcasting Services - Ultra-HD Digital Video Compression Technology and Real Time HEVC Compression Unit Corresponding to 4K HD Images


    Advances in image recording/playback device technologies have made it possible to provide next-generation broadcasting services that deliver ultra high definition video that surpasses terrestrial HD (High Definition) broadcasts. The ultra high definition digital video of 4K comprises a pixel count that is 8 times higher than HD, enabling it to convey a scene’s depth and presence more effectively to the viewer. However, since the amount of image data that must be processed is enormous, a highly efficient digital video compression technology becomes necessary for image transfer. And since the ultra high definition digital video will be used for sports and other live broadcasts as well, real-time compression is a necessity. In this paper we discuss NEC’s ultra high definition digital video compression technology and real-time HEVC compression unit corresponding to 4K, as well as our future activities.
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    Today we are confronting a broad diversity of social issues. According to The 2012 Revision of the World Population Prospects released by the United Nations in June 2013, the global population is predicted to exceed 9 billion by 2050. At the same time, the continuing advance of urbanization and the increasing concentration of people in cities are expected to have a huge impact on energy and resources. Forecasts indicate that the demand for energy will be 1.8 times current levels; greenhouse gases will increase by 50%; food demand will swell by 70%; and the demand for water will rise by 60%.


    In addition, the world is already facing urgent issues such as the devastating effects of natural disasters, the widening gap between regions, and the aging infrastructure in the developed countries. Moreover, against a background of the shifting balance of power on the global stage, we are witnessing an increasing frequency of struggles and territorial disputes over limited and dwindling natural resources, and while ICT continues to evolve and bring exciting new advances, it faces a variety of threats from cyber attacks to cyber crime.


    These are global-scale issues that know no borders. Their solution requires an amalgamation of technologies to create a brighter world where “people everywhere can lead better lives.”


    Those technologies cover a broad variety of fields from video surveillance and sensor technologies for monitoring critical infrastructure such as railways, highways, bridges, factories and power stations, and for the early detection of the signs of potential disaster, to the network technology that collects and transmits these data from cameras and sensors, and the data analysis technology that provides valuable information for preventative maintenance of critical facilities and protecting people from disaster.


    The sophisticated integration of these technologies can be credited for Japan’s reputation for public safety and a society where people can pursue life with confidence and peace of mind - a standard that stands out even on the global stage. Safety and on-time performance of rail travel, traffic accident prevention and traffic congestion mitigation, infrastructure security, fire and disaster prevention to safeguard the lives of citizens, and crime prevention - all benefit from these technologies.


    These were not an overnight achievement, but the sum of ceaseless efforts by our predecessors. Since the founding of NEC in 1899, along with the growth of the Japanese economy, we have poured our efforts into the development of new technologies that have benefited a broad range of customers. Today we are more confident than ever that our capability to provide solutions that represent the cumulative development and innovative integration of diverse technologies will be indispensable in solving serious global-scale issues.


    By continuing to create and provide new solutions, NEC provides countries around the world with the values of “safety,” “security,” “efficiency” and “equality,” fulfilling our role as a social value innovator committed to paving the way for the creation of a sustainable society.


    This Special Issue on “Solutions for Society - NEC initiatives to create a safer and more secure society” will introduce the reader to how NEC is contributing to overcoming global issues through solutions based on the unique technologies possessed by our company and our creation of social value, and provide concrete examples of the application of our technologies.


    In June 2014, NEC unveiled its new brand message, “Orchestrating a brighter world,” initiating the global promotion of its Solutions for Society. This powerful message embodies NEC’s commitment to fully exploiting our cutting-edge technologies and know-how for the creation of the new value in concert with people around the world, and through these efforts, to creating a brighter, more affluent lifestyle, society and future for all.


    We hope that this special issue will provide you with a deeper understanding of NEC’s Solutions for Society, and look forward to your continued support and encouragement of our endeavors.
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  NEC’s Vision for Public Solutions


  
    Today society is undergoing dramatic change on a global scale. Environmental changes on a planetary scale are causing natural disasters that wreak devastating damage. Environmental destruction and increased urbanization fueled by the exploding global population are creating new challenges for society. Globalization of business and economic activities has contributed to a rise in cyber attacks with increasingly serious worldwide consequences. We face the challenge of solving a multitude of diverse issues while building and maintaining a society that promises safety and security for all. This article will provide an explanation of how we at NEC are endeavoring to innovatively integrate ICT, information and communication technology, to create new value, and undertaking global initiatives to provide this value through its pursuit of business in the domain of public solutions.
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    1.Introduction - Social Issues Confronting Humankind


    From planetary environmental changes and a global population explosion to the globalization of economic and other human pursuits and the shifting balance of global power due to the economic growth of developing countries, everywhere we look there are mega trends reshaping our world. Their impact is manifested in a broad diversity of social issues ranging from the increasing severity of natural disasters and the spiraling demand for energy, water and other natural resources fueled by urbanization, to new issues such as the cyber attacks that have accompanied today’s globalization of economic activities. Moreover, these are not issues that can be examined in isolation. Each is inextricably linked with the others, and their mutual influence multiplies the severity of their consequences.


    The solution of these issues demands a new perspective. The very complexity of their inter-relationship will require the building of new social infrastructure that integrates a broad range of perspectives and combines them in highly innovative ways to address the safety and security of society at large while achieving new efficiencies in the utilization of energy resources.

  


  
    2.The Role of ICT


    Our pursuit of a fulfilling life is based on an ever-advancing social infrastructure. While supporting the foundation of this infrastructure, innovative combinations of ICT also provide an effective response to solving the increasingly complex and serious challenges that have arisen. Specifically, technologies such as sensors and cameras perform the role of “sensing” phenomena. These sensations are “collected” by telecommunications and network technologies in real time, and then are “understood” and used to “predict” outcomes using approaches such as biometrics, image analysis and Big Data analysis. Based on an assessment of the results reached by exploiting the Cloud computing infrastructure, the infrastructure and technologies “decide” on a response and “act” through, for example, autonomous-type robots. Then the cycle is repeated, completing the construction of an automated environment that fuses sensors and network IT and creates new value (Fig. 1).


    
      [image: e140302_01.jpg]

      
        Fig. 1 Innovative value creation by combining ICT.
      

    


    Seeking new ways to enable the creation of innovative value, ICT continues to evolve. In the domain of technologies that “sense” the world around us, improved sensing of our natural environment is made possible by increasing deployment of more compact sensors that deliver higher functionality and performance, SAR (synthetic aperture radar) and infrared cameras mounted in artificial satellites, drone aircraft, and other advanced technologies. The technologies that “understand” and “predict” possible outcomes will enable the early detection of aberrant or unusual behavior through the automatic modeling of sensor data correlations using invariant analyses, and then comparing the predicted values based on the model data against observation data collected in real time. For example, this type of technology can be employed in large-scale manufacturing plants where unusual conditions can be automatically detected, and action can be taken to pre-empt potential damage and injury. In the field of technologies that “collect” data, SDN (Software-Defined Networking) will enable the dynamic design and control of networks. One example is how to respond to network congestion and the inability to communicate by telephone or e-mail in the immediate aftermath of a disaster. SDN enables the construction of a highly disaster-resistant network that can evaluate and prioritize the urgency of communication such as telephone calls and email.


    Through the innovative combination of cutting-edge ICT, we can detect the warning signs of a disaster at the earliest opportunity by sensing natural portents with sensors and cameras, collecting the data and applying Big Data analysis to predict the risk, and then take appropriate countermeasures and preparatory action in advance. Another example is the real-time collection and analysis of energy or water usage in a facility or even a household, and the society-wide optimization of the supply of these resources.


    NEC not only has all the ICT and solutions necessary to make this infrastructure possible, but also possesses a wealth of know-how and experience in combining and providing them in innovative ways. As one of only a handful of corporations in the world that boasts this scope of resources, technologies and expertise, NEC can propose signature solutions that promise uniquely innovative value.


    
      3.Public Solutions Business


      Through the pursuit of our business activities, NEC seeks to provide society with 4 types of value: “Safety,” “Security,” “Efficiency” and “Equality.” In order to safeguard individuals, cities and countries from everything from traffic accidents to natural disasters and cyber attacks, NEC provides disaster prevention systems, cyber security and other Safety Solutions. With the aim of enabling citizens to live their lives with a sense of security and peace of mind, our contributions range from protecting vital facilities such as power plants, airports and factories with surveillance and crime prevention technology to advanced systems that mitigate traffic congestion. With the aim of utilizing our limited planetary resources with maximum efficiency, we endeavor to build a sustainable society through the optimized usage of energy, water and other resources. And with the goal of contributing to a society of equality where all can enjoy smooth and fair access to its benefits, we strive to contribute to the improved efficiency of service providers ranging from the government to medical care providers.


      In the domain of public service businesses, we provide these 4 values to a wide range of customers including the national government, local municipal offices and other administrative organizations; police and fire departments; educational institutions; medical institutions; and financial institutions. NEC boasts a long and diverse list of achievements in the development of solutions that combine the latest in sensor technologies, network technologies and IT for deployment in the ocean deeps, outer space and everywhere in between. This special issue will focus on introducing the reader to our public solutions for the public sector (Fig. 2).


      Focusing the themes of each paper will focus on a different theme: “For a Life of Efficiency and Equality,” “For a Safer and More Secure Life” and “For the Security and Safety of Critical Infrastructure,” and explain the technologies provided by NEC and the innovative value created by our solutions.
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          Fig. 2 Public Solutions Business Domain.
        

      

    

  


  
    4.Tackling the Global Market


    Principally in the developing nations, the scale of annual investment in social infrastructure is estimated to reach hundreds of trillions of yen. Expressed in other terms, this is an amount proportional to the vast diversity of needs facing global society, and an indicator of the issues that must be solved. As explained below, NEC is advancing its business in phases to respond to the needs of this global market.


    First of all, NEC will leverage its highly competitive solutions and advance proposals for solutions to issues affecting critical areas of social infrastructure. For example, we are using our biometric authentication solutions recognized as having the highest accuracy in the world to build national ID systems and accelerate criminal investigations. Our Failure Sign Monitoring System for Large-scale Plants based on NEC’s original invariant analysis technology are safeguarding power plants, factories, bridges and other large-scale facilities and infrastructure and preventing accidents. Our solution for monitoring water leakage uses high-precision sensors in concert with Big Data analytics to accurately detect leakage in city water mains at the earliest stage. Utilizing an extensive array of state-of-the-art technologies, NEC is proposing solutions in high-priority areas.


    In the next phase, we will put forward proposals to support social infrastructure from airports, railway systems and roads to the energy and water supply infrastructure. In order to achieve it we will take advantage of our strength in system integration based on our rich experience, and integrate various types of ICT solutions. Especially airports and stadiums have many needs that can benefit from the comprehensive technological prowess and project management expertise of NEC. Our aim is to provide not only technology and solutions, but also to include knowledge such as the operational know-how that has accumulated over the years in Japan and to create the added value of equality – the fair provision of services efficiently, safely and securely.


    In April 2013, NEC established the Global Safety Division (GSD) in Singapore as an organization that will directly engage global markets in dialog and propose highly competitive solution in response to their needs. Solutions with a proven record of performance in Japan are being uniformly repackaged to conform with global standards, or redeveloped as a cloud platform to rapidly respond to the diversifying needs of customers.


    Also in April 2014, with the aim of accelerating comprehensive proposals, the Transportation and City Infrastructure Division was newly created within the Public Business Unit and staffed by personnel with experience in public solution business in a broad range of business domains. By providing customers with enhanced value – the capability to obtain a comprehensive proposal with one-stop convenience, NEC will drive the advance of its global business initiative.


    In the domain of public solutions business, the larger the scale of the project, the bigger the issue of financing the project becomes for the customer. In response, our establishment of the Structured Finance, M&A Advisory Office in the Global Business Unit strengthens our capability to respond to the increasing number of large-scale and long-term projects by adding the dimension of financing to our proposed solutions. In other words, we are expanding the scope of the value of proposals to customers to include even funding aspects.


    In parallel with our business development, NEC is also tackling a variety of new challenges with the aim of developing new and advanced technologies. For example, we are undertaking joint research with Imperial College London in the United Kingdom to develop innovative technologies that will pave the way for “smart” water management solutions. These technologies analyze the results of smart sensing of pipe leakage and water pressure, and optimize the control of water carried by the intricate water supply network infrastructure. Also the establishment of NEC Laboratory Singapore will enable to pursue research – not from a Japan perspective, but from an overseas market-oriented point of view – thus contributing to the creation of enhanced value and furthering our global business aspirations.

  


  
    5. Conclusion


    “To be a leading global company leveraging the power of innovation to realize an information society friendly to humans and the earth.” This is the NEC Group Vision 2017 – a declaration of what kind of company we are committed to becoming by the year 2017, and the goal to which our business activities are dedicated. Furthermore, our Mid-term Management Plan 2015 for the 3-year period through the fiscal year ending March, 2016, clearly states our commitment to “Solutions for Society,” and our reinvention as a “social value innovator”. NEC has been providing solutions for a variety of social issues that affect individual citizens as well as for problems with a global impact, all with the objective of contributing to the creation of a society where all can enjoy equitable access to services safely, securely and efficiently. In the future, NEC will continue to create innovative value through public solutions that are inspired by our Group vision and founded on an in-depth and repeated dialog with our customers and a profound understanding of their challenges.

  


  
    
      General Explanation of Special Issue
    


    
      　
    

  


  NEC’s Public Safety Initiative


  
    As cities grow and flourish, they also face increasingly complex challenges, ranging from the immediate needs of their citizens to long term security. To deal with immediate safety concerns, city planners need to have robust emergency preparedness schemes and the capability to manage both physical and virtual crimes. But cities also need to take the long term view and plan for renewable energy, green buildings and waste reduction. Technology can play a significant role in helping cities respond to security challenges. This paper describes the overview of NEC’s Public Safety solutions and our initiatives in delivering these solutions globally.


    In this paper, we will look at how SCD fits into the overall concept of Design Thinking and how these concepts can be integrated into corporate culture and innovation processes to create a more dynamic, forward-thinking, and socially aware company optimally positioned to meet the needs of its customers.
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      1.Introduction


      Cities concentrate both human and capital resources, thereby promoting social and economic progress. In East Asia, the urban population produces 92 percent of the region’s wealth. Generally speaking, urban populations tend to be better off than their rural counterparts, with greater access to public services such as transport, education and healthcare, as well as higher literacy rates and life expectancy.


      Driven by these benefits, the global population has tended towards ever increasing levels of urbanization. As recently as 1990, less than 40 percent of the global population lived in cities. Presently, more than half the world’s population lives in urban areas, and by 2050, this number will grow to 70 percent. Most of the growth in urbanization will come from developing countries, which are expected to double their urban population from 2.5 billion in 2009 to almost 5.2 billion in 20501).


      Statistics such as these are necessary to give a sense of the scale of the challenges confronting governments and city planners. However, it is important to look beyond the statistics to address the people-centric question of what life will be like in these cities. In other words, the focus should not just be on how these future cities can be made possible, but how they will support the people living in them. Safety is the foundation of any city, a basic criterion upon which the other characteristics of a successful city depend.

    


    
      2.The Safer Cities Strategy


      Recognizing the need to prepare for the future, mayors and city planners have often discussed the need for “smart” or “resilient” cities; cities that are highly livable, while remaining eco-friendly and sustainable, enabled by the embrace of the latest technologies. While these overlapping buzzwords contribute important concepts to our understanding of what cities of the future should be like, they all point to the underlying issue of ensuring safety for those who reside there. Without a sense of personal and property security, institutions and businesses cannot function and society cannot flourish. Ensuring that citizens feel safe is a multidimensional task, requiring governments to take a long term and broad perspective. The main challenges that all governments face are providing effective border control and law enforcement for both physical and virtual crime, as well as preparing for disasters, whether they be natural or man-made.


      In view of these needs from the society, NEC established its Safer Cities strategy. The following 7 domains (Fig. 1) have been identified, and NEC has been providing competitive technologies, products and services to support city planners pursue their goals to make the cities safer.


      
        [image: e140303_01.jpg]

        
          Fig. 1 Safer Cities 7 domains.
        

      


      (1) Citizen Services and Immigration Control


      
        Opportunities and threats alike thrive in today’s globalized world. Millions of people move across borders each day, and border control agencies must deal with a high volume of human and goods traffic across border checkpoints every day. Countries need to secure their borders, ensuring that undesirable elements are kept out while creating a pleasant experience for business or leisure travelers.


        Immigration and National ID management are two of the areas where advanced biometric systems can be used to enhance security and speed of service. NEC provides its world No.1 biometrics identification technologies in its Citizen Services and Immigration Control solutions, implemented not only in Japan but in many countries around the world.

      


      (2) Law Enforcement


      
        The safety of a city is a significant consideration for both individuals and businesses alike. However, crime tends to increase as cities grow. The challenge for governments is to ensure that citizens feel safe while continuing to enjoy the benefits of city life.


        NEC provided the first Automated Fingerprint Identification for Law Enforcement system in1982, and the system has been widely used for criminal investigation ever since. With the advancement in face recognition technologies its application in the Law Enforcement market is also gaining great attention, enabling quick and accurate identification in the field, and an optimized, smooth operation for forensic investigators. NEC now provides a multi-modal verification using fingerprint and face recognition.

      


      (3) Critical Infrastructure Management


      
        Providing robust electricity, water and transportation services are the mandate of any city planner. These essential services keep society running behind the scenes. But threats may come from anywhere, requiring constant monitoring and surveillance. It is here that automation can make a significant impact. Technologies including video analytics and monitoring systems can provide reliable and sensitive protection. These automated systems can improve the speed and accuracy of threat detection while lowering staff and equipment cost.


        NEC’s advanced analytics engines and sophisticated sensor systems are used in detecting signs of disorder or threats in office buildings, factories and power plants, and other critical infrastructures. The technologies have also been used in city operation centers in urban surveillance projects. (Please read more in “Securing the Future in Tigre.”)

      


      (4) Public Administration Services


      
        Governments are increasingly moving many of their services online for a number of reasons, including increased convenience for its citizens, better transparency and cost efficiency. As the government holds sensitive personal information such as tax information and national identification numbers, the move to e-government needs to be accompanied by enhanced security measures.


        In addition to virtual risks, governments also need to protect their populations from disease outbreaks resulting from an increased population density. As seen in recent outbreaks of bird flu and SARS, infectious diseases can cripple countries, exacting a high toll on human health and the economy. For instance, infrared thermography cameras have been used in airports to detect and contain the spreading of such pandemic as travelers arrive at the airport.

      


      (5) Emergency and Disaster Management


      
        No city is immune to disasters. Even regions fortuitously protected from earthquakes and volcanoes could face natural disasters such as hurricanes, floods and tsunamis or man-made disasters such as train collisions or terrorist attacks. In the event of an emergency, pre-existing preparedness measures and the rapid execution of post-emergency plans could make the difference between life and death for those affected.


        Governments must quickly collect information, process it to reach an optimal response, and disseminate the decision. Sensors such as surveillance cameras, water level gauges, rain gauges and seismometers can be used to gather information on disasters and emergencies. All these data can be seamlessly integrated at a command center, and then rapidly distributed to the different agencies such as the police, army and hospitals.

      


      (6) Information Management


      
        As more and more people and devices join the Internet, the number of potential targets for cybercrime increases. Governments need to secure their networks against hacking or virus attacks, which call for security measures such as firewalls, intrusion-detection sensors and intrusion prevention measures. They will also need to address privacy concerns, especially when social media analytics is concerned, which is why good data governance practices must be built into the system from the very beginning. Strong information management, through enhanced security measures and data protection schemes, will help institutions and corporations defend against cyber-attacks.


        The Cyber Range Platform, a platform for training, testing and validating large-scale IT security solutions in a virtual environment, and the web server protection solution providing 360 degrees full protection for webservers against malicious intent and data leakage are two of the key solutions NEC provides.

      


      (7) Inter-Agency Collaboration


      
        Many of the challenges that city planners face, ranging from terrorism to natural disasters, require the cooperation of different branches of the government. To launch a coordinated response, different arms of the government, with different levels of access, must contribute their own sets of data input.


        Here, technology can be used to facilitate cross- agency collaboration. In the aftermath of a disaster, governments must swing quickly into the recovery stage. Big data, including the latest machine to machine (M2M) communication technologies, promises to enable the rapid response required. Ultimately, the goal of the inter-agency collaboration framework is to achieve situational awareness, a multifaceted understanding with reasoning capabilities that not only displays information but presents actionable intelligence.


        On 1st June, 2014, NEC launched its Inter-Agency Collaboration solution, the Multi-Agencies, 1 Concert (MAG1C) suite. The solutions are designed to strengthen the sharing of information between local government ministries, offices and related organizations, while ensuring strong information governance. Incorporating a “bring your own engine” concept, the solutions are compatible with a broad range of data analysis engines to cater to the various needs of the cities. (Please read more in “Information Governance” and “Safety Awareness Network.”)

      


      
        3.Global Business Execution


        In April, 2013, NEC established the Global Safety Division (GSD) in Singapore to promote its safety business around the world. GSD’s focus is on growing and developing the company’s expertise in public safety, an area which has attracted a great deal of attention and investment by governments around the world. The expected investment into safer city projects by governments will be approximately 0.5 percent of GDP by 2017, and the contribution of technologies towards the development of safer city projects is expected to amount to 80-85 billion dollars by 20202). The division is in charge of devising global business strategy, developing and promoting new technologies and solutions, and providing training and technical support for subsidiaries and partners worldwide.


        The division was established in Singapore in order to conveniently access the growing, important markets, and also to capitalize on the business experience and capabilities of the local public safety team. It is also an ideal location to enhance its capabilities, as Singapore is an open ground for attracting global talent.


        Furthermore, in September, 2013, NEC established NEC Laboratories Singapore (NLS) as the center of its global solutions research in Asia. With the establishment of NLS, NEC has formed flexible research collaborations with local research institutions and customers. Through active participation in field trials and testbed opportunities, NEC hopes to bring together the R&D activities and core technologies from the other Research Laboratories around the world (Fig. 2) to develop future solutions for society.
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            Fig. 2 Public Safety organization around the world.
          

        

      


      
        4.Conclusion


        The many disasters around us, natural or man-made, are vivid reminders of how complex and unpredictable the world has become. Yet, with improved technological capabilities, citizens today are better informed and more demanding. Governments are expected to not only pre-empt the potential occurrence of disaster or criminal activity, but also to respond efficiently and effectively.


        The technology is already in place. Sprawling, city-wide sensor and communication networks already have the capacity to collect multiple types of data for public safety agencies to act upon.


        The key is how governments can effectively harness such power without undermining the autonomy of various agencies under their banner. The best technologies give actionable intelligence, but the capacity to follow up on that intelligence and make split-second decisions is in fact the most vital component of the public safety puzzle. The ability of multiple entities to work seamlessly towards a common goal will be pivotal in making a city as safe as it can be. NEC’s latest breakthrough in smart pooling, a concept of a futuristic platform which is able to host numerous analytic engines and drive accurate, actionable intelligence is just the tip of the iceberg when it comes to creating seamless, scalable and sustainable solutions for a safer tomorrow.


        The Global Safety Division will work closely with city planners and other important stake holders around the world to enhance its Safer Cities solutions to help make cities safer.
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    Abstract


    The “My Number” system was established as a social infrastructure to help realize a fair and just society. All Japanese citizens will be advised of their individual numbers starting in October 2015, and from January 2016 onward this number will be used for social security, taxation and disaster management purposes. In the future, its use is expected to spread into the fields of healthcare, finance and private enterprises. The role that NEC will play encompasses not only the development of the necessary systems and networks, but also in helping to expand the usage of the number system. It will thereby contribute to the realization of a more efficient and convenient society. This paper introduces NEC’s activities with special emphasis on solutions for local governments, as well as on the potential for creating new services for the future that will be based on the “My Number” system.
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    1. Introduction


    The “My Number” system was started as a result of, The Act for the Use of Numbers to Identify a Specific Individual in the Administrative Procedure, which was promulgated in May 2013.


    This act assigns a unique 12-digit number, called the “My Number,” to all of the residents in Japan and links all of the personal information to these numbers that has previously been managed independently by multiple administrative bodies.


    Every eligible person will be notified of his or her “My Number” from October 2015, and its use in administrative procedures related to the social security, taxation and disaster management services will start in January 2016. After that, the information linkage between administrative organs is scheduled to begin in January 2017 (the linkage of local governments is scheduled to begin in July 2017).


    In this paper, we introduce the outline of the “My Number” system and NEC’s solutions in support of the system as well as the potential for future developments.

  


  
    2. Background to the “My Number” System


    The primary background cause of the establishment of the “My Number” system was the inflexibility of the social security system. When the current Japanese social security system was established in 1961, the percentage of people aged over 65 years of age in the total population was 6% and eleven persons of the still working generation were supporting one person in the aged generation. Since then, a rapid advancement of the declining birth rate and a growing proportion of elderly people has resulted in the fact that in 2015 two persons from the still working population will have to support one person in the aged generation. In addition, the advancement of medical care and the extension of the average life expectancy have contributed to an inevitable rise in medical expenditure. This has raised the need for fair and efficient operations in the social security system to become a critical issue.


    Furthermore, the taxation system is currently seen as being very unfair because of the impossibility of accurate forecasting of the incomes and assets of individuals. While 100% of the taxable salaries of most workers are reported to the tax office, the income reported rates of sole proprietors and persons working in agriculture, forestry and fisheries are less than 50%. If the consumption tax rate increases further in the future, a further regressive trend is to be expected, in which case, low-income people will be required to bear higher tax burdens than wealthy people because of their higher rate of daily necessities to be purchased from their income.


    There is another issue, which is the impossibility of the accurate identification of the incomes of individuals because individual numbers given to national and local taxes are different.


    The introduction of the “My Number” system is expected to enable accurate identification of the income of every citizen and implement taxation according to their income and living status. Consequently, it will enable a reduction in social security expenditure by paying optimum benefit without overlap or waste according to requirements of benefit provision.


    The “My Number” system is designed to create a fair and equitable future society where people may lead their lives in safety.

  


  
    3. Implementation Method of the “My Number” System


    The “My Number” system utilizes the Basic Resident Register System as the basis for numbering citizens without omissions.


    The Japanese Basic Resident Register system is chosen to be used as the basis for numbering because there is no overlapped numbering in the resident registering codes and because it also covers non-Japanese residents staying in Japan for mid- or long-term periods.


    In consideration of a past lawsuit*1, the Basic Resident Register system adopts the “distributed management” method, which does not establish an organization for the integrated management of personal information of citizens. With this method, personal information is owned by each administrative organization, therefore, when other organizations need to refer to or to have the personal information they have to ask for it to the organization that owns required information. The system was implemented in consultation with the Austrian national ID system, which uses two kinds of numbers, which are the “my numbers” (visible numbers) used by citizens for various applications and the “codes” (invisible numbers) used by administrative organs in inter-computer linkages (Fig. 1).


    
      [image: e140304_01.jpg]

      
        Fig. 1 Diagram showing numbering, code generation and information linkages.
      

    


    
      *1 Japanese Supreme Court decision of March 6, 2009 on the demand for the elimination of resident registering codes

    


    
      4. The Role of NEC


      The role assumed by NEC in the “My Number” system includes the construction of facilities and networks required for the system and to expand the fields of application of the system in order to implement a more efficient and conveniently organized society.


      At present, NEC is entrusted to design and development of the My Number-related systems by the Japanese MIC and is currently advancing development steadily, aiming at the enforcement of the “My Number” system.


      As one of our activities targeting local public government, we provide the GPRIME package software for local governments so that they can modify their systems securely. The customers who have already installed GPRIME have also received a package from us to update their software version for My Number compatibility.


      Another cloud service for local government is “GPRIME for SaaS” (Fig. 2). At present, we have the top share among the cloud services for local governments*2.
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          Fig. 2 Cloud services for local governments.
        

      

    


    On the other hand, the local governments need not only modifications of their existing systems but they also need reviews of their networks and enhanced security in order to protect specific personal information when connecting their systems to outside networks.


    NEC provides local governments with a solution menu composed of the following three measures based on the MIC guidelines for local governments (Fig. 3).
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        Fig. 3 Network security measures taken by local governments to deal with My Number.
      

    


    
      
        	Measure 1: Actions for Specific Personal Information Protection Assessment (PIA)


        	Measure 2: Actions for Intra-agency network connection to national governmental systems (Cooperation Network System for Personal Information, Intermediate Server Platform, etc.)


        	Measure 3: Security measures accompanying the intra-agency installation of Intermediate Server connection terminals.

      

    


    The solution menu that we propose contains not only the measures to be taken with general network equipment and security products, but it also features a menu of network optimization for an entire agency by means of SDN (Software-Defined Networking). This menu is proposed for customers who are planning to reconstruct the network of their agencies.

  


  
    *2 According to an NEC survey (as of the end of FY2012: Total number of contracted local governments).

  


  
    5. Future Expansion of the Scope of My Number


    In the initial stage after enforcement of the act, the scope of the “My Number” system is expected to be limited to some areas related to taxation and social security. Considering the original intent of the system (see section 2), the ideal form that it is expected to adopt in the future is as follows.


    (1) Medical care (Identification of personal time related medical data)


    
      At present, personal medical data is stored individually in the archives of the medical and investigation organizations where an individual receives medical care or a health check. This means that the effects of treatment, drug administration and disease prevention measures cannot easily be determined accurately. When personal medical data of individuals is collected at the national level and analyzed in the future, it will be possible to take effective preventive healthcare measures and to reduce medical expenditure by giving effective disease prevention advice to each individual.


      The system also has benefits for individuals, such as its usefulness in health management as well as the possibility of a patient being able to receive accurate medical care anywhere in the country. Furthermore, analysis of data over time will speed up the development of the medical and pharmaceutical technologies and eventually increase the global competitiveness of the Japanese medical care industry at a level equivalent to that of other advanced countries.


      For the moment, although the excessive payments of medical benefits are assumed to be a huge amount, the actual status is for the present not clarified accurately. The “My Number” system is expected to make a significant contribution to the optimization of medical benefit payments and to the resulting reduction of medical expenditure.

    


    (2) Financing


    
      At present, the financial accounts of individuals are not managed in an integrated manner, even within a single bank.


      Linking the My Numbers system to financial accounts will support a name-based aggregation of financial accounts and will also enable accurate identification of the financial assets of individuals. There is a deep-routed opinion that fair taxation and social security would be possible if tax billing and benefit payment according to assets was possible.


      The merits of the aggregation of financial accounts for individuals include simplification of the account opening procedure and the instant identification of inherited assets.


      It is also considered that another merit of the system is the possibility of accurate identification of inactive accounts.

    


    (3) A One-stop service capability by creating a private/public linkage platform


    
      At present for example, when relocating, in addition to submitting the notification of a move to the local government office a person has to notify various administrations of the new address. Promotion of the private/public sector linkage using My Numbers can improve the convenience of citizens in these procedures.


      If the linkage is expanded to include power, gas, communication, financial services and other companies, the convenience can be further improved by simplifying the procedures required in relocating. It is additionally expected that the procedures required in performing other life events, such as retirement, marriage, family name change and death can be simplified and omissions can be prevented (Fig. 4).
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        Fig. 4 One-stop services based on private/public linkage.
      

    


    (4) Postal cost reduction by electronic post box


    
      If important documents of private businesses can be forwarded electronically and confidently, their postal and operations costs can be reduced significantly.


      Private companies will also be able to forward documents confidently without considering the relocation and address changes of clients.


      Creation of the electronic private mail box is under study in order to enable implementation of the above.

    


    (5) Use of the individual number card (IC card)


    
      The IC cards (individual number cards) that the local governments will issue to individual applicants from January 2016 may also be utilized by private sector businesses.


      The individual number cards will store the “electronic certification of an individually recognized public service” that can be used for authentication in online use, etc. A private business will be able to utilize three of the electronic certificates including; 1) personal identification; 2) qualification confirmation; 3) modified registration details confirmation (Fig. 5).
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          Fig. 5 Utilizations of My Number and individual number cards.
        

      


      A typical utilization scenario would be its use by medical institutions, with which the patient registration card and health insurance card required for an examination and the credit card required for payment can be grouped in a single IC card. With regard to the health insurance card function, there have been many cases of erroneous claims being made to the wrong health insurance societies when the insurers have been changed following a career switch or resignation of an insured person. When the health insurance function of the IC card is used, the present health insurance society of the patient can be checked immediately so that the medical expenses can be claimed from the correct society of the patient without the risk of an erroneous claim.


      The IC card can be accessed in many ways because it can be used on smartphones, tablets, convenience store terminals and household TV sets as well as on personal computers.

    

  


  
    6. Conclusion


    At NEC, we started the National ID Business Promotion Department as the organization to be responsible for promoting the “My Number” system. This organization is composed of three groups that are respectively in charge of solutions for government, the medical field and private businesses. Its activities include the proposal of solutions aimed at the start of the “My Number” system in January 2016 and the planning of new solutions that will make use of the system.


    For the future, we are planning to complete the construction of systems and networks required for “My Number” and also to expand the scope of the system. It is hoped thereby to create a more efficient and convenient society so that people can confidently lead their lives in a more ordered manner.
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    Abstract


    NEC played a critical role in the stadium construction projects for the World Cup, integrating and delivering ICT systems into a single optimized infrastructure. Using these projects examples, this paper discusses NEC’s expertise in contributing to integration and management on a global scale via our “Solutions for Society” business.
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    1. Introduction


    For one incredible month in the summer of 2014, the world’s attention was focused on Brazil for the World Cup. With national football teams from 32 countries battling for world supremacy, the competition was fierce, and every day brought fresh excitement to each of the 12 stadiums*1 where the matches were staged. After a month of astonishing performances, heartbreaking losses, and stunning triumphs, the World Cup came to a successful conclusion on July 12.


    NEC participated in five*2 construction projects (hereinafter referred to as “the Projects”), serving as a subcontractor to the general contractors (hereinafter referred as “the Clients”). NEC’s responsibility for the projects was system integration. This included designing the integration solution, procuring materials, and installing and constructing stadium ICT equipment (Photo. 1).


    
      [image: e140305_01.jpg]

      
        Photo 1 NEC projects in Brazil.
      

    


    The ICT equipment used in these projects ranged across a wide spectrum that included:


    
      	IP networks


      	Wi-Fi


      	Digital signage, large LCD screens, monitors and displays


      	CCTV security systems


      	Access control at entrance gates


      	IP telephony inside the stadium and facility management systems.

    


    In addition to ICT equipment, NEC also provided fire detection and alarm systems, sound systems and timing systems, bringing the total number of equipment categories that NEC was responsible for to 13 (Fig. 1).


    
      [image: e140305_02.jpg]

      
        Fig. 1 Systems used in NEC Stadium Solutions.
      

    


    
      *1 In total there were a total of 16 stadiums in Brazil when including the 4 practice stadiums


      *2 NEC was responsible for systems integration at 5 stadiums - 4 of which were used for Cup matches (Arena Fonte Nova: Salvador, Arena Pernambuco: Recife, Estádio das Dunas: Natal, and Arena da Baixada: Curitiba) and 1 for practice (Arena do Grêmio: Porto Alegre).

    

  


  
    2. NEC Stadium Solutions


    The World Cup was not NEC’s first experience at delivering integrated ICT to stadiums and facilities. Since 2006, the company has been delivering a wide range of ICT products and systems to many different customers (Table 1). For many years now, NEC’s technological capacity has enabled us to supply the market with a diverse selection of ICT products. Today, we are leveraging that expertise and technology to facilitate the deployment of complete ICT solutions built around our business analysis, system integration structures, and project management skills.


    
    
      Table 1 NEC’s ICT Experience.
    
[image: e140305_03.jpg]


    NEC Stadium Solutions is a pre-defined, systemized approach to system-integration design, procurement and project management methodology required for stadium or facility construction projects. The benefits of taking this approach is that the time and cost associated with execution manufacturing and installation are reduced, while minimizing risk and improving management and maintenance efficiency.

  


  
    3. System Integration Design Technology


    When designing a system integration solution, the key is to formulate an effective plan for the project that covers not only the actual integration systems and technologies, but considers the specific concerns and requirements of the stadium construction, facilitates consolidation & centralization of systems and provides sufficient flexibility for specification changes.


    Requirements particular to a stadium construction project:


    
      	Cost and schedule


      	Meeting of specific stadium above and beyond specifications stipulated by the event organizer (e.g., FIFA)


      	Flexibility for specification changes and schedule changes during the implementation of the project

    

  


  
    3.1 System Architecture - Consolidation/Centralization


    While possible to take the approach of installing ICT in stadiums as independent systems, NEC believe that wherever possible, in order to minimize complexity and simplify troubleshooting, systems should be consolidated and centralized. With this at the core of our system architecture philosophy, we were able to support customers’ needs with reliable, smoothly functioning systems installed on schedule.


    Consolidation of data transmission methods and centralization of server functions makes it easier to share content and to achieve duplication of the entire system. This, in turn, assures the necessary flexibility for specification changes, makes systems easier to construct and install, and streamlines management/maintenance.


    In Brazil, this system architecture approach was applied as shown below (Fig. 2).


    
      [image: e140305_04.jpg]

      
        Fig. 2 System Architecture.
      

    


    
      	Consolidation of all data*3 transmission methods in and around the stadium using IP protocols


      	Centralization of control functions (server functions) for all products in single data center


      	Sharing of visual content between digital signage system and giant screens


      	Duplication of the above-mentioned IP network and data center based on the two Command Operation Centers provided in each stadium.

    

  


  
    3.2 Command Operation Center (CoC) Design


    In NEC Stadium Solutions, the basic design and operation of the system for each facility was developed in cooperation with the Clients. This made it possible to optimize the selection of ICT according to the specific needs of the facility. At the heart of each Stadium Solution was the Command Operation Center, or CoC. Essential to the smooth functioning of the entire system, the CoC played a pivotal role in stadium management and was shared by the audio/video staff and security personnel, making proper installation and setup the key to the overall success of the operation (Photo. 2).
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        Photo 2 Command Operation Center (CoC).
      

    


    In a single center, the CoC had to include an audio/video monitoring system for management staff equivalent to the one surrounding the spectators in the stadium seats, as well as providing an environment where security staff could focus on surveillance monitors and alarms. Resolving these contradictory requirements required us to focus all our know-how and expertise on ensuring that the CoC was effectively designed to improve ease of management/maintenance.

  


  
    3.3 Understanding Stadium Cable Layout Requirements


    Installing ICT products in a stadium is a vast undertaking, in terms both of the time required and the complexity of the task. Enormous amounts of cable have to be laid out over a wide area - often at the same time as the facilities themselves are being constructed. Success in this case is predicated on conceiving a process design (for layout processes and testing processes) that effectively coordinates the work in each of the stadium’s construction blocks*4 , assuring smooth implementation and facilitating construction and installation (Fig.3).


    Thanks to the consolidated/centralized system architecture developed and refined in earlier projects, we were able to consolidate the cabling for the 13 ICT systems into five systems, giving us the flexibility we needed to effectively adapt to any changes in construction plans along the way. Simplifying the cable configuration had other benefits as well, including easier system installation, enhanced flexibility in the event of any specification changes, and streamlined management/maintenance.


    
      [image: e140305_06.jpg]

      
        Fig. 3 Stadium construction blocks.
      

    


    
      *3 This data includes control, audio, and visual data.


      *4 Construction blocks are determined by dividing the stadium into 8 zones (N, NE, E, SE, S, SW, W, and NW) in the horizontal direction and into the number of floors (different depending on the stadium).

    

  


  
    4. Material Procurement Capability


    NEC operates in more than 140 countries and regions around the world, giving us unparalleled access to a vast network of suppliers and partners. This enables us to provide optimized solutions that are perfectly customized to our customers’ needs.


    After determining which product suppliers were capable of meeting the requirements for the specifications of the Projects, we consulted with the Clients in order to decide which products would be selected based on the product portfolio (Table 2). Thanks to NEC’s strong global presence, NEC Stadium Solutions proved able to take advantage of superior material procurement capability to deploy the best-possible products in any stadium configuration.


    
    
      Table 2 NEC’s ICT Experience.
    
[image: e140305_07.jpg]

  


  
    5. Project Management Technology


    Based on the knowledge and expertise gained in earlier projects, NEC developed a management system (“Stadium Solutions Project Management Standards”) optimized for stadium/facility construction projects. By strictly adhering to these standards, we cleared rigorous quality standards and successfully met all delivery deadlines in the Projects.


    
      5.1 Process Management and Risk Management


      In the Projects, we established a sophisticated management system called the Project Management Office (PMO) that facilitated cooperation between our sales, engineering, and delivery teams. At the same time, we introduced management methods that enabled us to command a bird’s-eye view of the entire stadium construction project in terms of progress management, risk management, task management, and quality management according to “Stadium Solutions Project Management Standards.” This ensured that we were always fully aware of the status of all aspects of the Project and were able to keep the Clients up to date with the latest developments. Every week, the Clients held a progress meeting with all the subcontractors. Participating subcontractors from various fields including civil engineering, structural engineering, interior construction, electric installation, water supply and drainage, and ICT equipment (NEC) reported on their progress and discussed any problems and possible solutions. For example, if there was a problem that held up interior construction, that delay could in turn affect the electrical installation work, which would then affect NEC’s installation of ICT equipment. This made it necessary to evaluate potential risks and develop plans to deal with them. The experience that went into “Stadium Solutions Project Management Standards” and the PMO is the key to our project management methodology in NEC Stadium Solutions.

    


    
      5.2 Quality control


      NEC has systemized the quality control standards for ICT products and facility construction. Under the management supervision of the PMO, the engineering team and delivery team of the Projects performed design and installation work based on these standards, successfully satisfying the rigorous inspection of a third-party organization and getting all work done on time when faced with the absolute deadline of the World Cup.

    

  


  
    6. Conclusion


    In this paper, we have reviewed the structure and operations of NEC Stadium Solutions and the role they played in preparing the infrastructure for the World Cup. Going forward, we intend to build on this experience to further enhance our capabilities for system integration design technology, material procurement, and project management technology in order to better match up our various leading-edge products and services with the needs of our customers and maximize their success on a global scale (Fig.4).


    NEC will aim to achieve a society with better life style by optimally using our state-of-the-art technologies and system integration capabilities.


    
      [image: e140305_08.jpg]

      
        Fig. 4 Building a social solutions business.
      

    


    
      * Wi-Fi is a registered trademark of Wi-Fi Alliance.
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  Deployment of Eye-Catching, Visually Appealing Flight Information Systems
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    Abstract


    As the world becomes ever more interconnected, emerging markets and urbanization are driving continuous growth in air traffic. With demand for air transportation soaring, airports are no longer mere facilities where passengers embark or disembark from aircraft. Instead, they now offer a wide range of amenities designed to appeal to passengers in transit, including entertainment services, bars, restaurants, and mini shopping malls. Given these trends, it is more important than ever to equip airports with display systems that can effectively deliver a variety of multimedia information to passengers in a visually appealing, eye-catching format. For many years, NEC has been developing information display systems that focus on flight information systems at airports. In this paper, we will examine those systems and discuss NEC’s commitment to continued development in this field.
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    1. Introduction


    A flight information system (FIS) is a system that provides primarily flight information via video and audio systems installed throughout the airport where they can easily reach passengers, staff, and visitors. Using visual means such as large display panels and display monitors as well as audio means such as automated public announcement, these systems also provide a variety of other pertinent airport and flight-related information such as access traffic information, weather reports, advertisements, etc.


    Demand for air transportation increases every year, and the number of air travelers in Japan is expected to increase from 278.1 million in 2012 to 333.9 million in 2027. Additionally, the rise of low-cost carriers (LCCs) and increased use of small-to-medium aircraft has resulted in a rapid rise in the number of flights that take off and land at airports.


    Against this background, intensification of competition between airports and commercialization of airport facilities are underway, resulting in what could be called “information congestion” at airports, making it difficult to effectively deliver the appropriate information at the appropriate time and place. Today, flight information systems need not only to be more widely distributed throughout the airport facilities, they must also go beyond the provision merely of flight information, displaying a variety of other multimedia information, as well. With all of these developments, FIS is becoming more important every year.


    Since its first full-fledged system introduction at Narita Airport Terminal 2 in 1992, NEC has installed state-of-the-art FIS systems at sixteen Japanese airports including Shin-Chitose, Haneda International, Fukuoka, Sendai, and Niigata and one overseas airport (Iloilo International Airport, Philippines).


    A system that was originally intended only to provide text information using LED and CRT monitors is now transforming into a multimedia display system centering on LCD monitors.


    In this paper we will review the various component technologies that NEC has developed and refined based on its extensive experience in FIS system delivery and show how these have made it possible for NEC to develop leading-edge contemporary FIS systems for use in modern airports, as well as underlining the company’s commitment to the ongoing development of the FIS.

  


  
    2. Features Required for FIS


    The following features are required for FIS.


    (1) Highly reliable central server


    
      It goes without saying that flight information is crucial to the operation of an airport. If the system is brought down by a server crash, the impact on passengers and airport staff could be extremely serious. Consequently, the central server at the core of the FIS system must be highly reliable, with the ability to handle high data loads without experiencing downs or crashes.

    


    (2) Display panel design with high visibility


    
      A high-visibility design is required for FIS system, one that fully takes into consideration the principles of Universal Design, ensuring barrier-free access to all information regardless of age, sex, or physical ability. This will allow everyone to understand the provided information.

    


    (3) Expandability and flexibility of display design


    
      In order to effectively guide passengers, display content and display timing need to be optimized according to the construction of the passenger terminal building; thus, the display panels need to be flexible enough and expandable enough to enable the display content to be changed as required depending on the installation location.

    


    (4) Easy maintenance design to enable rapid recovery in the event of a failure


    
      At a large airport, hundreds of different display panels are typically installed at various locations throughout the facility. In order to ensure reliable information delivery, these displays must be properly and efficiently maintained. Ease of maintenance is also required in the event of failure so that the displays can be restored to operation as quickly as possible in order to minimize passenger inconvenience.

    


    (5) Secondary use as symbols or landmarks


    
      The large display panels incorporated in the FIS also serve as symbols or landmarks, as well as providing information. Recently, as FIS systems have become more integrated with digital signage, they are being used to help enhance the mood of travelers and deliver advertising.

    


    (6) Construction of systems without affecting airport operation


    
      When updating an FIS system, it is necessary to perform construction work and alterations efficiently and safely for extended periods of time during the night after the airport is closed.

    


    3. NEC’s Commitment


    NEC’s commitment to the requirements described in Chapter 2 is introduced below.


    3.1 Technology to Improve the Reliability of the Central Server


    (1) Quad configuration employed for the central server


    
      To optimize reliability, the central server normally features a redundant configuration (duplication) using two Oracle RAC databases. Although this is generally sufficient, the center server employs a quad configuration for airports that demand even higher levels of reliability, with a duplex system configuring incorporating two active and two standby systems (Fig. 1). This significantly reduces the chances of any interruption in operation by switching to the standby system even if any failure occurs in the shared disk (iStorage).

    


    
      [image: e140306_01.jpg]

      
        Fig. 1 Schematic diagram of quad configuration central server.
      

    


    (2) Local backup function


    
      The local backup function serves to keep operation inside the local network by directly sending commands from an input/output terminal without passing through the central server. This ensures continued operation even if the central server is down and the shared network is not usable.


      A conceptual diagram of its operation is shown in Fig. 2. Under normal conditions, the input/output terminals used for the local display are connected to the central server, and the latest flight information is stored in the terminal. When a failure occurs in the central server or shared network, the input/output terminal used for the local display is switched to connect to the local network, and the system operation can be continued by sending commands to display information directly from the input/output terminal.

    


    
      [image: e140306_02.jpg]

      
        Fig. 2 Conceptual diagram local backup function.
      

    


    3.2 Measures to Improve Visibility


    (1) Large display panels


    
      The number of dots per character on a large display panel is usually 16 x 16 pixels or 24 x 24 pixels. Because large displays don’t have as many pixels as conventional displays, the visual capabilities of large display panels are limited. NEC is developing unique designs for a large display panel in order to achieve optimized expressive capabilities even with limited number of dots, which also take into consideration the panel installation conditions and also Universal Design standards (Fig. 3 and Fig. 4).

    


    
      [image: e140306_03.jpg]

      
        Fig. 3 Design example (16 x 16 pixels per character).
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        Fig. 4 Installation example.
      

    


    (2) Display monitors


    
      Meeting the standards of Universal Design is essential for FIS systems as they are used by a wide range of people, such as the elderly, disabled, children, and foreigners. Supported by NEC Management Partner with expertise in user-centered design (UCD), NEC is developing more attractive and easier-to-understand displays.


      Not only have we made efforts to develop display configurations that provide information in an attractive and intuitive way that is accessible to anyone, but we have also adopted the UD (Universal Design) font which features excellent visibility with appropriate type sizes and color contrast in consideration of elderly and disabled. Moreover, in accordance with the principles of Color Universal Design, which emphasizes important information for people with various types of vision, colors have also been selected and arranged based on how they are perceived by different types of color vision.


      Fig. 5 shows how the display looks according to the type of color vision.


      Operators enter data on the display terminal screens while confirming the display image, and such operation is allowed also on the operation terminal screens. By enabling data entry using intuitive mouse-based operation while confirming the displayed images, this system improves usability for airport and airline staff.
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        Fig. 5 Comparison of how screen appears depending on color vision.
      

    


    3.3 Expandability and Flexibility of Display Design


    Display designs (layouts, display timings, etc.) for display panels are defined in XML files, facilitating horizontal or vertical display depending on installation situations, and maximizing design flexibility. The display editing tool shown in Fig. 6 allows the display design to be edited via a GUI (Graphical User Interface) and output to XML files, allowing the system to be easily adapted to meet the specific requirements of different airports.


    
      [image: e140306_06.jpg]

      
        Fig. 6 Display editing tool.
      

    


    3.4 Easy Maintenance Design


    (1) Easy maintenance made possible by thin-client system


    
      Windows-based control PCs are used for display control of the display monitors. Because a few hundred control PCs are used at large airports, software (including the OS) startup and operation is based on the thin-client method (Fig. 7). Thanks to the integrated management of the software on the central server, this makes it unnecessary to install software on the display side, as well as enabling much faster failure recovery than is possible with conventional fat-client systems, thereby assuring easier and more efficient maintenance.

    


    (2) Detailed device monitoring


    
      Hundreds of installed display monitors are all operated automatically, while the status of each device is managed and monitored in the central operation room (Fig. 8).


      In addition to status (alive/dead) monitoring of the control PCs for the display monitors and SNMP (Simple Network Management Protocol) monitoring, the status of the browsers that operate the control PCs is also monitored. Whenever an abnormality is detected, the system is restarted to recover it automatically.


      Device power on/off status is also monitored with distinction between normal and abnormal termination. The operation status (start-up, termination, daily rotation, etc.) is also displayed on the monitoring device, enabling operators to immediately verify the status of the entire system with this monitoring device alone. The temperature and brightness of the displays are also monitored. In particular, the status of various LED display parameters such as the status of each display line, fan, and power supply is monitored in detail. All device status data is displayed to the administrators using representations such as trees and maps.
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        Fig. 7 Configuration example using thin-client system.
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        Fig. 8 System monitoring display examples.
      

    


    3.5 Display Panels Suitable for Use as “Landmarks” at Airports


    (1) Large display panels using the field sequential system


    
      The field sequential system is a driving method used in LCD panels. Taking advantage of the after-image effects of the human eye, it conveys colors by appropriately controlling the illumination time of respective backlight colors (red, green, and blue) (Fig. 9). Since it does not require color filters to convey colors, it achieves sharp, easy-to-see, and stable displays with high brightness and a wide field of view (Photo).
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        Fig. 9 Principles of field sequential system.
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        Photo Large display panel using field sequential system.
      

    


    (2) Integration with digital signage


    
      While conventional FIS systems specialize in the display of flight information, NEC’s FIS incorporates a CMS (content management system) function, enabling it to switch between a variety of different content such as railroad transportation information, road traffic information, news, and advertisements.


      A schematic diagram of the integrated management of the display schedule of flight information and other content is shown in Fig. 10. Display effects can be enhanced by letting the FIS display panel be shared with the digital signage and switching the content with the flight information.


      
        [image: e140306_11.jpg]

        
          Fig. 10 Schematic diagram of integrated management of display schedule of content.
        

      


      For example, the left side of the display shows flight departure information, while the right side shows content related to those flights. In this way, the communication power of the content can be enhanced.

    


    3.6 System Updates at a Large Airport


    In a system update at a large airport executed in cooperation with NEC Networks & System Integration, we spent out about six months updating and refurbishing the system, carrying out all work after hours. The project was successfully completed without any problems and was highly evaluated by the client, winning official commendation.

  


  
    4.Conclusion


    In this paper, we have reviewed the various component technologies that support NEC’s FIS system, while emphasizing and our ongoing commitment.


    Spurred by the Japanese government’s promotion of the open skies policy and the establishment of the Law for Airport Management Utilizing Private-Sector Capabilities, the current airport market is in a process of transition from the era of government-led airport construction to an era of increased airport efficiency driven by the private sector. With the increase in airport traffic that can be expected with the forthcoming Tokyo Olympics in 2020, versatile and visually attractive flight information display systems will be more important than ever.


    In view of these developments, our goal is to advance our cloud computing technology to optimize our FIS cloud systems by utilizing our cloud computing technology, to achieve high expandability using our SDN (software-defined networking) technology, to enhance our digital signage functions such as video walls, and to create additional value through system linkage with airport security and video systems as well as by incorporating a waiting time prediction system for passengers. In the simplest terms, our goal is to develop information display systems that will be easy to use and very attractive to passengers.


    We are also now focusing on proposals overseas with a view to moving into global markets, particularly in Asia.


    
      * Oracle is a registered trademark of Oracle Corporation and/or its affiliates in the U.S. and other countries.


      * Windows is a registered trademark of Microsoft Corporation in the U.S. and other countries.


      * All other company and product names and logos that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    The complicated network layouts around stations may impose delays on the timely implementation of planned new services. East Japan Railway Company (JR-EAST) has been facing such an issue that has been resolved by using the “common station network” (JR-STnet) that employs an SDN solution. This strategy enables the timely updating or upgrading of a network without physically necessitating the construction of another network. This paper discusses NEC SDN Solutions introduced to the “common station network” at Tokyo station.
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    1. Introduction


    A railway station is equipped with a large number of networks. For example, Tokyo Station of East Japan Railway Company (hereafter referred to as JR-EAST) is equipped with several dozen types of networks: for providing train service information, controlling cameras used for managing the operating status of escalators and various other types of equipment, monitoring digital signage and vending machines and managing the business systems of all the onsite tenant shops, etc.


    Originally these networks have been built separately when the need arose. This practice resulted in extensively jumbled wiring in the backyard, which created an extremely complex situation for the network. In such a situation, building new service networks that had to be incorporated in the current already complex networks imposed delays on the timely implementation of planned new services.


    In this paper, we introduce the case study of a “common station network” (JR-STnet) that employs an SDN solution as prepared for Tokyo Station. This approach enables the timely updating or upgrading of a network without physically necessitating the construction of another network.

  


  
    2. Network Issues Uniquely Found at Railway Stations


    Network construction and its management at railway stations possess unique issues that are explained below.


    Issue 1: Rapid deployment of new services in order to enhance the quality of service availability at stations


    
      It was essential to implement the rapid deployment of new services in order to enhance the quality of the current services at stations in order to suit a variety of passengers; especially for those visiting from outside Tokyo, and even from outside Japan.

    


    Issue 2: Network configuration changes are necessary each time that improvement construction works are undertaken


    
      A railway station undergoes frequent improvement construction work. However, the existing network configuration may require that network equipment is relocated or removed, and such modifications require a rearrangement of the network topology.

    


    Issue 3: Three hours between the last train at night and the first train in the morning is the time window for any network modification work


    
      The construction work inside the station has to be conducted without interfering with train schedules. This means that the available time window for the work is for only three hours after the last train at night has left and the starting of the first train in the morning. When allowing time for a fallback operation, the actual time that remains for the relevant network modification work is only one hour or less per night.

    


    Issue 4: A reassignment of IP addresses is necessary when integrating network systems


    
      Various systems are adopted to configure physically independent networks at stations. The same IP addresses therefore often coexist. In such situations, the IP addresses must be reassigned and revised when integrating network systems.

    

  


  
    3. Resolving Issues by Employing SDN


    In order to solve issues found in network configuration and management that are station-specific, NEC inaugurated the common station network for Tokyo Station in March, 2014. This network employs NEC’s “UNIVERGE PF Series” (Photo) that enables implementation of Software-Defined Networking (SDN).


    The common station network makes it possible to create a logically independent network by using the virtual tenant network (VTN) functions provided via the UNIVERGE PF Series.


    The common station network not only makes it possible to significantly reduce the time required to construct additional networks, but also to enable the rapid deployment of new services. For examples, JR-EAST has developed a “Smart Device” environment by constructing a “Wireless LAN” backbone, and also has started the “Suica locker availability” information service inside Tokyo Station. The “Suica locker availability” service is receiving much approval from train passengers because it allows them to find vacant lockers easily when they install a “JR-EAST Application” in their smartphones, even in the enormous Tokyo Station.


    Flow switches based on OpenFlow protocol are connected to a mesh network, so that reviewing the network topology is no longer necessary when adding and removing switches due to station remodeling work, etc. This solved the issue of reconstructing networks that was referred to in Issue 2.


    Moreover, it became possible to change networks simply by operating the flow controller that enables software-based control of entire network systems. This improvement has achieved time reduction for the network construction work hours and resolved issues referred to in Issue 3.


    The VTN function also allowed us to construct a physical network without being constrained by IP address duplication with other network systems. This has resolved the issues referred to in Issue 4.


    
      [image: e140307_01.jpg]

      
        Photo UNIVERGE PF Series.
      

    


    
      4. Range of Processes from Designing a Network to Managing a Network System


      4.1 Network Design


      (1) Data network and control network


      
        A Network system using OpenFlow protocol employs a flow controller to control the flow switches via a SecureChannel. This means that disconnection from a SecureChannel must be avoided while constructing additional networks.


        The common station network was designed to be compatible with such a situation. It isolates the data network and the control network; the former is for user data transmission and the latter is for SecureChannel data flow (Fig. 1).


        The data flow system offers two choices when building a control network: the outbound system and the inbound system.


        The outbound system employs a configuration that physically isolates the data and control networks and it features a simple design. However, besides the optical cable core for the data network, another one is required for the control networks connecting the wiring rooms in the station.


        The inbound system can share the same optical cable core for both the data and control networks. This is done by building a VLAN on the data network for connecting the networks. Although this strategy is advantageous, the inbound system still has some issues. A control network has to be designed with the logical and loop free configuration instead of employing a loop prevention function. Also, a priority control function has to be installed, because data transmissions of both data and control are coexistent. Therefore, the inbound system is expected to require more effort to be used in the network design and management, especially for the larger scale network systems.


        By considering the above issues, JR-EAST decided finally to employ the outbound system, because the configuration is rather simple and it is more suitable for configuration expansion and maintenance.

      


      (2) Numbers of flows


      
        The number of resources needed to handle flow entries is limited per flow switch. Therefore, a common station network was designed by considering the numbers of flows of each system to be housed in the network.

      


      
        [image: e140307_02.jpg]

        
          Fig. 1 Data network and control network.
        

      


      4.2 Testing before Shipping


      Tests to check unicast/broadcast transmissions are generally performed before shipping a product. However, networks based on the OpenFlow protocol employ a different packet transmission mechanism to the one employed by the conventional networks. Therefore, we conducted additional tests to check whether Packet-In, Packet-Out and Flow-Mod messages are transmitted appropriately. Load tests were also provided, and we have conducted a resources test in order to confirm the number of flow entries per flow switch, as well as a bench mark test that is compliant with RF2544 standard.


      4.3 Network Construction


      By employing OpenFlow protocol we were able to reduce the network construction time compared to that for the conventional TCP/IP network.


      Station improvement work has to be carried out in the short time interval between the last train at night and first train in the morning. Such conditions also apply to the construction of the common station network. Conventional networks have hitherto required a work load proportional to the number of devices. This was because it was necessary to check the performance status and the data transmission status of every single device every time that networks were modified or newly built.


      On the other hand, the network based on OpenFlow protocol enables the flow switch status to be checked via the flow controller once the SecureChannel connection is established between the flow controller and the flow switch. Consequently, configuration of more devices requiring limited work hours and human labor was now possible and a shortening of the expected work schedules could be achieved. Moreover, the easier configuration work allowed JR-EAST to build a network for a certain area in Tokyo Station within a time frame between the last and first trains.


      4.4 Network Management


      Adding the network configurations required when deploying new services may be now carried out with greater ease compared to the conventional TCP/IP network.


      When adding a new network to an existing one, it is necessary to add and modify all of the relevant devices. However, the common station network only requires the additional setting of a flow controller.


      Moreover, the VTN function provided via a flow controller can cope with a request that the network constructed for new services will be isolated from the existing networks and will not be in communication with each other. The VTN function allows us to add network configurations just by conducting the relevant settings on the flow controller, and without conducting additional settings to a large number of flow switches. Moreover, the logical network configured via the VTN function allows users to check the network status with GUI so that high performance network management is achieved, even for a large scale network system (Fig. 2).

    


    
      [image: e140307_03.jpg]

      
        Fig. 2 Screen with GUI display.
      

    

  


  
    5. Issues and Approaches of the Common Station Network


    A network system similar to the one constructed at Tokyo Station is now being prepared for Shinjuku Station and other hub stations. Employing SDN to service broader networks than just for stations is also under consideration.


    Employing SDN for broader network area, however, still requires several issues to be resolved. A significant issue can be seen especially in the example of isolating a data network from a control network. A large number of optical cable cores are needed to connect network devices. We consider that this issue is one of the main issues to be solved in the immediate future.

  


  
    6. Conclusion


    The common station network is now one of NEC’s leading case studies that has provided proof of how SDN can enable the easy setting and management of railway station networks and can also support the rapid deployment of a new service. It has therefore excited the interest of many other railway companies.


    For railway companies, which have the responsibility of maintaining a social infrastructure, safe and reliable transportation is of the utmost importance. Besides this, improved services are also demanded. By understanding the functions and performances that railway companies are looking for, NEC is aiming to provide innovative support in order to establish a network system that will satisfy the needs of our clients.

  


  
    * Suica is a registered trademark of East Japan Railway Company.


    * OpenFlow is a trademark or registered trademark of Open Networking Foundation.
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    Abstract


    With Japan’s workforce shrinking in the face of the nation’s plunging birth rate and aging population, the Japanese government has undertaken a series of growth-oriented measures aimed at reversing this trend. Among the many initiatives recently announced as part of this growth strategy that includes the relaxation of visa requirements for foreigners visiting Japan in order to encourage the entry of migrant workers. As entry restrictions have eased, the lower yen exchange rate has also encouraged more foreigners to visit Japan, with the number of visitors topping 10 million in 2013 and even more expected in the future. However, the official government report reveals that the country is poorly prepared to accommodate the needs of foreign visitors, especially in terms of communication. To help overcome this condition, NEC has developed a cloud-based interpreting service that uses a videoconference telephone and can be accessed anywhere and at any time, wherever a tablet PC is available in an internet connected environment.
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    1. Introduction


    Japan is facing the nation’s plunging birth rate and aging population. To foster development of new industries and stimulate growth of the workforce in such a social environment, the Japanese government unveiled the Agenda for the Evolution of Growth Strategy, its blueprint for economic revival, at the Council on Competitiveness-Nippon (chaired by Prime Minister Shinzo Abe) on January 20, 2014. Part of this grand design included creating an environment more receptive to foreign workers and revisions to the technical intern training program. The government also announced that plans to beef up its tourism program, taking advantage of the international exposure offered by the upcoming Tokyo Olympics and Paralympics with the goal of increasing the number of foreign visitors to Japan to 20 million by 2020.


    To support efforts to recruit more foreign workers, the Alien Registration Act was abolished in July 2012 and basic government services are now provided to foreign residents under the terms of the Residential Basic Book Act. With more foreign residents eligible for more services, municipalities have come under increasing pressure to provide multilingual customer and counter services leading to growing demand for multi-language interpreting solutions that take advantage of the advanced capabilities of today’s information and communications technology (ICT).

  


  
    2. Tourism Trends


    To assess trends in tourism to Japan, we looked at various studies prepared by the Ministry of Land, Infrastructure, Transport and Tourism (MLIT) and the Japan National Tourism Organization (JNTO), the two departments primarily responsible for developing and managing the Japanese government’s policies on foreign visitors to Japan.


    2.1 International Visitors to Japan According to Country and Language


    According to JNTO’s research, international visitors to Japan totaled about 10.36 million between January and December 2013. When broken down by country of origin, more than 70 percent of those visitors came from Korea, Taiwan, China, the United States, and Hong Kong, in that order (Fig. 1). This means that the majority of foreign visitors to Japan can be effectively accommodated by providing interpreting services in Korean, Mandarin, and English.


    
      [image: e140308_01.jpg]

      
        Fig. 1 Top 5 source countries for foreign tourists to Japan (2013).
      

    


    Moreover, because there are many countries where people speak English as a second language, NEC estimates that it would be possible to support more than 85% of the foreign tourists to Japan with English, Mandarin, and Korean interpreting services.


    However, when foreign residents and workers in Japan are taken into consideration, things aren’t so simple. Translation services in English, Mandarin, and Korean alone would not meet the needs of the many foreign residents who, depending on their country of origin, speak Portuguese or Spanish. Today, the ability to provide counter services in Portuguese and Spanish, as well as Korean, Mandarin, and English is crucial for many municipalities.


    2.2 Trends in Number and Duration of Visits


    According to the Japan Tourism Agency’s (JTA) “Consumption Trend Survey for Foreigners Visiting Japan” in the July to September quarter of 2013, less than 30% of the foreign nationals visiting Japan whose purpose of visit was tourism and leisure visited four or more times. This is also the case with visitors from Korea and China, which are Japan’s closest neighbors (Fig. 2). This makes it clear that there is room to expand the number of repeat visits.


    The length of stay of international visitors whose reason for visiting was tourism and leisure was also examined in the survey. Significant differences were found, depending on the visitor’s country of origin. Nearly 30% of visitors from Korea stayed for 3 days or less, demonstrating a clear tendency amongst Koreans to stay in Japan for shorter periods than visitors from other countries. Of those Korean visitors who stayed more than 3 days, less than 10% stayed in Japan for more than 2 weeks. Visitors from other neighboring countries such as China showed similar tendencies, with visitors who stayed in Japan for 2 weeks or more accounting for less than 10% of the total. Tourists from North America and Europe, on the other hand, were much more likely to spend 2 weeks or more in Japan. Visitors from the U.K., Germany, and France were especially likely to stay longer, with more than 40% of them staying for 2 weeks or more (Fig. 3). Although this is due to some extent to cultural differences in vacation systems, tourism analysts believe that there should be room to encourage visitors from neighboring countries to stay longer and to boost the consumption of those visitors who do stay longer.


    The estimated quarterly value of tourist consumption derived by multiplying travel expenditures such as lodging, dining, and shopping expenses by the number of visitors is calculated to be 325.3 billion yen. According to the Strategic Market Creation Plan of “Japan Revitalization Strategy - Japan Is Back,” another key component of the Japanese government’s grand design for economic revival, annual tourist consumption is estimated to reach 4.7 trillion yen in 2030.
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        Fig. 2 Number of visits for purpose of tourism in July–September quarter of 2013.
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        Fig. 3 Length of stay for purpose of tourism in July–September quarter of 2013
      

    


    2.3 Problems and Solutions in Accommodating Foreign Visitors to Japan


    The above-mentioned analysis also supports the notion that businesses that target foreign visitors to Japan will be able to tap into a lucrative market with strong potential for growth in the future. Nevertheless, JTA research has uncovered three major issues raised by international travelers regarding their stay in Japan that could negatively impact future growth if they are not resolved (Fig. 4).


    
      	Language (unable to communicate with people and read signs on the streets)


      	Transportation (complexity of routes and inability to read directions at train stations)


      	Communications (Wi-Fi access points difficult to find or use)

    

  


  NEC’s cloud-based interpreting service has been specifically developed to solve the language issue.
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      Fig. 4 Issues considered problematic by foreign visitors to Japan during their stay.
    

  


  
    3. Overview of the Cloud-Based Interpreting Service


    Based on our videoconferencing system, NEC’s cloud-based interpreting service (Photo) is now offered at municipal offices, hospitals and clinics, transportation facilities and large-scale retail stores. This service provides a multi-language interpreting service using a videoconference telephone. When foreign visitors to Japan are seeking assistance at municipal offices, trying to make themselves understood at a pharmacies and hospitals, or make a payment at a department store, they can take advantage of real-time interpreting between Japanese and Chinese, English, Korean, Portuguese or Spanish for 24 hours a day, every day, 365 days a year.


    To make it easier to understand the features of the cloud-based interpreting service, we compare it below with hiring an actual interpreter.
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        Photo Videoconference telephone interpreting using NEC’s tablet.
      

    


    3.1 Problems That can Occur When an Interpreter is Hired and Dispatched


    One of the problems our customers have found with live interpreters is the seasonal factor. That is, the need for an interpreter to support an organization’s customer service operations varies according to season. Hiring an interpreter year-round is not cost-effective, making it impossible to establish an organization structure in which dedicated interpreters are hired for long periods. At the same time, a sudden influx of international visitors, such as when a major international conference happens to be held, can result in a shortage of experienced interpreters, making it difficult to use them when required. In other words, there are two problems in dispatching and hiring of interpreters as shown below.


    
      	Setting appropriate prices to assure cost-effectiveness of the interpreting service


      	Ensuring flexibility and effectiveness of the interpreting system

    


    3.2 Features of Cloud-based Interpreting Service


    NEC’s cloud-based interpreting service lets customers share more than 100 multi-language interpreters/operators deployed in a call center that operates 24 hours a day, 365 days a year. When a customer has a foreign visitor who needs help communicating, they can connect the visitor to our call center using a tablet or other mobile device where they will be able to use one of our interpreters via our videoconferencing telephone service. This ensures that interpreting services are available when needed, while reducing the costs associated with hiring interpreters and enabling organizations to easily accommodate the needs of foreign visitors at any time (Fig. 5).
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        Fig. 5 Conceptual diagram of how NEC’s interpreting service can be used.
      

    

  


  
    4. NEC’s Core Videoconferencing Technology and How It Supports Cloud-based Interpreting


    Our data center operates advanced communications facilities that maintain the highest standards of video and audio quality via the Internet in order to provide a secure environment that can assure stable, uninterrupted conversations between customers and interpreters. The core technology that supports the cloud-based interpreting service is described below.


    (1) Network technology infrastructure


    
      1) Stable communication


      The communications equipment that connects the interpreter/operators with the customers who use the interpreting service supports multiple TCP connections to ensure that UDP packets can be routed along stabilized communication pathways. This minimizes reduction of packet loss to assure smooth, glitch-free communications (Fig. 6).


      2) High-speed data compression decoding processing


      Conventionally, compressing and decoding video and audio data puts a high load on the computer’s processors and extends the processing time.


      At NEC, we use a combination of dedicated hardware and customized software to perform high-speed compression and decoding processing, which makes it possible to minimize the processing delay so that the highest audio and video quality can be maintained to ensure the optimal user experience.


      3) Video/audio packet priority processing


      NEC’s original optimization setting prioritizes the processing of video/audio packets currently carrying conversations along communication paths to assure smooth, clear video/audio communications during videoconferencing.
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        Fig. 6 Schematic diagram of UDP packet transmission by TCP.
      

    


    (2) Mutual operation technology infrastructure for H.323/SIP


    
      H.323 and SIP are the standards for call control protocols to implement video/audio communications. While the H.323 standard is widely incorporated in videoconference terminals and their operations well understood, the SIP standard features high compatibility with the Internet and ease of incorporation in mobile devices. NEC has successfully deployed equipment that takes advantage of the characteristics of each protocol.


      However, because there is no protocol compatibility between H.323 and SIP, a gateway device is required between an H.323-compatible terminal and SIP-compatible terminal.


      NEC has developed technology that performs conversion between H.323 and SIP without delay. This technology is implemented in the H.323 videoconference-dedicated equipment installed at the desks of the interpreters/operators at the call center and the SIP video application used by the users’ tablets.

    

  


  
    5. Conclusion


    It is expected that more people than usual will visit Japan during the Olympics and Paralympics in 2020. It is also expected that a conventional interpreting service that requires many interpreters will have difficulty coping with the surge of foreign visitors. We believe that supporting conventional services with ICT is critical. This also includes multi-language GPS navigation systems in conjunction with map services and translation software that utilizes OCR.


    However, in situations where automatic interpreting and translation machines are inadequate, such as in cases of serious illness, accidents or robbery, our cloud-based interpreting service supports smooth communication with foreign visitors to Japan.


    As our cloud-based interpreting service can also be accessed from overseas, we plan to promote outbound market development such as usage by Japanese when they are traveling overseas.

  


  
    * Wi-Fi is a registered trademark of Wi-Fi Alliance.


    * iPhone and iPad are trademarks of Apple Inc. The iPhone trademark is used under license from AIPHONE CO., LTD.


    * Android is a registered trademark of Google Inc
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    Abstract


    The internet banking service developed for use with smartphones by NEC is designed to promote ease of use when matching the properties of smartphones. This strategy is in order for smartphones to be of use to more types of people. For example, by taking color-blind people into consideration, the service has become the first smartphone-oriented service in Japan to acquire the Color Universal Design certification. By following the design process of the service that has been actually implemented, this paper introduces actual cases that apply the three design concepts - Color Universal Design, accessibility and user experience.
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    1. Introduction


    Banking facilities are now an important part of our social infrastructures and they have a highly public nature because of their commercial features. One of the key sales channels is Internet banking, which is required to offer a public service of high universality. In other words, it is now important that this service has to be available anywhere, by anyone and at any time.


    Following the recent dissemination of smartphones among a wide range of people regardless of age and sex, the need to benefit from the Internet banking service via smartphones is increasing. Since smartphones have different screen sizes to those of PCs, designs that follow the screen sizes and control procedures employed for PCs may cause operational difficulties for some smartphone users when trying to use the service. From the viewpoint of the pursuit of usability, it is important to provide services that offer smartphone-dedicated designs.


    In this paper, we describe the design process of the smartphone-oriented Internet banking service that aims for higher ease of use. We also deal with examples of its actual implementation.

  


  
    2. The Design Process and Actual Examples of Its Implementation


    We decided to take the following four steps in examining the design process.


    (1) Determination of target users


    (2) Clarification of goals


    (3) Solution by design


    (4) Evaluation by users


    2.1 Determination of Target Users


    It is first of all necessary to determine who are the target users and to understand them. They are generally people who use Internet banking services in their everyday lives. The IT literacy of aged persons has advanced recently and now many of them have started to use Internet banking services. Following the recent dissemination of smartphones among a wide range of people from the young to senior generations, the target users now include any Internet users regardless of age, sex or level of ability. Additionally, with regard to the present project, we are also considering people with color weakness issues who have not been cared for so fittingly in the past.


    It is said that there are about 200 million people with a color weakness, and that their number in Japan is about 3.2 million or more, or about 1/20th of all males and about 1/500th of all females. In addition, the perception of colors varies as the eyesight deteriorates due to eye disorders following disease or the ageing process (glaucoma, cataract). Japan is said to have more than about 720 thousand glaucoma patients and more than about 960 thousand cataract patients. However, it seems that not much care or consideration are made for individual differences related to the perception of colors or how colors are sensed, depending on the person.


    2.2 Clarification of Goals


    The next step is to clarify the goals. We have established the following design concepts based on the present project strategy, which proposes “universal services that are easy to use for more people”.


    2.2.1 Design Concepts


    1) Color Universal Design:


    
      A design that is easy to understand for all, including people with a color weakness:


      Specifically, one of the goals we set was to acquire the Color Universal Design Certification by the NPO Color Universal Design Organization (Fig. 1). The Color Universal Design is a campaign that aims to implement designs that are easy to understand for people with a color weakness, as well as those with a normal color sense.

    


    2) Accessibility:


    
      A design that is easy to use even by the aged or handicapped persons:


      Specifically, we set another goal, which is to comply with classes A and AA of JIS X 8341-3: 2010. This is the JIS standard on the accessibility of web contents. Although this JIS standard also contains color prescriptions, in the present project we prioritized compliance with the Color Universal Design Certification.

    


    3) User experience:


    
      Providing users with better experiences via easy-to-use and attractive designs:


      The target users are unspecified, individual users, who vary greatly in their literacy standards and usage frequencies for IT services and products. Our strategy is to achieve an intuitive operation so that users are enabled to use services without a need for explanations.
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      Fig. 1 Color Universal Design Certification Mark.
    

  


  2.2.2 Basic color


  Besides the design concepts, we also established the “basic color,” which was set to “gray” in consideration of the fact that the banking service has a high public profile. This color also blends easily with the corporate colors and logos of the various banking institutions. Gray has a highly coordinative ability with other colors and its restrained tone delivers a pleasant impression.


  2.3 Solution by Design


  2.3.1 Color Universal Design


  Smartphones are used in various scenarios including both indoor and outdoor uses. Even when used indoors, the screen display condition differs depending on where a user is positioned; e.g., by a window where there is sunlight or far from a window where the sunlight does not reach. In order to improve the screen display condition in such environments, the Color Universal Design does not simply select easily identifiable colors but also adopts various helpful measures as described below.


  1) Categorizing colors


  
    We categorized colors into two groups according to the applications and purposes of use.


    The first group consists of colors to which functional meanings are given. We here refer to these colors the “functional colors.” An example of a functional color is red for arousing caution. This particular “red” is not the ordinary one, but is actually a vermillion that is easier to recognize by people with a color weakness.


    The second group includes colors used rather for decorative purpose than for specific functional meanings. We call these colors the “decorative colors.” The decorative colors may be any color but the positions where they can be used are specific. Examples include colors used as the corporate colors of banking institutions and those used in their logos.

  


  2) Gradation design


  
    If only the ease of identification by people with a color weakness is taken in consideration, the solution would be to use clear cut designs by limiting colors only to black and white. In such a case, however, the design might be considered boring and have a low appeal potential to people with a normal sense of colors. The Color Universal Design should consider both people with a color weakness and those with a normal sense of color. As a result, to ensure a pleasing design while maintaining ease of identification, we decided to apply gradation design using the gray basic color (Fig. 2).
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      Fig. 2 Color Universal Design Case 1.
    

  


  3) Demarcation


  
    In case two colors are adjacent and the contrast between them is weak, their boundaries may become difficult to identify. We therefore decided to examine the need for demarcation in positions where two colors are adjacent and to delineate them as required (Fig. 3).
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      Fig. 3 Color Universal Design Case 2.
    

  


  4) Additional design and character information


  
    If a color is hard to identify, the information can be made easier to identify by combining a graphic design and/or character information. An example of typical countermeasures is the design using red and green colors for pedestrian lights. We therefore decided to add icons and/or character information to facilitate the understanding of design criteria (Fig. 4).
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      Fig.4 Color Universal Design Case 3.
    

  


  2.3.2 Accessibility


  We decided to comply with classes A and AA of JIS X 8341-3: 2010, which is the JIS standard on the accessibility of web content. This decision was based mainly in consideration of voice reading software and includes the following measures.


  
    	Addition of explanatory information to an image


    	Avoidance of use of TABLE tag of HTML for decorative purposes


    	Clarification of steps up to the completion of transactions that use several screens


    	Displaying a prompting message to activate the JavaScript function in case it is disabled

  


  2.3.3 User Experience


  There is no universal solution for improving ease of use, or for designing an interface that will surely attract users to use services or devices. Below, we introduce examples of solutions that were actually adopted in the present project.


  1) Design allowing for device operations scenarios


  
    For example, with regard to the control buttons, we increased the button sizes, such as for “go to the next step” in order to improve identification and operability, because these buttons are frequently used. The return buttons are placed both at the top and at the bottom of the screen. By providing a second return button its identification potential is enhanced (Fig. 5). Since smartphones basically employ vertical scrolling, we also took special care in the placement order and positioning of scrolled items.

  


  2) Implementations aimed at a quick response


  
    We have tried to adopt icon images as much as possible in order to reduce the number and volume of data transactions. Specifically, in the design implementation we adopted HTML5 + CSS3, a new web technology, in order to facilitate display of highly expressive designs without using icon images. For the same reason, we also adopted the CSS sprites technique, which is a web implementation system that compiles multiple icon images into a single one in order to reduce the number of data transactions. We thereby succeeded in achieving minimal operational load with a shorter wait time.
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      Fig. 5 Design example considering the usage scenario.
    

  


  2.4 Evaluation by Users


  Since each concept has a different evaluation target, we evaluated the result of each concept individually. The compliance evaluation for the Color Universal Design was carried out by the Color Universal Design Organization. We have applied some improvements to issues pointed-out by this organization, and have thereby obtained the Color Universal Design Certification.


  Accessibility was evaluated using NEC’s in-house tool called “Accessibility JIS X 8341-3 Adaptability Test” and we were able to confirm that it complies with classes A and AA of JIS X 8341-3:2010.


  We have conducted user experience tests by providing sets of evaluation versions to participants (including those not familiar with the smartphone) other than those for the present project. We have asked them to use these sets freely and to honestly report feedback. As a result, we have obtained evaluations indicating that general operations are “possible without the need of specific explanations.” We later studied the requests for improvements and other stated opinions and the results were fed back to the design team as required.


  
    5. Conclusion


    In the above, we explain the design process that achieved a universal, easy to use service for more users, and also introduced actual implementation examples. The present project gained the first award of the Color Universal Design Certification among the Japanese Internet banking services as well as for Japanese smartphone use, regardless of the type or category of business. Therefore, we believe that our innovative project marks the first step in the dissemination of Color Universal Design for smartphones.


    Internet banking is sure to increase in importance and to become an indispensable channel for supporting financial institutions. We are determined to provide Internet banking services that can be used easily by more people in the future so that we may thereby contribute to the advancement of society.

  


  
    * JavaScript is a trademark and a registered trademark of Oracle Corporation and/or its affiliates in the U.S. and other countries.
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    Abstract


    Computerization and the consequent diffusion of network services have been increasing the need for biometrics year on year. Face recognition is a technology that imposes a low work load on users because it is based on natural authentication movements, such as viewing a camera. NEC Information and Media Processing Laboratories first joined the Facial Recognition Evaluation Program of the U.S. National Institute of Standards and Technology (NIST) in 2009.Top ranking in recognition accuracy and search speed tests was awarded in the three consecutive years; 2009, 2010 and 2013. This paper describes the NEC face recognition technologies that achieved the top ranking performances, and discusses the results achieved in the NIST evaluation program of 2013.
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    1. Introduction


    The recent increase in crime and the computerization of society have been increasing opportunities to use personal identification. In situations involving national-level security such as immigration control and criminal investigations and also in personal-level security such as for computer and system logins, personal identification procedures are typically carried out by machines.


    Since biometrics identifies individuals based on information proper to each person such as by physical and behavioral features, one of its advantages is that persons will be free from constrains such as the need to remember a password or to carry an IC card. Various biological features can be used, including facial characteristics, fingerprints and pupils. However, as shown in Fig. 1, the face recognition technology is seen to be advantageous due to such possibilities as; non-contact recognition, non-necessity for special tools, the confirmation of matched results may be performed by human operators.


    NEC’s Information and Media Processing Laboratories have been engaged in the R&D of face recognition technology for about 25 years with the aim of achieving a “high recognition accuracy,” which is a key issue in the implementation of a secure and safe society (Fig. 2). The results are already deployed as various solutions that feature high accuracy, such as in the immigration control services of more than 20 countries worldwide.


    In section 2, we describe the face detection, feature extraction and face matching techniques proposed by NEC. In section 3 we report on evaluation results of the Face Recognition Vendor Test evaluation program conducted by the U.S. NIST. In section 4 we introduce a demonstration system, and in section 5 we draw conclusions.
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      Fig. 1 Features of face recognition technology.
    

  


  
    [image: e140310_02.jpg]

    
      Fig. 2 History of the development of face recognition technology.
    

  


  
    2. Introducing the Face Recognition Technology


    Fig. 3 shows the flow of face recognition processing. The system first detects a face part in a captured image, and then extracts feature points in the face, including the pupils, subnasal points and mouth corners. Finally, the system matches the face images with the registered candidate image in order to calculate the degree of resemblance. It, then, identifies whether or not the person in the captured face image is the registered person. A certain threshold level is predetermined in the system, so that a face image marked with a higher degree than the threshold level is identified as the registered person, and one that is lower than the threshold level is identified as a person not registered. The following subsections discuss details of each technology (Fig. 4).


    (1) Face detection technology


    
      For face detection, rectangular areas that match the face are extracted by sequentially searching face areas, starting from the edge of the image. The Generalized Learning Vector Quantization algorithm, which is based on the NEC-original Minimum Classification Error criterion, is used to recognize whether areas are of face areas or not. This procedure enables a fast and accurate face detection function.

    


    (2) Feature point extraction technology


    
      The feature extraction technology finds the positions of face feature points such as a pupil, subnasal point and corner of the mouth. Brightness patterns around the feature are used to find the optimum position, while at the same time a facial shape model is used to constrain the alignment of features, thereby enabling precise estimation of their positions.

    


    (3) Face matching technology


    
      In order to identify whether or not the person with the captured face image is the registered person, the face matching process normalizes the face position using the obtained feature points. The captured face image and the candidate image are then collated. After extracting face features, such as the shapes and tilts of eyes and nose, the optimum feature for identifying the person is selected using the multi-dimensional feature recognition method. This procedure enables a robust personal identification solution that is unaffected by changes due to aging or other factors.
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      Fig. 3 Flow of face recognition processing.
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      Fig.4 Three key methods supporting NEC’s face recognition technology.
    

  


  
    3. Results of Performance Evaluation by U.S. NIST


    This section introduces the results of the face recognition performance evaluation carried out by the U.S. National Institute of Standards and Technology (NIST)2). The performance evaluation by NIST was started in 1993 and has become a benchmark test of worldwide authority that is employed even as a bid tender condition for immigration control systems (Fig. 5). NIST has already performed more than ten benchmark tests and challenging programs, in which major vendors and universities from many countries worldwide have participated. In the benchmark test, each participating organization sends its program and NIST evaluates it as a completely blind test. Reliance on the evaluation result is therefore extremely high. NEC joined the testing program in 2009 and has obtained the top ratings in all of the participated tests since then (2009, 2010 and 2013).


    The results of the latest benchmark test held in 2013 were as follows. The test was called the Face Recognition Vendor Test (FRVT) 2013 and was under the sponsorship of the Federal Investigation Bureau (FBI) and Department of Homeland Security (DHS). Sixteen organizations participated, including major vendors and universities worldwide. The evaluation was started in August 2010, and the report was finally published in May 2014. The presupposed applications of the evaluation test item were for immigration control and forensic investigations.


    Fig. 6 shows the results of the evaluation of the FRVT 2013. The graph shows the results of a collation of 160,000 persons. The X-axis represents the matching rate by the number of persons collated per second, and the Y-axis represents the matching accuracy by the search error rate, which is defined as 1-r assuming that “r” is the percentage that the correct person is recognized as at the top among the 160,000 registered persons. As seen in Fig. 6, NEC won the top ratings in both matching speed and accuracy by about twice the scores compared to the second-ranked organizations. The result showed a correct person recognition percentage of 97% and a matching rate of 3.02 million persons per second. The report published by NIST2) assessed that NEC’s algorithms have maintained the highest accuracy consecutively since 2010, that NEC’s miss rate is the lowest of all the databases and that NEC’s search error rate is less than half that of the competitor ranked closest to NEC.


    Fig. 7 shows the details of our face recognition technology. In addition to the recognition performance and the speed described in Fig. 5, NEC has obtained top ratings in many items. These include: face variants due to aging, a capability that is required for recognition of a person from a passport photo, distinction of races that is required in global business operations and the recognition of face images from different pose angles that is required for entry/exit surveillance of a key facility, such as from the oblique or upward direction.
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      Fig. 5 Face recognition evaluation program of NIST.
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      Fig. 6 Results of evaluation at FRVT 2013.
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      Fig. 7 Features of NEC’s face recognition technology.
    

  


  
    4. Introduction of a Demonstration System


    To verify the algorithms ranked top by NIST in 2013, we loaded the latest algorithms in a notebook PC and measured the matching rate (Fig. 8). Using an NEC notebook PC incorporating Intel Core i7, we executed parallel processing of 8 threads of the 2.7 GHz CPU and achieved a matching rate of 33 million persons per second. As this figure means that 100 million people can be searched in about 3 seconds, the result is considered to be potentially capable of the application of large-scale person matching at a national level.
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      Fig. 8 Demonstration of the large-scale face image matching system.
    

  


  
    5. Conclusion


    In this paper, we describe NEC’s face recognition by focusing on its technological aspects. Face recognition technology is applied in various scenarios from national infrastructures and security issues to equipment embedding services (Fig. 9). At NEC Information and Media Processing Laboratories, we set a high recognition performance as a key requirement and we are tackling the core technologies of the safety business in order to accelerate the development of solutions. We are doing this by targeting; 1) advanced technologies that can withstand larger scale and more mission-critical tasks; and 2) implementation of more advanced technologies that may be applied in more varied situations.
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      Fig. 9 Wide applications of face recognition technology.
    

  


  
    * Intel Core is a trademark of Intel Corporation in the U.S. and other countries.
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    Abstract


    Face recognition is one of biometric authentication technologies that can capture probe images without being noticed by targeted persons. As a result, it is expected to have a wider range of applications than other authentication technologies. This paper introduces NEC’s product line-up, featuring its high-performance face recognition technology together with its social applications. Also discussed are revisiting KIOSK systems in the Tachibana-dai Hospital, the criminal identification system of the Chicago Police Department and the Save the Memory Project, one of projects for supporting recoveries from the 2011 Great East Japan Earthquake, conducted by Ricoh Company, Ltd.
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    1. Introduction


    In present societies, the authentication technologies of personal identities are indispensable, which are used in the various scenarios of our everyday lives. Their importance has significantly increased since the 9/11 attacks occurred in the United States. However, proof of personal identities obtained by presenting I.D. cards or by inputting IDs and/or passwords cannot solve the fundamental issues of preventing leaks, falsifications or impersonations. Such issues have focused market attention on authentication technologies based on individual biometric information and their applications have been penetrating the domain of ePassports and immigration controls at an accelerated rate.


    Biometric authentication technologies are based on various personal characteristics such as fingerprints, irises, veins and faces. Among these, recognition based on the faces is the most similar means to the one that human beings use to communicate with each other every day. The face recognition technology can therefore be applied for various purposes other than for security. It can use facial images obtained by using general-purpose cameras, which offers a great advantage compared to other biometric authentication technologies. The others often require users to learn how to operate unfamiliar devices such as specialized fingerprint sensors, etc. Another advantage of face recognition technology is that users do not have to take any extra action for it.


    NEC began research and development of the face recognition technology in 1989 and marketed the first face recognition system in 1999. Since then, NEC has extended it to a wide range of solutions. The recognition accuracy has been continually improved so that NEC face recognition technology has been ranked the first since 2010, in the Multiple Biometric Evaluation and the Face Recognition Vendor Test (FRVT) held by the U.S. National Institute of Standards and Technologies (NIST), benchmark tests in which several leading vendors all over the world also participated.


    In this paper, the authors introduce NEC’s face recognition product line-up as well as a couple of solutions that have been provided for customers and details of their achievements.

  


  
    2. Face Recognition Product Lineup


    NEC provides the face detection/matching software development kit, named NeoFace as the core product to support application development for face recognition products. This paper explains three kinds of its product line-up. For other ones, please refer to the NEC face recognition webpage whose URL is shown at the end of this paper.


    2.1 NeoFace – Face Recognition Software Development Kit


    NeoFace is the software development kit for embedding NEC’s originally researched high-accurate face detection/matching algorithms into various applications. The SDK provides the library required for development and the runtime library for execution of the applications. It supports PCs or servers running Windows or Linux as well as the mobile devices running Android or iOS.


    NeoFace provides two basic kinds of processing functions: one is face detection that finds faces in images and the other is face matching that calculates how much the detected face resembles faces enrolled in advance. Various face recognition solutions can be implemented by employing them as appropriate respectively.


    2.2 NeoFace Monitor – Authenticates a User’s Face during Manipulation of the Terminal


    When a user manipulates a terminal such as PC or tablet, the user naturally positions his or her face frontal onto the display, which means that the terminal installing a camera makes it possible to capture and match the user’s face without being noticed by the user. This novel idea will provide new applications that cannot be implemented with either IC card or password systems, not even with any other biometric authentication technologies.


    With NeoFace Monitor, the user logon can be done just after authentication simply by sitting in front of the terminal with the camera, and any other special operations are not required. NeoFace Monitor performs face recognition of the user continually through the user manipulates the terminal. Hence, it can ensure that the person manipulating the terminal is a genuine user and will lock the terminal automatically when the user leaves the keyboard (Fig. 1). If an unauthorized person is detected by NeoFace Monitor, the terminal can be locked in order to avoid the possible attacks that the displayed information might be viewed over the genuine user’s shoulder.


    NeoFace Monitor can be used in standalone mode as well as be linked with Active Directory in order to adopt an optimum configuration of the system (Fig. 2). Since most PCs and tablets already incorporate a camera, no additional expense is imposed nowadays.
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      Fig. 1 Sample use scenario of NeoFace Monitor.
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      Fig. 2 System configuration example of NeoFace Monitor.
    

  


  2.3 KAOATO – Entry/Exit Management and Crime Prevention


  KAOATO (face trait in Japanese) can link the face recognition technology with ID cards for the entry/exit gates and doors. Even if the improper use of a lost or stolen ID card is attempted, it can be prevented by face recognition just as merely passing in front of a camera, and system security can be improved without additional user’s burden. KAOATO also records the face images onto its log file so that the system manager can check them easily by visual inspection. IC cards such as FeliCa can be employed by KAOATO. Moreover, color barcode technology, named chameleon code originally developed by a Japanese venture company, can also be used, which doesn’t need a card reader and can share the camera to capture faces and color barcodes simultaneously.


  KAOATO can also provide new types of services in areas where people go by, or at store fronts, e.g., by detecting registered persons passing in front of the cameras. If the faces of VIP customers are registered in advance, the store can notice them immediately when they come, and then offer special services customized for them. It is also possible to prevent potential threats by registering suspicious persons. KAOATO can send such information to the sales clerks and security staff soon and then they can choose their appropriate actions.


  
    3. Case Studies of NeoFace Applications


    3.1 Revisiting KIOSK Systems in Tachibana-dai Hospital


    The Tachibana-dai Hospital is an acute hospital located in Yokohama, Japan, that copes with emergencies. It offers 24-hour, 365-day medical emergency service, community-based nursing, specialized treatment with family hospitality. The hospital has recently noticed importance of outpatient care and patient services and they were categorized into topics requiring urgent resolution. As a result it acknowledged enhancement of the patient revisiting reception system.


    With the previous revisiting KIOSK system, outpatients had to insert their patient registration cards into it. However, this kind of action was time- and labor-consuming to them and it often caused long waiting queues. In order to resolve this issue, the hospital adopted the face recognition technology. As the face recognition technology is user-friendly, so the hospital considered the patients can accept more readily than other methods including biometric recognition modalities such as fingerprints and veins. Finally, the hospital decided to introduce the revisiting KIOSK system developed by GoodFellows, Inc, incorporating NeoFace with high speed comparison and low error rate features (Photo 1). The system began to service since August 2013 and has been operating smoothly since then.
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        Photo 1 Outpatient revisiting system installed at the Tachibana-dai Hospital.
      

    


    3.2 The Criminal Identification System of the Chicago Police Department


    The Chicago Police Department in U.S. has built a system for searching the face images among former criminal database, by employing NeoFace. This system is really large-scale and four million and fifty hundred thousand criminals are registered in it.


    On 28th, January 2013, one of surveillance cameras of the Chicago Transit Authority captured a face image of a suspect who had robbed a cellphone with a gun and then ran off. The Chicago PD attempted to match this face image in their database, and the system output the person who was the actual perpetrator at the top of the search results (Photo 2). Later, the suspect identified by NeoFace was arrested based on investigations that included confirmation by eyewitness and the collection of evidence and he was sentenced by the local court to a prison term in May 2014. As shown above, NEC product, NeoFace is proving its high performance in searching from actual databases composed of millions of faces as well as in benchmark tests.
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        Photo 2 Registered face image of a burglar (left) and an image shot by a surveillance camera (right).
      

    


    3.3 “Save the Memory” Project


    The Great East Japan Earthquake of 11th, March 2011 brought serious destruction to large area of Japan. Many people died, and other survived people lost their family members and friends as well as their possessions. In this situation, Ricoh Company, Ltd. started the “Save the Memory” project as one of its post-disaster reconstruction operations. This project consists of activities such as collecting and cleansing the photos found in the quake- and tsunami-hit areas by local government staff and many volunteers and then delivering them to their original owners. However, it is very time consuming to check visually every 400,000 photos that were collected from the debris of the quake-/tsunami-hit areas. In order to reduce such heavy burden, people’s images are taken who visited project sites in order to look for photos that may record figures of their families and friends, and then NeoFace searches any photos including them in the 400,000 photo database. After employing Neoface, this project became to find targeted photos more effectively. Consequently, more visitors enabled to bring photos of their families, friends, etc. back home with recovered memories.

  


  
    4. Conclusion


    The NeoFace product lineup is designed, implemented and provided for users to make an effective use of NEC high performance face recognition technology for a variety of innovative solutions in real scenes. Through our world leading biometric technologies, such as NeoFace and its product lineup, NEC contributes, and will do to realize secure, safe and fair societies all over the world.
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    Abstract


    As Japan is facing a hyper-aged society, Personal Health Records (PHRs), which patients collect and manage their own healthcare information, is currently attracting attention. NEC is advancing R&D to collect “symptom data,” “drug adherence data” and “continuously monitored blood pressure data” by directly and objectively accessing the source which are hard to gather sufficiently. With this technology, NEC will contribute to a reduction in the wasteful medical expenses caused by forgetting to take medicines, to the new drug development earlier with quality improvement of clinical trials, and to support higher accurate diagnoses and better medical care.
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    1. Introduction


    As Japan is entering the super-aged society by leading the world, various solutions are about to be started radical technological innovations will be required, particularly in the field of medical care, and the Japanese government is promoting solutions actively as a part of its mid- and long-term “health and medical care strategies.”


    In such, the “Personal Health Record (PHR)” concept is beginning to attract attention within the society. The PHR may be interpreted in many ways, but we believe that it commonly refers to a mechanism allowing individuals to collect and manage information on their own health and medical care records. Previously medical records consisted exclusively of information collected by medical staff. However, in pursuit of optimum treatment and accelerated medical research it has now become more important to utilize data obtained from the daily life of the patient, thereby enabling more accurate analyses. This is why expectations are being raised for the beneficial input of PHR solutions.


    NEC has been focusing on electronic medical record systems for medical facilities. We are currently advancing R&D by taking note of the rising need to utilize information collected via PHRs to support diagnosis and treatment.


    In this paper, we will discuss the collection and usage of a patient’s “symptom data,” “drug dosage data*1” and “continuously monitored blood pressure data.”


    In the past, various information regarding patient’s conditions have been collected mostly as follows; the symptom data at interview and from observations by the medical staff the drug dosage data from the memory of the patient and the continuously monitored blood pressure data via presumptions based on clinical results. By using PHR we are expecting that it will be possible to collect the relevant data directly and objectively from the source (i.e. the patients themselves).


    As mentioned above, by collecting data that is useful for medical care via PHR, diagnoses of higher accuracy will be achieved and medical care with higher adequacy will be provided. High-quality, optimum medical care will thereby be enabled for the super-ageing society.

  


  
    *1 Drug dosage data includes the time and frequency that each patient takes each drug as well as whether the patient takes or does not take each drug.

  


  
    2. A Technology for the Collection, Extraction and Analysis of Patient Symptom Data


    2.1 The Present Status of Collection, Extraction and Analysis of Patient Symptom Data


    Information systems for hospitals began with the introduction of the medical accounting system that bills patients and claims for insurance, and subsequently these systems have developed into the introduction of the ordering system that communicates data to the medical accounting system. The ordering system also transmits data to the pharmacy’s dispensing machines, and to the inspection department and imaging diagnosis department systems. It also examines the transmitted results according to drug prescription and test orders. The introduction of electronic medical records is now generalized in order to share information between all medical staffs, including the physicians, nurses, pharmacists, radiology therapists and clinical laboratory technicians.


    Computerization and sharing of information inside a hospital as described above have made possible the quick linkage of accurate information, reduction of malpractice and patient billing with correct information. However, although such use of IT has brought great improvements to the deskwork and information communication of the hospitals, it is, for the present, still not utilized widely in supporting tests and diagnoses by physicians and nurses.


    Here are some examples that currently represent the above issues.


    
      	The patient interview information is entered on paper and is not compiled into a database.


      	The physician’s findings are mostly recorded by hand-writing in a free format style, which cannot be handled as data for information analyses.


      	The information on the test scores, etc. are recorded independently in individual departments and these are managed individually using tools such as Excel, Access and FileMaker.

    


    As is evident from the current situation, the tests and diagnoses are managed by physicians and nurses in systems that are independent of the hospital information systems.


    In the following section, we describe a system for collecting and extracting data for supporting tests and diagnoses of physicians and nurses. This system is implemented by integrating the existing electronic medical record system which input and manages patient medical interview information and physical examinations.


    2.2 Medical Interview Input


    Currently in the general hospitals, information on new patient medical interviews is entered on paper media, which is then circulated among nurses and physicians. However, the information collected in this way is often written by hand-writing and in a free format style so that it does not hold a systematically structured format. To deal with this, we have developed an interview information input system that uses tablet terminals so that patients can directly input information. This medical interview input system uses a Q&A type selection format to enable simple input operations by the patients (Fig. 1).


    The input system also accepts the simultaneous registration of patient profiles such as overseas travel history, allergies, drug history, past history, social history and family history (Fig. 2).


    Patient profile information is also provided from the electronic medical record system, but a quick conversion into electronic data is difficult in actual hospital operations because medical interview information in paper format has to be input into the electronic medical record system. In order to correctly supply the patient’s symptom data and his/her profile information for tests and diagnoses without omissions, it is necessary that such information should be archived as data in the hospital information system immediately; at the moment it is input by the patient.
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        Fig. 1 Medical interview/symptoms input display.
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        Fig. 2 Medical interview/patient profile input display.
      

    


    2.3 Attribution of Medical Keywords


    The system described below provides a data-base called the Medical Keyword Database for use in managing the medical interview information input by patients. For example, in the medical interview input procedure described in the previous section, a detailed question such as “How is your physical condition?” might be addressed to a patient who displays a “pallid look,” and the answer might be “hard to breath” or “I have been told I have a heart or lung disease.” The medical keyword “Malaise - Yes” is then registered in the database in the KEY-VALUE section. As medical keywords are attributed to all of the answers to the interview questions, it becomes easy to search all of the data held in the hospital based on symptoms. Some such medical keywords are listed in Table 1 below.


    
    
      Table 1 Examples of medical keywords.
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    Such registered medical keywords are also utilized in the patient information search to be described later.


    2.4 Collection of Electronic Medical Record Information


    Since information on drugs prescriptions, test results and disease names is essential for clinical studies, this system acquires the information generated by the electronic medical record system and registers it in the KEY-VALUE format, in the same way as registering the medical keywords for physical symptoms into the KEY-VALUE database (Table 2).


    All of the information on the drug prescriptions, test results and disease names is arranged similarly and is utilized in general-purpose search operations.


    The recorded information of each department can be handled in the same way as the test results by setting the keywords just as for the test results information (Table 3).


    Recording the electronic medical chart information and the per-department information in a unified format as describe above can provide a suitable database for a secondary search of the hospital information.


    
    
      Table 2 Examples of disease name, test result and drug prescription information.
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      Table 3 Example of disabilities of arm, shoulder and hand (DASH) table.
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    2.5 Patient Information Search UI


    In the previous section, we have described a practical usage of the keyword search with this system. For use in searching the keyword in the database compiled in this system, we prepare the user Interface (UI) as shown in (Fig. 3).


    This page can use the symptom, disease name, test results, drug prescription and scores recorded in the database as the search targets.


    Especially, a symptom can be selected from a display classified in three steps (Fig. 4 and Fig. 5). The targeted search information is generated from the medical keywords described above and is fashioned to facilitate symptom selection by the users.


    After setting the search parameters, executing the search operation enables display of the list of applicable patients on the screen as well as the extraction of CSV files as shown in Fig. 6.


    For the detailed situations of patients, since the electronic medical record system already has a corresponding function, the present system provides the electronic medical record linkage on the extraction result display for referencing patient data. The system is compatible with the CSV output for the medical statistics processing function. This function outputs a file together with the data in the KEY-VALUE format so that the file can be input to statistical software for various usages.
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        Fig. 3 Patient search display.
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        Fig. 4 Symptom classification/selection.
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        Fig. 5 Detailed symptom selection
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        Fig. 6 Patient search results.
      

    


    2.6 Effects and Issues Raised by the Patient Symptom Data Collection/Extraction/Analysis System


    The mechanism described above has been used in arranging the medical interview information and various tally data into a systematically structured format, and it has been implemented as the basis for utilizing information in support of treatment and diagnosis. As this information is the result of daily collections by frontline physicians, the cost and the time taken for the collection have posed major issues. We aim to make the new system more capable of reducing these costs and to thereby significantly advance medical science.


    The new system still has some issues, especially in acquiring accurate information regarding drug dosage (especially for prescribed drugs). The future technological development is required to incorporate these in the system. The development of new devices and the application of innovative solutions must be adopted more actively.

  


  
    3. A Technology for Home Sensing of Medical Information


    The groundwork for the collection, recording and utilization of information related to diagnoses and treatment in hospitals has been developed based on electronic medical record systems and clinical examination systems.


    At medical facilities, therapeutic action is taken after observing the progress of the disease, diagnosing and defining the disease and other information by performing various clinical examinations and deciding on a treatment program. In many cases, therapeutic drugs are prescribed and the patients take the drugs until the next hospital visit for treatment.


    What is vital in the therapy is to take the drugs correctly as prescribed and to find out how the symptoms change accordingly. At present, information on drug dosage and symptom changes that occur at home is obtained by relying on interviews with patients and the daily treatment records per disease as reported by the patients themselves, such as for blood pressure and asthma, etc.


    As there is a term of drug adherence, patients under treatments are required to understand the treatment program and to participate positively in correct drug dosage and treatment. Nevertheless, a very large number of patients actually experienced forgetting to take their prescription drugs or have had difficulty with accurately recording and reporting their symptoms.


    We believe that, if we are able to monitor the pattern of drug dosage of a patient at home and also to collect vital data such as blood pressure without imposing a load on the patient, it will thus be possible to significantly reduce the labor of recording daily treatment. It will also be possible to greatly improve a patient’s commitment to follow prescribed dosages (medical adherence) and to gather valuable information for diagnoses and treatment in support of an effective cure.


    At NEC, while optimally using sensing technologies and “Internet of Things (IoT)” scenarios we are conducting R&D into the mechanisms of collecting data on drug dosage and other vital home based signs without burdening patients too much.


    3.1 Drug Dosing Alerts/Detection Technologies


    We have recently developed a system for providing alerts and detecting drug dosage in order to support a disciplined approach to drug adherence.


    What is important with drug adherence is to let the patient; 1) take the prescribed drug at the designated time (drug dosing alert) and; 2) record the drug dose and time of day so that the record can be checked by the physician and pharmacist as well as the patient (drug dosage detection). To make these tasks possible, we designed the system so that it can issue an alert advising on dosage at the designated timings and detect the drug dose taken by the patient.


    The mainstream drug packaging is to use the PTP (Press-Through Package) sheet made by attaching aluminum to a plastic base. However, it is very hard to incorporate the drug dosing alert and detection functions in the PTP sheet due to the need for ease of use and the cost. We therefore developed a dedicated drug container in which these functions are incorporated.


    The premise for the development was to let it function correctly throughout the effective period of the drug. Considering that drug users include many aged persons, the container should be available for use without the need for special settings by patients. We therefore designed it so that the alert and management functions start automatically at the first time the patient takes out the first dose.


    The container has a composition as shown in Fig. 7.


    The drug dosage is advised by causing the LED to flash at the designated timing in order to alert the drug user. The LED stops flashing when the drug is taken out of the container. If the drug is a pill, the patient unlocks the mechanism that prevents the accidental ingestion by an infant. The patient then moves a pill to the drug outlet and pushes the ejector button to take it out of the container. The container has a mechanism for detecting the outlet of a pill so that, when a pill is ejected, the date and time of the ejection is recorded in the memory of the control module. The ejection will not be recorded when the pill is not taken out of the container, even if the ejection button is pressed.


    The recorded pill ejection date/time information can be sent to a smartphone or similar device via Bluetooth. The time and situation of drug dosage can be checked by the patient, physician and/or pharmacist using an application running on a smartphone. The operations of these functions are guaranteed from the shipment from the pharmacy plant to the distribution and completion of drug dosage by the patient. A single CR2032 button battery is used in the low-power consumption design of the control and communication module.


    NEC will deploy the drug container with drug dosing alert/management functions for various drugs in order to prevent disease recurrences due to forgetting to take a prescribed drug, and eventually to contribute to the solution of the important social issue of medical expenses reduction.
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        Fig. 7 Drug container with drug dosing alert/management functions.
      

    


    3.2 Low-stress Continuous Blood Pressure Sensing Technology


    3.2.1 The Need for Continuous Blood Pressure Monitoring and Its Current Issues


    The escalation in medical expenses that has resulted from the ageing of society has been increasing the importance of detecting diseases at an early stage in order to prevent them from becoming severe. In particular, the management of mild stage disorders is important in adult diseases because many patients suffer from them and these diseases could be a cause of more severe ones, if they are left uncured. One of the major adult diseases, hyper blood pressure is a disease of the largest scale, with 9.06 million outpatients in Japan and the number of potential patients in Japan is said to be as high as about 40 million. The data of highly frequent blood pressure monitoring data in the early morning, during work and at night (during sleep) is utilized as an important index of cerebral vascular diseases (cerebral infarction, subarachnoid hemorrhage, etc.) These diseases are the most frequent causes of certification of long-term care needs.


    However, the current ambulatory blood pressure monitoring (ABPM) system imposes a very high measuring stress and its daily use causes a risk of obstructing activities and the sleep of the person wearing it. To deal with this, in collaboration with Dr. Tochikubo of the Medical School, Yokohama City University, we have developed new blood pressure monitoring solutions aimed at reducing the effort required of the wearer. The following subsections describe the technology for system size reduction for wearing stress reduction and the approach to a unique blood pressure monitoring algorithm aimed at reducing cuff (i.e. armband) wearing stress in the effort required during measurement.


    3.2.2 Issues of Current ABPM


    Fig. 8 shows the comparison between the current ABPM system and the newly developed system. The current ABPM system is composed of three modules including the cuff, tube and data logger. The system is attached by the medical staff at the medical facility and the patient lives with the system attached to an arm for 24 hours, during which time the blood pressure is monitored automatically about every 30 minutes. The patient then returns the system to the medical facility, and the physician reads the blood pressure data from the data logger and gives a diagnosis and a prescription based on the continuous data collected at early morning, during work and at night (during sleep). However, the current ABPM system is actually not used often because wearing it for a long period is not comfortable for the patients. As a result, reduction of the stress of monitoring by decreasing the system size/weight and the securing stress during measurement have become issues that require solution.
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        Fig. 8 Comparison between the current ABPM and the newly developed system.
      

    


    3.2.3 Low-stress Blood Pressure Monitoring Technology


    (1) Development of compact, accurate pulse wave information acquisition I/F


    
      The most widely used blood pressure monitoring method is the oscillometric method that identifies blood pressure values based on the relationship between changes in vascular oscillation produced by pressurizing an artery with a cuff to stop blood flow temporarily. It is said that to stop the blood flow, the cuff needs to have a certain width (12 to 13 cm if the patient has the average arm circumference of Japanese people) and air needs to be fed at a constant rate. The pump capacity and battery power required to feed air into the cuff are the constraints that make the system size reduction and system integration difficult.


      We therefore developed a technology for increasing the cuff pressurization efficiency using an innovative stress relaxation mechanism that features a high human body affinity. This enables pulse waveform acquisition with an accuracy sufficient for blood pressure prediction using a low volume cuff; of about half that of the conventional cuff (Fig. 9). The reduction of the cuff volume led to the integration and size/weight reduction of the system and improvement of wearability.

    


    (2) Development of algorithm for securing stress reduction


    
      Since the traditional oscillometric method cannot identify the blood pressure unless the blood flow is stopped completely, it has been necessary to secure the monitored region with a pressure higher than the maximum blood pressure. To deal with this, we have developed a blood pressure prediction algorithm for calculating the blood pressure with a pressure below that of the maximum blood pressure.


      This algorithm converts the parameters such as the pulse wave distortion and phase change into numerical values and analyzes their correlation with the blood pressure information using a unique signal analysis technique. The securing pressure of this method is much lower than the traditional oscillometric method and can obtain the blood pressure data at low loads throughout the day. We are currently improving this method to reduce the securing pressure to much lower than the present one.


      The low-stress continuous blood monitoring technology described above will enable continuous blood pressure monitoring by wearing the user-friendly cuff so that the early detection of the signs of cerebral vascular diseases will be available, and it will thereby contribute to the extension of a healthy life span. In the future, we intend to advance the analysis technique even further and to perform R&D for supporting healthcare at home with ICT.
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        Fig. 9 Diagram of cuff-edge pressurizing effect improvement and of the size reduction thanks to the stress relaxation structure.
      

    


    3.3 Drug Dosage and Vital Sign Sensing Services in Clinical Trials


    3.3.1 Clinical Trials for the Collection of Drug Dosage Data and Vital Signs Measurement Data such as Blood Pressure – Present status and issues


    In the clinical trials of new drugs, the subjects should take the drugs according to the dose and method prescribed in the trial program and measure vital data such as blood pressure so that the effectiveness and patient safety of the administration of the new drug can be judged accurately.


    The quality and efficiency of clinical trials in the hospitals are improving because the drug administration and blood pressure monitoring of subjects are performed by medical specialists using ICT. On the other hand, with the clinical trials at home, one should record the drug dosages and blood pressures by oneself, enter the results in a journal and submit it later when visiting the hospital. This procedure involves various issues including the effort required of the subject for entering the data in a journal, forgetting to take the prescribed dose or record the blood pressure monitored by the subject and the erroneous entry of data in the journal. Therefore, a reduction in the effort required of the patient, prevention of forgetting and a decrease in the number of entry mistakes can lead to improvements in the quality of the clinical trials.


    3.3.2 Outline of Drug Dosage and Vital Signs Sensing Service


    By making use of NEC’s medical equipment for clinical trials and the results of the R&D of the drug dosage detection, drug dosing alerts and low-load continuous blood pressure sensing technologies described above, we are planning to start a cloud service business. This will collect the drug dosages and vital sign data of each subject from the patient’s home, online and real time and archives them so that the raw data is always accessible (Fig. 10).
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        Fig. 10 Diagram of the cloud service for the real-time, online collection of drug dosage detection and vital sign data.
      

    


    (1) Collection of trial data in the home


    
      Medical devices (blood pressure monitors, weighing scales, etc.) equipped with communication functions are to be prepared as a means of collecting trial data from the patient in the home. Dosage and other vital information is currently collected based on reports from the patient, but the R&D of the dosage detection/alert and low-load continuous blood pressure solutions described above are presenting the potential of collecting the required information with less effort required of the subject.

    


    (2) Online real-time collection of device data


    
      Next, a smartphone turned into a dedicated terminal for the trial (hereinafter called the dedicated terminal) is to be prepared as the means for receiving data from the devices above and communicating it to the server. When a subject takes a drug or measures a vital sign using the applicable device, the data is automatically transmitted to the dedicated terminal via Bluetooth. If the dosage or vital measurement is not performed at a designated timing, the dedicated terminal transmits an alert to the subject to prevent forgetting.


      The subject can easily reference his or her own dosage and measurement history by accessing the server from the dedicated terminal so that self-management of the trial by the subject is enhanced.

    


    (3) Usage of the data saved in the server


    
      The data sent from a device to the dedicated terminal at the same time as a drug dosage record or a vital sign measurement is stored as raw data in the server at the data center. This data is recorded with high reliability, authenticity and storability and with reduced entry errors and patient effort.


      The physician in charge of the trial can access the raw data of his or her patient (trial subject) stored in the server at any time. Under the condition in which readability is established, the physician can also check the alerts given to a subject for forgetting a dosage or vital measurement. Real-time data and the past history are referenced in the graph format. We believe that, when the physician in charge becomes aware of such information, it will be possible to ensure drug dosage compliance by preventing forgetting or overdosing, predict the potential of acute deterioration of a patient based on vital signs, and take prompt measures for the prevention of an increase in disease severity.


      We believe that this service will make it possible to ensure drug dosage compliance, collect accurate vital sign data and enable highly reliable data management and lead thereby to improvements in the trial quality and the prevention of trial deviation and dropout cases. This situation can also be expected to reduce the trial period for the drug commercialization process and speed up the development of new drugs.

    

  


  
    4. Conclusion


    The approximate medical expenses of the Japanese Government in FY2013 was 39,300 billion yen with a growth of 2.2% from the previous year. This figure exceeds 10% of the gross domestic product (GDP), which is higher than the average for other developed countries.


    For the pharmaceutical drugs that occupy a large share of the medical expenses, there are statistics that more than 25% of patients have experienced forgetting drug taking and 33% have failed to obtain any therapeutic effects. These figures suggest that drugs costing more than 50 billion yen are wasted every year and that additional medical expenses become necessary due to the deterioration and recurrence of diseases by forgetting to take the correct drug dose.


    We will contribute to medical care by supporting diagnoses and treatments and by adopting the approach described in this paper. We will also continue our endeavors to reduce the wasteful medical expenses that contribute adversely to the overall national medical bill.

  


  
    * Access and Excel are registered trademarks of Microsoft Corporation in the U.S. and other countries.


    * FileMaker is a trademark of FileMaker, Inc. registered in the U.S. and other countries.


    * Bluetooth is a trademark owned by the Bluetooth SIG, Inc., and is used by NEC Corporation under license.
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    Abstract


    Many of the challenges that city planners face require the cooperation of different government agencies. The scope of the problems requires the involvement of diverse groups -who may have conflicting practices or agendas. In order to launch a coordinated response, different arms of the government, with different security clearance, must contribute seamlessly, without the hindrance of such administrative overheads. In NEC’s Inter-Agency Collaboration solution, the MAG1C (Multi-AGencies, 1 Concert) Suite, we provide a platform where resources and information owned by individual agencies can be shared without compromising the security model. In order to make this happen, a mechanism for a proper Information Governance is needed. This paper talks about the technologies used in our Information Governance Suite.


    Minimally, it enables various agencies to access information they require, while protecting it using access rights. This means various agencies collaborating on a situation can have access to a set of data on a “need to know” basis. The value of Mag1c Authorization is the flexibility to apply many dimensions of control to cater to various operational demands.
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    1. Introduction


    As public security and safety agencies and city planners around the world continue to advance in their plans for making cities safer, the sharing of devices and information among different agencies becomes essential. Agencies such as police, emergency services and authorities for land transport, environment and water working together in a city-wide monitoring project, will look for various signs of threat, from urban surveillance to the monitoring for possible fire and floods. The ability to share the resources expediently will enable the government agencies to have crucial situation awareness to better respond and even pre-empt implausible incidents.


    However, with this sharing of resources comes the issue of information governance. In NEC’s Inter-Agency Collaboration solution, the MAG1C Suite (Multi-AGencies, 1 Concert), we provide device integrity and authorization features. The device integrity feature ensures that an appliance to be installed by various agencies is not compromised and therefore, the information accessed from the appliance is reliable. Users would only receive information on a need-to-know basis. In addition, the authorization feature enables various agencies to access information they require, while protecting it using multi-dimension access rights. This means various agencies collaborating on a situation can enforce their respective security policies, to ensure access to a set of data by the right users, at the right place and on a right occasion with the “need to know” criteria.

  


  
    2. Device Integrity feature


    2.1 Device Integrity for mobile devices


    Remote attestation of untrusted devices is gaining increasing popularity nowadays. The literature includes various proposals to establish a static root of trust and/or a dynamic root of trust in various computing environments. Most existing solutions rely on embedding TPM chips within mobile devices and establishing a root of trust within the mobile device1) 2). However, while there are several architectures for standard PC platforms that can support the establishment of a root of trust, this technology is rather immature for mobile or embedded devices.


    NEC Laboratories Europe’s IMASC technology addresses the shortcomings of existing solutions by enabling secure and authenticated boot within mobile devices without relying on TPM chips. The key features of IMASC are as follows. IMASC leverages software-based integrity measurement software (e.g., IBM IMA2)), so that all executable code on the device is measured before it is loaded. Moreover, IMASC launches a new service whose sole role is to interface between the kernel and a smart card located on the device. As soon as the kernel intercepts the system calls to measure the executing binary, the measurement result is sent to the smart card to authenticate it. IMASC additionally relies on specifically designed Java applets on the smart card that emulate the extend-only functionality provided initially by TPMs solely using lightweight cryptography and counters. This ensures security in spite of an adversary who is able to corrupt/delete/modify the measurement logs stored on the device (Fig. 1).


    2.2 Video Non-Repudiation


    Video surveillance cameras are already widely deployed in private and public places to detect physical threats and support the investigation of criminal acts. Consequently, in legal trials, proofs of authenticity and integrity, known as non-repudiation proofs, will be required to accept the data from video surveillance as evidence. However, most existing solutions focus on verifying the digital signatures of the video stream at the network layer to authenticate the source of the video. This complicates the verification process in storage size and computation.


    NEC Laboratories Europe’s technology for ensuring video non-repudiation is based on the actual encoding of the video and can be recomputed easily from the data source with a minimum amount of additional meta-data. Meanwhile, our technology relies on an adapted hash tree so that the non-repudiation proof can be easily reduced to blocks, single frames, or short segments of the video according to the quality of the transmission channel (Fig. 2). Moreover, our technology tolerates the loss of partial data from the video; that is, even if parts of the data are lost, the authenticity of the remaining parts of the video frames can still be verified.


    As an additional feature, our technology utilizes the IMASC solution deployed in the camera module to ensure that the software at the time of the creation of the video was not compromised. This provides an extra guarantee to the non-repudiation proof that the video couldn’t be undetectably tampered and the digital signature was generated at a subsequent time.


    
      [image: e140313_01.jpg]

      
        Fig. 1 Architectural sketch of IMASC.
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        Fig. 2 Adapted hash tree on semantic video data.
      

    

  


  
    3. Authorization Features


    With sensors and cameras connected to a broad Internet of Things, it was important to ensure that the surveillance infrastructure was used efficiently by the various agencies. Could a camera be used by both a security agency as well as an environmental agency? Who could access the video footage and who could view an analysis of suspicious persons in an area, such as a train station?


    The answer to this is in Information Governance, a key component in future safe city solutions. The Authorization Feature in the MAG1C suite is more than just a simple authentication server, but it maps out the access policy for the whole safe city system, empowering authorized government users while safeguarding the privacy of citizens.


    A central server controlling access can enable users who are authorized to access more sensitive information to have it instantly, while keeping it away from users who are not allowed to see it. The key is in giving access to those who need it, and only those who need it (Fig. 3). The data is effectively enforced with role based access control (RBAC) for authorized access to data and information.


    On a live city map, for example, only those with access can track certain persons or vehicles of interest, while others who don’t have access are not even shown any content that is out of bounds. Again, the key is in giving access to those who need it, and only those who need it.


    
      [image: e140313_03.jpg]

      
        Fig. 3 Authorization and Control.
      

    


    
      4. Conclusion


      Through the secure sharing of information and raw data through the authorization and execution of governance policies, the information can be used as e-Evidence and be presented in courts. Digitally Signed Sensors’ content ensures non-repudiation as device and node integrity is enforced. The integrity status of the servers, nodes, and various sensors spread around the city, whether they be fixed, mobile or ad hoc, can be monitored.


      With the Information Governance in place, the different resources and information can be utilized securely. NEC’s Inter-Agency collaboration solution, the MAG1C (Multi-AGencies, 1 Concert) Suite, can help the different agencies to overcome infrastructural and technical barriers, and optimize the use of manpower, and improve situational awareness and anticipation of security threats.
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    Abstract


    There has been great interest in developing the capabilities of smart cities. Not only the use of advanced technologies, but how the plans are executed, and how they are received by the people they are supposed to help, is important. To help cities stay secure, NEC is at the forefront with its various sensors and analytics technologies.


    It is also important to manage the scarce resource. NEC is a strong proponent of the smart pooling of resources, and has introduced technologies that enhance inter-agency collaboration, breaking down silos and strengthening teamwork. This paper talks about the Safety Awareness Network concept, providing a scalable platform for plugging in various analytic engines, and an information sharing mechanism.
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    1. Introduction


    With safety and security on top of their minds, city planners today have begun deploying some of the most sophisticated technologies around, such as advanced video analytics, for tasks ranging from police surveillance to flood detection. Yet, the enduring question many might continue to ask is whether the technologies they have rolled out have been fully made use of to create a safe environment for citizens.


    Through tighter inter-agency collaboration, there may be a way to achieve the same goals through a more sustainable, scalable manner. This begins by adopting the right technologies from start, an open platform that is future-proof. The solution must provide an open, seamless way to let agencies plug in their own analytic engines for their specific uses. The ideal is to have a “bring your own engine” concept, where the raw data is available on an open platform and can be easily picked up by analytic engines to be turned into actionable information, to improve city operations. With this, it also catalyzes a smart pooling of resources, which will help break down silos and empower a more efficient, sustainable way for city planners to solve complex urban problems.


    In NEC’s Inter-Agency Collaboration solution, the MAG1C Suite (Multi-AGencies, 1 Concert), we provide a Scalable Media Platform to allow agencies to plug in different analytic engines, not only from NEC but also from other vendors, and a Pervasive Display Network solution to display emergency messaging on the public displays.

  


  
    2. Scalable Media Platform


    2.1 Abstract


    Rich media data such as video and audio acquired from surveillance cameras and microphones are useful to detect problems in large cities and facilities. Though the detection requires understanding of contents of the data, it is difficult and time consuming to check all the data manually in large scale surveillance systems that could contain hundreds or thousands of devices. Therefore, media analysis technologies such as video analysis and audio analysis are absolutely necessary to detect such problems automatically.


    Though media analysis technologies are used in various domains, there are two problems in using them in a large scale city surveillance system; these are flexibility and scalability.


    
      	
        Flexibility

      


      	
        
          Different requirements for surveillance such as face recognition or human tracking, need separate, dedicated analytic engines. On the other hand, requirements for a surveillance system may be deferred depending on the locations to be monitored, even when the same device is used.


          For example, special attention is required when a festival is being held, or the crime rate is high in a specific area in the city. It is important for a large scale surveillance system to be able to comply with these various and variable requirements by making the configurations easy to change; thereby defining which analytics types will be used for each location.

        

      


      	
        Scalability

      


      	
        
          In general, media analysis is a high-load processing since its data size is big and its calculation algorithm is complicated. Therefore, a large scale surveillance system that analyzes data in real time requires a huge scale system that consists of many servers. When only limited computer resources are available, only limited areas can be monitored automatically. Therefore, it is important to execute many analytic processes with limited computer resources by streamlining processes efficiently.


          From the point of view of a large scale computer system, media analysis has the following features.

        

      

    


    
      	The processing load varies depending on the contents of the input data (ex: number of people in a scene).


      	Requirement for accuracy and speed of analysis varies depending on its use-cases.


      	It is possible to change the balance between accuracy and load via the analysis parameters.


      	The characteristics of change brought about by the above features will differ with each analytic engines

    


    
      In view of the above features it is not sufficient to use general technologies for a large scale computer system to achieve a flexible and scalable media analytic system.


      The Scalable Media Platform is a middleware specialized for serving the requirements of large scale media analysis of city surveillance projects. It provides flexibility to comply with the various monitoring requirements, as well as scalability by streamlining the process efficiently. This enables the automated monitoring of more devices with the limited computer resources available.

    


    2.2 Technology


    The Scalable Media Platform is a media analysis execution platform based on the Analysis Control Middleware (ASCOT) concept1). This makes it easy to develop flexible and efficient media analytic systems by executing various media analysis engines.


    With ASCOT, media analytic engines and their control logic are modularized and ASCOT integrates them as an analytic flow and a control flow (Fig. 1).


    A flow model is used to realize various monitoring requirements by combining multiple analytic engines, a procedure that is widely used in the stream computing domain. An engineer can easily develop an analytic system that meets the requirements of the users by designing and describing the analytic flow.


    In addition to this, ASCOT can control the execution of the analysis, such as the parameter, timing, and location of the analysis, to achieve higher efficiency. With ASCOT, the way the execution of an analysis is controlled is described in the control flow, which integrates multiple control modules. It is easy to customize the control policy of an analytic system to adapt to device environments and security requirements. An engineer can use the same analytic flow with different control flows depending on the system environments.


    In many cases it is easy to plug in an existing analytic engine on ASCOT. The analytic engines can be made available by adding a wrapper program, which converts the API of the engine to the API defined by ASCOT. An engineer can develop an analytic system that satisfies a user’s monitoring requirements by adding various analytic engines provided by various vendors.
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      Fig. 1 Analytic and control flow.
    

  


  2.3 Case Study Application


  Fig. 2 and Fig.3 are examples of video analysis systems using ASCOT. Face recognition is being used to detect suspicious individuals, and also clothing features recognition to search through past video scenes to find a scene where the specific individual is captured by the camera. These are the same type of analysis, but the execution control is different. For this analysis process, the increase in the number of people captured in the camera can increase the work load of the server.


  Fig.2 is a system for a location with little traffic, such as a restricted area. The control is set to lower the transaction level when there is no one in the area. This way, the system can process three times as many video scenes than when the control is not applied.


  Fig.3 is a system for a crowded area. The control is set with higher priorities on the cameras in the locations that need to be heavily monitored. When there are a lot of people in the area, the video scenes from these cameras will be analyzed at a higher priority.
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      Fig. 2 System for a restricted area.
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      Fig. 3 System for a crowded area.
    

  


  2.4 Analytic Engine Line-up


  NEC offers the following video and audio analytic engines that can be used on the Scalable Media Platform.


  
    
      	Face recognition: Identifies human faces. Compares faces from surveillance cameras against a database of previously enrolled face images, or captured face images from a different time and location.


      	Human behavior detection: Recognizes movement of a person. Detects intrusion to a prohibited area or a person lingering in the same location for a long time, etc.


      	Crowd density estimation: Estimates the number of people in crowded areas such as airports, stations, or stadiums.


      	Unusual crowd behavior detection: Detects unusual behavior of a group of people such as loitering or running.


      	Unusual sound detection: Detects unusual sounds in a public space such as glass crashing, people screaming, or playing of music.


      	Age and gender estimation: Estimates age and gender of a person from the facial image.


      	Clothing features recognition: Recognizes clothing features such as color or design pattern.

    

  


  2.5 Crowd Density Detection Engine


  The Crowd Density Detection Engine is a research prototype developed at NEC Laboratories Europe that provides a real-time estimation of crowd density in a selected target area. The estimation is based on the activation frequencies of inexpensive, privacy preserving sensors such as motion, CO2 or sound pressure sensors. The goal is to create a platform for sensor fusion in general and for crowd estimation in particular. The platform must scale to large deployments with more cost efficiency than conventional, state-of-the-art platforms, while being compatible with strict privacy regulations. This approach compromises some of the accuracy of the existing video solutions, in favor of better privacy and reduced costs.


  By placing sensors in “overflow” zones, that is, zones such as periphery of an area, where people would walk only if the area would already have a lot of people at its core, we obtain information on the activation frequency at such locations. This tells us not only about the amount of people in overflow zones of an area, but also about the amount of people in the area’s core that will typically be even more crowded. The system samples the area to monitor with carefully positioned sensors that measure human activity correlated to the density of the crowd present on the scene. Using supervised learning on the sensor data, the system models the regression between the sensor points and the actual crowd levels.


  During the trial in Singapore, an area in a shopping mall was observed using 23 Sensors (16 distance sensors, 3 motion sensors, and one of each: CO2 sound pressure, temperature and humidity sensors). Using the Crowd Detection Engine, the system estimated the crowd level in 4 discrete levels (from sparse to overcrowded) with an average accuracy of 90%.


  The Scalable Media Platform enables the creation of an analytic system by integrating the above and other analytic engines flexibly to meet monitoring requirements quickly, and to execute it efficiently. It will contribute to keeping cities safer since the system can automatically monitor wider areas than conventional systems can.


  
    3. Pervasive Display Network


    Public displays are omnipresent in today’s cities, and due to the decreasing costs of large screen installations more and more public information and advertisement are presented on monitors instead of traditional paper posters. With NEC display control technology, any public display can now bring an additional benefit by providing important guidance to the public in situations of emergency like earthquakes or fires.


    One of the key differentiators of the display control technology developed by NEC is that it seamlessly integrates with existing public screen installations. The NEC solution has a minimal level of intrusiveness and a low adoption barrier. It can be installed within minutes, and the display owners do not need to give up control over their screens.


    To make their displays ready for emergency usage, the owners only connect a small control box to one of the input ports. During normal operation the control box remains inactive, and so the usual content is shown using another input port (Fig. 4). Only in situations of emergency, the control box will be activated and make use of the display to give guidance like evacuation routes or warning messages.


    NEC has further developed a system to centrally coordinate all display control boxes available in a city area. By the display coordination unit, city authorities can make sure that the appropriate messages are shown on the right screen at the right time. The coordination can be executed manually, or, in case of larger installations, by semi-automatic routines. Displays control boxes can be dynamically added and removed during operation, as it is expected that the number of screens available for emergency messaging will gradually increase as the technology becomes more and more common.
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      Fig. 4 Display coordination unit.
    

  


  
    4. Conclusion


    The call to break down the walls between various agencies is not new. What has changed is that technologies are now available to solve these problems. More importantly, there is an urgent need to maximize benefits for more citizens with a limited amount of resources. The fusion of sensor data can now enhance situational awareness and help city planners avoid unintentional blindness in many situations.


    The biggest change, one that brings more lasting benefits to citizens, could come from a smarter pooling of resources, to achieve safety and security while being sustainable and scalable. To do this, an open safety city platform is crucial in the years ahead.
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    Abstract


    In January 2013, the Singapore government invited companies to participate in its Safe City Test Bed. A number of government agencies also participated in this test-bed to collaborate with the selected companies to validate the solutions that drive timely and accurate intelligence to the ground for better situation awareness of fast-developing situations.


    A consortium led by NEC Asia Pacific was selected as one of the four consortia to develop such a system. Making use of an array of sensors and sense making through a unique fusion of information from the ground and cyberspace, NEC’s Multi-Agencies, 1 Concert (MAG1C) platform allows consortium partners’ analytic engines to achieve the desired goals and thus validated Singapore’s belief in innovative safe city solutions.
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    1. Introduction


    When Singapore’s government planners first considered high-tech plans to make the city-state a safer and more secure place for its citizens in 2012, they were in a situation that many foreign counterparts could only envy.


    Well-connected, efficient and highly urbanized, the country of 5.4 million people was as ready as any to embrace the timely information that an array of on-the-ground sensors and cameras could immediately feed decision makers. The widespread use of social media also meant that users were tuned in to the latest news, sometimes becoming active participants or witnesses to developing incidents.


    With a safe city system, police forces could react swiftly to a crowd that displayed unruly behavior. Emergency services could detect potentially unsafe locations where an increased number of people may make an evacuation difficult. Floods would be more easily detected with live monitoring of water levels.


    Yet, despite Singapore’s renowned advancements, it faced a number of challenges not unlike many other cities. One key concern was optimizing the limited manpower available, while maintaining effective day-to-day city management activities such as ensuring smooth vehicular traffic, upholding law and order and managing emergencies.


    With a fast-paced economy came an expectation for fast, efficient service as well. Should the public be first on the scene of an incident, for example, emergency responders were expected to be on the ground within a short period of time, rendering assistance or upholding public order.

  


  
    2. A Comprehensive Project


    With these factors in mind, the Singapore government looked far into the future for a comprehensive safe city project in 2012. The country’s planners had often been known to be far-sighted, ready to adopt new ways of doing things. In developing a safer city, they were no different. They expected the project to run in multiple phases in three to four years, eventually leading to ready-to-market solutions.


    In January 2013, the Singapore government issued a Safe City Test Bed Call for Collaboration that would kick start a year-long pilot project. It would involve the specially set-up Safety & Security Industry Programme Office (SSIPO), as well as a number of participating agencies, including police, civil defense, environment and water, land transport and homeland security, to develop a comprehensive system to address a wide spectrum of safety and security concerns.


    The goals were clear. Police forces should be able to have better situational awareness that enabled them to better react to fast-developing incidents. With timely on-the-ground information, emergency services could better facilitate evacuation, for example, at a popular event where a fire may have broken out. At the command level, a team coordinating to any home front crisis incident should have better global awareness, which would allow for improved decision making.


    Singapore already had existing camera systems and various sensors providing data feeds back to government agencies. A new system making use of new sensing technologies and analytics on the fly would do more, by enabling decision makers to better comprehend a situation and make critical and timely decisions.


    Key to this would be pulling all the data together in a way that made the information meaningful. In a crisis, decision makers had to see the big picture, literally, on a large screen to make sense of what was being fed from cameras and sensors.


    The SSIPO identified four sites to test the technologies. In one of them, a consortium led by NEC Asia Pacific won a bid in May 2013 to develop a safe city Test Bed for the Ministry of Home Affairs and the Economic Development Board.


    With its experience developing safe city solutions, NEC would bring technology proven in markets around the world to Singapore.

  


  
    3. A Sophisticated Test Bed


    In Singapore, the NEC team knew that it was preparing for an exciting Test Bed. The SSIPO project would come with great complexity and sophistication, something which the NEC team was well prepared for.


    The police would want to be able to detect aggression or fighting easily, so that officers on patrol nearby can be alerted more swiftly. Singapore agencies also wanted awareness of the traffic situation, through camera surveillance, and be able to better react to a traffic accident or the occasional congestion. At the same time, the environment authorities concerned with the cleanliness of city streets wanted a way to detect if someone was littering. Also useful to them would be a surveillance system that indicated how clean a place was, so cleaners could be deployed more efficiently. For the nation’s security services, the safe city system from NEC had to pick up suspicious persons loitering at train stations.


    Perhaps more importantly, the sensors and cameras had to provide information in a holistic way to help officers manage incidents. Armed with actionable intelligence, commanders could then better support officers on the ground with improved assessments of knock-on effects from an incident.

  


  
    4. Multi-sided Platform Strategy


    The NEC team adopted a multi-sided platform strategy to allow more than 2 partners (information producer and information consumer) to engage in the sense making activities. The Scalable Media Platform takes in multiple sensor feeds (video, acoustic and smell), analyzes them and triggers geo-spatial alerts to enable the various agencies make sense of the situation in a collective state (Fig. 1).
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      Fig 1 Scalable Media Platform.
    

  


  
    5. Using the Right Technologies


    The platform called for a number of technologies, which NEC pulled from its research laboratories in Japan, Europe and Singapore, together with consortium members ESRI Singapore, Force 21, G Element, Greenfossil, iOmniscient, Oracle and ZWEEC Analytics, as building blocks for a seamless safe city solution (Table).


    
    
      Table Technologies and solutions provided by the consortium members.
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    It would use a number of sensors - physical ones for acoustic, video and smell as well as online ones for social media reactions - to identify an incident of interest. In particular, a hemispheric camera (HemCam) would be able to capture images without the distortion usually associated with wide-angle fisheye lenses.


    A machine-to-machine (M2M) network would have to be built to allow these sensors to communicate and ultimately connect back to a central system for live feeds of what was happening on the ground. Sensors would be dynamically added or dropped.


    With such analytic capabilities at users’ disposal, accountability would need to be enforced. A governance appliance would have to be installed to provide various agencies with only relevant information they required. This appliance would authenticate and track the authorized accounts that access the data. Users would only receive information on a need-to-know basis.


    In addition, a system that made use of semantic web-based risk models would attempt to make sense of cyber information. It would monitor postings based on predefined risk models and identify if a situation required the attention of various agencies.


    Finally, the NEC-led team also had to develop a geo-spatial visualization platform that would put all the data in context. On a large screen, this fusion of information would have to make instant sense to operators at a command center.

  


  
    6. Upgraded Capabilities


    The results from the Test Beds were clear soon after the first deployments went online in late 2013, when the sensors on the ground started sending information to the relevant agencies.


    In urban surveillance, the potential of early incident detection became clear. Video analytics could help detect a snatch thief thronging through a busy weekend crowd. Similarly, a fight occurring in view of cameras would be easily picked up. Video analytics would detect the particular motions as symptomatic of a fight, along with aggressive action. Audio analysis then enabled the system to understand that someone was shouting or crying, whether in anger or distress.


    This provided vital information to officers reacting to a situation. But that was not all. The system would automatically look for potential points of congestion or blockage in the area, where the traffic flow might be affected. It would be able to alert relevant agencies and provide a visual map layout of the ground situation to both ambulance and security services. As they headed to the scene, they could be fed live information on the best route in and out of the area.


    All in, the fusion of the various technologies gave an unprecedented amount of sense making and improved command and control. With this, officers and commanders did not end up overwhelmed with information. Instead, with the raw feeds analyzed and presented in a way that truly empowered them, their capabilities were upgraded to handle difficult situations.


    The same technologies were used in other scenarios. Facial recognition and video analytics enabled officers to detect behavior such as loitering. If an officer alerted to this found it necessary, he could then check for similar, repeated occurrences. If a group of people were known to be lurking around a sensitive location, for a potential crime, they could be flagged by the system.


    Besides suspicious persons, advanced video analytics could also detect suspicious objects being abandoned. For example, if a person left behind a suitcase in a train station, the system could look up a list of persons associated with it by analyzing previous video recordings. Using a blend of facial recognition and clothes recognition, it would then display the last seen location of the persons of interest, as captured on video footage.


    Apart from the country’s security services, the Singapore Test Bed also benefited other agencies immensely. The same technology used to detect an abandoned object could be used to monitor if an object was missing. For example, the authorities could check if someone had stolen items such as rubbish bins. Agencies also benefited from a system that could detect crowds in a specified area. More crowds usually meant there was more rubbish to be cleared. Once the threshold for a “geo-fenced” area was reached, an alert could be triggered to an officer, who would determine if a cleaning crew had to be dispatched.


    At the same time, a slightly different system helped the transport authorities monitor cars on the roads, to see if congestion was building up. This was done with traffic volume monitoring as well as surveillance of the travelling speed of cars through important stretches of road. This was especially helpful because the system also took in information from real-time traffic reports already available. Together, the fusion of information provided situation awareness via a geographic information service (GIS).


    Yet another agency that would benefit from the safe city project was Singapore’s water agency. With advanced video analytics, it could detect if water level had risen beyond a pre-defined level at many drains around the island. Once a certain level was reached, an alarm could be sent out to an officer, who would determine if a flood was imminent and send out appropriate alerts to people near to an affected area.


    All in, 20 analytics capabilities were successfully tested. Some 370,000 faces were detected a day. Crowd behavior was correctly detected 75 per cent of the time and crowd counting was 80 to 90 per cent accurate.

  


  
    7. Understanding the Information


    All that data, of course, would mean nothing if officers in charge were not able to make use of it in a timely fashion. This is where NEC’s team made a difference. It had analytics to make sense of the data and sophisticated governance to guard its access (Fig. 2).


    At the most basic level, remote sensor analytics picked up primary data such as fight detection, abandoned object detection and crowd detection.


    Semantic analysis helped make sense of the data even further, by adding users’ domain knowledge to the mix. Using ontology-based risk models, it analyzed patterns and inferences to predict potential incidents and likely follow-on effects.


    In turn, that intelligence was presented on a city map or 3D building model that incorporated trends, real-time events, content and spatial analysis. These visual tools, based on ESRI’s ArcGIS and G Element’s NUCLEUS, enabled swift and effective decision making.


    Finally, NEC’s Multi-Agencies, 1 Concert (MAG1C) Suite enabled various agencies to access information they required, while protecting it using access rights. This meant various agencies collaborating on a situation could have access to a set of data – on a “need to know” basis.
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      Fig. 2 NEC’s Inter-Agency Collaboration Framework.
    

  


  
    8. Conclusion


    Many lessons were learnt from the Singapore Test Bed. One was the importance of having all relevant agencies onboard a platform that would benefit from as much sense making as possible. At the same time, the trials also validated that a safe city solution would help address many of the challenges facing Singapore.


    Perhaps most important in a project like Singapore’s was the readiness and experience of technology vendors to meet the requirements of government agencies involved in the crucial job of ensuring safety and security in a city. Throughout the Test Bed, NEC spared no effort in refining small details in the system. It also ensured that it would work well with existing systems that were in place previously.


    With decades of working with governments all over the world, NEC was well-positioned in this area. Backed by cutting edge innovations such as advanced biometrics and MAG1C suite, the company integrated the technologies of its consortium members to deliver a Test Bed that showed how a future city could keep safe and secure with the latest advancements.

  


  
    *ArcGIS is a registered trademark of Esri.


    *NUCLEUS is a registered trademark of G Element.
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    Abstract


    A city just 32 km from the Argentinean capital Buenos Aires, the city of Tigre had experienced strong growth since the 1990s. As it did, the city’s planners looked to an advanced surveillance platform to bring improved security and safety to its residents and visitors. The city rolled a sophisticated video surveillance system with CCTV cameras and intelligent video analysis, and a command and control center in 2013. With its various video analysis solutions, NEC contributes in improving the security and safety in the city, by identifying possible threats and alerting the city officers in a timely manner.
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    1. Introduction


    On weekends, the city of Tigre in Argentina sees its population swell as much as three times. With its popular museums, game parks, casinos, beautiful large green areas and relevant gastronomic offers, the City has been a popular destination for weekend getaways, and has been steadily attracting visitors from in-country and overseas while enjoying a housing boom since the 1990s.


    Thus when Tigre planners recently strategized to improve security and safety to both residents and visitors, it banked on a long-term plan. A sophisticated, effective urban monitoring system was needed to provide advanced capabilities to security forces while strengthening the bond with residents.


    In 2013, a memorandum of understanding was signed between NEC Argentina and the Municipality of Tigre for the evaluation and testing of a wide portfolio of “Safer Cities” technologies offered by the company. Since then, NEC has developed and deployed a wide variety of technologies for public safety. Using a series of cameras and intelligence video analysis tools, NEC provided a system that enables public safety officers to effectively monitor the city’s key areas and improve public safety for residents.


    Located 32 km from the Argentinean capital Buenos Aires (Fig. 1), Tigre had unique challenges. One was the high volume of traffic through the city, which occupies an area of 148 km² on the mainland and 220 km² on nearby islands.


    The huge housing boom in the past two decades has also increased the number of large private neighborhoods, while the resident population stood at about 380,000 residents in 2010. Providing adequate security and safety was a top priority for Sergio Massa, national deputy and former mayor of Tigre, who is also a strong presidential candidate for the upcoming 2015 national elections.
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      Fig. 1 Location of the City of Tigre.
    

  


  
    2. Eyes in the City


    Among the first items to be installed was a network of cameras that provided the raw footage for advanced analysis. This yielded practical intelligence for security agencies seeking to more effectively react to emerging situations.


    The system involved 640 pan-tilt-zoom dome cameras, and integrated an existing 200 cameras from closed neighborhoods that were already in place.


    Another 12 fixed cameras were set up to recognize license plates on cars entering and leaving Tigre City’s boundaries, while a number of other cameras were set up to recognize faces and detect specific behaviors. All in, the video technology was run on a hybrid fiber optic and wireless network.


    
      3. Intelligent Video Analysis


      With that amount of raw video data, the next step would be to make sense of it for both real-time analysis and forensic analysis. NEC offers highly efficient and user-friendly video analysis solutions such as the award-winning NeoFace face recognition solution. With these video analysis solutions, Tigre City could gather critical information for its public safety and security agencies. As one example, the current solution is integrated with the Missing Children Argentina database to help search for missing children around the clock in strategic locations.


      License plate recognition, face recognition and behavior detection functions were the key analysis solutions used, together with specific scene analysis solutions. The specific scene analysis provides moving object detection, retrieval and image sharpening functions, for more in-depth but non-real-time intelligence. These tools empowered security agencies to track down important details in an investigation.


      3.1 License Plate Recognition


      The city installed 12 cameras at six places in the city to have a complete record of cars entering and exiting from Tigre, so it could have a real-time comparison against a watch list of wanted cars.


      3.2 Face Recognition


      NeoFace Watch is a high-performance automated real-time face recognition system using standard monitoring cameras and it is capable of handling the most demanding crowd surveillance requirements. In addition to the integration with monitoring cameras, it can also take feeds from hand-held cameras and smart devices, recorded video, and stored bulk images. The system helps reduce the risk of security threats by checking individuals in the video input against known photographic watchlists, and issuing real-time alerts when a person of interest is found (Fig. 2). The alerts can be shown on the wall displays or the local monitors of the security officers in the city operation center, as well as be issued via email to the most appropriate personnel best placed to react to the situation, to enabling a quick response to the threat.


      NeoFace Watch is being used with the monitoring cameras at urban terminals deployed in short, medium and long distance railway and river stations, enabling the city officers to locate persons of interest in the watchlist of individuals. For instance, the system will be available for prosecutors and other judicial bodies, public welfare organizations in order to locate missing persons.


      
        [image: e140316_02.jpg]

        
          Fig. 2 NeoFace Watch alert screen.
        

      


      3.3 Behavior Detection


      NEC’s Behavior detection solution monitors behaviors and flags any actions pre-determined as unusual or suspicious, such as intrusion, loitering, and object abandonment based on user-defined time and location parameters. The system is capable of distinguishing humans from shadows and moving objects, and provides supports detection of both simple and complex behaviors (Table).


      Monitoring cameras installed at train stations, parks, streets and banks looked out for suspicious behavior by analyzing the footage captured in real-time. For example, spaces near banks were monitored for loitering and cars parked in the no-parking zones. On the streets, the system detects such driving behaviors that are characteristic to potential crime committers, such as speeding, double riding, and riding without helmets.

    


    
    
      Table Types of behaviors that can be detected.
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      4. Bringing the Information Together


      All the capabilities are brought together in a command and control center and crisis room purpose-built in Tigre City (Photo). Here, in a 22-seat operation room, officers could view the incoming information in dedicated large screens that provided easy integration with all related agencies (Fig. 3).


      The mission-critical systems required for the project is hosted in a data center that provides 30 days of storage for the CCTV footage. The video management system and NEC’s core analytic engines and safety management suite are operated here as well.


      Another interesting part of the Tigre City project is the way it was rolled out. Rather than invest heavily on one technology, the surveillance technology has been deployed as a service, as part of a 36-month contract. This has enabled the city to build up capabilities over time, and plug in new innovations as they become available.


      “As the city experiences exciting developments in the years ahead, it is important that we provide the security and safety that residents and visitors demand and expect” says Mr. Sergio Massa, National Deputy and former Mayor of Tigre. “Technology is no longer deemed a luxury - it is in fact, an essential in providing this security and safety. We have been able to take advantage of the latest innovations in urban surveillance, such as behavior detection by integrating technologies. This has raised the capabilities of our security and emergency agencies, while building a stronger bond with residents.”
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        Photo Tigre City Operation Centre.
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        Fig. 3 Overview of the system.
      

    


    
      5. Conclusion


      NEC’s video analysis solutions support in making sense of the huge amount of raw video data obtained from monitoring cameras located around the city. NEC aims to continue working with the City of Tigre to contribute to improved availability of information for decision-making. The constant willingness and proactivity of Tigre City in the search of technological solutions to improve the quality of life of its citizens and visitors, allows us to move forward in making safer cities. Looking forward, NEC aims to continue supporting the improvement of public safety through new and innovative technologies and partnerships that reach communities worldwide.
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    Abstract


    There is a growing need to address various social issues by applying image recognition technologies in surveillance cameras, thereby contributing to the realization of a safer and more secure society. In this paper we will introduce a crowd behavior analysis technology that utilizes NEC’s image recognition technology, and as a specific example of its implementation, a new congestion estimation system based on this technology.
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    1. Introduction


    In recent years a growing number of surveillance cameras are being installed in the streets and in public facilities where the people gather, such as public transit terminals and shopping districts, in order to attain a safer and more secure society. Since it is a severe burden to check images from the enormous amount of installed cameras, the need for image analysis technology that automatically detects abnormalities is growing. In particular, there is strong demand for image recognition technology that allows abnormality analysis in crowded environments, such as on crowded city streets and public facilities where there is an increased risk of crime and accidents. How to deal with the increased congestion in cities, especially at game stadiums, associated with the many visitors expected to come see the 2020 Tokyo Olympics from all over the world is of critical societal concern, and there will most likely be a further upsurge in the importance of analyzing technology for crowded environments.


    In this paper, we will introduce crowd behavior analysis technology that detects abnormalities in crowded environments, as well as a congestion estimation system that adopts this technology, and examples of this system actually being put to use.

  


  
    2. Crowd Behavior Analysis Technology


    (1) Managing crowds instead of individuals


    
      The image recognition technology used in conventional surveillance cameras is based on detecting each person individually and following them. Our new technology differs from the conventional in that it doesn’t detect and follow people individually, but rather as shown in Fig. 1, it handles a group as a single entity instead of a gathering of individuals. For this reason, the screen is divided in a grid pattern and analysis is applied to each grid sector. Since it analyzes clusters of overlapping people as-is, this technology adept at handling masses. As a result, the status of crowds can be comprehended with high precision even in situations that were problematic for conventional technology due to overlaps that hindered analysis, or due to processing being slowed down by having to follow too many subjects.
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        Fig. 1 Conventional approach vs. Crowd behavior analysis.
      

    


    (2) Analysis of crowd changes


    
      For conventional methods, crowded environments made it difficult for the surveillance camera to see a potential crisis developing. By comparison, as shown in Fig. 2, the effects caused by an abnormality are expected to reach beyond the individual and influence the surrounding groups and masses. For instance, a person falling down will trigger a change in the behavior of people in the immediate vicinity, such as stopping and surrounding the subject.


      Crowd behavior analysis technology is able to capture these types of changes in crowd and mass behavior by analyzing in cluster units, and detect a potential crisis in a crowded environment. Specifically, the screen is divided into a grid pattern and 2 criteria - population density and people flow - are extracted per sector grid unit as shown in Fig. 1. Based on the extracted criteria of population density and people flow, it is possible to detect behavior such as abnormal congestion, fleeing en masse, crowding around something, and stagnant groups, as shown in Fig. 3.


      For example, if extremely high population density is maintained for a certain amount of time, the situation will be judged as abnormal congestion. Likewise, if a large flow of people suddenly develops, it is presumably the result of some sort of panic situation where people are fleeing en masse from the scene. If people flow is interrupted in a certain sector and high population density exists there for a certain length of time, we can assume that there is either a group crowding around a person, or a stagnant group of people. These situations may be regarded as potential triggers for the abnormal congestion situations mentioned earlier. As you can see, extracting the population density and amount of people flow makes possible the detection of various changes in crowds and masses.
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        Fig. 2 Abnormality recognition through crowd behavior analysis.
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        Fig. 3 Crowd change detection through population density and people flow characteristics.
      

    


    (3) Comparison/collation using simulated images


    
      In crowd behavior analysis technology, the actual camera image is compared and collated against a simulated image depicting the overlap of people in a congested situation, in order to estimate the degree of congestion in each grid sector. In order to accurately estimate the degree of congestion requires a large amount of sample images of crowds, and there is great difficulty in acquiring such sample images from actual surveillance cameras while giving consideration to the full range of the crowd situations as well as privacy issues. For this reason, our system uses images of people pre-shot looking in various directions and combines them into simulated images as shown in Fig. 4, in order to create reference images depicting a full array of crowded situations. This ensures performance that meets or surpasses that of having to acquire large amounts of samples by hand.
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        Fig. 4 Crowd detection and number-of-people estimation with crowd patches generated through simulation.
      

    

  


  
    3. Introduction to Congestion Estimation System


    As stated in the previous chapter, crowd behavior analysis technology enables accurate estimation of the degree of congestion and flow for each location on the screen. As an example of how this technology is applied, we will be introducing the congestion estimation system.


    Fig. 5 depicts the congestion estimation system in its simplest configuration. Video signals are input to the congestion estimation PC via network by using IP cameras.


    With this system, it is possible to visualize the degree of crowding and direction of crowd movement in real-time for each area, based on the image being shot by the IP camera. It is also possible to display the constantly fluctuating congestion status in graph form (Fig. 6).


    The heat map display shows the estimated degree of congestion with each area color-coded to make it easy to understand which areas are crowded and which are not at a glance.


    We presume that there will be cases where our system is incorporated into a surveillance camera system that is already in place. Since, for example, it is possible to analyze crowd conditions by acquiring just 1 frame of video per 1 second from the existing IP camera, a system can be configured at very low cost because installation costs will be minimal and there will be no noticeable increase on network load.
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      Fig. 5 Congestion estimation system configuration example.
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      Fig. 6 Congestion estimation system UI image example.
    

  


  
    4. Usage Examples by Market


    (1) Examples of railroad industry usage


    
      The railroad industry is a good example of a specific usage application.


      Fig. 7 is an example of how the congestion estimation system analyzes images received from surveillance cameras installed at train station platforms, and generates a timeline graph depicting fluctuations in the degree of passenger crowding. In this graph, we can see that the number of passengers on the platform continues increasing and getting congested as a repercussion of an accident occurring between 6 and 7AM. Congestion reaches its peak with people nearly overflowing from the platform by slightly after 8AM, but as the trains start running again at 8:15, the overcrowding is quickly relieved.


      As the congestion estimation system monitors video images from the platforms and concourses, and activates an alarm when abnormal congestion is detected, it will be possible to take appropriate security measures in the station and prevent accidents such as people falling off the platform.

    


    (2) Examples of airport industry usage


    
      Next is an example of how congestion estimation is implemented at an airport security check counter. Passage through these counters is necessary to check for hazardous items in luggage, however when a large number of people converge there, delays in passing through increase. By combining the congestion estimation system with the surveillance cameras at the security check counters, it will become possible to comprehend the degree of congestion at the counters in real time, and the airport operator can better manage the situation by opening more security machine gates, increasing the number of staff or detouring people to other counters. Furthermore, since the degree of congestion can be used to estimate the time it will take to pass through security check, this estimated time can be displayed for airport users to view, enabling them to spend their time until departure more effectively.

    


    (3) Examples of police usage for crowd control


    
      The congestion estimation system, used together with surveillance cameras installed on city streets and intersections, can play an important role in managing the massive flow of people leaving the venue of a large scale event. Using the heat map introduced earlier will show at a glance which intersection or street is crowded right now. Based on this information, it will be possible to dynamically steer the flow of people to less congested streets and effectively disperse and reduce the crowd. Potential panic-causing situations such as people crowding around something or gathering in a stagnant group can be monitored, enabling swift detection of accidents and criminal activity so that police can be dispatched to the scene without delay for the protection and safety of citizens.
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        Fig. 7 Congestion progressive graph for station platform (example).
      

    

  


  
    5. Forecast of Congestion Conditions


    The congestion estimation system allows ever-changing congestion data to be continuously accumulated. By combining data accumulated over a long period of time, with big data analysis technology, it will be possible to understand various characteristics such as the difference between congestion patterns during the morning and evening rush hours, pattern differences by day of the week, and shifts in congestion trends over the span of a year. Based on these characteristics and trends, it will become possible to make forecasts of congestion during specific times of the day, a specific day of the week, or by season. Business operators will be able to plan ahead for effective distribution of personnel and drawing up facility investment plans to reduce congestion.

  


  
    6. Conclusion


    This has been an introduction to crowd behavior analysis technology, and as an example of its specific application, the congestion estimation system. By aggressively pursuing the development of image analysis solutions targeting the growth of safety businesses, NEC will strive to attain a more safe and secure society.

  


  
    Authors’ Profiles


    
      MIYAZAKIShinji
    


    
      Manager

      Transportation and City Infrastructure Division
    


    
      MIYANOHiroyoshi
    


    
      Principal Researcher

      Information and Media Processing Laboratories
    


    
      IKEDAHiroo
    


    
      Assistant Manager

      Information and Media Processing Laboratories
    


    
      OAMIRyoma
    


    
      Principal Researcher

      Information and Media Processing Laboratories
    


    
      *The stated titles and departments of the authors that appear in this paper are as of March, 2015.
    

  


  
    
      Special Issue on Solutions for Society - Creating a Safer and More Secure Society
    


    
      For a safer and more secure life
    

  


  Speech/Acoustic Analysis Technology - Its Application in Support of Public Solutions


  
    KOSHINAKATakafumi, HOSHUYAMAOsamu, ONISHIYoshifumi, ISOTANIRyosuke, TANIasahiro
  


  
    Abstract


    The advent of the age of big data has further raised interest in the need to extract useful information from the huge amount of data that accumulates in the course of our everyday lives. This may be facilitated by high speed and low cost data analysis solutions. These technologies that process the speech/acoustic information that forms the critical component of real-world information are also becoming more important for understanding the context of the analyzed data. They are expected to be employed for public solutions that will support the safety, security, efficiency and equality of society. This paper introduces an innovative technology designed to extract meaningful information from speech/acoustic media and goes on to discuss its application in public solutions.
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    1. Introduction


    Technologies for the speech processing of human voices and the acoustic processing that handles general sounds are promising media processing technologies that together with image/video processing are expected to contribute to the solution of various social issues. The age of big data is now here and cloud computing enables the fast, low-priced processing of a huge amount of multimedia information. The speech and acoustic processing technologies are attracting much attention as a means of data analysis for obtaining valuable information from the large-scale data production of the real world.


    From the physical viewpoint, both speech and acoustic information are just waves that are transmitted as vibrations of a medium such as air. For humans, however, these waves contain information that is significant to them. For example, the variety of information revealed in speech includes not only the words that are expressed in various languages but also the sex, age and emotions of the speaker. Even general sounds other than speech, such as the tweets of birds and the wind blowing through a wood, may reveal what is present and/or happening at a location. In the world of computers, the information as described above can be extracted by analyzing the data that is transmitted as physical waves.


    In this paper we introduce the latest speech and acoustic processing technologies from the viewpoint of data analysis. These tools are capable of extracting significant information including speech and sound media. We also review proposals for the application of these technologies in public solutions.

  


  
    2. Speech Analysis


    2.1 Text-based Analysis


    The human voice, or speech, transmits various information, and the most abundant and informative content is in the “words” that can be expressed as text. The technological development of speech recognition for extracting text from speech was started as early as the 1950’s1). The common understanding in the academic world is that the current technical level of speech recognition is still far from that of the human listening ability. In the industrial sphere, however, speech recognition has recently been spreading rapidly as a user interface of smartphones, thereby making this technology very familiar to the general consumer.


    At NEC, we have been advancing the R&D of speech recognition from a very early stage. With the vision of “from human-versus-machine to human-versus-human,” the targets of recent R&D and commercialization ventures have shifted from the development of a means of enabling inputting words or certain phrases into a computer. The focus now is on the development of computers that can understand conversations between humans (Fig. 1).


    A typical development is the VoiceGraphy minute compilation solution2). This solution transcribes the conversations between humans into text. Conversations held in a governmental assembly or at a conference for governmental agencies or enterprises can be automatically converted into text in order to reduce significantly the time and cost required for minute compilations. Our technology is now put to practical use in situations previously considered to be unsuitable for speech recognition such as in court interrogations2).
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        Fig. 1 Speech recognition: From human-vs-machine to human-vs-machine.
      

    


    2.2 Non-text-based Analysis


    Human speech contains various information other than the “words” that can be expressed in text. This section deals with the speaker and emotion recognition technologies that have recently entered the practical stage.


    Speaker recognition is a technology for identifying an individual from his/her speech. This new and handy means of speech-based biometrics following on the fingerprints, face and veins industrial applications is expected to continue to progress in the future. The speaker recognition can be applied over a wide range, and the fields in which it is regarded to be most promising are the solutions related to safety and security in society. For example in criminal investigations for the identification of a kidnapper from a ransom request call or for the surveillance of crimes and accidents at public locations. The applications in the consumer fields are also expected for use in the identification of bank transactions via phone (telephone banking) or for improved response quality, by identifying a client at a call center (Fig. 2).


    We have long been challenging the R&D and commercialization of this technology, and we have eventually succeeded in developing a large-scale database search system based on the high-speed and high-accuracy speech matching system that has been developed over long years of speech research. The system is being put to practical use in governmental agencies.


    Next, we describe the development of emotion recognition technology and its applications in call centers. For enterprises, the call centers are important contact points for collecting raw voice of customers. As many major cities and public institutions have also established call centers, they are also attracting attention as suitable points for studying the voices of citizens.


    We are conducting R&D into the analysis of conversations that is capable of identifying the complaints and requests that contained in the conversations made at call centers. The complaint call detection system (Fig. 3) extracts complaint calls by recognizing the anger emotions of a customer, as well as the apologetic expressions of an operator. Since the operator uses apologetic expressions like “I am sorry but could you tell us your address?” in the formal context, the system detects only the apologies spoken with sincere emotion and not such superficially used words. This makes it possible to identify those parts of conversations that refer to the causes of the complaints. These are often concentrated where customer anger and operator apologies appear together.


    By employing our studies accumulated from call center operations, we have also developed a technology for judging whether or not the customer who made a call to the call center has knowledge of the product. This technology can be applied to the analysis of customer classifications or to a method of how to respond suitably to the caller’s knowledge level. As the targets of the emotion recognition research have been expanding recently, it is anticipated that the technology will be capable in the future of employing speech analysis to determine the personality, physical build or health anomalies of a targeted individual.


    
      [image: e140318_02.jpg]

      
        Fig. 2 Recognition technology of a speaking individual from speech.
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        Fig. 3 Complaint call detection system.
      

    


    2.3 Noise Elimination


    In both the text-based and non-text-based analyses, any noise superimposed on speech poses a problem for extracting information from such speech. Erroneous recognitions occur frequently during voice input to a smartphone in a noisy environment.


    NEC has long been investigating this problem and has commercialized the VoiceDo speech recognition system, which thanks to the noise cancellation technology that uses two microphones can be used in noisy environments such as in factories or warehouses. This technology has been advanced even further to a new technology that combines the “two-microphone noise cancellation” and “model-based speech enhancement” technologies (Fig. 4).


    The new technology applies single-microphone speech enhancement using the speech models (knowledge) assumable in quiet environments, in addition to the latest 2-microphone noise cancellation system. This procedure aims to reduce speech distortion due to noise elimination, and to enable recognition of speech that is spoken at a distance from the microphone, even in more noisy environments. This technology has already been applied to the voice input of car navigation systems and has made possible speech recognition in environments with five times higher noise than in the previous environments. R&D is currently advancing aimed at applications for various text-based and non-text-based analyses solutions, and in various environments including in the public areas.


    
      [image: e140318_04.jpg]

      
        Fig. 4 Noise elimination technology for speech recognition.
      

    

  


  
    3. Acoustic Analysis


    3.1 Acoustic Event Detection


    Various sounds other than speech exist in the real world. Attempts have begun to analyze general sound backgrounds by computer and to identify “when,” “where” and “what” is happening.


    We have also been carrying out R&D of acoustic analysis for extracting useful information from general background sounds and, as part of these efforts, we have developed the acoustic event detection technology that detects sounds associated with specific events. This technology is capable of detecting and notifying abnormal sounds such as screams or glass-breaking sounds in real time from the environmental sounds captured by microphones installed for example in a public area. It can thereby contribute to the early discovery and early solution of a crime or an accident (Fig. 5). The system based on the developed technology not only learns the target sounds to be detected but also learns sounds that would hinder the detection, so that it can detect target sounds accurately from various sounds in the real world by identifying the differences between the target sounds and other sounds. Its effectiveness has been proven after several months of experimental demonstrations held in public areas in which various sounds were mixed.
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        Fig. 5 Application scenario of acoustic event detection.
      

    


    3.2 Remote Sound Extraction


    The validity of acoustic event detection is dependent on the clarity of the input sounds. When the target sounds are general sounds, they are not always generated near the microphone, unlike the case of speech detection, and they often suffer from interference from external disturbances due to ambient noise and reverberation. In order to improve detection performance by eliminating external disturbances, we are currently conducting R&D into noise suppression and beamforming.


    As the name indicates the noise suppressor is a technology for suppressing noise. It distinguishes the differences in the properties of the target sounds and background noise and extracts the target sound by suppressing the noise exclusively. Significantly, the suppression of ambient noise in phone calls via mobile phones has already been achieved and has recently even succeeded in suppressing wind noise that has previously been difficult to eliminate3).


    Beamforming is a technique for isolating and extracting only the sounds arriving from a specific direction by using several microphones4). It not only acquires clear sounds but also contributes to audio analyses as useful information indicating the direction from which the target sounds are input. For example, if a glass-breaking sound is observed in the street, it may potentially indicate a house-breaking if it originates from the sidewalk and the potential of a vehicle accident or break-in if it originates from the street.


    In the solutions related to safety and security as described above, the acoustic analysis often presents synergistic effects when it is combined with video analysis. Consequently, multimodal analysis combining various media is currently under study.

  


  
    4. Conclusion


    In the above, we overviewed the speech and acoustic analysis technologies and their applications in the domain of public solutions. We expect that the speech and acoustic analysis technologies will be applied more and more in public solutions in the future and will contribute thereby to the solution of social issues over a wide range.
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    Abstract


    With potential threats such as natural disasters, criminal activity and terrorism increasing in scale, destructiveness and cost, accurate and reliable video surveillance of critical infrastructure has never been more important. Advance detection of disasters and acquisition of evidence can be accomplished through the installation of surveillance, security, and disaster-monitoring cameras with higher resolution and image quality. Focusing on the latest high-sensitivity camera available from NEC, this paper discusses NEC’s component technologies for construction of surveillance systems that operate 24 hours a day, providing uninterrupted coverage day and night.
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    1. Introduction


    In recent years, there has been growing demand for surveillance systems able to better visualize critical areas of interest regardless of environmental conditions or time of day. In response, the surveillance industry has boosted its efforts to develop imaging technologies that increase sensitivity and make images sharper and clearer.


    As a corollary to this, more sophisticated automation is required so that critical images can be effectively imaged with minimum human intervention, not only reducing the workload of surveillance system operators, but also minimizing the chances that human error or inattention will result in loss of data.


    In this paper, we will discuss NEC’s component technologies for construction of surveillance systems that operate 24 hours a day, focusing particular attention on the NC-H1200, NEC’s newest high-sensitivity camera.

  


  
    2. Overview of High-sensitivity Camera Component Technologies


    A high-sensitivity camera is a camera that is able to capture color images in dark or low-light environments by amplifying whatever light is available. The higher the sensitivity, the less light the camera needs to capture an image. High-sensitivity cameras comprise three main component technologies: a high-sensitivity image sensor, signal amplification, and noise reduction (Fig. 1).


    
      [image: e140319_01.jpg]

      
        Fig. 1 How a high-sensitivity camera works.
      

    


    (1) High-sensitivity image sensor


    
      At the heart of any video imaging system is image sensor that converts the light taken in through the camera lens into electric signals. Features critical to optimizing the performance of the image sensor include the following:


      
        	Maximizing the amount of incident light entering the image sensor


        	Preventing unnecessary incident light from entering the image sensor


        	Converting the incident light which has reached the image sensor into electric signals (providing it with linearity)


        	The ability to detect and convert the minimum available light into electric signals


        	Preventing noise (random unwanted electric signals) from being generated inside the image sensor

      

    


    (2) Signal amplification


    
      If the amount of available light is insufficient, the resulting electric signal will be too small to successfully convert into an image. To boost the strength of the signal, an amplifier circuit is incorporated in the camera. In the case of the high-sensitivity camera from NEC that we will be discussing in this paper, signals can be amplified by several thousand times.


      Unfortunately, signal amplification processing not only amplifies the desired video signal, but also any noise included in the signal. Because the signal components are increased after amplification, any noise generated subsequently will have comparatively less impact on the signal. In other words, the effect of noise can be minimized by performing the signal amplification at as early a stage as possible. High sensitivity can also be achieved by the adoption of a special image sensor with a built-in signal amplifier with a large amplification factor.


      It is especially important that the amplifier circuit itself generates as little noise as possible, maintains linearity during amplification, and has sufficient bandwidth to handle video signals.

    


    (3) Noise reduction


    
      Noise can be produced both inside and outside the camera, potentially interfering with the video signal and degrading the image. Suppressing noise generation and keeping it from getting mixed into the video signal are of critical importance when it comes to assuring reliable high-sensitivity imaging performance. As described above, both the imaging unit and signal amplifier feature technologies that are designed to minimize the amount of noise generated and to prevent it from getting into the signal. Nevertheless, it is not currently possible to reduce all noise to zero.


      It is for this reason that a high-sensitivity camera also incorporates noise processing technology to reduce any remaining noise that gets into the signal. Efforts to reduce noise have been an integral part of video development since the invention of the first video camera. Each method has its pros and cons; however, the enhanced imaging technologies recently developed by NEC include a noise reduction technology that has solved many of the problems inherent in conventional systems. We will take a closer look at these technologies in the next section.

    

  


  
    3. Visibility Improvement Technologies


    As explained above, the brightness of images captured in environments where very little light is available can be increased by amplifying the video signals output from the image sensor. The downside of this technique, however, is that quality of the image actually deteriorates and clarity decreases since any noise in the signal is amplified at the same time. Image clarity also is adversely affected by bad weather conditions or when shooting a distant subject.


    To deal with this problem, what is required is a visibility improvement technology able to effectively suppress image noise and improve image quality.


    (1) Noise reduction technology


    
      Because images shot in the dark generate a lot of high-frequency noise, it is difficult to separate those images from edges (boundaries between objects and their backgrounds), as these are also high-frequency components. Consequently, any attempt to reduce the noise will also cause the sense of resolution to decrease, resulting in blurred images. This means that in order to reduce only the noise components, the edge components and noise components have to be separated from each other. NEC’s new technology achieves this by taking advantage of the differences in the properties of the various signal components, allowing it to remove noise components, while leaving the edge components intact (Fig. 2). Noise contained in images includes not only high-frequency noise, but also low-frequency noise (e.g. color unevenness). By processing the signal from low resolution to high resolution using multiplexing resolution, all noise - from low frequency to high frequency - can be reduced.


      As a result, it is now possible to reduce noise, while maintaining edges to ensure a sharp, clear picture even when shooting in the dark.

    


    (2) Fog reduction technology


    
      Fog reduction technology is required when image clarity is affected by bad weather, mist, or fog. This technology analyzes the visual characteristics of the images being shot, breaking them down into structural components composed of areas with large color changes and areas with small color changes such as the boundaries and backgrounds of objects and texture components composed of fine patterns. Processing is then applied to the structural components to increase brightness and contrast, and to the texture components to suppress sensor noise that can occur in the dark and or under bad weather conditions (Fig. 3).


      Images are typically hard to see in bad weather, but visibility can be improved when this function is used to clarify images.
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      Fig. 2 Principles of noise reduction technology.
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      Fig. 3 Principles of fog reduction technology.
    

  


  
    4. Operator Support Functions


    (1) Automatic functions


    
      Changing conditions over the course of a surveillance period make it difficult for operators to assure that the camera is optimally set at all times, if manual adjustment is required. NEC has eliminated this problem by providing automatic adjustment capabilities that allow the camera itself to execute a range of operations as required. The level of amplification is automatically adjusted according to the subject’s brightness, while sensitivity is adjusted based on the amount of light available, covering a range of dozens of million times from a bright, sunny day to the dark of night. The result is optimum picture quality at all times, enabling surveillance personnel to focus on image monitoring and other surveillance operations.


      Other image enhancing technologies include a contour compensation function and a gamma correction function that ensure that high image quality is maintained during high-sensitivity shooting by modifying their adjustment values according to the sensitivity setting.

    


    (2) Digital zoom


    
      Even when the subject is relatively dark and the aperture of the zoom lens is set wide open, the image will become darker once the lens is zoomed in to the TELE side. If it is necessary to zoom in even closer than is possible with the zoom lens, an extender can be used. However, when an extender is used, image brightness is reduced to about 25% of that obtaining in the image without using the extender.


      To solve this problem, a digital zoom is used. Since the digital zoom performs processing with digital signals without exerting any optical effect, the subject can be zoomed in without making any reduction in brightness or decrease in camera sensitivity.

    

  


  
    5. Introduction to NEC’s High-Sensitivity Camera


    (1) NC-H1200 - NEC’s latest high-sensitivity camera


    
      The NC-H1200 is an ultrahigh-sensitivity camera that uses three full HD CMOS sensors (Photo 1). Not only is this camera highly effective in low-light shooting situations where its sensitivity-boosting and image-enhancing technologies play a critical role, its full HD capability means that it is able to capture sharp, clear high-definition images even in bright shooting situations. Outstanding performance in a wide range of conditions makes this camera suitable for application in many different usage scenarios, ranging from ENG cameras employed by broadcasting stations, video surveillance at public infrastructure facilities and ports, and surveillance cameras for disaster prevention (Fig. 4).

    


    (2) System expansion


    
      Also available is a portable camera with improved mobility that enables battery operation, viewfinder installation, easy outdoor carrying, and recorder docking (Photo 2).


      This camera can be applied to a wide range of fields including electronic news gathering, surveillance by law enforcement agencies, visual data collection at accidents, disasters, and other destructive events, and imaging of celestial or biological objects.
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        Photo 1 NC-H1200 HDTV ultrahigh-sensitivity color camera.
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        Fig. 4 Comparison of outdoor images.
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        Photo 2 NC-H1200P HDTV ultrahigh-sensitivity color camera (portable type).
      

    

  


  
    6. Conclusion


    With NEC’s advanced component technologies for image enhancement and the new NC-H1200 high-sensitivity camera, it is now possible to construct a powerful and flexible surveillance system capable of providing clear, high-resolution images day or night. The NC-H1200’s unique combination of high sensitivity, high image quality, and operational simplicity - something which conventional models have been unable to achieve - is sure to enable it to play a vital role in helping minimize potential losses or damage that could result from criminal activity or natural disasters. Even now, however, it is apparent that there is a need for even greater improvements in sensitivity and performance. All of us at NEC are committed to continuing our efforts to develop new technologies and products that will meet and exceed market demands.


    Finally, we would like to thank all of those who worked together to develop the high-sensitivity camera introduced in this paper.
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    Abstract


    Over the past few years, Japan has once again been reminded of nature’s devastating power to inflict damage and destruction on people and property. In order to respond effectively to such disasters, accurate evaluation of the nature of the emergency, together with immediate implementation of targeted search and rescue operations, is critical. Statistically, the survival rate of victims trapped in collapsed buildings and other structures drops rapidly once 72 hours have elapsed from the time the disaster struck, literally making it a race against time. This paper discusses various imaging solutions offered by NEC that have been specifically designed to facilitate faster and more effective emergency response - from determining the scale and nature of the disaster to implementing search and rescue operations.
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    1. Introduction


    Over the past few years, extreme weather conditions in parts of Japan have led to unusually heavy rain, resulting in severe flooding and massive landslides. As events such as these pose a serious threat to the lives and safety of the local population, state and municipal governments are ramping up their capabilities to respond promptly and accurately should a disaster occur. This paper will examine the wide range of solutions offered by NEC’s Radio Application, Guidance and Electro-Optics Division that facilitate rapid damage assessment when a disaster occurs, allowing search and rescue operations to determine where help is needed and quickly locate and assist victims.

  


  
    2. Processes and until Rescue of Victims


    When the Great East Japan Earthquake rocked Japan’s eastern coast on March 11, 2011, it touched off a whole host of associated disasters. A tsunami swept in from the Pacific, battering coastal regions, while fires spread through urban centers and landslides ravaged mountainous regions. To top it all off, the nuclear power plant at Fukushima sustained so much damage from the earthquake and tsunami. In the confusion that followed, it took authorities a long time to get a comprehensive picture of the nature and extent of the damage, and they were unable to respond as quickly and effectively as necessary. Drawing on the lessons learned from the Great East Japan Earthquake, we identified three main types of rescue operation: wide-area search, narrow-area search, and pinpoint search, as shown in Fig. 1. For each type of rescue operation, we propose a solution that best matches the process.
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        Fig. 1 Three main types of rescue operation in a disaster.
      

    


    2.1 Wide-area Search


    A wide-area search should be performed immediately after a disaster occurs with the aim of grasping the overall scale of the disaster. It should clarify the scale of the damage, as well as assessing general conditions in disaster-stricken areas. NEC’s airborne synthetic aperture radar (SAR) features a swath width of about 5 kilometers, making it an ideal tool for a wide-area search. The main specifications of the SAR are shown in Fig. 2.


    NEC’s SAR uses an imaging radar that enables it to detect three-dimensional contours and artificial structures on the ground surface and visualize them. As it uses microwaves to illuminate a target scene and build up an image, it can operate day or night and is not affected by weather conditions or smoke from fires or volcanos. Thus, it can reliably detect any changes that may have impacted the landscape of the disaster-stricken area, including landslides and building collapses. It also makes it possible to obtain information on the status of routes to the target area, ensuring that response teams can travel to the scene using the fastest possible route.
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        Fig. 2 SAR main specifications.
      

    


    2.2 Narrow-area Search


    The purpose of the narrow-area search is to gather detailed information on the disaster site identified in the wide-area search. Especially effective in this type of search are NEC’s AEROEYE III and hyperspectral sensor (HSS). These are aircraft-mounted systems with a narrow observation width of a few hundred meters suitable for higher resolution visualization of a specific area.


    1) AEROEYE III


    
      Equipped with a high-image-quality infrared camera and visible-light camera, the AEROEYE III makes it possible to collect detailed video information about the target site. An infrared camera is a camera that visualizes the thermal differences of temperatures emitted by objects, thereby making it possible to obtain clear images whether it is day or night.


      Since this device features temperature measurement capability (pseudo-color display), it makes it easy to specify the origin of a fire, detect residual fires, and search for victims. The main specifications of the AEROEYE III are shown in Fig. 3.

    


    2) Hyperspectral sensor (HSS)


    
      The HSS features high wavelength resolution, allowing it to measure the reflected spectral intensity from the subject with the number of available observation bands ranging from a few dozen to a few hundred, mainly in the range from visible light to infrared light.


      Conventional visible-light cameras identify the subject based on its shape. An HSS camera, on the other hand, identifies the subject by collating the obtained spectral intensity with an existing spectral database. The spectral intensity can be obtained on a per-pixel basis. By applying this property, the HSS can detect distant victims at an early stage or victims buried in the rubble of a building or beneath a landslide, provided that part of the victim is exposed - something which is difficult to do with a visible-light camera.


      To improve HSS identification accuracy, different spectral databases can be prepared to suit different disaster scenarios. The main specifications of the HSS are shown in Fig. 4.
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        Fig. 3 AEROEYE III main specifications.
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        Fig. 4 HSS main specifications.
      

    


    2.3 Pinpoint Search


    Once a search site has been identified with narrow-area search, rescue teams will need to physically access the site in order to rescue the victim or victims. NEC offers a wide range of equipment to support rescue efforts, including pole-mounted infrared imager, helmet cameras, and starlight scopes. NEC’s pole-mounted infrared imager features the world’s smallest 12-μm infrared imager, which has made it possible to achieve an extremely compact and lightweight design.


    1) Pole-mounted infrared imager


    
      The tip (camera section) of the imager is flexible, allowing it to bend as required and allowing conditions under the rubble of a building to be observed by inserting the tip through a gap in the rubble. With a visible-light camera, it is impossible to see if anyone is buried under the rubble unless the greater part of their body is exposed. With the infrared imager, however, only a small part of the victim’s body need be exposed - just enough so that the temperature difference from the surrounding rubble can be clearly visualized. With this technology, the chances of missing someone buried in the rubble are greatly reduced. The main specifications of the imager are shown in Fig. 5.

    


    2) Helmet camera


    
      Because an infrared camera is mounted on the helmet and images are shown on a head-mounted display, the rescuer’s hands are free to perform other activities such as digging out victims with a shovel, operating other equipment, supporting a rescued victim, and so on.

    


    3) Starlight scope


    
      Unlike the infrared camera, the starlight scope visualizes images by amplifying faint light. Even at night with a new moon, visibility sufficient for a rescue operation can be obtained as long as there is starlight. This is especially useful when a rescue operation has to be performed during a power outage caused by a disaster or in a mountainous region at night. This device is sensitive across the bandwidth range from visible light to near infrared and outputs images equivalent to what we would see under normal lighting, so users won’t find themselves struggling to adapt. The main specifications of the starlight scope are shown in Fig. 6.
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        Fig. 5 Imager main specifications.
      

    


    
      [image: e140320_06.jpg]

      
        Fig. 6 Starlight scope main specifications.
      

    

  


  
    3. Future Tasks


    There are three main issues we have to solve in the future.


    1) Compact design of the devices


    
      All the devices introduced in Chapter 2 need to be compact and lightweight. Once the SAR has been made sufficiently compact and lightweight, it can be installed on small airplanes and helicopters, making it possible to use it in more operations. Similarly, once the AEROEYE III and HSS have been made compact and lightweight, the deadweight of the helicopter can be reduced, which will allow it to carry more rescued victims. When the imager, helmet camera, and starlight scope are made compact and lightweight, the load on rescue team members can be reduced, likely increasing the efficiency of search and rescue operations.

    


    2) Provision of high-quality images


    
      By increasing the S/N ratios of the image sensors, clearer images can be delivered, further enhancing the ability of rescues to observe, assess, and identify disaster conditions and more easily locate and rescue victims. The achievement of clearer images will require intensive efforts and collaboration with the NEC Research Laboratories.

    


    3) Improvement of target extraction technology against a complex background


    
      It is sometimes difficult to detect a disaster victim with a single sensor alone against a complex background. Even when a victim is detected, it may prove difficult to accurately assess the conditions around the victim. In such situations, the effectiveness of rescue operations can be improved by combining sensors with different characteristics that complement each other.


      Of critical importance in this regard is the development of technology that can overlay images from an infrared camera over the images from a visible-light camera; the former facilitates detection of victims and the latter clarifies the conditions around the victims.

    

  


  
    4. Conclusion


    NEC offers a wide range of image solutions tailored to the needs of search and rescue operations and specifically designed to reduce the time it takes to gather vital information from immediately after a disaster occurs to the rescue of victims. In the future, we will continue to refine and improve these products to further enhance search and rescue capabilities and improve response to disasters and accidents.
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    Abstract


    With growing awareness of natural disasters, border intrusions, and other crises, the demand for on-site information sharing has increased. However, conventional network systems entail some serious issues such as a variety of frequency bands, waveforms and protocols, and the use of base stations. These problems make it hard to communicate with each other when an emergency situation arises. NEC is rising to the challenge through improvements in on-site information sharing by virtue of development in Software-Defined Radio (SDR) and Ad-hoc network. This paper introduces Emergency Mobile Radio based on SDR and other SDR-based products.
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    1. Introduction


    With increasing risks of natural disasters, terrorism, border incidents, and other emergency situations, the importance of information sharing among organizations is growing. However, one conventional hardware-based wireless system is basically limited to support one network. The organizations have their own networks, on which different frequency bands, waveforms and protocols are utilized. Therefore, it’s hard to share information among organizations.


    NEC is meeting the challenges of these technical difficulties with Software-Defined Radio (SDR), which is a radio communication technology.


    SDR, generally explained as a radio signal received and transmitted through an antenna, is processed into and from voices and data by loadable software. The standards for SDR include a Software Communication Architecture (SCA) published by Joint Tactical Radio System (JTRS), which enables equipment compatibility.


    NEC released an SCA-based radio for the first time in the world. NEC is currently providing several SDR-based products and solutions.


    This paper introduces some of the SDR-based products including Emergency Mobile Radio that is a major example of NEC’s SDR-based terminals.

  


  
    2. Emergency Mobile Radio Network


    Just after the 2011 Tohoku Earthquake (March 11, 2011), Japanese government authorities faced difficulty in communicating with other governmental agencies such as the Police Agencies, Fire Disaster Management Agencies, and Self-Defense Forces since they had been using different networks and also most base stations of telecom companies in the area were rendered unavailable at that time. Then NEC developed Emergency Mobile Radio to solve this critical situation (Fig. 1).


    Emergency Mobile Radio has the following three key-features:


    
      
        	Wideband Ad-hoc Network


        	Software-Defined Radio


        	Multimedia
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        Fig. 1 Emergency Mobile Radio.
      

    


    2.1 Wideband Ad-hoc Network


    While commercial mobile communication systems have base stations and other wireless infrastructure, an ad-hoc network enables communications among terminals without any wireless infrastructure. Emergency Mobile Radio automatically builds up a private ad-hoc network by searching other terminals and making links with them. In the network, each terminal acts as a router, and relays data packets, i.e. Multi-hop (Fig. 2). When a link is lost, the terminal automatically reroutes with another link or creates a new link, thereby recovering the network.


    To provide multimedia services on the ad-hoc network, Emergency Mobile Radio organizes a wideband ad-hoc network whose throughput is up to 640kbps and the latency is low enough to provide voice service over the network.


    
      [image: e140321_02.jpg]

      
        Fig. 2 Ad-hoc network.
      

    


    2.2 Software-Defined Radio


    Although conventional radios have dedicated hardware to support each air-interface, SDR can support multiple air-interfaces by changing its communication software (Fig. 3). Emergency Mobile Radio can switch the ad-hoc network mode described above and the infrastructure-based trunked radio network in accordance with the user’s operation.
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        Fig. 3 Conventional radio vs. SDR.
      

    


    2.3 Multimedia


    As for traditional radio, voice service has been the dominant form of use, but recently the demand for data services is increasing, due to the expansion of commercial telecom networks, such as video phone, photo sharing, email, and position location information (PLI) sharing.


    To catch up with those demands, Emergency Mobile Radio incorporates a tough tablet as a data terminal, which also works as a controller. Media-rich applications can be installed onto this data terminal.


    Real-time PLI sharing system is one of the applications (Fig. 4). This application enables situational awareness of the individual PLI in real time. Using this application, significant places are also shared with symbols on the map.
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        Fig. 4 Real-time PLI sharing system.
      

    


    2.4 Operation Scenario


    Emergency Mobile Radio is useful for various types of critical situations where on-site information sharing is needed and where there is no operational wireless infrastructure because it was lost due to natural disasters (Fig. 5). Immediately after an earthquake, the wireless infrastructure may not be available because of collapse, fire, tsunamis or blackouts, and it is difficult to transport temporary base stations because the earthquake cuts off traffic in many places. Emergency Mobile Radio is portable, so a rescue team can carry them even if they go into a disaster site on foot or by driving a small vehicle. At a disaster site, rescue teams communicate with each other through the ad-hoc network. The vehicle-mount type Emergency Mobile Radio can connect with another network’s equipment via an Ethernet port, thereby connecting with an earth station of a satellite communication network, so on-site members and disaster headquarters located far from the site can share information. NEC can also provide the web-based IT system managing terminals for headquarters. In shelters, by connecting the vehicle-mount type Emergency Mobile Radio with an ordinal Wi-Fi access point, residents can receive data delivery service through Wi-Fi.


    Compared to other communication equipment, Emergency Mobile Radio is quite useful during the initial phase of disaster recovery (Fig. 6)
.

    In general, satellite communication stations and temporary telecom base stations are also used as communication equipment at a disaster site. However, the size of this equipment is larger than Emergency Mobile Radio, so it is hard for the rescue team to carry them by hand, and it takes longer to setup.
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        Fig. 5 Operation scenario.
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        Fig. 6 Comparison to other communication equipment.
      

    

  


  
    3. Other Use Cases of SDR


    3.1 Digital Radio for Fire and Rescue Service


    The network of Japanese fire and rescue service has migrated from analogue to digital. While analogue networks are still active in some areas, digital radio services have started in other areas. In some cases, fire fighter teams have to work in both areas, which means they need to get their equipment connected to both networks. The SDR-based radio can solve this issue, so that rescue teams do not need to carry two kinds of radio terminals (Fig. 7).
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        Fig. 7 Fire and rescue radio network.
      

    


    3.2 Digital Railway Radio


    There are more than one hundred railway companies in Japan. Some of these companies conduct so-called “mutual direct operation”; a partnership business form that shares railways so that trains of both companies can run on railways of each other’s. Nevertheless, even in sections where “mutual direct operation” is conducted, each company has their own wireless network which is different from the other company’s1). Moreover, companies have their own analogue to digital migration plan for their network. Therefore, for example, there could be a case in which one company has already migrated to a digital system, but the other is still using an analog system on the same track (Fig. 8).


    NEC proposes the SDR-based train radio to avoid maintaining two or more radios. It offers the following advantages;


    
      
        	The SDR-based radio can be connected to several networks with single hardware, even in a section where “mutual direct operation” is conducted.


        	The SDR-based radio can provide the same service and operability of the conventional system until a new system including base stations is completely installed (Fig. 9).
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        Fig. 8 Mutual direct operation.
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        Fig. 9 Railway radio network based on SDR.
      

    

  


  
    4. SDR Platform


    NEC is going to expand the SDR business to the global market and has developed an SDR platform to respond to our customers’ requests in the short term (Fig. 10). The SDR platform is supposed to support some globally-widespread narrowband wireless standards including TETRA and APCO P25, and to cover daily communication of public safety, transportation and other licensed mobile radio users.
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        Fig. 10 SDR platform.
      

    

  


  
    5. Conclusion


    There are various new demands for radio equipment while increasing emphasis is placed on the importance of communication in crisis situations.


    To accommodate them, NEC provides Emergency Mobile Radio that is one of the SDR-based products. This radio can form a self-organized autonomous network without any wireless infrastructure, and interoperate with other wireless networks by reloading software so that it could assist on-site information sharing with multimedia applications.


    NEC is also applying the SDR technology to our radio products in ways that conform to global standards for public safety, transportation and other applications.

  


  
    * Wi-Fi is a registered trademark of Wi-Fi Alliance.
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    Abstract


    Since the opening of the Tohoku and Joetsu Shinkansen lines, the Centralized Information Control (CIC) system has been supporting safe and stable transportation. In order to cope with the increased speeds and volume of data transmission, NEC has adopted some innovative solutions. These have been deployed by East Japan Railway Company as an updated version of the CIC system and are contributing to the efficient supervision and maintenance of the system as well as to transportation safety. This paper summarizes the upgraded CIC system and discusses its features.
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    1. Introduction


    The Centralized Information Control (CIC) system operated by East Japan Railway Company (hereinafter JR-East) collects and controls real-time weather information such as wind speed, rain amount, etc. as well as status information of traffic signals and communications systems. This capability enables the control room operators to monitor railway traffic conditions and to control all of the relevant facilities. The first and second generation CIC systems developed by NEC have been employed by JR-East for over 30 years, since the opening of the Tohoku and Joetsu Shinkansen lines. The CIC system is now considered to be essential for safeguarding stable Shinkansen operations.


    The previous system, the Centralized Information Monitoring System (CMS)*1 had been operated for more than ten years. Due to the acceleration of the processing speed of the Shinkansen operations support systems and the increased number of systems that had to be monitored, the demand for higher speeds and larger volumes of data transmission have been increasing. In considering such conditions, NEC has introduced a new system to JR-East that improves the efficiency of the command dispatching and maintenance operations, and also contributes to a safe railway transportation operation. In this paper we present details of the new system.


    
      *1 The system was originally known as the CMS because the monitoring function used to be the main operation of the system. However, control operations have become more significant due to the increase in the number of facilities. By taking the opportunity to perform a system update at this time, we have decided therefore to change the name of the system to CIC.

    

  


  
    2. New System Configuration


    2.1 Network Configuration


    The network configuration between stations and the control center is shown in Fig. Stations gather various alarm information, and the control center sends the relevant commands to the stations. Features of the network are described below.


    
      (1) In order to implement a large volume data transmission that is compliant with IP protocol, the new CIC system employs optical fiber for the optical paths that connect the network stations, and it also employs a layer 3 switch (L3SW) for the network configuration. The previous CMS system employed optical transmission devices for the data transmission path, and these devices were the ones that had to be monitored. Employing optical fiber for the data transmission path means that the network configuration does not have to employ a monitoring device, so that the outbound monitoring system can be implemented.


      (2) The network employs a ring-type configuration with two systems that connects stations via optical fiber. This configuration prevents communication cutoff of the entire network due to a failure occurring at the L3SW.


      (3) The L3SW mounted in the information data transmission unit employs a duplex configuration that allows the network to be supplied with power from different train stations. This arrangement avoids an entire network cutoff even when a single unit failure occurs or a power outage happens at a single station.


      (4) In a case where an L3SW failure or optical fiber cutoff occurs, data transmission will be diverted to the detour path within a few seconds.


      
        [image: e140322_01.jpg]

        
          Fig. CIC system diagram.
        

      

    


    2.2 Hardware Configuration


    2.2.1 Central Processing Unit


    The central processing unit (Photo 1), a major part of the entire system, employs fully duplex configuration so that hardware and software in both the actually running system and the backup system can be operated independently and concurrently. The transmitting information between these systems and the transmission equipment installed at each station are also independently operated. Moreover, in order to avoid system data mismatching, a mechanism is introduced to continually store information equally for both systems. A health check is exchanged between both systems so that if a malfunction occurs in the system that is actually running it is immediately switched to the backup system in order to continue operating the system without interruption. When adding new functions, software may be updated one at a time for each system, so that the system may be transferred without halting system operation.
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        Photo 1 Central processing unit.
      

    


    2.2.2 Transmission Equipment


    The transmission equipment system (Photo 2) installed at each station is connected with the various devices to be monitored. It collects alarm information from the monitored devices and outputs the relevant control signals to them. The transmission equipment handles various interfaces such as contact, analog, pulse, serial and Ethernet. It also performs real-time data transmission with the central processing unit, such as the collected alarm information and the control signals to the monitored devices, etc. In order to prevent data missing during these transmissions via the transmission path it employs a specific mechanism. Moreover, the processing section in the unit employs a duplex configuration that enables both systems to have the same information such as a log, setting data, etc. all of the time. Continuous health checks are also conducted in the processing section of both systems and automatic switching over to the backup system is carried out when any malfunction is detected.


    The units for the information transmission system are housed in the type 1 and type 2 racks. The type 1 rack houses duplex common sections (L3SW connecting the process sections and network devices), and the type 2 rack houses the sections that mount various interfaces to connect the monitoring target devices. With the updated CIC system, connection with a monitoring target device via Ethernet becomes available, which was not possible with the CMS system. In considering future expandability, the unit is designed to be capable of mounting a large number of interfaces - 1,024 contact items, 8 analog items, 12 pulse items, 6 serial lines and 5 Ethernet systems.
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        Photo 2 Transmission equipment system.
      

    


    2.2.3 Monitoring Control Terminal


    The monitoring control terminal shown in Photo 3 is operated by a command operator who sends control commands directly to the devices to be controlled and monitored. The terminal provides various functions to the operator. These include a real-time display of the information collected by the central processing unit, a function to search control operations and log information on work carried out by users on the devices to be monitored and controlled, displaying disaster prevention information charts, and so on.


    The monitoring control terminal provides various screens that display information in different formats. This function will help a command operator to recognize intuitively a number of different alarms prepared for a huge number of monitored target units and to make a quick response. Terminals installed at the maintenance sites can also display similar information to that displayed on the ones at the control room. Checking alarms occurring at other locations and controlling other units is thereby available for the maintenance sites by connecting their units to the central processing unit via the CIC network.
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        Photo 3 Monitoring control terminal.
      

    


    2.3 Software Configuration


    Java applications feature high versatility and expandability without dependence on hardware or OSs. Due to such characteristics, Java applications are employed for the central processing unit and the monitoring control terminal in order to provide a smooth software development environment. Linux which features favorable reliability and availability is therefore employed for the server OS installed in the central processing unit. Windows for the OS installed in the monitoring terminal due to its user-friendly usability. The transmission equipment is run via dedicated embedded software.


    Alarm information and measured information for disaster prevention are collected by the CIC system and are merged at the central processing unit. The monitoring control terminal accesses the central processing unit in order to acquire required information in order for it to be displayed on its screen. Each time the monitoring control terminal is booted, it downloads the latest applications from the central processing unit so that it will not be necessary to update software when functions are upgraded.


    2.4 Functions Overview


    2.4.1 Monitoring Targeted Facilities


    Major systems to be monitored and controlled with the CIC system are listed in Table. The CIC monitors and controls traffic signals and communications facilities located at Shinkansen stations and along the Shinkansen tracks, and also collects disaster related information such as wind speed, rain amount, rail track temperature, snow amount, etc. Moreover, the CIC is linked with other systems such as the train operation control system located at the control room. Therefore, the disaster related information detected by the CIC may also be used by the train operation management system for providing train control commands such as train speeds, etc.


    
    
      Table Main monitoring target facilities with CIC.
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    2.4.2 Various Unique Screens with CIC System


    The monitoring control terminal provides various screens that enable a command operator to understand the displayed information quickly and accurately. Examples of some of these screens are described below.


    
      - Matrix display screen


      This screen is displayed as a start-up screen. Monitored target units and their locations are indicated with buttons on the matrix map. The buttons for the units for which an alarm is generated are turned on and the button’s color will be changed so that the operator can confirm at a glance which monitored device has an issue. Each time the button is pressed, enables transit to a lower level screen, and eventually the screen that displays details of each of the monitored target units is reached.


      - Individual unit monitoring screen (system diagram display, table format display, etc.)


      Various types of screen are provided such as a unit system diagram and a table displaying a list of related alarms, etc. These screens are created uniquely for each single unit to be monitored, so that operators may intuitively recognize a unit failure occurrence.


      - Chart display screen


      This screen presents measured values in a chart format and displays disaster prevention information such as wind speed, rain amount, etc.


      - Log display screen/log search screen


      This screen displays a list of the generated alarms in a timeline format. By narrowing down the listed data within various conditions, it is also possible to show other related alarm generation data in a timeline on this screen. Moreover, by clicking the item displayed with the log, the screen moves straight to the relevant individual monitoring screen. On the log search screen, targeted objects are searched by specifying various conditions in the alarm logs accumulated in the central processing unit.


      - Tree format display screen


      In order to improve the accessibility of the detail screens, each of the monitored items from the different levels is displayed in a tree format. By clicking on a certain monitoring item in the tree format, the screen moves directly to the specified screen. When an alarm occurs, the color of the relevant item in the tree format will change so that the operator can quickly access the relevant detail screen.

    

  


  
    3. System Function Tests and System Switchover


    After installing the new system in the JR-East operations site, various function tests were conducted over about a year and a half. These function tests were conducted at night when the Shinkansen was not running. Contact point connections for the monitoring cables had to be changed so that monitoring operations could be performed with both the CMS and CIC systems operating in parallel. Various works were then carried out each night and the connection of serial LAN cables were changed from CMS to CIC. The connection points were checked and all of the connections were changed back to the original connections before the first train started in the morning.


    After twice thoroughly performing these rehearsals in order to check work performance and contact procedures, etc., it was found that switching of the system from CMS to CIC could be achieved by approx. 300 staff; some allocated in the control room and some at various stations (forty-odd stations). This work was carried out during nigh and the available work time was for less than five hours. In such a tight schedule, connections of all units installed at each station were changed from CMS to CIC, as well as the cable connections for other systems being changed accordingly. Eventually, all of the work was completed and the facility monitoring operation using the CIC system was started the following morning.

  


  
    4. Conclusion


    When looking back to the time that preceded the introduction work, it took four years to complete the project of updating the Centralized Information Control (CIC) system for the entire Shinkansen network of JR-East. We would like to extend our gratitude to all of those people that were involved in the project, the staffs of the construction companies, the device and unit manufacturers and the entire staff of JR-East.

  


  
    *Ethernet is a registered trademark of Fuji Xerox Co., Ltd.


    *Linux is a registered trademark or trademark of Linus Torvalds in Japan and other countries.


    *Windows is a registered trademark of Microsoft Corporation in the U.S. and other countries.


    *Java is a registered trademark of Oracle Corporation and/or its affiliates in the U.S. and other countries.
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    Abstract


    The increasing demand for water arising from global population growth and urbanization in recent years is stressing the water supply to its limits. On the other hand, water infrastructure such as pipes has been deteriorating due to aging. Under these conditions, new technologies in the water infrastructure have been required to enable the distribution of high quality water to users in a safe and cost-effective manner, from the perspective of efficiently using our world’s precious water resources. The NEC Group is collaborating with Imperial College London to develop a Smart Water Management System based on ICT to operate the water infrastructure more efficiently. This article introduces our efforts.
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    1. Introduction


    The available water on the surface of the earth is a rare resource, which is only 0.01% of the water that exists on the earth. It is expected that the supply-demand balance of water will become tight due to worldwide population growth from now on.


    Water infrastructure is a large scale system which consists of a lot of processes such as intake from water sources, purification, distribution to users, sewerage disposal, and so on (Fig. 1). Operation of the infrastructure needs a lot of engineers with expertise and enough experience and it takes long time to bring up such skillful engineers. So, the shortage of the experts who will respond to expansion of water project to meet increasing water demand in worldwide would be concerned.


    A trigger of the research of smart water management was the customer’s demands to manage operation of water infrastructure more efficiently. Water demand increase and population concentration to urban area will increase loads on water infrastructure, which deteriorate the infrastructure. As a result, the cost to maintain or renew the infrastructure will increase (Fig. 2). On the other hand, there is customer’s demand to high quality water that should be supplied with low price.


    We start the research because we thought that ICT (information and communication technology) would be useful to solve these issues. That is, the efficient water operation management would be realized by modeling the water infrastructure and its optimal operation with electronic control. It will enable to suppress the increase of the cost to maintain or renew the infrastructure and the same quality of service under the challenging conditions, demand increase and aging assets will be achieved without increasing the price of water.


    
      [image: e140323_01.jpg]

      
        Fig. 1 Processes in water infrastructure.
      

    


    
      [image: e140323_02.jpg]

      
        Fig. 2 Provisional calculations of maintenance cost of water infrastructure (W/W).
      

    

  


  
    2. Joint Research of Smart Water Management with Imperial College London


    We have started a joint research project with Imperial College London (ICL) to advance the development and implementation of a novel concept of adaptive water distribution networks with dynamically reconfigurable topology for optimized pressure control, leakage management and improved system resilience. This research joins together ICT, cloud and big data technology, sensing technology of NEC and the ICL pioneering academic research in hydraulic modeling and sensing, model predictive control and optimization for large scale water supply networks (Fig. 3).


    UK water utilities currently operate one of the oldest water supply infrastructure (e.g. around 50% of the pipes in London are over 100 years old and 30% or less are over 150 years old). This presents unique challenges to meet increasing population demand while at the same time keeping the cost to the customer unchanged. Many cities in the world are gradually facing the same problems and applying successfully the technologies and analytics of this joint project to ageing network infrastructures in the UK would lead to a worldwide transfer and application. In the UK, the implementation of District Meter Areas (DMAs) has greatly assisted water utilities in reducing leakage (Fig. 4). DMAs segregate water networks into small areas, the flow in and out of each area is monitored and thresholds are derived from the minimum night flow to trigger the leak localization. A major drawback of the DMA approach is the reduced redundancy in network connectivity which has a severe impact on network resilience, incident management and water quality deterioration.


    In our joint research program, the concept of adaptively reconfigurable networks integrates the benefits of DMAs for managing leakage with the advantages of large-scale looped networks for increased redundancy in connectivity, reliability and resilience. Self-powered multi-function network controllers are designed and integrated with novel telemetry tools for high-speed time-synchronized monitoring of the dynamic hydraulic conditions. Computationally efficient and robust optimization methods are being developed and applied for the dynamic topology reconfiguration and pressure control of water distribution networks. A field demonstrator which is part of an operational network in a dense urban setting has been built and used to evaluate the developed sensing, data, analytical and control technologies and assess the operational benefits.
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        Fig. 3 Joint Research with Imperial College London.
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        Fig. 4 Adaptive sectorisation of water distribution networks with dynamically reconfigurable topology.
      

    


    2.1 Visualization of Health Condition of Water Infrastructure and Hydraulic Conditions


    To operate water infrastructure efficiently, we have to understand the health condition of water infrastructure and the hydraulic conditions (pressure and flow) with high spatial and temporal resolution at first. It is currently impossible to capture and analyze the dynamic hydraulic conditions and also impossible to know the condition of the infrastructure in real time by visual observation. So, we have been developing a new sensing technology including sensing units that consist of water pressure sensors to measure the hydraulic conditions and vibration sensors to understand health condition of the infrastructure (Photo). The advantage of this technology is that we can collect detail data with high sensitivity, high temporal resolution and wide frequency range. It enables to get water pressure data with rapid change in real time, which we have not been able to get so far.


    
      [image: e140323_05.jpg]

      
        Photo Sensor unit for monitoring of water infrastructure.
      

    


    2.2 Capturing a Pre-failure Signs of Water Pipe Burst with Vibration Sensor


    We did experiment to capture a pre-failure signs of water pipe burst with vibration sensor. Preliminary work included an extensive experimental program which was carried out in the Hydrodynamics Lab of Imperial College London (Pipe Rig which simulates the operation of water supply networks). As we increased water pressure in the pipe gradually, we captured signatures in the vibro-acoustic signals which were indicative of the pending pipe burst and finally the pipe burst. Advanced signal processing algorithms were developed to utilize these vibro-acoustic signals in order to detect pre-failure warning signals, which means we can predict the burst of a pipe and change it before burst by observing the vibro-acoustic signals (Fig. 5).


    
      [image: e140323_06.jpg]

      
        Fig. 5 Vibration signal change before burst.
      

    


    2.3 Understanding of Water Pressure and Pipe Vibration Changes Caused by Valve Operation


    We did experiment to collect data of water pressure and vibration of pipes when water valves are opened or closed suddenly by using newly developed sensor units (Fig. 6). We observed vibration signal corresponds to water pressure signal. It indicates that rapid change of water pressure puts a large mechanical load on pipes, which accelerates deterioration of pipes. We think we can control pumps and valves optimally to take good care of deteriorated pipes by understanding the pipe condition with sensors.


    
      [image: e140323_07.jpg]

      
        Fig. 6 Rapid change of water pressure and mechanical vibration of pipes caused by sudden opening or closing of valves.
      

    


    2.4 Smart Operation of Water Infrastructure with Virtual Modeling


    We can simulate in real time the complex hydraulic conditions in large scale networks using data that are collected with sensors with big-data technique. This is an approach to describe the water infrastructure and hydraulic conditions in real world with mathematical model. We regard the water network as a communication network and try to operate water infrastructure by remote and electronic control of pumps and valves. It enables efficient operation of water infrastructure which prevents water loss by suppressing burst of deteriorated pipes and supplies necessary and sufficient amount water to users (Fig. 7).


    Moreover, by supplying enough water to bulk users individually by changing water distribution path with electronic control of water valves, we can prevent excess water production and suppress facility investment.


    Next, we introduce our research to create algorithm to pumps and valves from simulation by using virtual modeling of water infrastructure. The model that we have been developing is so precise that it can describe dynamic change and transition of water pressure, which enable higher level control of water networks than so far. As an example, we will show a case that impulse of water pressure was input to a model that consists of pumps, pipes and valves. By inputting control signals to valves that control then precisely with high temporal resolution, we can make impulse waves to interfere and suppress the total amplitude of water pressure (Fig. 8).


    Furthermore, the NEC group has also been conducting research to make optimal operation plan of water infrastructure by predicting water demand from data such as weather, events, time, and seasons by using big data technology.
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        Fig. 7 Prevention of burst by modeling of water infrastructure and change of distribution path.
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        Fig. 8 Suppression of water hummer by precise control of valves.
      

    

  


  
    3. Conclusion


    We have introduced our research to realize effective use of water resource by utilizing ICT. Recently, sensors with high sensibility and low price are on the market. With the growth of the Internet, we can send and receive data everywhere in the world. Moreover, the virtualization of computer and storage, and development of software defined networks facilitate effective utilization of ICT for infrastructure in many fields. In near future, technologies and concepts in different fields such as civil engineering and ICT will be integrated. Moreover, social infrastructures in the real world will be virtualized by ICT. Then, smart society will be realized where we can operate the infrastructures by precise data analysis and control.


    We will continue research and development to solve social issues by ICT with group companies and partner companies.

  


  
    Authors’ Profiles


    
      KUMURATakahiro
    


    
      Assistant Manager

      Green Platform Research Laboratories
    


    
      SUZUKINaofumi
    


    
      Principal Researcher

      Green Platform Research Laboratories
    


    
      TAKAHASHIMasatake
    


    
      Principal Researcher

      Green Platform Research Laboratories
    


    
      TOMINAGAShin
    


    
      Assistant Manager

      Green Platform Research Laboratories
    


    
      MORIOKASumio
    


    
      Manager

      NEC Europe Ltd.
    


    
      IvanStoianov
    


    
      Lecturer

      Department of Civil and Environmental Engineering

      Imperial College London
    


    
      *The stated titles and departments of the authors that appear in this paper are as of March, 2015.
    

  


  
    
      The details about this paper can be seen at the following.
    


    Related URL


    
      NEC Conducts Smart Water Systems Research with Imperial College London
    


    
      http://www.nec.com/en/press/201210/global_20121023_03.html
    


    
      Development of Ultrahigh-Sensitivity Vibration Sensor Technology for Minute Vibration Detection, Its Applications
    


    
      http://www.nec.com/en/global/techrep/journal/g12/n02/pdf/120215.pdf
    


    
      InfraSense Labs (Imperial College London)
    


    
      http://www.infrasense.net/
    

  


  
    
      Special Issue on Solutions for Society - Creating a Safer and More Secure Society
    


    
      For the security and safety of critical infrastructure
    

  


  A Water Leak Detection Service Based on Sensors and ICT Solutions


  
    FUKUSHIMAKei, MARUTAYuuji, IZUMIKazuo, ITOYusuke, YOSHIZAWAAyumi, TANAKAToshiaki
  


  
    Abstract


    Japanese infrastructures built in the high-growth period have recently been challenged by deterioration due to aging and various issues have occurred. As a result of the current water supply situation, NEC started a Water Leak Detection service in September 2014 for monitoring water pipe leaks on a permanent basis. This service detects water leaks in key underground water pipe infrastructures, and informs the waterworks departments of their precise locations. In contrast to traditional water leak detection procedures, with which human operators find water leaks by detecting sound, this service protects the city water supply by employing a leak monitoring technology instead of using auditory detection methods. Bearing in mind that water leakage is a global issue that has already grown to become a critical issue in many areas, this innovative leak monitoring solution is applicable worldwide. This paper introduces this technology and discusses features of the service and its future perspectives.
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    1. Introduction


    Leakage from water pipes is posing a serious problem for the water supply industry that has to supply purified water at high cost to the consumers. Water pipes are usually buried underground, the piping distance can be extremely long, and it is not rare that a pipe is used for as long a period as more than forty years. Since the pipes are buried, they are difficult to monitor either visually or by using cameras. Even when a water leak incident is clearly indicated by the difference between the supply and consumption quantities, it is difficult to identify the actual location of the leak. The water leak survey method most often used at present consists of patient work performed by trained human operators, who find the water leaks by detecting sounds by using a special leak detector placed at the ground level (Fig. 1). This method often fails to detect a leak unless it is one that results from a serious incident.


    The Water Leak Detection service that NEC has developed recently can be an effective for resolving the above issues. The service installs sensors at arbitrary intervals on water pipes in order to capture vibrations caused by a water leak, sends the acquired data to the cloud computer via wireless networks or public switched telephone networks (PTSN) and identifies the leak location with high precision based on the results of data analysis. The users of this system such as the water suppliers can identify the accurate leak generation situation on the web screen and thereby minimize the damage resulting from leaks.


    There are reasons that such a system has not existed before in spite of its simple arrangement. These are the difficulty in precise identification of the leak location using the sensing technology alone, and particularly, the high costs and labor to be invested compared to the expected efficiency. What made us focus attention on water leak detection was the development by the NEC Group of a world leading compact vibration sensor device. However, it was not easy for us to resolve the above issues, until eventually we were able to start up the service. After trials and errors such as demonstrations using actual water pipes, we succeeded in making the service a highly practical product by adopting the following guidelines.


    
      (1) To concentrate the leak analyses and other services in the NEC cloud computing and provide them as a Water Leak Detection Service thereby reducing the amount of work and equipment-investment burden on the users.

    


    
      (2) To collaborate with Gutermann AG of Switzerland who has the world’s most advanced technology and achievement in the field of leak location identification using vibration sensors.

    


    
      (3) To prepare a service system that permits users to realize the benefits of the introduction even with the minimum configuration and one that can be extended or modified flexibly according to budget, even after introduction.

    


    An overview of the Water Leak Detection Service is given in the following section.


    
      [image: e140324_01.jpg]

      
        Fig. 1 Traditional water leak survey method.
      

    

  


  
    2. Outline of the Water Leak Detection Service


    Fig. 2 shows the features of this service.


    2.1 Sensor Loggers


    The small cylindrical body of each sensor logger (Photo) consists of packaged: vibration sensor, memory, battery, logic, wireless device and antenna. It has a powerful magnet at the bottom so that it may be attached and detached freely to a metallic section of the water pipe equipment, such as to a fire hydrant or water stop valve in a manhole. The battery is capable of continuous use for five years (variable depending on the operating conditions). The sensor loggers are installed at intervals of about 200 meters in existing manholes. They communicate with a network device, as described below, via a specified low power radio that does not need a license.


    
      [image: e140324_02.jpg]

      
        Fig. 2 Overview of the Water Leak Detection Service.
      

    


    
      [image: e140324_03.jpg]

      
        Photo Sensor logger.
      

    


    2.2 Network Device


    
      	Relay equipment (for permanent collection)


      	
        A repeater is a device for collecting information from the sensor logger that is installed on a public utilities pole or similar facility within some tens of meters of each sensor logger. In a similar manner to the sensor logger a battery is incorporated so that it may be used continuously for a long period without maintenance.

      


      	Base stations (for permanent collection)


      	
        The base station is the communication device for gathering information from the repeater. It uses a specified license-free low power radio for communication for approximately 0.5 to 1 km distance in line of sight from each repeater installation location. The data is then communicated to the NEC cloud computer via the PTSN, etc.

      


      	Data collector (for drive-by collection)


      	
        In addition to the permanent data collection function, data from the sensor loggers may also be collected using a data collector that can be installed easily on a vehicle. With this method, data is collected by a drive-by vehicle so that permanent collection equipment is not necessary.

      

    


    2.3 NEC Water Cloud


    The NEC Water Cloud has been developed to implement the Water Leak Detection Service. The NEC Water Cloud is composed of the Water Leak Analysis Engine, which combines the unique expertise of Gutermann and the Water Leak Service Application that implements the NEC-original analyses and services based on the results obtained with the Leak Analysis Engine.


    (1) Water Leak Analysis Engine


    
      The Water Leak Analysis Engine that monitors water leaks is routinely based in combination with the sensor loggers and expresses the certainty of a water leak detection by each sensor logger via a unique index called the Water Leak Score. When a score exceeds a certain level, the engine detects the possibility of a water leak near to the sensor logger and starts a detailed analysis of the data. The detailed analysis consists of a “correlation analysis” between multiple sensors around the location where a leak is suspected, which makes it possible to pinpoint the leak precisely with an accuracy of about 1 meter. There has traditionally been an approach to install vibration sensors and detect water leaks in their proximities, but it requires the additional work of opening the manhole of the suspected location and the attachment of a special water leak detector in order to identify the precise water leak point. The service proposed herein does not need such work and features the possibility of doing everything by office based operations.

    


    (2) Water Leak Service Application


    
      The NEC Water Cloud provides various functions so that the water leak score obtained with the Water Leak Analysis Engine can be utilized at maximum to support user operations (Fig. 3). These functions are listed below.

    


    
      	Displaying the locations and the statuses of the sensor loggers on Google Maps (the location information is set by GPS measurement at the time of installation)


      	Data compatibility with the mapping systems of the various waterworks departments


      	Alarms for various leak situations


      	Daily score logging of abnormal points, searches based on various conditions


      	Compilation of leak reports


      	Traceability of leak generation points, etc.

    


    In routine use, the display is conveniently interconnected with alarm functions as well as with various maps including the Google Maps. The sensor logger icons are displayed in green, yellow and red according to their leak scores so that the degree of leak suspicion can be confirmed visually. In the actual operation, the staff check the service displays every morning in performing meticulous maintenance and thereby enable significant improvements in business operation efficiency.


    We believe that in the future, it will be possible to convert the status of each installation position into a numerical value based on the various data collected by the service and use the service for purposes other than for water leak detection. For example, it will support efficient water business operations by deciding the priority of a piping updating plan that would require a large investment. It will do this by defining the deterioration trend of each factor, such as the degree of pipe ageing, construction material and ground properties. With regard to the possible application extensions of the technology discussed above, we also expect that the efficiency of the water supply industry can be improved by applying NEC’s big data analysis technology for dealing with globally accumulated data.
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        Fig. 3 Display of cloud computing for water leak detection cloud display.
      

    

  


  
    3. Results of Field Demonstration


    In the period from September 2013 to March 2014, we made a demonstrative test on actual water pipes jointly with KASIX Corporation, local information processing company, and under collaboration from the Gas and Water Supply Bureau of the City of Kashiwazaki (Niigata Prefecture).


    As a result of assessment using about twenty sensor loggers under various test conditions, we succeeded in detecting four water leak cases with position errors of less than 1 meter. Some issues were noticed in relation with the operability, but they have already been noticed as the points to be improved in the commercial version.

  


  
    4. Future Perspectives


    It is well known that the Japanese water management is excellent at the global level and the national average water leak rate of 5% is much lower than other countries where the leak rate often exceeds 20%. Nevertheless, since most waterworks were installed in the high growth period after WWII, the ratio of decrepit pipes used over 40 years is sure to increase rapidly in the future, while investment of high expenses for water pipe updating cannot be expected because of depopulation. It is therefore indispensable to manage the installed water pipes more efficiently than before by utilizing the force of ICT, and we at NEC are determined to contribute to the water management in this direction.


    Since the problem of water leaks is more serious in countries other than Japan, the needs for the service as described above are expected to be very high in overseas countries. The problems related to water supply are not only those in developing countries, but they are also severe in areas where old water supply systems are ageing such as Europe and North America.


    The newly constructed NEC Water Cloud was designed assuming the worldwide deployment from the beginning, and has already received favorable responses in pre-sale activities in North America. We are planning to concentrate the achievements, including the collaboration with Gutermann AG and the results of joint study into the smart water management with the Imperial College London, on the cloud platform so that we can provide internationally substantial services in the field of water management.
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    Abstract


    The proliferation of weapons and the rise of terrorism have caused us to face various threats that were hitherto inconceivable. By focusing on sensor technologies, NEC’s Radio Application, Guidance and Electro-Optics Division is developing and proposing surveillance systems in the public safety domain to support the implementation of the “safe and secure society.” This paper introduces some of the imaging technologies, including the downsizable uncooled infrared (IR) sensor technology and one for an underwater surveillance system for monitoring suspicious underwater incursions that are hard to detect. We also discuss aspects of the integrated collaboration needed in applying these technologies as well as the types of major conceivable threats and the sensors that will deal with them.
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    1. Introduction


    About 70% of the earth’s surface is occupied by the sea, where many objects and humans are to be found. The coastal areas have many key facilities that support the social infrastructures such as transportation facilities, energy facilities and various installations. Moreover, the seas around the world are places where various issues occur, such as disputes regarding resources or boundaries, smuggling, fish poaching and illegal immigrants. In addition, changes in global conditions such as are caused by the proliferation of weaponry and the rise of terrorism are currently exposing the sea to risks and other threats that have been previously unimaginable. Such issues are forcing the countries of the world to improve the preparation of countermeasures. In Japan, too, the government and commercial companies is reviewing the crisis management systems of key infrastructures such as those pertaining to power plants, airports and harbors as well as urgently adopting countermeasures to deal with these issues.


    For example, the measures taken for land security include intruder surveillance using radar and cameras, entry/exit systems using biometrics and IC cards, and checks on suspicious individuals using various surveillance devices. While land security is being enhanced as described above, countermeasures on the sea, particularly with regard to underwater intrusion surveillance, are not so advanced and are considered to be responsible for security holes. Since light waves and radio waves have difficulties in penetrating deep water, and also because the means of surveillance such as by radar and cameras are inadequate for such a task, the need arises of using sound waves to identify the threat sources. Particularly, for a country enclosed by the sea, as is Japan, the key facilities in the coastal areas should be well protected against threats both from the surface of the sea and underwater as well as guarding against those from the landward direction. NEC technologies include a compact uncooled IR imaging sensor as a land surveillance technology as well as sensor technologies for underwater surveillance, which is often regarded as a difficult task. Moreover, NEC also possesses highly accurate signal/information processing and information integration/display and communication technologies that feature advanced user interfaces. We combine these technologies in order to provide surveillance systems to support the security and safety of society. In this paper, we introduce both underwater and land surveillance sensors and discuss their system integration and linkages.

  


  
    2. Land/Underwater Surveillance Systems in Coastal Areas


    People often say, “prepare for threats both from the land and sea”. Nevertheless, there exist very many kinds of threats, and moreover, the locational conditions and surveillance systems of key facilities vary significantly. As a result, the configuration and scale of the required sensors and systems also vary widely.


    Consequently, the system for each key facility should be built individually to match that facility’s needs. We examined the major assumable threats and based on this idea we proposed suitable sensors to function as counter measures (Fig. 1).


    
      [image: e140325_01.jpg]

      
        Fig. 1 Image of a harbor monitoring network system.
      

    


    (1) Countermeasures against water-surface moving objects


    
      When the threat is caused by a target object that is intruding the monitored water surface area at speed, for example a high-speed craft, it must ideally be detected at a certain distance in order to provide an acceptable alert. The first optional counter measure for such a target object is to use sea-based radar, but there are some small target objects such as semi-submersibles and water scooters, that are difficult to detect by radar. For such target objects the passive acoustic sensor is effective. This device detects the engine sound or other sounds emitted by the intruder. The passive acoustic sensor can calculate the direction of the intruder based on the received acoustic data. If a database of acoustic spectra of various objects is compiled, it is also possible to identify the object by matching the received acoustic data with the database.


      For an operator in a surveillance room to identify a water-surface object that has been detected by the sensors, both optical and IR cameras are needed. A combination of various sensors as well as suitably linked information enables warnings and surveillance of sea-surface moving objects, without any of them being missed or overlooked.

    


    (2) Countermeasures against underwater moving objects


    
      Surveillance of underwater moving objects such as a diver or an unmanned underwater vehicle (UUV) is not able to use radar, optical cameras or IR cameras. However, the active acoustic sensor can plays an important role in this kind of surveillance. This sensor transmits acoustic waves underwater, receives sound reflected from the object and obtains the distance and direction of the target object. Installing several sensors on the sea bottom, quays and/or piers can enable the detection of underwater moving objects.

    


    As described above, the harbor monitoring network system can be built by combining various sensors according to purpose and application1) as requested by users. Among the sensor technologies introduced above, those owned by NEC include the active and passive acoustic sensors for underwater use and the IR sensor for water-surface use. The abilities of both of these sensors are highly evaluated in the defense field. In this paper, we introduce the active acoustic sensor and the IR sensor in sections 3 and 4 respectively.

  


  
    3. Technologies Supporting the Active Acoustic Sensor


    Fig. 2 is a block diagram that shows the processing order of the stages performed by the active acoustic sensor, from acoustic data reception to target object detection, display and alert.


    
      [image: e140325_02.jpg]

      
        Fig. 2 Data processing blocks of active acoustic sensor.
      

    


    The active acoustic sensor transmits and receives sound using multiple piezoelectric sensor elements (hereafter referred to as “elements”). The sensor is composed of elements arranged in specified arrays and it converts the acoustic signals received by the elements into acoustic pressure level data per direction and per distance using directivity syntheses2).


    The computer aided detection (CAD) processes the acoustic data obtained by the signal processing in order to detect the sounds that may be reflected from the target object. As the detection consists of simple acoustic-pressure level threshold judgments, a very large number of erroneous sounds are detected besides the sound reflected by the target object. Fig. 3 shows an example of such detections in an at-sea test for detecting a diver swimming at a depth of 10 meters. All of the white spots on the map are detected target objects. These include a large number of erroneous detections caused by multiple acoustic reflections from the sea’s surface and the seabed and by various noises.


    
      [image: e140325_03.jpg]

      
        Fig. 3 Result of detection by simple threshold judgments.

        (White spots on the map indicate both the target object and erroneous detections.)
      

    


    In order to reduce the erroneous detections, acoustic data is examined by threshold judgments and also by other judgments including; signal continuity, dispersion of the direction and the Doppler effect of the target object’s transition. Erroneous detections can thereby be more readily distinguished from the echoes reflected by the target object. An example of the results of this process is shown in Fig. 4.


    
      [image: e140325_04.jpg]

      
        Fig. 4 Effects of the detection result improvements.

        (The white spots on the map indicate the target object as well as erroneous detections.)
      

    


    Improvements in the detection results as shown above can reduce erroneous detections from some hundreds to only a few.


    However, it remains a fact that the detection results include erroneous detections. The process for reducing these further and tracking the real target object is performed in the next step by computer aided tracking (CAT). In the CAT process, we focus on the fact that the target object detection results can be continuously obtained while noise detection results are only obtained randomly. With regard to this issue, we found that tracking the target object is possible by means of filtering, using the multiple-hypothesis tracking (MHT) algorithm3). Once tracking of the target object becomes possible, the threat level of each target object is calculated via threat level analysis based on the location and movement information of the target object. The data of each target object such as its position, movement information and expected arrival time at a key facility is then displayed, and a warning indication or alarm tone according to the threat level is generated. The threat level is defined according to the operational policy.


    Fig. 5 shows an example of the result of an at-sea test conducted near a quay in Shizuoka Prefecture, Japan, in August 2013. The target object is a diver who is approaching the place where a sensor is located. The diver dives to a depth of 10 meters from a small boat that remains at 500 meters distance in the 45° right direction from the sensor. The approach of the diver should be confirmed on the display. As a warning is indicated accordingly, the test confirms the effectiveness of the active acoustic sensor.


    
      [image: e140325_05.jpg]

      
        Fig. 5 Example of screen display.

        (A diver swimming at a depth of 10 m is approaching from the 45° right direction.)
      

    


    In the future, we will make the sensor capable of capturing target objects at greater distances and with higher accuracy by tuning and improving the signal processing and auto tracking functions.

  


  
    4. Technologies Supporting IR Cameras


    In the coastal areas, in addition to detecting the presence of target objects, identification of small craft and humans among the detected objects is also important. This section deals with imaging examples using NEC’s uncooled IR camera, which is effective for the surveillance of sea-surface targets. Fig. 6 is an IR image shot using a telescopic lens. It shows that a large ship at about 2.5 km distance can be clearly identified and therefore the IR sensor is suitable as a means of satisfactorily performing coastal surveillance.


    
      [image: e140325_06.jpg]

      
        Fig. 6 IR camera image of a ship at 2.5 km distance.
      

    


    Fig. 7 shows the comparison of visible-light and IR cameras in a night scene with slight rain. The IR camera convincingly captures the persons in the dark and unilluminated areas, as well as those that are not recognizable due to the strong reflection of the illumination light source. The IR camera is therefore shown to be effective for day and night coastal surveillance without the need to rely on illumination.


    
      [image: e140325_07.jpg]

      
        Fig. 7 Comparison of visible-light camera (left) and IR camera (right).
      

    


    We at NEC are developing the uncooled IR sensor, which is one of the key components of the IR camera. Fig. 8 is a photograph of an element of the uncooled IR sensor shot by a scanning electron microscope (SEM). In order to show the construction of the element clearly, the membranes of the adjacent elements are removed in the photographs. This element employs a fine 3D structure and high-sensitivity materials to convert weak far-IR rays into electrical signals and produce a high-sensitivity image. We are currently continuing development aimed at achieving size reduction.


    
      [image: e140325_08.jpg]

      
        Fig. 8 Construction of uncooled IR sensor element4).
      

    

  


  
    5. Conclusion


    In this paper, we introduce a harbor monitoring network system for the surveillance of threats caused by suspicious intrusions into key facilities of the coastal areas and discuss suitable sensors for supporting the system. Particular focus is directed to the active acoustic sensors and IR camera technologies. In order to improve security, it is important to combine optimum sensors according to the nature of a target threat with the locational conditions of each facility. NEC is capable of providing highly reliable, flexible monitoring systems that can cover all situations from underwater to on land by employing various appropriate sensing technologies. Systems built in this way may be applied in disaster prevention as well as for security purposes. We also believe that the information collected via such systems can be deployed for other purposes by utilizing cloud technology, including for the prediction and prevention of unwelcome events. Such systems may also take advantage of big data that can be gathered via the cloud technology.
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    Abstract


    The Failure Sign Monitoring System is an application for plant operation management of the System Invariant Analysis Technology (SIAT), NEC’s original big data technology. This system aims at the early and accurate detection of signs of equipment failure. In order to achieve this, the “normal status” of a plant is defined automatically by examining the huge amount of operations data, which includes the accumulated temperature and pressure data. “Unusual conditions” based on real-time comparative analysis of the latest operations data are also detected. NEC deployed the first operational system at the Chugoku Electric Power Co., Inc.’s Shimane Nuclear Power Plant Unit 2 in July 2014.
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    1. Introduction


    A large-scale plant such as a power plant is organized by managing a large range of equipment facilities including, turbines, power generators and pumps. These are monitored by installing advanced monitoring systems. It is not uncommon for such a large-scale plant to possess thousands of sensors and other measuring instruments. In order to operate a large-scale plant and to be confident of finding abnormalities with a limited number of operators such a plant usually functions by setting a threshold value to each sensor. Operators perform monitoring basically by following these thresholds (e.g. an alarm tone is generated when the liquid temperature exceeds 50 degrees centigrade.)


    Such a function is essential for the efficient monitoring of large-scale plant, but it has been challenged by issues such as: 1) difficulty in noticing signs that do not exceed the thresholds; 2) differences in the capabilities of recognizing alarms and abnormal values and in applying proper measures after confirming an abnormality and until estimating the cause (time, etc.).


    We have solved these issues with the introduction of our Failure Sign Monitoring System that employs the System Invariant Analysis Technology (SIAT), one of NEC’s unique big data technologies. After the demonstration test for verifying the effect in collaboration with the Chugoku Electric Power Co., Inc. and IIU Corp., the first system was delivered to Chugoku Electric Power Co., Inc.’s Shimane Nuclear Power Plant Unit 2 in July 2014. We outline system details below.

  


  
    2. Basic Principles of the System Invariant Analysis Technology (SIAT)


    At a large-scale plant a very large number of plant parameters, such as temperatures, pressures, flow rates and vibrations etc., are measured continuously. For example, Chugoku Electric Power Co., Inc.’s Shimane Nuclear Power Plant Unit 2 measures a total of 2500 parameters at 3,500 points.


    When a plant maintains a stable operating status, there are certain correlations between plant parameters (for example increasing the generated power increases the pump pressures).


    However, when an abnormality occurs, the correlations between the plant parameters under the stable operating status begin to collapse (e.g., the pump pressure drops even when the generated power is increased).


    The System Invariant Analysis Technology monitors all of the sensors continuously in order to see if “the correlations with other sensors are the same as usual.” This procedure aims at the detection of any sign of abnormality before the values of individual sensors exceed the threshold values. This NEC-original big data analysis engine enables the invariants between plant parameters to be deduced automatically by inputting historic operational data. This feature enables the system introduction without investing high costs.


    By adopting this type of big data approach, the system detects at an early stage any minor “unusual” signs that even an experienced operator might overlook, and these are then notified to the operators. A database of the huge amount of accumulated plant parameters is compiled and a more accurate notification of “the causes of abnormalities” is enabled by making use of the past data.

  


  
    3. Functions of the Failure Sign Monitoring System


    3.1 Failure Sign Monitoring System during Normal Operation


    Fig. 1 shows the operations under normal status of the failure sign monitoring system.


    The system first develops a “normal operations model (= routine status).” This model represents the relationships between sensors derived by the SIAT and is based on the time-series data of the sensors installed at the nuclear power plant. Normal model operation is defined as “the model developed based on the sensor information during the previous normal operation of the nuclear power plant.”


    Setting the values of “the normal operation model (herein after referred to as the “model”)” and configuring the failure sign monitoring system allows it to start the status of “capable of predicting sensor behavior during normal prediction (prediction of the operation of sensor x in the example)”.


    The failure sign monitoring system judges the operational status by comparing the predicted value based on the “model” with the actual measured value (prediction y* and measurement value y in Fig. 1) in real time. When the measured values change in the same way as the predicted values, the system judges that the normal operation is continuously maintained without trouble. If the measured values deviate from the predicted values, the system is judged to be in “unusual status” and a failure sign is identified if the deviation continues or increases as time passes. An example of the system display is shown in Fig. 2.


    In order to utilize the acquired data effectively, the failure sign monitoring system packages various display and analysis functions, aiming at efficient abnormality cause analysis. In our verification demonstration, we were even able to detect a sign of an abnormality by approximately seven hours before the operator (results differs according to the operational conditions). We believe therefore that introduction of the system will improve the quality of management of the plant operation.


    
      [image: e140326_01.jpg]

      
        Fig. 1 Monitoring of normal operation using SIAT.
      

    


    
      [image: e140326_02.jpg]

      
        Fig. 2 Example of a failure sign detection monitoring screen.

        (The X-axis of the graph represents the time and the Y-axis represents the abnormality value.)
      

    


    3.2 Validity Check at Plant Startup


    This is another major function of the system.


    The startup of a plant such as a nuclear power plant involves multiple processes. One process is advanced to the next process while checking the plant parameters carefully for each process in order to confirm the absence of malfunction. In each process, the failure sign monitoring system analyses the acquired data and confirms if there is any deviation in the data by comparing them to data acquired previously via the same process, and notifies the result. The operator can perform the startup procedure securely by checking if the plant performance is identical to previously.


    Fig. 3 shows the comparison results between the “model” and the data acquired in the startup process.


    Sensors are positioned in both the X and Y axis in the graph and the data comparison results are shown in the table. Any items that indicate deviations between the “model” data and the measured data are represented in red in the table.


    On the other hand, an item in white represents “data without deviation.” This coloring method allows the operator to identify at a glance whether or not the startup procedure is advancing smoothly. Analyzing if red data occurs frequently with specific sensors enables a quick detection of any issues during the startup procedure.


    
      [image: e140326_03.jpg]

      
        Fig. 3 Results of data comparison between the “model” data and the data of the startup process.
      

    


    • Supplementary information


    
      1) After performing the above described check items for each process, the validity of the entire startup procedure is confirmed.


      2) The accuracy of the validity checks will be improved when more “model” data are accumulated and available for the comparison.

    

  


  
    4. Configuration of Failure Sign Monitoring System


    Fig. 4 shows the configuration of the failure sign monitoring system.


    The failure sign monitoring system acquires data from the existing operation monitoring system and performs analyses based on the acquired data to detect whether an abnormality is present. The system can be installed additionally to an existing operation monitoring system without interfering with its operation. Some of the advantages of the system are that it can use the existing sensors and operation monitoring units of the system and thereby cope flexibly with adding to or removing from the system.


    The system adopts the server-client configuration by using multiple clients so that multiple operators can check the status simultaneously. The servers are categorized roughly into “analysis servers” and “storage servers.” The acquired data is analyzed by analysis servers incorporating the SIAT engines and the results are saved in the storage servers.


    The clients can be used to check the results or to set the monitoring method, etc.
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        Fig. 4 Configuration of the failure sign monitoring system.
      

    

  


  
    5. Future Challenges


    We plan to enhance the system functionality in the future by improving the accuracy and speed of identifying abnormalities and estimating the causes. We are also investigating the possibility of expanding the application of the system in other commercial industries (Fig. 5).


    
      [image: e140326_05.jpg]

      
        Fig. 5 Deployment in other commercial industries.
      

    

  


  
    6. Conclusion


    In the present paper the NEC’s failure sign monitoring system is introduced by discussing an example of its application in a nuclear power plant. We intend to contribute to the security and safety of the system infrastructures by improving the monitoring accuracy and also by applying technical level improvements. We are aiming thereby to deploy the system in a wider range of commercial activities.
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    Abstract


    As the cost of infrared cameras comes down and their performance goes up, demand is surging and user requirements are becoming ever more diversified. As the market for infrared cameras continues to expand, these cameras are now being widely deployed as non-destructive inspection devices to ensure public safety and security. This paper discusses the image processing technology used to obtain the higher resolution required for non-destructive inspection and looks at different examples of infrared camera applications.
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    1. Introduction


    Thanks to their ability to visualize by detecting infrared rays irradiated from the subject, infrared cameras offer capabilities not available with visible-light cameras, such as shooting in the dark or measuring the subject’s temperature. Over the past few years, fast-improving performance and falling prices have spurred rapid expansion in the use of infrared cameras in a wide variety of fields. Accompanying the expansion of the market has been a growing demand for a wider and more diverse range of capabilities. For example, in the Japanese market, infrared cameras, which have conventionally been popular in research and development fields such as temperature measurement, are now being deployed as non-destructive inspection devices in areas such as maintenance and management of roads and structures such as factories. Today, infrared cameras are a critical component that helps to protect the safety and security of individuals and of society as a whole, and also accelerates to achieve NEC’s vision, “To realize an information society friendly to humans and the earth.”


    This paper discusses image processing technology designed to increase the resolution of infrared cameras - something that is essential for non-destructive inspection and other new applications.

  


  
    2. Improved Spatial Resolution Using Multi-frame Super-resolution Processing


    One of the applications where infrared cameras have proven invaluable is in detecting interior cracks in concrete. Cracks inside the concrete affect the temperature distribution on the surface of the concrete, making it possible to detect abnormalities inside concrete using an infrared camera. However, measurement objects that are the target of structure diagnosis are often located high above and far away, so high spatial resolution and temperature resolution capabilities that enable detection of minute temperature distribution from a distance are required. Infrared cameras with high resolution are not only suitable for shooting subjects that are high and distant, they also enhance operation efficiency because they can shoot a wide area at once without decreasing spatial resolution. Yet despite the obvious benefits to be obtained by increasing resolution, development of infrared imaging sensors has focused on narrowing pitches and reducing prices rather than increasing pixels. As a result, the number of pixels in commercially available cameras has not increased significantly over the past few years. Moreover, those infrared cameras that are equipped with high-resolution sensors are expensive, making it difficult to expand the market.


    To meet the market’s needs for higher-resolution infrared cameras at lower prices, Nippon Avionics has equipped its infrared thermal imaging camera with a multi-frame super-resolution processing function that uses software processing to increase the number of pixels and improves spatial resolution.


    An overview of how multi-frame super-resolution processing works is shown in Fig. 1. This technology restores the original subject detail by improving resolution and increasing spatial frequency while reducing blur and image noise. This effect is achieved by synthesizing several consecutive low-resolution images using a sophisticated algorithm to generate a single super-resolution image. By precisely overlapping multiple frames and utilizing deviation of less than one pixel caused by camera shake to interpolate the information between the pixels, this technology actually makes it possible to quadruple the number of pixels and improve spatial resolution by 150%. Fig. 2 shows an example of the application of super-resolution technology in an infrared camera with resolution of 320 × 240 pixels. It is evident that minute temperature changes are now rendered more clearly. Super-resolution image processing makes possible the acquisition of higher-resolution data using existing sensors with conventional resolution. Because it updates rather than replaces existing system, it keeps the initial costs of introduction to a minimum. Moreover, it can also meet the requirements for higher temperature resolution because random noise can be reduced by overlapping multiple frames.


    
      [image: e140327_01.jpg]

      
        Fig. 1 Overview of multi-frame super-resolution processing.
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        Fig. 2 Restoration effect of multi-frame super-resolution processing

        (Effect when 320 × 240 pixels are converted to super-resolution).
      

    


    A camera in which this function has been implemented, Nippon Avionics’s InfReC R500 Series (Photo 1) is equipped with a 640 × 480 pixel image sensor, yet is able to record still images with 4 times as many pixels (1280 × 960) in super-resolution mode. In other words, it means that high-quality images with 1.2 million pixels can now be recorded with a camera at a price range of 640 × 480 pixels. Fig. 3 and Fig. 4 show sa mples of the images shot with the InfReC R500. In these images, quarter sections of the frames have been cut out and expanded to make it easier to see the actual effect of the improved resolution that multi-frame super-resolution processing makes possible. These images make it clear that sharper images with higher spatial resolution can be obtained using super-resolution processing.
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        Photo 1 InfReC R500 equipped with multi-frame super-resolution processing function.
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        Fig. 3 Image of tiled exterior wall before application of multi-frame super-resolution processing.
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        Fig. 4 Image of tiled exterior wall after application of multi-frame super-resolution processing.
      

    


    However, because multi-frame super-resolution processing requires very advanced computation, it is necessary to incorporate a high-specification CPU and memory comparable to those used in computers. Germany’s Testo took the lead in applying this technology to an infrared camera, but they did it using PC software. Nippon Avionics is the first to implement this function directly in an infrared thermal imaging camera. The technology developed by Nippon Avionics optimizes the computation process to reduce processing time, finally making it possible to incorporate this function in a camera and enables accurate restoration of original subject detail at high speed and with high precision on location. It is also important to note that the temperature accuracy of the restored image data fits within the specifications of the product.


    Applicable across the full spectrum of infrared camera, from low-cost, low-resolution models to top-of-the-line high-resolution models, super-resolution technology will make it possible to develop new high-resolution models that offer the highest levels of resolution imaginable, while also pairing with lower-resolution sensors to produce low-cost models able to deliver remarkably high image quality. In addition, it is expected that further increases in the processing speed will make it possible to achieve real-time super-resolution processing with moving pictures, not just still pictures.

  


  
    3. Application Examples of Infrared Cameras


    Inspections of road bridges are introduced here as examples of how infrared cameras can be applied to structure diagnosis. Hammering tests are mainly performed in bridge inspections, but special vehicles are required as shown in Photo 2. Therefore, efficient detection of targets requiring inspection is an effective way to reduce the time and cost of hammering tests. Fig. 5 shows the results of a bridge inspection. While no abnormalities can be detected in the visible-light image (a), the infrared camera image (b) clearly shows uneven temperature distribution. In this inspection, it was confirmed by a hammering test that an abnormality was definitely present (see (c)) in the area with unusual temperature distribution. When bridges are difficult to access with inspection equipment because of distance or height, the improvement of the resolution using multi-frame super-resolution processing is particularly helpful in detecting abnormal sections (see Section 2). The detection rate of abnormal sections can be expected to increase still further with improvements in the resolution of infrared sensors, progress in image processing technology, and increased measurement expertise.
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        Photo 2 Example of bridge inspection.
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        Fig. 5 Results from bridge inspection.
      

    

  


  
    4. Conclusion


    In this paper, we have reviewed the advanced new technology used to improve the resolution of infrared cameras and looked at examples of how it can be applied in structure diagnosis. As the prices of infrared cameras are expected to drop further, while their performance continues to improve, existing markets will expand and new markets will develop. Going beyond the provision of infrared cameras, Nippon Avionics is also committed to helping increase the value of NEC Group’s contributions to public safety and security by working closely with our customers to expand our measurement capabilities.


    The bridge inspection data used in the preparation of this paper was provided by West Nippon Expressway Engineering Kansai Company Limited. We are very grateful for their assistance.
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    Abstract


    In order to respond quickly and effectively to cyber attacks that are becoming more sophisticated, NEC established the “Cyber Security Factory,” a specialized unit dedicated to developing countermeasures against cyber attacks. Concentrating our technical resources, technologies, knowledge, and expertise to provide advanced and comprehensive cyber protection services in cooperation with Japanese security top vendors, the Factory became fully operational in June 2014. We will continue to develop services and technologies, expand cyber intelligence functions, and train security professionals to combat this ever-evolving threat.
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    1. Introduction


    In recent years, cyber attacks by professional organized cyber criminal groups have resulted in the theft of massive amounts of critical data. These attacks have been increasing both in frequency and effectiveness, focusing on sensitive government data, corporate latest technical data, and personal information. These attacks can have devastating effects, ranging from loss of public trust to severe financial losses caused by damages and compensation. In some cases, these attacks can even prevent a company’s ability to continue to do business. Preventing these attacks and responding quickly to them when they do occur is vital to the continued success of any business today.


    NEC’s Cyber Security Factory was established as a specialist organization dedicated to countering these threats and attacks (Photo). This paper introduces the current operations of the Cyber Security Factory, as well as its direction for the future.


    
      [image: e140328_01.jpg]

      
        Photo Cyber Security Factory.
      

    

  


  
    2. Current Situation of Cyber Attacks


    Over the past decade, cyber attacks have evolved from juvenile hacking exploits aimed at random targets with no real goal other than to show off the perpetrator’s technical skills to much more serious attacks, targeting specific organizations such as governments, critical infrastructure, intellectual property and confidential data, website spoofing and service denial, etc. When exposed to a cyber attack, an organization not only suffers temporary and costly system downtime, its corporate responsibility can also be severely damaged, leading to a social problem.


    Cyber attacks reported in the news are only the tip of the iceberg. Many incidents are never disclose public, and many more continue silently and unnoticed with executives and system administrators not even aware that they are happening (Fig. 1).
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        Fig. 1 Actual cases of cyber attacks.
      

    


    Cyber attacks in recent years have made use of a number of different techniques - some are at vulnerabilities in web servers, networks, operating systems, gateway products, and applications, others take advantage of people’s interests by spoofing respectable organizations. Constantly evolving and becoming ever more sophisticated, cyber attacks demand an equally adaptive and sophisticated response (Fig. 2).
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        Fig. 2 Cyber attacks are becoming increasingly sophisticated.
      

    


    Before striking a database, hackers can spend up to a year getting ready, first engaging in reconnaissance activity to identify what information they want and which organizations to target, and then examining various attack scenarios and methods. The hackers penetrate the target systems, send attacking codes while communicating with external C&C (command and control) servers, and attempt to steal data or shut down systems. Subsequently, they may delete system logs, attacking codes in terminals, and compressed data used for the data theft in order to delay discovery (Fig. 3).
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        Fig. 3 Overview of methods of cyber attack today.
      

    


    Because these attacks are so hard to defend against, vulnerable government agencies, critical public infrastructure, and private companies need to develop new and more effective countermeasures. Conventional protection methods are no longer sufficient to protect an organization from today’s rapidly evolving and highly sophisticated attacks.

  


  
    3. Cyber Security Factory


    Equipped with all the latest techniques, resources and others for detecting, preventing, and combating cyber attacks, NEC’s Cyber Security Factory (Fig. 4) is staffed by cyber security experts who work closely with NEC Group companies and external security vendors to provide services such as security monitor operation to detect potential cyber attacks and deep analysis of each incident. The Cyber Security Factory collects and analyzes data on cyber attacks and develops technologies and methods to deal with cyber attacks.


    
      [image: e140328_05.jpg]

      
        Fig. 4 Overview of Cyber Security Factory.
      

    


    3.1 Security Monitoring


    Security analysts monitor our customers’ networks and websites on a 24 hours a day, 365 days a year basis. If an attack is detected, it is analyzed and reported to the customer affected (Fig. 5).


    When an attack is detected, the customer is not alerted by unfiltered alarms delivered by security equipment; instead those alerts are first filtered through analysis engines and then carefully analyzed by our security analysts. This allows us to inform the customer of the precise nature of the attack and appropriate countermeasures. As attacks become increasingly sophisticated, countermeasures need to be improved and refined on an ongoing basis.
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        Fig. 5 Security monitoring architecture.
      

    


    3.2 Incident Response


    In case an attack code is installed within own organization and causes cyber incident, it is necessary to neutralize the attack, analyze the cause of the incident, recover the damaged system, and prevent any recurrence.


    As shown in Fig. 6, countermeasures are divided into three phases (emergency countermeasure, research/recovery, and normal operation). By performing the actions listed in the chart, damage can be prevented from proliferating, and measures can be implemented to prevent future attacks.


    If the organization do not have the tools or the skills to effectively counter an attack, it is also possible to conclude NDAs with JPCERT/CC and security vendors to implement appropriate measures. There are also companies that establish a CSIRT (Computer Security Incident Response Team) within their own organizations to protect themselves, who can also be asked to provide support as a contribution to the social good.
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        Fig. 6 From occurrence of cyber incident to normal operation.
      

    


    3.3 Cyber Intelligence


    As cyber attacks continue to evolve and mutate, becoming ever more sophisticated and difficult to detect, security measures must be able to adapt to an evolving threat environment. This requires the collection and analysis of an enormous amount of data from a wide variety of sources. The data includes trends in hacker communities, warning signs of potential attacks, information on the latest attack techniques and attack tools, information on attackers (blacklists), information on unknown vulnerabilities, and attack detection methods (signatures). Generically, this data is called “cyber intelligence.”


    In addition to working closely with law enforcement agencies in various countries via the International Criminal Police Organization (INTERPOL) and cooperating with the Japanese government, NEC has also formed close alliances with overseas intelligence information companies.


    3.4 R&D


    In order to counter cyber attacks, it is necessary to gather all the latest information from the fields of security monitoring and cyber intelligence and build a knowledge base that can be put to practical use. However, because there is such a vast amount of data, we are developing technologies to automate analysis and knowledge development performed by analysts. By supporting analysts with automated analysis tools, this technology makes it possible for the analysts to concentrate on more advanced analyses. We are also developing technologies to improve detection accuracy, enhancing our ability to respond effectively to more sophisticated attacks.


    3.5 Technical Resource Training


    We are also working to develop more effective training methods by using our actual operational experience as the basis for cyber training scenarios. We also train personnel in security monitoring operations and in the various other activities performed at the Cyber Security Factory.


    The opportunity to get actual hands-on experience of a cyber attack is rare, so we create a virtual environment similar to an actual corporate ICT environment to enable engineers to try out different countermeasures and get a feel for what will work in actual practice. In FY 2013, we ran ten cyber attack practice sessions as part of a project sponsored by the Ministry of Internal Affairs and Communications called “CYDER:Cyber Defense Exercise with Recurrence.” Altogether, several hundred people attended these exercises, primarily system administrators and information security specialists.


    We also plan to package the various training programs we have developed as part of our cyber security technical resource - including the cyber training scenarios discussed above.

  


  
    4. Global Commitment


    INTERPOL is proceeding with the establishment of a new center in Singapore for study and analysis of leading-edge issues in crime and policing, the Interpol Global Complex for Innovation (IGCI). The primary focus at IGCI is cyber crime and the Interpol Digital Crime Center (IDCC) is supposed to play a primary role in dealing with actual cybercrime. IDCC is scheduled to implement the system infrastructure and start actual operation by the end of FY 2014.


    NEC is playing a leading role in supporting INTERPOL’s efforts to battle cybercrime. Our activities range from setting up IDCC’s data analysis systems to providing training and technology. As IDCC gears up to go into full operation, it is expected that there will be many opportunities to collaborate in the cybercrime, including working with law enforcement agencies in surrounding countries.


    The same analysis systems used by INTERPOL have been installed in NEC’s Cyber Security Factory, allowing us to support them on the back end, while taking advantage of our knowledge bases and strengthening our ties through training and personnel exchanges.

  


  
    5. Cyber Security Comprehensive Support Service


    In order to prevent theft of information via cyber attacks, our Cyber Security Comprehensive Support Service offers a one-stop support system that covers end-to-end from the design and installation of systems to prevent cyber attacks to administration and monitoring of security systems and threat response (Fig. 7).


    Each customer is provided with an optimal solution tailored to their specific needs based on diagnosis of vulnerability and penetration testing. We are also working to improve administrative services such as monitoring of terminals and periodic inspections. Whenever something suspicious is detected, our Cyber Incident Emergency Response service enables to take the most appropriate initial response as soon as the incident occurs.
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        Fig. 7 Overview of Cyber Security Comprehensive Support Service.
      

    

  


  
    6. Conclusion


    At Cyber Security Factory, we will continue to concentrate our efforts on developing and providing optimal solutions to detect and prevent cyber attacks. By leveraging the multiplier effects derived from information sharing, R&D, and technical resource training we can better address the dangers posed by a constantly evolving threat environment.
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    Abstract


    In recent years, the technology of biometrics has been employed widely in the public domain, such as for citizen identification and election management solutions. NEC has long been conducting R&D for fingerprint matching technologies and for improving the speed and accuracy of large-scale solutions. This paper describes the proposed technological improvements that are required for the implementation of large-scale authentication solutions. It also discusses the strategies being adopted by NEC in support of further improvements. NEC’s world leading biometric authentication technologies have been cultivated over many years and are contributing to the creation of a safer and more secure society.
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    1. Introduction


    The biometric identification technology is currently used widely, from consumer solutions such as entry/exit management and PC logins to national solutions such as for national ID numbering and electoral management systems. Of the biometric features, fingerprints have long been used as one of the core identification systems because of the high matching accuracy.


    At NEC, we have dedicated over four decades to the R&D of biometric authentication technologies and have ranked top in major fingerprint identification accuracy tests1). We have also deployed the technology in a wide range of applications such as for the fingerprint matching systems of crime investigations2) as well as large-scale authentication systems such as the Indian Unique ID (UID) system3).


    When operating authentication systems, the authentication processing time will not generally be a significant issue with relatively small scale matching targets such as the entry/exit management and PC login systems. However it may be so with the matching targets of large-scale systems such as for the national ID number system, which may be as large as in tens to hundreds of millions. In addition, thousands of inquiries are made every day and the total number of matching operations will therefore be enormous. As the increase in scale demands a need for enhanced searching accuracy among a larger number of targets, a higher level of matching accuracy is required. Therefore, with authentication systems with as large a scale as those supporting the public bodies, it is critical to establish a matching system that reduces the volume of computations without compromising the matching accuracy.


    In this paper, we introduce a technology for improving the speed and accuracy of fingerprint matching operations for the support of large-scale authentication systems, we also discuss our attempts to implement matching with even higher speed and accuracy.

  


  
    2. Fundamentals of Fingerprint Matching Technology


    A fingerprint is composed of a striped pattern of friction ridges. Matching is usually performed by utilizing the ridge endings and ridge bifurcations of fingerprints as characteristic values (see Fig. 1). The relative directions and positions between minutiae are used as shown in Fig. 2. The matching technology based on minutiae makes basic matching operations possible. However, the computational cost of minutia matching may be too high for the standard large-scale authentication systems. Furthermore, the matching accuracy generally drops as the matching speed increases. For matching at high speed while maintaining high accuracy, it is necessary to employ several speed/accuracy improvement technologies.


    
      [image: e140329_01.jpg]

      
        Fig. 1 Ridge ending and ridge bifurcation of fingerprint.
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        Fig. 2 An example of minutiae matching.
      

    

  


  
    3. Large-Scale Fingerprint Matching Technology


    3.1 Matching Technology in Large-scale Authentication Systems


    Large-scale authentication systems implement high-speed, high-accuracy matching using the following technologies.


    
      	Fingerprint segmentation


      	Fast filtering using macro feature records


      	Minutiae matching complexity improvement


      	High-accuracy matching confirmation using multiple minutiae

    


    3.2 Four-slap Fingerprint Segmentation


    In principle the large-scale authentication systems collect all of the fingerprints of ten fingers, but collecting the fingerprint of each of the ten fingers takes time and labor. So the collection is usually performed with the “4-slap fingerprint” method, with which the fingerprints of the four fingers other than the left or right thumbs are collected at one time. This method makes it possible to collect the fingerprints of all of the ten fingers in three steps, once for the right four fingers, once for the left four fingers and once again for the two thumbs.


    Matching requires recognition and segmentation of each finger of the 4-slap fingerprints as shown in Fig. 3. However, the fingerprint collection operators of the national ID number system are often not accustomed to its operation so that in many cases optimum collections cannot be expected; e.g., for noisy images due to contamination on the collected surfaces and also for tilted images. For correct segmentation without causing authentication mistakes, even with such images, it is required to use an advanced authentication technology such as a noise removal algorithm. At NEC, we have developed a highly accurate segmentation technology based on advanced authentication, and we have been ranked top for accuracy in major segmentation accuracy tests4).


    
      [image: e140329_03.jpg]

      
        Fig. 3 Four-slap fingerprints and their segmentation.
      

    


    3.3 High-speed Filtering Based on Macro Features


    The minutia matching achieves a high accuracy but necessitates a large amount of processing computations. This highlights the importance of the filtering technology in reducing the number of candidates in the prior stage of the minutiae matching.


    All of the fingerprints do not have the same pattern but exhibit different patterns, as shown in Fig. 4. If two fingerprints differ at the pattern level, they can be judged at a glance as belonging to different persons, without the necessity of comparing the minutiae. With fingerprints, many cases can be solved based on the macroscopic information (coarse features such as fingerprint patterns) without relying on the microscopic information, namely, minutiae.


    Nevertheless, the prepared numbers of templates are not so abundant. Also fingerprints are often so similar that matching by a single finger causes the identification rate to be low, and does not work at all for fingerprint identification. High-speed filtering is therefore performed by using the macro information of all of the ten fingers. Highly efficient filtering is achieved by using the similarities between streams of ridges in addition to simple pattern information. This technology has succeeded in increasing the speed by a factor of ten to hundred.
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        Fig. 4 Fingerprint patterns.
      

    


    3.4 Minutia Matching Complexity Improvement


    The amount of computations is reduced by matching only the required number of fingerprints that are eligible for matching instead of matching all of the ten filtered candidate fingerprints. These fingerprints refer namely to the fingers with highly-reliable minutiae and those that show more similarities in the fingerprint patterns. As shown in Fig. 5, minimizing the area of minutia may increase the efficiency of the matching process further. The computational cost of minutia matching is roughly proportional to the product of the numbers of queries and target minutiae. Let us assume that 100 minutiae have to go through against 100 minutiae (100 × 100=10,000). It will be simply four times that of 50 minutiae against 50 minutiae (50 × 50=2,500). In this case, it can be expected that a matching process provided for 50 fingerprints of three fingers against 50 minutiae can achieve a higher accuracy than that of for 100 fingerprints of one finger against 100 minutiae. We achieve the best computation efficiency by optimally controlling the number of minutiae, numbers of fingers and fingers to be used for the matching process.
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        Fig. 5 Reducing computational cost by minutia pruning.
      

    


    3.5 High-accuracy Matching Confirmation Using Multiple Templates


    The matching process explained above should usually be enough for completing the matching process, but there may be a few cases when some false ones may be left in the matching results. Therefore, as the final step, we perform a final matching by using all of the available information. In this step, no limited minutia area is specified, which means that all minutiae are used, and moreover, the minutiae extracted by multiple methods are used (Fig. 6). There is no single universal feature extraction method that is effective for all fingerprints. The suitable method varies depending on specific fingerprints. Therefore the steps shown in Fig. 6 can be an effective means of avoiding the risk of choosing an inappropriate extraction method.


    As described above, the large-scale fingerprint identification process is composed of multiple advanced technologies and is not merely a matter of simple minutia extraction and matching technologies but also of the filtering and segmentation technologies using macroscopic information.
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        Fig. 6 Risk reduction by adopting more than two minutia extraction methods.
      

    

  


  
    4. Aiming at Matching Technology with Higher Accuracy and Higher Speed


    4.1 Improvement of Ridge Extraction Accuracy


    The quality of fingerprint images varies greatly so that in some cases minutia extraction is not possible by any available method. Since improper minutia extraction results in reduced accuracy, improved minutia extraction is a critical factor for accurate identification.


    At NEC, we are continually tackling improvements for the minutia extraction technologies such as for fingerprints that used to be difficult to make them into patterns. For example, in a case where the sweat gland pores are noticeable as shown in Fig. 7, the traditional minutia technology tends to recognize the pores as the valleys of ridges and often divides a fingerprint ridge into two parts. However, the latest ridge extraction technology is being given a higher technological level so that it may deal more accurately with such extraction fingerprint images that are not properly suitable for minutia extraction.
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        Fig. 7 Accuracy improvement of a fingerprint with noticeable sweat gland pores.
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        Fig. 8 Improved efficiency using the innovative filtering technology.
      

    


    4.2 Advancement of Macro Information Filtering


    We are also tackling the improvement of filtering accuracy based on macroscopic information. The identification rate of fingerprints for which identification has not been possible with the traditional method based on the ridge direction has now been improved by using the minutiae orientation information as a means of filtering (Fig. 8). The latest identification rate improvement technology has made it possible to halve the number of matching devices without degrading the previous matching accuracy.

  


  
    5. Conclusion


    NEC has long been conducting R&D for fingerprint matching technologies as well as deploying a wide range of fingerprint identification solutions. The system needs a variety of methods depending on the needs of our clients, etc. In particular, large-scale solutions require technologies that are completely different in every aspect from those for small-scale solutions. We have implemented high-accuracy, high-efficiency matching systems based on many top-level key technologies and we are still endeavoring to develop effective authentication technologies that feature even higher speeds and accuracies. It is our top-level technological abilities that allow us to contribute to the creation of a safer and more secure society.
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  Compression Technologies Supporting Next Generation Broadcasting Services - Ultra-HD Digital Video Compression Technology and Real Time HEVC Compression Unit Corresponding to 4K HD Images
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    Abstract


    Advances in image recording/playback device technologies have made it possible to provide next-generation broadcasting services that deliver ultra high definition video that surpasses terrestrial HD (High Definition) broadcasts. The ultra high definition digital video of 4K comprises a pixel count that is 8 times higher than HD, enabling it to convey a scene’s depth and presence more effectively to the viewer. However, since the amount of image data that must be processed is enormous, a highly efficient digital video compression technology becomes necessary for image transfer. And since the ultra high definition digital video will be used for sports and other live broadcasts as well, real-time compression is a necessity. In this paper we discuss NEC’s ultra high definition digital video compression technology and real-time HEVC compression unit corresponding to 4K, as well as our future activities.
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    1. Introduction


    Today’s world is witnessing the commercialization of UHDTV (Ultra High Definition Television) services utilize ultra high definition images such as 4K. These 4K image feature eight times the number of pixels as HD images, increasing visual expression capabilities dramatically and enabling the presence and depth of a scene to be conveyed to the viewer more effectively. However, since the size of the image data becomes enormous, a digital video compression technology offering a high compression ratio is necessary to transmit the images. For this reason, activity is high in the research, development and commercialization of ultra high definition digital video compression technology that is compliant with HEVC (High Efficiency Video Coding), the world’s standard for video encryption that achieves higher compression performance than conventional technologies. In this paper, we will introduce NEC’s ultra high definition digital video compression technology that supports the 4K broadcasts that are being adopted worldwide, and the VC-8150 Real Time HEVC Compression Unit corresponding to 4K HD images.

  


  
    2. Requirements for Ultra HD Digital Video Compression Technology to Realize 4K Broadcasting


    With the goal of achieving next generation broadcast services such as 4K/8K as early as possible, the Next Generation Television & Broadcasting Promotion Forum (NexTV-F) was inaugurated in 2013 with a membership of 21 companies including broadcasters, telecommunications carriers and equipment manufacturers. From June 2014, NexTV-F has begun the first 4K test broadcasts in Japan as “Channel 4K” via CS digital broadcasting.


    Achieving this required that 4K video data be compressed to approximately 1/200th its original size in order for transmission over CS digital broadcast bandwidth to be possible. However, the compression rate of existing technology being used in Japanese one-segment broadcasts and overseas terrestrial HD digital broadcasts was insufficient, as it afforded only about 1/100th compression. NEC therefore developed its own ultra HD digital video compression technology compliant with HEVC, which offered approximately twice the data compression ratio of conventional technologies, and incorporated it into the world’s first Real Time HEVC Compression Unit, the VC-8150. Currently a device possessing the same encryption core as the VC-8150 is in operation as the 4K digital video compression unit for “Channel 4K” (Fig. 1).


    
      [image: e140330_01.jpg]

      
        Fig. 1 4K Broadcast using HEVC Encoder.
      

    

  


  
    3. Element Technology for Ultra HD Digital Video Compression


    NEC possesses original key technologies needed to realize the high compression ratio, low processing load, high quality image, real time compression, and high-performance software compression that are required for products and services that address the high technological requirements of broadcast services through compliance with HEVC standards. The following is a summary of those key technologies.


    (1) High compression


    
      
        	
          Noise visibility adaptive quantization

        

      


      Based on the image’s complexity and color, quantization granularity is adapted region by region depending on how noticeable the quantization noise visibility appears due to compression. By adapting coarse quantization granularity and therefore reducing data size in areas with complicated patterns where degradation is not so noticeable, it is possible to maintain overall image quality while greatly increasing compression performance (Fig. 2).

    


    
      [image: e140330_02.jpg]

      
        Fig. 2 Noise visibility adaptive quantization technology.
      

    


    
      
        	
          Elimination of movement adaptive changes over time

        

      


      This detects the changes in pixels over time that are difficult for the human eye to recognize and eliminates them. By eliminating changes over time that are inconsequential for human viewing, it is possible to greatly reduce data size in scenes where the camera or subject is moving gradually (Fig. 3).
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        Fig. 3 Movement adaptive time change elimination technology.
      

    


    (2) Low computation burden


    
      
        	
          Multistage optimal compression parameter estimation

        

      


      Based on advance multistage analysis, the optimal block partitioning shape is analyzed per each portion of the image. This makes it unnecessary to decide on block partitioning shape after trial-running all presumable block division patterns as is done with current methods. Therefore the computational load is greatly alleviated while high image quality is maintained (Fig. 4).
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        Fig. 4 Multistage optimal compression parameter estimation technology.
      

    


    (3) High quality image


    
      
        	
          Screen image boundary overlap motion analysis technology

        

      


      When segmenting and compressing ultra high definition video data, this technology bridges the boundaries of adjacent image segments and overlaps the analysis regions to detect the motion vectors of the subject and the camera. So even in scenes where a video frame is split into different image segments and the objects move across the adjacent boundaries, reproduction of a high quality image is possible (Fig. 5).
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        Fig. 5 Screen boundary overlap movement analysis technology.
      

    


    (4) Real-time processing


    
      
        	
          High throughput parallel processing

        

      


      Through the implementation of high throughput parallel processing based on the following elemental technologies, advanced HEVC compression processing was realized in a hardware platform.


      (a) A distributed processing framework was adopted to guarantee the necessary processing time for peak load handling of HEVC compression processing, in which the processing load fluctuates depending on the image, by distributing the maximum load over multiple specified elemental processes.


      (b) A data bottleneck was avoided by adopting distributed memory architecture to improve simultaneous access performance, thereby addressing each of the above issues individually.


      As a result, we were able to achieve the necessary throughput performance with limited on-board memory capacity, thereby enabling real-time compression without interruptions in video as required by broadcasters (Fig. 6).
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        Fig. 6 Distributed memory architecture.
      

    


    (5) High-performance software compression


    
      
        	
          GPU highly parallel processing

        

      


      A broadcast station’s video management system, as well as VoD (Video on Demand) service, necessitates a software encoder capable of flexible operation. Whereas an ordinary software encoding on CPU takes dozens of hours to compress 1 hour of 4K video, the highly parallel processing technology developed by NEC utilizes a GPU (Graphics Processing Unit) equipped with over 1,000 cores to accelerate processing speed by dozens of times3) (Fig. 7).
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        Fig. 7 GPU highly parallel processing technology.
      

    

  


  
    4. Features of VC-8150


    The VC-8150 incorporated various elemental technologies including the aforementioned multistage optimal compression parameter estimation, visually adaptive quantization, and screen boundary overlapping movement analysis, thereby providing for the first time in the world, real-time HEVC compression that satisfies the quality requirements for 4K images being broadcast via narrow-band communication satellite. Shipment of the VC-8150 started in April 2014, and it has been implemented not only for 4K test broadcasts in Japan, but also for 4K broadcasts and public viewing facilities in Europe and South America during the World Cup in Brazil, therefore contributing greatly to the launch of next-generation broadcast services the world over.


    Main specifications of VC-8150 are described in Table below. Photo shows the outer cabinet of the apparatus.


    
    
      Table Main specifications.
    
[image: e140330_08.jpg]
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        Photo Outer cabinet of VC-8150 apparatus.
      

    

  


  
    5. Conclusion


    This has been an introduction to NEC’s ultra high definition digital video compression technology which supported the public viewing at the World Cup in Brazil as well as 4K test broadcasts, and also the VC-8150 real-time HEVC compression unit corresponding to 4K. In the future it is our intention to develop an LSI for the HEVC encryption section, and contribute to the improvement of 4K broadcast services by miniaturizing our equipment and pursuing higher image quality.
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      NEC Information
    


    
      NEWS
    

  


  NEC Starts Operation of Satellite Integration Center


  
    NEC has begun operations at its new Satellite Integration Center. Recently constructed on the site of the Fuchu Plant in a suburb of Tokyo, the new Center will assemble, evaluate and test satellites (Photo 1). With existing production facilities at the Fuchu Plant and Sagamihara Plant already capable of assembling up to four satellites, the launch of the new Satellite Integration Center enables NEC to assemble as many as eight satellites at the same time. Thanks to the provision of evaluation/testing equipment that accommodates the manufacture of large-scale satellites, the new facility has made possible the establishment of a full-scale integrated in-house production system.


    Housed in a structure standing 50 meters tall with an area of about 9,900 square meters, the Satellite Integration Center features two-story satellite assembly rooms (high-bay) with an interior height of about 20 meters and a clean environment to ensure high quality is maintained at all times. It is also equipped with advanced vibration, acoustic, and thermal vacuum testing equipment applicable to large-scale satellites. Built to withstand earthquakes exceeding level 6 on Japan’s seven-stage seismic scale, this facility has been designed to ensure that it can continue operations even in the event of a disaster.


    The Satellite Integration Center is located in the immediate proximity of the existing satellite production/testing area at the Fuchu Plant. The fact that all operations ranging from the production/testing of equipment to the assembly of satellites, as well as comprehensive electrical tests and environmental tests, can now be implemented at the same plant will help improve production capability while contributing to a dramatic improvement of production efficiency. Now that NEC has its own testing equipment, which it previously had to borrow from its clients, NEC has the flexibility to address the needs of overseas clients, giving it the opportunity to expand its space business globally.
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      Photo 1 Exterior view of Satellite Integration Center.
    

  


  
    Sending reliable quality to outer space


    Because satellites in operation in outer space cannot be repaired once they have been launched, extremely high reliability is required. At the Satellite Integration Center, our testing systems allow us to simulate the acoustic and vibration environment experienced during launch and the thermal vacuum environment of outer space, ensuring that our satellites have the quality and reliability essential for operation in space.

  


  
    Thermal vacuum testing equipment


    In the vacuum of space, satellites are exposed to an environment where there is a temperature difference of over 250°C, with temperatures exceeding 100°C in areas exposed to sunlight and below –150°C where the sun is blocked. This means that satellites must be designed to maintain internal electronic components within the appropriate temperature ranges. In the center’s large-scale space chamber, which measures 8 meters in diameter and 12 meters in depth, thermal vacuum testing is conducted in a simulated space environment to determine whether or not a satellite functions correctly in accordance with its design. During testing; the temperature of the interior wall is changed from an ultra-low temperature environment of below 173°C to a high-temperature environment of about 90°C by pumping liquid nitrogen or nitrogen gas through partitions in the chamber. A high-vacuum environment is also created by using a vacuum pump to simulate the actual environment of outer space.


    Checking the performance of optical equipment that will be deployed on board an earth observation satellite requires special care as even minute vibrations transmitted from the peripheral environment can affect the measurements. To prevent this, a special mechanism to eliminate these vibrations is added to the frame in the large-scale space chamber (Photo 2) in which the satellite and testing equipment are placed, making it possible to test even extremely high-precision optical equipment.
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      Photo 2 Large-scale space chamber.
    

  


  
    Vibration testing equipment


    In addition to being able to withstand the tremendous noise produced by a rocket during launch, the satellite must also be able to endure the enormous vibrations that accompany the launching process. In vibration testing, a vibration environment that simulates the launch environment is reproduced in the space chamber to check that the airframe functions correctly after the excitation of vibration.


    Capable of accommodating an 8-ton class satellite, this vibration testing equipment features vibration excitation frequencies of 5 to 2,000 Hz, enabling it to accurately reproduce the different vibration environments produced by various rockets made in and outside Japan.

  


  
    Acoustic testing equipment


    The sound generated by a rocket engine during the launching of a satellite is extremely loud, and a satellite needs to be able to withstand sound up to about 140 dB.


    Our acoustic testing equipment is the most powerful available in Japan and is capable of reproduction of sound pressure of up to 151 dB.

  


  
    NEC’s space solution


    NEC has managed the integration of sixty-seven satellites, including Osumi, Japan’s first satellite, which was launched in 1970 and the Hayabusa space probe, which successfully returned samples from the Itokawa asteroid. With the Satellite Integration Center now in operation, NEC boasts the fully integrated production systems for NEC’s advanced standard satellite bus, the NEXTAR Series (Fig.).


    Satellites are a form of infrastructure not affected by disasters on earth. They also feature the ability to simultaneously observe a wide range from their vantage point in orbit, to connect extensive areas, and to transmit information simultaneously to many people. NEC’s space business processes and analyzes various data from satellites and contributes to solving problems here on earth by offering the results to users via IT networks. By effectively combining the earth observation satellite’s function to “see,” the navigation satellite’s function to precisely “measure,” and the communications satellite’s function to “distribute” information, NEC is able to provide space solutions to a wide variety of fields including disaster surveillance, environment surveillance, agriculture/fishery support, car navigation, and satellite broadcasting.


    NEC is committed to pursuing a more prosperous future for humanity and for the planet, a future we believe can be better supported by exploiting the benefits of space exploration. To this end, NEC will continue to work towards achieving social and economic benefits using the highly reliable, leading-edge technology made possible by Japan’s space development.
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      Fig. NEXTAR - NEC’s standard satellite system.
    

  


  
    *NEXTAR : NEC Next Generation Star


    Drawing on the know-how and expertise that we have accumulated over the past several decades, our standard bus system for small satellites enables us to produce high-performance satellites at low cost in short periods of time. The bus features inter-satellite communications fully compliant with the SpaceWire standard and standardization of all onboard computers using SpaceCube2.
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  Development of Water Purification System Type2 Reverse Osmosis (WPS RO2)for Japan Ground Self-Defense Force


  
    Japan Ground Self-Defense Force (JGSDF) owns a vehicle-mounted Reverse Osmosis Water Purification System that purifies natural water drawn from rivers and lakes and converts it into safe drinking water that can be provided to JGSDF members in emergencies where access to safe drinking water is not possible.


    Over the past few years, this mobile water purification system has seen use in international peacekeeping operations, as well as in disaster relief following the Great East Japan Earthquake. It provides safe water for JGSDF members and disaster victims, and is expected to play an active role in any future emergencies.

  


  
    Background of the development of Water Purification System Type 2 Reverse Osmosis (WPS RO2)


    Conventional reverse osmosis Water Purification Systems can only purify fresh water such as river water and lake water. This can cause problems in situations where fresh water is unavailable such as when strengthening defensive capabilities on islands and or when river water is unusable due to inflow of earth and sand after a disaster. As a result, there has been an urgent need to develop a new purification system that can also purify seawater.


    According to this background, bidding for the prototype development of the successor of the conventional reverse osmosis water purification unit was held in 2010, and NEC Facilities made a successful bid for the prototype. After about nine months trial period, the new prototype was successfully delivered. After the delivery of the prototype, JGSDF put it to the test, subjecting it to the most extreme conditions. Once approved by JGSDF, mass production was authorized. Bidding for the Type 2 Reverse Osmosis Water Purification System - the mass production version was held in 2013. NEC Facilities again made a successful bid and the first mass production model was delivered in 2014.

  


  
    Mechanism of the WPS RO2


    As shown in Fig. 1, “WPS RO2” is composed of a generator that supplies the electricity required to operate the system and a water purification system that purifies raw water such as river water and seawater, converting it into potable water. The two main components are secured to the chassis of a 3.5-ton truck belonging to JGSDF.


    The water purification system is comprised of a pre-filtration unit that eliminates suspended solids in raw water and a reverse osmosis units that makes desalination.


    NEC Facilities applied the water purifying technologies developed in NEC’s semiconductor manufacturing field to the principal technologies of this system. The flow of the system is shown in Fig. 2.
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      Fig. 1 “WPS RO2”.
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        Fig. 2 Water purification flow.
      

    

  


  
    Technologies to meet the rigorous requirements of JGSDF


    As “WPS RO2” is intended for use in times of emergency, JGSDF insisted that it be able to withstand the most severe conditions and specified their requirements accordingly.

  


  (1) Water purification performance and weight


  
    Because of the virtually unlimited range of locations where JGSDF might have to operate, the unit was required to have the ability to obtain potable water not only from rivers and oceans, but also from marshes with sludge deposition and even from polluted water. Moreover, the weight of the water purification system mounted on a truck had to be 3.5 tons including the generator, so it was necessary for the design of the system to aim at compactness, light weight, and high performance.


    To eliminate soluble material, a reverse osmosis membrane filter was employed. Since the system was going to be mounted on a truck, the design had to be compact and lightweight, while still offering high elimination performance.


    When selecting the reverse osmosis membrane filter technology, we examined offerings from a wide range of manufacturers, including Japanese membrane manufacturers Nitto Denko Corporation and Toray Industries, Inc., which have a high level of technological expertise and strong market shares in the world. In addition to these Japanese manufacturers, various products offered by overseas manufactures of reverse osmosis filters were also looked at. Factors such as desalinating performance, water permeate flow rates, and prices were compared in order to select the optimum membrane.


    Another factor that had to be taken into consideration was that while a reverse osmosis membrane filter effectively desalinating, it can get stained easily and clogging is likely to occur with even a small amount of turbidity. For this reason, selection of an appropriate prefiltration system was critical in order to extend the service life of the reverse osmosis membrane filter and enable it to perform at optimum levels. Thus, an ultrafiltration membrane filter with extremely fine pores measuring 0.01 μm was adopted, making it possible to eliminate not only turbidity but also bacteria. Passing the water through the ultrafiltration membrane filter assures that the water is suitable for washing and shower (when using only fresh water as a source).


    The most difficult part of this project was the pretreatment system for the ultrafiltration membrane filter. The requirement from JGSDF specified the concentration of the turbidity of raw water (the index for the amount of turbidity) at 200 mg per litter. When water with this concentration was passed through the ultrafiltration filter as it was, the load would be too high and clogging would occur in the ultrafiltration filter. Therefore, coarse elimination of high turbidity needed to be performed prior to the filtering. Conventional turbidity elimination systems, however, were too large and made of steel and stainless steel, making them too heavy, so it was not suitable to use them as a part of this water purification unit. Consequently, we looked at other devices that could be used for the pretreatment of the ultrafiltration membrane filter, finally selecting a disc filter - a compact, high-performance filter made of resin - and adopting it as the pretreatment device for the ultrafiltration membrane filter after confirming the effectiveness of its performance through validation tests.


    Despite the fact that this filter was much more compact and lightweight than comparable steel units, it was still difficult to design a system that would meet the tight restriction of 3.5 tons or less. Repeated simulations were conducted and the weight of every component, down to individual nuts and bolts, was calculated. After repeated refinement, the requirements were finally achieved.

  


  (2) Environmental resistance requirements


  
    As we have already discussed, the “WPS RO2” must be capable of being used in any location under any environmental conditions; accordingly, very high environmental resistance specifications are required. The most rigorous of these is the operating temperature requirement, which specifies that the unit be operable at ambient temperatures ranging from –30°C to 60°C.


    Generally, the ambient temperature range recommended by manufacturers includes both storage temperature and operating temperature. Although the manufacturers of the components of “WPS RO2” guarantee a storage temperature as low as the –30°C level, most only guarantee an operating temperature of 0°C or higher. This means that in order for “WPS RO2” to operate under the conditions demanded, the temperature around the unit must be raised to 0°C or higher. Since the truck on which “WPS RO2” is mounted has a hood, an enclosed space is created when the hood is closed. Thus, the temperature around the system can be raised by incorporating a heater in the system.


    The biggest problem our engineers faced was finding a way to prevent water from remaining in the pipes and freezing. As a lot of time and fuel are required to thaw the frozen water, the optimal solution was to minimize the water remaining in the pipes. A water purification system is by its very nature a complex device with intricate pipes of various sizes, including many thin pipes with diameters of 10 mm and 20 mm in which water can freeze easily. To deal with this, we applied a number of different measures, including placing drainage valves at various strategic locations and incorporating a function to blow away residual water using pressurized air. Moreover, because residual water would adversely affect the weight of the system, we carried out residual water checking tests and altered the locations of the drainage valves as necessary.

  


  (3) Durability requirements


  
    The water purifiers of the “WPS RO2” can be divided into three sections. This makes it possible for the system to be carried by a helicopter, enabling it to be transported to mountainous regions inaccessible to ground transportation. It was also required to withstand a g-force up to 3G, which is the maximum acceleration at the moment a helicopter lifts off. In order to maximize durability while minimizing amount of structural reinforcement required due to the weight restrictions discussed above, the required reinforcement positions in the system’s frame design were determined using structural calculations with 3D analysis. An example of the strength analysis is shown in Fig. 3.


    Transportation tests using an actual helicopter were conducted by JGSDF to confirm that the system functioned as required. An example of the transportation tests is shown in Photo.
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      Fig. 3 Frame strength analysis.
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        Photo Helicopter transportation test by JGSDF.
      

    

  


  
    Plans to improve the WPS RO2


    The work described above is only a fraction of what was involved in developing this system. Getting to final delivery of the mass production model was a long haul, but the company wide cooperated activity brought this project to fruition. Hard work and continuous consultation as well as collaboration with JGSDF enabled us to achieve our goal, and we are proud of our success in developing a system that satisfied the client. Once this system has been deployed, we will continue our efforts to further improve “WPS RO2” refining the design to better meet performance requirements during actual operation with the goal of developing the world’s number one water purification system.
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many hundreds of people move about intricately
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Current 24-h blood pressure
monitoring

Issues
-Stress by device wearing
~Pain by strong pressurization

NEC'’s 24-h Blood pressure
monitoring

Low stress continuous monitoring

- Accurate enough for medial use
with low-constriction monitoring at
below maximum blood pressure

Size and weight reduction
« Integration of monitor, battery and
cuff

« Cuff volume is reduced to about 2
and the weight to about 2/3





OEBPS/Images/e140312_03.jpg
KEY VALUE
Ca antagonist prescription Yes
Snoring No
Snoring Yes
Degree of Snoring g Heavy
Malaise Yes
Malaise No
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| Step 1: Face detection

Detection of face from the captured image.

—————

| Step 2: Extraction of facial feature points

Detection of facial feature points.

——

| Step 3: Face matching

Matching face images, calculating the degree of
resemblance and determining the "identity" of the |
detected face.

When the degree of resemblance is high the
registered person is identified, and when it is low,
the face is judged as being of a different person.
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Corse quantization in low noise
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Fine quantization in high noise
visibility areas for pleasant visual

quality
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ltem

Specifications

Max. dimensions

W63xH81xD132 mm (sensor main unit)

Weight

Approx. 700 g (sensor main unit)

Main
performance

Used
frequencies

40 to 1,000 nm

Number of
bands

60 bands

Detection
range

1 km (target: human)

Main features

+ Simultaneous visible-light and hyperspectral imaging
+ Real-time target extraction

Operation example
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Use of JPKI
(JPKI electronic certificate of
individual number card)

Use of My Number

(Individual No., code, etc.)

Use start After October 2018 After January 2016
th (Within 3 years after act enforcement) (After enforcement of related acts)
mon * The possibility of use by private sector * The act has already been promulgated
is not yet defined.
iti *Revision of My Number Act. «Approval by Minister of Internal Affairs
Use conglitions *Revision of related acts and Communications

(incl. supposed ones) . Reyision of Personal Information

Protection Act. etc. (The approval standard is under study.)

+Online banking registration after
individual identification using signature

Diagrams of use by presenting . electronic certificate on the Internet
(Examples of use cases) My Number (entered in document) +Online banking after authentication using

The user can omit submission of electronic certification for use identification
an identification document (Payment)

(the bank can identify the individual securely)

+Opening a bank account

The user can register oneself without
sending ID documents and can also simplify
the identification procedure before every use.

* JPKI: Japanese Public Key Infrastructure
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Overview of methods of cyber attack today

panyfinstitution

stems (servers and

ail, web sites, USB
s serving as carriers

has entered the

ates with external

evolved malware to
on and destroy the

/e has been
deleted to destroy
ind hinder identification

Typical methods of targeted attack

« Research into targeted company/institution’s
data (stakeholders, employees, systems, etc.)

« Formulation of attacking scenario (invasion
paths, attacking methods, target's information,etc.)

« Utilization of social engineering

» Use of multiple vulnerabilities including
Zzero-day attacks”

» Increase of vulnerabilities caused by failure to
apply existing patches

+ Combination of individual attacks designed
to avoid the protection system and download
the required program according to the target of
the attack

* Attacks launched once the system'’s

characteristics have been mapped out

(hijacking the system’s privileged users,

increasing the network load, and
tapping/tampering/deletion of confidential information)

+ Attack execution program is deleted
spontaneously.
« Deletion of execution/evidence logs

* Condition prior to general announcement of the existence of the problem tself although
the vulnerability in terms of security (security hole) has already been discovered in the

software.
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| When shooting at night ——

Previous model NC-H1200

When shooting under foggy condition

Fog reduction is OFF Fog reduction is ON
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Operation services available with GPRIME for SaaS

GPRIME for SaaS
ersonnel and documentation_

l Foreign resident @‘ istry l l g ‘
L seaeomny | Lﬂwﬂmfﬂ

Election I Medical car o he ldry l
MNationalpension Wetars medalseics I
School age reg G

Md o e e e I Chxldgllqwanoe l

Child rearing allowance ‘
National Health Insurance I
| Childcare fee for baby homes ‘
NatlonallHeanh Insurance I Childcare fee for kindergartens I
Iy ) - -

l Individual inhabitant tax I r2insurance
; N l Housmgw es ‘
l Corporate inhabitant tax I

— - General reception (Inquiry,
l Light vehicle tax ‘ suance

* The welfare medical service (Payment) is ineligible.

* Local governments with populations of up to around 100,000
generally adopt the Web version package that has already been in use
by many local governments all over Japan.
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All nationals
Korea
Taiwan
Hong Kong
China
Thailand
UK.
Germany
France
Russia
us.
Canada
Australia

0 10 20 30 40 50 60 70 80 90 100

W 1itme M 2-3tmes M 4times or more

Source: Japan National Tourism Organization (JNTO)
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Impressive high accuracy, compatibility with environmental conditions such

as variants in aging, pose angle, etc.

Technological features*

High recognition accuracy

Compatibility with variants in ageing

-~

Distinction of multiple races

Compatibility with images shot from
oblique/upward directions

Quick recognition

v v v v

4

Suitable applications

Immigration control, user login

Passport control, blacklist collation

Immigration control, airport surveillance

Entrance/exit surveillance of key facility

National ID, blacklist collation

* All of the features obtained the top ratings in 2010 NIST evaluation.
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BOPEX The smart water
B CAPEX management could
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Source: Global water market, and cost estimated by Ministry of
Economy, Trade, and Industry of Japan.





OEBPS/Images/e140327_02.jpg
e

Original image320 x 240 pixels

. @

e UL TS

Super-resolution image 640 x 480 pixels

Super-

resolution :
640 x 480 Restoration of

- striped pattern

Temperature

Horizontal pixel position





OEBPS/Images/e140325_03.jpg
HARBOR MONITORNG NETWORK






OEBPS/Images/e140307_03.jpg
B VINIROS T - VIN Tokyo TEST (S 1S RMREAOSTy T - STTokyo-FO002

) 757
=2 psPEBEOERS 0@ ((F2s5E @@ &
=g ") ) - -
S,,‘Mm,[}w‘mﬂm,mﬁ, oo 3081 A1 - Tl SR U]
!H-wIn-n: gron
e et L —
‘),.m-. samprsin
L -
/ ,. - A1) 1Tk /M) 1o POk P11
&
it . 4
P T Tl || BTy
DAy om0 Gas) (6] ; )
Son  we e o
T S e DRl || T —y Ao+ Anivsoaa el
3 151 1






OEBPS/Images/e140318_03.jpg
Call 1
Call 2

a-n
50
0312

14:17 7
m__ ol
0318
10:08 o
Lom | | N T I T N

- Time
Estimated complaint reason section






OEBPS/Images/e140314_03.jpg
Analysis Flow

Camera
Connector,

Message
Reduction






OEBPS/Images/e140329_03.jpg





OEBPS/Images/e140321_03.jpg
Conventional Radio Software-Defined Radio
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Security consulting —5 Security log monitoring
Vulnerability Assessment ——> Network packet monitoring & analysis

letra tion te; —> Web based malware detection
o, —> Events unified helpdesk
Security Operations Management

Improvement |
support

security support
services

Security Operations
Management

PC forensic analysis
Network forensic analysis
Malware analysis

‘against cyber incident
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Authentication Server Active Directory Server

User Information DB
(sQL Server)

~Basic User Information
- Face Feature / Photo.
- Authentication Log.

NeoFace Monitor
Authentication Server

NeoFace Monitor

[ Active Directory

2y

Terminal Device Terminal Device Terminal Device
for User for User

3 Sample Configuration (standalone use s also possible)
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[Display editing tool]

A comprehensive selection of
setting parameters, including
the number of displayed rows,
character height, line height,
Iogo size, etc. can be adjusted
while checking the preview
display.

=~/ DEPARTURE
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; v 101 HAWAIL 0:01%10:1

5 vepveems werpevmwer—

(o

S 301 HAWAIL 0:01810:1

0" pidh PeINE"TA grder="1” s
7o Vichh 2500 e bt - 724" orders 2" s

g condiLien=" Terul

Interval=-i0" cogerBi 171






OEBPS/Images/e140323_07.jpg
Vib - sensor

Vibration (m/s?)
o 8

=]

500

8
E300

200

Water Leak

Start

Water Leak
Stop

0 5 10 15 20
Time (s)
‘ T
0.85=1.25Hz
——-‘V&Aw A
0 5 10 15 20

Time (s)






OEBPS/Images/e140317_02.jpg
Acmdents/mmdents
or signs of such

Crowd behavior analy5|s
(behawor types under development)

{  Abnormal
congestion

Fleeing en masse

R \$ Surveillance
ﬁ / camera

ﬂ ’ Affects on surrounding
' crowds/groups

Crowdlng Stagnant
around group

~






OEBPS/Images/e140325_07.jpg





OEBPS/Images/e140314_02.jpg
Analysis Flow
Camera j
Face Alert AP

Matching Connector,

Message ol Frame Rate Priority Execution
Reduction Control Control Control






OEBPS/Images/e140319_02.jpg
Input image

sishjeuy

uonesedes
Jusuodwo)

Integration

Strong edge/
flat component

Nois
reduction

Resldual component
(noise/texture)

s|eubis Jndino





OEBPS/Images/e140312_02.jpg
X=a— DHOBSWETANLTLEZW

HBE (£5F)

Copyright by NEC Corporation. Powered by webDOC.





OEBPS/Images/e140310_09.jpg
National infrastructures, area security

National IDs

Immigration control

Key facility management

( Enterprises )
<
Attendance/leaving management PC security
— a a
‘ Smart device logon
management

Entrance/exit
management

_Distribution and service industry
N B

Membership control (Free entry Resemble face search
based on faoe recogmuon)

Iniormahon Commemoratlve

rch
_ Equipment embeddmg

phones

Q_.}‘(‘ Mobile h






OEBPS/Images/e140321_09.jpg
Existing infrastructure

I

i

! 4 i H 1

| R

I - ] ! 1
Infrastructure | ; d : :

! :

| : ; ! |

I ' ' ' '

BTG a5 . — SW|tch software tP

o A Y 4 gital system |

Train radio | : ( !

sk

i————,-———-.-————.-———> ———r———t————>

pperatlon as analogue system ,Operano‘h as d|g|§a| system

* : Digital infrastructure and SDR installation completed.





OEBPS/Images/e140304_04.jpg
|
Mission-critical

systems
Modification
business

Terminal
business

Recognition
platform/Platform
business

Individual No. card
(oloctronic cortiicato,
faca racognition, otc.)

DC business

Security
business

Communication;
infrastructure
business

Big data
business






OEBPS/Images/e140320_03.jpg
Item

Specifications

Max. dimensions

©320%370 mm

Weight

Approx. 30 kg

Main

performance

Resolution

640x480 (infrared camera), 2million pixels (visible-light camera)

Detectable
wavelength
range

8 to 14pum (infrared camera)

Max. field
of view

40°(infrared camera, visible-light camera)

Main features

AEROEYEI

+ Entirely made in Japan - Site measurement function
- Temperature measurement function
- Automatic target extraction/tracking function

Color display example of infrared
Image(simulated image)

High-temperature
section

Image examples
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Attacker - Past: Perpetrator - Today: Organized Professional crime Group

Cyber Attacks are too difficult to protect for normal Organization.
— Provide protection against attacks by well-known security experts

Sophisticated attack by Cyber crime group Spear phishing e-mail Attack

Attacker

3.Remote Control

Target
i.Sendin e
Attackers Spear phz“
(crime group, count:
i oo oo e 2. Openi ganachmen

itis difficult to protect the system without damag imrs kstatied)
Watering hole attack Attack pinpointing vulnerability

Attacker 3.Remote Control
0. Prepare

1. Puta trap into
web server.
(web server often
2

accessed by the Accessing the web server
target user, ) server (malware installed)

Even if the security level is high in
your Company, attacks are to be sent
via @ company you trust.
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Items

Monitoring facility

Traffic signals

Communications

Traffic signal facility

Interlocking monitor

ATC/Feeder section monitor

Train wireless facility

Optical transmission unit, various

communications facilities

Facility to monitor devices along the railway

Power supply unit

IP network

Anemometer

Disaster detection

Rain gauge

Rail track thermometer

Snow depth indicator

Linkage with other

systems

Train operation control system

Power management system
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Source: Japan National Tourism Organization (JNTO)
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NEC Laboratories China
reater China RCC

. Public Safety Team

NEC Lab. Europe NECLab. America
@ _Public Safety Team Central Research Lab. ® Public Safety Team
@ Public Safety Team @ Japan HQ

+.Global Safety Division

NEC Laboratories Singapore
® APAC RCG

@ _Public Safety Team
©_LATAM RCC

*RCC: Regional Competence
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One high-resolution image is
generated from a series of
consecutive low-resolution images

Current frame

- Improvement in resolution by
increasing the number of pixels

- Improvement in sensitivity by
eliminating noise
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Image segments are processed Image segments are processed
w/o overlapping with overlapping

—Boundaries become visually noticeable. — Boundaries are invisible.
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Item Specifications

Max. dimensions SAR main unit : W200xH300xD500 mm
Antenna unit: W400 mm

Weight Approx. 100 kg (total weight including antenna unit)

Main Frequency band | X band/0.3 m
performance | / Resolution

Swath width 5 km or more
(when mounted on fixed wing aircraft, at altitude of 10,000 ft)

Transmission Approx. 1 kW
output

Power Approx. 1.8 kW
consumption

Main features *Real-time processing on board
-Wide range of observation modes

(Strip Map, Spot Light, Full Polarimetry, 3D InSAR, Moving
Body Detection, ISAR)

Antenna Unit  SAR main unit Landslide Damage to buildings  Blocked road and collapsed bridge
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| The local governments need network security measures following enforcement of the My Number act.

® Actions for specific personal information PIA. (Measure 1)
- Access control to specific personal information (individual numbers and linked personal information) is necessary.
® Actions for Intra-agency LAN connection to national governmental systems (Cooperation Network System
for Personal Information NWS, Resident Registry Network, etc.). (Measure 2)
« Review of the intra-agency LAN is necessary.

(Examples of actions) Reconstruction of intra-agency network using SDN, FW connection to the backbone
segment and the informational segment, etc.

terminal. (Measure 3)
+ The security measures prescribed in the MIC' s “System Method Design Specifications (Version 1.0)" for
intermediate server software are necessary.
~ Provision of a dedicated environment for terminals = (Example of actions) Construction of network virtual
environment with SDN, etc.
~ Shared environment use by terminals = (Example of actions) Malware countermeasure using sandbox,
behavior detecting type malware countermeasure, etc.
~ Both exclusivelshared environmental use = (Example of actions) Limitation of connectable medium to USB,
etc., encryption of external media, etc.

Example of security measures taken by a local government (Diagram)
* An example of the use of a shared environment used by intermediate server connection terminals.

Measure 3
ncans for
ntemadse sarver
conmecton trminsl
g
countarmassors vsing
Sandboxcuvice
~Bahavirdeecion
ypo matwars

Moasure 1
Actontor ik
Accsss convtothe
spactc parsonal ntomaionst
intormation sovadins system
backbone system DB, ec.
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Aclive_ -l Signal object object level Display &
acoustic Processing detection tracking oy alert

sensor (CAD) (CAT) analysis

CAD: Computer Aided Detection
CAT: Computer Aided Tracking
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Cyber attacks are getting clever and stealth. To prevent from social blame, user tends
not to disclose public.

Security Incidents occur

and publicly reported

Security Incidents occur
but not publicly reported

Stealth attacked by Attacker
(no noticed by user)

Potential user under attacks
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(1) "Position of the face" detection (2) "Position of facial feature points"
extraction

Generalized learning vector Multiple feature point detection
quantization (GLVQ) method

(3) Matching and identity of a
detected face

° B g Person B
g“ﬁ.ﬂn ~ T‘
Tl 2
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y a
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A" Breconc™
Multi-dimensional feature
recognition method

Person A
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Actions

« Application of blackistiwhitelist to FWiproxy
« Changes of passwords, domains, and host names
« Isolation of mission-critical servers, PCs, and
data from network

Effects

« Prevention of expansion
beyond current range
« Prevention of attacks

- Alerting for system’s stakenolders* who are
connected physically and logically

* Example: Headquarters, branches, affiiated
companies, suppliers, etc.

+ Log analysis of proxy/firewall
+ Analysis of network traffic
+ Forensic examination of terminals/servers.

« Access conditions + Exit conditions

« Encryption measures

+ Visualization of security conditions

- Redesigning and reconstruction of LAN system

Measures

Security policy for
FW is developed act
to analysis resuts.

- Analysis s

« Prevention of secondary
and tertiary damage

« Assessing current damage
- Locating malware,
unauthorized access, etc.

« Implementation of measures to prevent
recurrence as specified by research results.
« Protection by surveillance of access/exit

Correlation survelliance of
Togs of IPS/IDS/FWiproxy and
antivirus software

- v w9

‘Security policy for FW is
developed according
to analysis results.
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ltem

Specifications

Max. dimensions

W60xH70xD102 (excluding protrusion)

Weight

Approx. 280 g

Main
performance

Field of view

Approx. 40°

Magnification

Approx. 1.0x

Power
consumption

0.3 VAor less

Main features

Starlight scope

* Monocular starlight scope
* High visibility under starlight

Person in the dark

Image example
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@ Noncontact recognition is available.
None of special user operation is necessary. p ﬂ

Possibility of recognition even when both hands are occupied
(Hands-free operation). =

@ Employing a commonly used type of camera.
No special equipment is required.

High affinity with mobile devices such as tablets or smartphones.

@ Face images obtained via the matching process
can be checked by humans.

This advantage cannot be expected for biometrics using fingerprints or veins.
Various applicable scenarios can be anticipated, such as for passport photos.
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Waste water

B e vter

Processed water Back wash air

Disc Filter

for elimination of
dust and sand)

Membrane processed water

Air release
Waste water

Feed water

Waste water

Ultrafiltration
membrane
(for elimination of fine
particles, bacteria, and
microorganisms )

Reverse Osmosis Unit

Reverse osmosis
membrane

(for elimination of
soluble components )
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Source: Japan National Tourism Organization (JNTO)
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Shot image visual light ITag;a
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Basic concept: Image is restored while
Original black is made noise amplification is
lighter by fog. suppressed.

Local minimum luminance
— Light attenuation amount

Separation into strong
edge/flat components
and noise/texture
components

Estimated light
attenuation amount

Estimation of
light attenuation

Regional color/
texture restoration

Input image Output image
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Loading the latest algorithms with top rating in a notebook PC

for verification of matching accuracy and rate

| Machine used

® NEC notebook PC (PC-GN277BGD2)
« Intel Core i7 4800MQ 2.70 GHz

« Parallel processing of 8 threads

| Results

©® Matching rate: Approx. 3.3 million
persons/sec.

About 100 million matching in 3 sec.

* A memory of about 250 GB is required.
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Started in 1993, thi nchmark test has worldwide authority and is used

even as a tender condition for immigration control systems.

| Benchmark tests and challenging programs have been held more than ten times
up to the present time

| Each participating organization submits its program and NIST evaluates it by
performing a completely blind test

| Participated by major vendors and universities worldwide, NEC joined them in
2009. NEC was ranked consistently as No. 1 in the tests in which it participated
(2009 and 2010).

« Latest announcement ..

MBE TACE
i RECOGNITION
VENDORTEST
Multiple Biometric Grand Challenge Multiple Biometrics Evaluation Face Recognition Vender Test
in 2009 in 2010 in 2013
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(a). Segregating a supply zone into DMAs for (b). Aggregating DMAs in large pressure management
leakage detection during a period zones (4 am-2 am).

of low demand (2 am-4 am)
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N [Reference]

Technical NEC and Interpol Collaborate in Cyber Security
. Resources/ Press Released ; December 18, 2012

Knowled:

Digital Forensic Lab(DFL) Cyber Fusion Centre(CFC)

Professional organization for
protection against cyber attacks

NEC provides Cyber Security technologies for IGCI,
Interpol Global Complex for Innovation in Singapore.
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Promotion of R&D for about a quarter century aiming at “high recognition

accuracy,” which is the source of security and safety.

1969

1989

Start of character recognition technology research
High accuracy established by applying
the pattern recognition technology (a
Start of face recognition technology kind of machine learning) developed via

2002
2009
2010

character recognition research.
Commercialization of face recognition product “NeoFace”

Top rank evaluation in MBGC™ benchmark test of NIST-,

Top rank evaluation

Top rank evaluation in MBE™ benchmark test of NIST | acquired due to impressive

2013
2014

performance in all test

Foundation of Global Safety Division in Singapore items

Announcement of result of FRVT ™ benchmark test of NIST

Face recognition solutions deployed in more than 20 countries worldwide for use

in situations requiring high accuracy, such as in immigration control.

“1: Multple-Biometric Grand Challenge.
“2: National Insttute of Standards and Tochnology.
*3: Mulipl-Blometric Evaluaton "4: Face Recogriton Vendor Test
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Vendor

Technology/Solution

NEC

Acoustic analytics

Alert event reasoning

Cyber information surveillance system

Device integrity

Inter-Agency information governance appliances
M2M gateway

Sensor node

Video analytics

Video non-repudiation

esri

ArcGIS Platform

FORCE21

Video cameras
Video management system

G element

3D situation visualization

Greenfossil

Inter-agencyinformation governance appliance

iOmniscient

Acoustic analytics

Smell analytics

Video cameras

Video management system
Video Analytics

Oracle

Event ProcessingPlatform
Database

ZweecAnalytics

Acoustic analytics and acoustic capturing system
Hemispheric camera (HemCam)
Video Analytics
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Section with larger values on top and
bottom surfaces is output

Pre filtration unit frame analysis result

(Step 1-2:Suspended from 4 points - longitudinal swinging 10°, 3.0G, von Mises stress)





OEBPS/Images/e140311_04.jpg





OEBPS/Images/e140306_04.jpg





OEBPS/Images/e140327_07.jpg
Result of infrared inspection

(c) After hammering test
(a) Visible-light

+ (b) Infrared
.. image
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language

transportation

mobile communication

other
10 20 30 40 50 60 70
mobile
other communication | transportation language
B Number of people 49 41 45 61

Source: Japan National Tourism Organization (JNTO)
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Expand NEC'’s Solutions for Society business
to sports and entertainment,
starting with stadiums

Business participation/industry

Promotion and vitalization of the local VHSHEtion by To:usIng o1 the
community through a stadium Sports & Entertainments field
v

Encouragement of sports business,
the contest of the game

Creation of a new business field as”
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Specifications

Dimensions

When stored : Approx. 1,100
When extended : Approx. 2,500

Weight

Approx. 7.5 kg

Main Effective number
performance | Of pixels

640 (H)x480 (V)

| Field of view

Approx. 50°

Recording time

Main features

imager

More than 11hours

+Incorporation of a 12um infrared imager with the
world’s smallest pixel pitch.

=3-step telescopic pole design that can be fixed at
required length

Victim in rubble

Application example
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EBEK 848 BET—HER || Csvith

hospital patient gender birthday
a 430003 3997D049E07B557A1 EE77F745CADFI4E ] 1945/03/21 -
a 430003  4BGC427AFE34827ADEGDDA20B3DFESDC 8 1947712/

430003 95C1C21CEBAEF4GFSEQ205A4804C7BEA ] 1955/01/04

430003 9GBEAOCS 1 3EEG20BC80936185ABA7288 k-4 1942/03/18

430003 A2B3769E61 COAC3514008511F2A1D4GF B 1945/02/19

430003 F261E4DBFOGBSE02A340071847DC0403 E ] 1965/11/11

430003  FGCIBFAQ070BO16DSSD6661380A2C034 8 1954/07/29

430003 F87519C410C33C8DO0B7ACESAFD2CERS 3B 1942/08/10

3% Patient Nos. are encrypted.
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Item Details

Video input Format : 3840(H)*2160(V),

Progressive I/F : 3G-SDIx4 (SMPTE-424M)
Frame frequency : 50Hz, 59.94Hz, 60Hz

Audio input Embedded audio BTA S-006B,SMPTE 299M

Video Encoding ITU-T Rec.H.265MPEG-H part2/HEVC Main,
Mainl0O@Level 5.1[Main tier] Coding resolution :
3840(H)*2160(V)

Audio Encoding MPEG-2 AAC-LC,MPEG-4 AAC-LC

1/0,1/0+1/0,2/0,3/1,3/2,5.1ch

”
Output signal MPEG-2 TS, DVB-ASI
T
Size 5U, 220(H)*430(W)*500(D)mm, Approx. 50kg
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Diagram showing numbering, code generation and information linkages

Cooperation Network System e
for Personal Information Traditional management of
information on citizen X i
nomal ] ndiidot No. TS
Code Codea Codea waniteion | 4o | Avwe ot Citizen X
e N for nlomaten Applicatons,
generstion omanA ele.
x| (Code conversion
(1D codes) | Tor information oo ___OrganB. .
, linkage Traditonal management of
; information on citizen X' 1
b [ iemal - nghiduat No.
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R Y cmb}—){mb#—r.“mm 4data firs._ st (5 b
R Looams
Provision of resident
registering code Numbering
rogsienng
resigen el
dcaa "' @8 e ndpie il
Basic Resident ndhiduatNo.
Registry Network i

System

*1:name, address, date of birth, sex

1. Numbering: The agency generates a number upon request from the head of a municipality that will assign the number to an individual.
2. Code generation: Every organ acquires a code for information linkage (the code is generated by the Cooperation Network System for

“Basic Resident Registry Network System and Social Security, Tax Number System™
by Japanese Ministry of Internal Affairs and Communications (MIC)
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