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    Special Issue on Smart Device Solutions


    ■Service platforms


    Smart Device Management/Security Solutions Regardless of OS or Carrier


    The rapid dissemination of smart devices in recent years has been changing usage from the initial personal use to business use. However, smart devices are often involved in incidents such as theft or loss, so terminal management and security measures are indispensable for business use. This has led to the growth of security management operations and has made them an important issue.NEC supports enterprises introducing smart devices by preparing a comprehensive, far-sighted range of smart device management and terminal security solutions. This paper introduces details of these solutions.


    Solutions Supporting the Utilization of Smart Devices: System Introduction Case Studies


    Smart devices such as smartphones and tablet terminals, which have disseminated under the leadership of general consumers, are beginning to be used as IT devices within enterprises. They not only meet the simple need for the replacement of mobile phones, but their abundant features such as light weight, mobility, low price, intuitive usability, a camera, a permanent network connection and location information make them applicable to actual cases of paperless and IT business operations that were not possible with devices in the past. On the other hand, the use of smart devices poses new issues that IT departments must solve, such as the need for security at the PC level and measures against short product cycles. This paper introduces three case studies in which smart devices have actually been applied along with some solutions for these issues.


    Authentication Solution Optimized for Smart Devices


    Recently, users of smart devices such as smartphones and tablet terminals have been increasing both in the business and individual markets. In the business environment, the innovative use of smart devices has already begun and situations in which employees perform business tasks from outside the office by using smart devices are increasing. With regard to the individual market, various smart devices have already been released by the mobile carriers. This paper introduces an authentication solution that has been developed at NEC to support users to enjoy smart devices safely, securely and simply under the current trend for use with various terminals, regardless of the chosen OS or network.


    “Smart Mobile Cloud” Contributing to the Use of Smart Devices


    Smart devices such as smart phones and tablet terminals are gaining remarkable popularity as their utilization spreads among both consumers and enterprises. As various services are now deployed on smart devices and the volume and complexity of such services are increasing more than ever, it is now necessary for the required solutions to be provided as a one-stop service so that solutions are capable of producing optimal value-added services. This paper describes the efforts being made by the authors at NEC for dealing with the current market environment in developing a cloud-based service solution for smart devices.


    “BIGLOBE Cloud Hosting” Supports Building of High Quality Services


    “BIGLOBE Cloud Hosting” is a public cloud of a genuine Japanese IaaS type, which has been awarded numerous prizes by major business magazines. BIGLOBE has been providing various modes of high quality hosting services to businesses for ten years, cultivating servers, networks, storage and virtualization technologies, while improving the functions of a variety of service platforms, as an ISP business. This paper introduces BIGLOBE Cloud Hosting, a high quality service capable of providing hosting services on demand, built in a short period of time by combining technologies and know-how.


    “Contents Director,” Content Distribution Service for Smart Devices


    Increased network speeds and the wide dissemination of smart devices have brought about significant expansion both in business reforms and in new service provisions using digital content. NEC developed the “Contents Director,” a content distribution service for smart devices in 2012, and it is currently proposing a variety of usage scenarios for the service.Featuring easy-to-use interfaces and flexible distribution management functions, the Contents Director has already been adopted by various enterprises, in the form of either cloud-based or on-premises services.This paper gives an outline of the Contents Director and discusses case studies of its introduction.


    UNIVERGE Mobile Portal Service: A Smart Device Utilization Platform Optimized for BYOD


    The dissemination of smart devices is rapidly increasing the need for BYOD (“Bring Your Own Device”), the use of individually-owned terminals in business. The UNIVERGE Mobile Portal Service allows a variety of smart devices owned by individual employees to safely use the e-mail, address book and groupware systems of their offices without leaving data on their smart device terminals. As it can be started as a trial involving a small number of users, this paper introduces it as an ideal service for customers who are considering the use of BYOD.


    Remote Desktop Software that Supports Usability of Smart Devices


    An increase in the introduction of enterprise based smart devices has been highlighting issues regarding their introduction, such as effective utilization of existing assets, inheritance of user interfaces and avoidance of the risk of information leaks. The Remote Desktop for Smart Devices is a software product designed to solve introduction issues by taking advantage of the three main features, which are Quick start, Easy to use and safety.This paper describes the functions for implementing these three main features and discusses the prospective usage scenarios.


    SystemDirector Enterprise - A Business System Construction Platform to Facilitate Development of Applications Compatible with Smart Devices


    Utilization of smart devices for enterprise systems is becoming increasingly popular. Yet, a wide diversity and variety of smart devices makes it necessary to develop applications that are compatible with multiple devices and platforms. This paper describes techniques for developing applications for smart devices that combine native application development technology with web technology including HTML5 as enabled by the SystemDirector Enterprise (SDE) business system platform.


    Smart Device Content Distribution Platform Service Using the BIGLOBE Hosting


    This paper introduces a platform service for use in distributing content to smart devices. The main targets are the enterprises that want to distribute proprietary content (music, movies, etc.) to consumers via smart devices. The service includes functions such as one that is available by integrating and connecting with the authentication and billing functions of mobile phone carriers, and also one that can protect content by linking with applications running on smart devices. These functions are provided by being incorporated in the enterprise-oriented web hosting environment prepared in the BIGLOBE Data Center. This paper is intended to describe the mechanisms of these functions and to consider points to be noted when the service is applied to smart devices.


    ■Smart devices


    Overview of “LifeTouch” Series Android Tablets


    The “LifeTouch” tablet series can be used easily, featuring a lightweight body, touch panel and Android OS. Advantages include providing the necessary security functions for business use and supporting for customizations such as the addition of other functions or a batch default setup.Three products have been produced according to the different usage scenes. The “LifeTouch L,” which comes with a large 10.1-inch LCD screen, features a thin and lightweight body, it measures 7.99 mm thick and weighs just 540 g. The “LifeTouch B” has a 7-inch screen and can be held with one hand, it is waterproof and could be utilized in various business fields. The “LifeTouch W” features a book-style dual screen, which is adaptable for unique usage scenes.


    VersaPro Type VZ - A Windows 8-based, Large-screen Tablet PC


    Incorporating a 12.5" LCD screen, the newly announced VersaPro Type VZ (VK15E/ZS-G) is a tablet PC that mounts the latest Windows 8 operating system. This paper discusses the product concept and the technological devices that have been employed to commercialize the product.


    Development of an Android-based Tablet (Panel Computer series)


    The recent activation of the tablet market is encouraging many enterprises to study the use of tablet terminals. At NEC, the Application Appliance Division has been developing products meeting various business operations and business type requirements in collaboration with each customer. For this opportunity, the division has commercialized an Android-based tablet by making full use of our rich experience. This paper introduces the convenience in actual business operations of this product, its features including stability improvements, the process of its commercialization and actual cases in which this product has been introduced.


    ■Solutions


    ConforMeeting: A Real-time Conference System Compatible with Smart Devices for Conducting Paperless Meetings


    The recent increase in the diversity of work styles demands changes in our working environments. People are expecting to work in their favorite places and at their most convenient times, rather than working in a certain place like an office during certain hours. The “ConforMeeting” series resolves this issue. By developing it to be compatible with smart devices, the usage scenarios of the “ConforMeeting” series have been significantly expanded. It is now available for use outside offices and it can also be a great tool for seminars, etc.This paper introduces the ConforMeeting series and its innovative usage scenarios.


    BusinessView Maintenance Work Solutions Utilizing Smartphones


    BusinessView (called CSView/Reception Management by NEC) is a contact center application by NEC Nexus Solutions that enables the centralized management of reception processes, starting from the reception of customer inquiries all the way to completion of processing. BusinessView Maintenance Work Solutions improve the efficiency of maintenance staff assignment and the response time to customer requests by performing location management (GPS information) of staff whereabouts and the management of their schedules. It also improves the efficiency of maintenance work by taking advantage of the functions of the smartphones carried by staff, such as searching relevant in-house documents, entering maintenance work data, and enabling printing of the maintenance completion reports from a mobile printer.


    Application of the UNIVERGE Remote Consultation Solution to Elderly Care


    A system closely ties the high usability of smart device terminals to Unified Communications can reinforce human-to-human bonds and bring innovation to work styles and lifestyles.This paper demonstrates that a system suitable for health consultation and monitoring services for the elderly can be realized by integrating tablet terminals to the UNIVERGE Remote Consultation Solution through a case study of the use of such system and clarifies how it can offer safety to the lives of elderly persons.


    Introduction of the GAZIRU Image Recognition Service


    Based on research results of NEC, we are now providing the GAZIRU service. This is an image recognition service that operates on smartphones and comprehensively recognizes objects including threedimensional objects that have conventionally been regarded as being difficult.By using GAZIRU, companies will now be able to easily take advantage of image recognition technologies; thereby enabling their businesses to take advantage of the new services using image recognition. An overview of GAZIRU and examples of its service applications are described in this paper.


    Tablet Concierge - An Ultimate Customer Service Solution -


    Smart devices are rapidly disseminating in society and as essential tools of our every day lives are increasingly becoming capable of changing our life styles. Due to their innovative user interfaces, they also have the momentum to effectively change business styles while appealing to the business usage market.NEC System Technologies, Ltd. joined this market trend from its early stages and it has been conducting R&D to apply our products and services in improving the performance of smart devices. This paper introduces details of how we are continuing to promote these activities.


    Development of a Business Systems Template for Use with Smart Devices


    NEC Soft has developed a System Integration (SI) template for business systems that makes use of smart devices to support periodical inspections and checks. The template utilizes Android terminals and is equipped with functions that allow it to be suitable for a variety of business types. An interchangeable components system has been prepared in order to improve the system development efficiency. The template is designed to support global applicability of multi-language compatibility and to promote its deployment in China and Southeast Asia. With a demonstration site built in the OSS cloud-based environment, it is expected to contribute to the discovery by customers of reformed business ideas using smart devices.


    Introduction of Video Communications Cloud Services Compatible with Multiple Devices


    Against the background of an aging population, combined with a diminishing number of children as well as prolonged economic stagnation, there is an ongoing trend in which many public institutions and private enterprises are choosing cloud services for the sake of cost reduction. At the same time, their review of BCPs (Business Continuity Plans) has spurred increased interest in video-based communications, including videoconferencing systems that take advantage of tablets as part of the maintenance of a remote office environment. To meet these needs, NEC offers a multifunctional video communications cloud service that is compatible with multiple devices and multiple protocols while ensuring the capability to link with conventional videoconferencing systems.


    ■Technical researches


    Towards a User-Friendly Security-Enhancing BYOD Solution


    Bring Your Own Device (BYOD) is attracting considerable attention nowadays. In BYOD scenarios, enterprises wish to integrate their employees’ mobile devices in enterprise operations (e.g., reading emails, editing documents). This clearly raises serious security concerns since the mobile device in question is not under the control of the enterprise and is vulnerable to a wide range of security threats. In this article, we address this problem and propose a solution that enhances the security in the BYOD scenario without compromising the usability, and flexibility of the system. Our proposed solution does not require modifications to the underlying operating system of the device and enables IT officials to remotely manage their desired security policies.


    Implementing Secure Communications for Business-Use Smart Devices by Applying OpenFlow


    The increasing use of smart devices in enterprise businesses is making it an urgent task to take proper measures against information leaks. The NEC Cloud System Research Laboratories is conducting R&D into a flexible network control function that links networks and smart devices by introducing OpenFlow technology to smart devices. This paper introduces the improved safety of business communications using smart devices achieved by applying this technology.


    Human-Computer Interaction Technology Using Image Projection and Gesture-Based Input


    In order to provide easy access for all to cloud services, NEC has developed an interactive technology that enables control of information using images displayed by projectors and gesture-based input. This technology enables operations such as selection of information and transfer of data between devices by using gestures and without the need for input devices such as a remote control or mouse. It does this while displaying images that support input in any chosen location over a wide area by combining a micro projector, which is equipped with a movable mechanism, with a camera that measures and recognizes 3D shapes. This helps achieve a natural humancomputer interaction that functions intuitively for users and makes it easy for them to understand operations.


    Noise Robust Voice UI Technology and Its Applications


    This paper introduces a technology of noise-robust speech recognition to correctly recognize a user’s speech even in places with a high level of background noise and immediately respond to it, together with applications of this technology. Voice UI is useful when the user’s hands or eyes are busy, but the background noise may cause false operations. The accurate detection of the user’s speech using two microphones and the noise reduction with speech patterns suitable for speech recognition; these techniques enable applications of speech recognition in domains where this has previously been regarded as being difficult. In addition, these techniques also enable the usage of voice UI more natural.

  


  
    General Papers


    Efforts to Solve the Congestion Problems of Mobile Communications Services during Major Natural Disasters


    A communications outage may occur as a result of congestion of the mobile communications networks or of multiple and simultaneous physical damages to the transmission lines and communications facilities that comprise the mobile communications networks. Such issues may all be caused by a massive and concentrated occurrence of calls and data transfer from and to mobile phones, especially during major natural disasters happen. It is essential therefore for the congestion issues to be resolved and the networks to be restored.As a part of the R&D strategy to solve these issues, this paper discusses suitable technologies designed to enhance processing capacity by using virtualization of the communications services, a priority control technology for mobile traffic using OpenFlow and a quality maintenance technology for virtualized communications services.
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    The continuing digitization of information, mobile network advances… Against this background, we are now witnessing the rapid and widespread adoption of smart devices. Today we see using their smartphones to read newspaper and magazine articles and even placing orders for products that catch their eye right on the spot as they ride the commuter trains to the office. In shops and boutiques, clerks are carrying tablets and using video to explain and pitch products. These other scenes of people taking advantage of the power of smart devices are already a familiar sight in the city.


    Smartphones and tablets together fall into the category of “smart devices.” This class of devices are characterized by a large screen and a touch panel that facilitate intuitive operation and the power of “real” expression as well as portability that allows their utilization regardless of location. In addition, smart devices hold the incredible potential to serve as an interface for systems that can deliver “big data”-based services by working in concert with marketing and analytical systems linked with the cloud via networks. In short, smart devices are evolving as tools that will drive social and corporate innovation.


    While continuing to enhance our MEDIAS and LifeTouch lineup of smart devices, NEC is providing a wide range of business fields and society as a whole with solutions and services that exploit the unique advantages of smart devices.


    In the world of business, smart devices are revolutionizing the way we do business and are indispensable to the development of solutions that can elevate customer satisfaction and multiply capabilities of the corporate sales and marketing force. For example, in case of customer service solutions, a smart tablet can be used to instantly search and retrieve requested information from a vast database of product information and display it - all on the spot right in front of the customer’s eyes with no delay. Video images can also be shown and support impressive, easy-to-understand presentations and explanations. Smart devices also can support follow-up actions to offer even higher customer satisfaction such as inventory confirmation, finalizing shipping arrangements and payment conditions, again without delay.


    NEC is also providing smart device-based solutions to support a safer and more secure society. For example, when an earthquake or other disaster strikes, emergency maintenance personnel dispatched to inspect structural integrity and other damage can use the camera on their smart device to broadcast real-time images and location information directly to the disaster management center from the site, so that simultaneously videoconference can be conducted with colleague about appropriate measures. Smart devices can also serve as a tool for the swift and effective utilization of public safety information provided by urban crime prevention system that incorporate sensors and facial recognition systems. The widespread penetration of smart devices in our lives is enabling the building of a safer and more secure society.


    NEC is also tackling solutions that will make the life of each individual more fulfilling and enjoyable. Mining various data such as search requests, inquiries and product/service purchases that are made using smart devices, we can suggest and provide products and services in synch with the personal preferences and lifestyle of the individual, helping the user enjoy a more pleasant and convenient life. In this special issue entitled “Smart Device Solutions,” we hope to introduce our readers to a broad diversity of the latest technology of NEC: from actual solutions that exploit the potential of smart devices to a variety of technologies that support these solutions such as imaging, voice recognition, sensing and the user interface. It also provides a look at how we are meeting the challenge of smart device security - a subject of growing interest, and addresses related issues such as BYOD (“Bring Your Own Device” - the use of the employee’s personal information terminal for corporate communications).


    At NEC, we are continuing to fortify a broad array of technologies that will pave the way for smart device usage, and at the same time, open the door to a society of richer communications.


    I hope that you enjoy this special issue and a peek into a smarter future.

  


  
    
      General Explanation of Special Issue
    


    
      　
    

  


  NEC Group Paves the Way for Smart Devices


  
    The widespread and rapid adoption of smartphones and tablet terminals is revolutionizing business scenes in the corporate world. Responding to these market changes and the demands of corporate customers, the NEC Group has been focusing on studying the related issues and developing approaches to resolve them. Our efforts have resulted in the construction of highly advanced systems that perform with a high degree of flexibility and speed, and an improved platform for solutions that ideally respond to the needs of the market. In this special issue, we would like to present the reader with an overview of this solution platform from the perspectives of services, devices, solutions and technological research.


    
      
        Senior Expert

        Business Promotion Division

        NEC System Technologies, Ltd.
      


      
        MORIKazunori
      

    

  


  
    1.Preface


    The widespread adoption of smartphones (as of FY2012, over 60% of Japan’s mobile phone market) has ignited the actualization of the smart device market, and the rapid penetration and utilization of these devices in the domain of business (see Fig.1 ). In 2012, tablet terminals overtook netbooks, and are on track to replace the desktop in shipped volume by 2013. Forecasts see the table segment continuing to grow and take 23% of the PC market by 2015 (see Fig.2 ). This can be attributed to the unprecedented level of user-friendly operation of smart devices combined with their quality of “expression” (display, etc.), nimble response and portability on a par with conventional mobile phones, which all adds up to the potential creation of innovative benefits in the business solutions market.
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        Fig. 1 Smartphone sales trends and projections (Domestic shipped volume).1)
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        Fig. 2 Smart device market scale trends and projections. 2)
      

    


    In particular, the solutions that can most fully exploit these advantageous characteristics of smart devices are the solutions that augment business operations conducted on site and in the field. In other words, all these devices hold the potential to enable every individual to execute and complete all their everyday business processes on the spot. On the frontlines of business, smart devices are revolutionizing the way we work.


    While the realization of solutions that exploit the power of smart devices can bring a multitude of benefits and create new added value, it is necessary to improve the system platform on which solutions are developed and operated to satisfy diversified market demands, and overcome a variety of technological issues. The most notable challenges are the establishment of an AP package platform that responds to the demands of the multi-OS smart device environment (iOS, Android, Windows, etc.), a native AP link platform that responds to and exploits the unique properties and capabilities of each smart device, a security platform that ensures safety and security in this highly portable environment, and a smart device operational management platform. The system development platform to realize these answers will require upgrading and developing technology for a system construction platform appropriate for numerous devices with different operating systems.


    While upgrading our own systems and framework to serve as a system construction platform for the realization of enterprise-class smart device solutions, the NEC Group has also succeeded in providing this platform as an actual product for development. This special issue introduces the crystallization of NEC Group’s technological know-how in a system that paves the way for safe, secure and comfortable-to-use smart device solutions, and the content of the technology that drives this innovation.

  


  
    2.Smart Devices are Dramatically Transforming the Business-scope


    The construction and application of systems employing information technologies have hitherto brought radical changes in the way we work and every facet of business. The question is why has the advent of smart devices triggered the need to tackle these issues anew. The answer lies in the characteristics unique to these smart devices: their potential to realize functions that are expected to bring dramatic innovation and to solve technological issues related to on-site processes that persisted from the past.


    Smart device characteristics can be summed up in the following 4 points:


    
      	User-friendly operability


      	Rich “expression”


      	Empowers users with responsiveness (adaptability) to changing circumstances through speedy sharing of information


      	Mobility

    


    Each quality is essential to meet the demands of constantly evolving daily business scenes, and positions smart devices as the ultimate all-purpose information weapon in the businessperson’s arsenal. The workstyle revolution ignited by smart devices is proving to be very effective in boosting on-site performance and raising customer satisfaction (CS).


    A typical example of leveraging the power of smart devices is sales activities (see Fig.3 ). By empowering sales managers to complete all business processes pursued over a normal day on the spot wherever they may be, the smart device is indeed revolutionizing work styles, and NEC is providing the smart solutions that are transforming this potential into a daily reality.
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        Fig. 3 Smart devices in the daily business routine.
      

    

  


  
    3.“Smart Device”-related Issues in the Business Environment


    The construction of systems that facilitate the utilization of smart devices and exploit the characteristics unique to these devices face a mountain of problems. Listed below are the major and obvious issues related to system development compatibility with the different operating systems that drive various smart devices.


    
      	Rising initial costs arising from coding according to the requirements of different operating systems (and different device models), intensive development over a very short time, and assignment of valuable human resources.


      	Increasing maintenance costs related to responding to frequent device/OS version upgrades.

    


    In addition, with increasing utilization of the mobile environment as a premise, the construction of a safe, highly secure environment is becoming even more critical (see Fig.4 ).
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        Fig. 4 The challenges of creating a safe and secure environment.
      

    


    Currently iOS, Android, Windows and other operating systems already have sizable domains in the smart device landscape. Depending the device, the installed OS will differ, and accordingly, the development programming language will differ. Even in the case of the development of business applications for smart devices, it is necessary to conform to the respective operating system, which means AP development using native language coding. However, AP development for each OS poses a huge cost risk from the perspective of maintenance and repair from a possible shift of smart device deployment arising from a policy of device selection according to the users’ environment and circumstances, or the future adoption of a BYOD (“Bring Your Own Device”) policy. In short, a single AP development platform that responds to a multiple-OS environment is urgently needed.


    For a highly secure environment premised on the challenges of a mobile environment, it will be necessary to not only adapt the existing security infrastructure, but also establish a new platform for device operation and management. Ensuring a safe and secure environment for “everywhere” device utilization an operation-management platform that provides “flexibility” of utilization in parallel with highly detailed management for both the device and user is essential.


    In order to solve these significant issues, NEC has already released an AP development platform for smart devices (SDE for Smart Device) and expanded smart device operation and management services. The details are explained in this special issue.

  


  
    4.NEC’s Approach to Smart Device Utilization


    In NEC Group, we are aggressively meeting the challenge of integrating smart devices by maintaining an in-depth grasp of smart device market trends, developing a system construction platform that measures and utilizes various benchmarks, studying and developing countermeasures for related technology issues, and creating the necessary mechanisms and structures.


    Formed to lead NEC Group-wide efforts, the “Smart Device Utilization Working Group” continues to pursue a wide range of activities. Studying and collating customer needs and issues, identifying issues to be addressed and swiftly constructing a solution platform, the Working Group aims at building shared understanding of the challenges and solutions among all companies in the NEC Group and realizing appropriate solution feedback to our customers.


    Together with the April 2013 release of “SDE for Smart Devices” - an AP development platform for past smart devices, NEC will further expand smart device operation and management services and establish a framework of solutions linked with other related platforms and infrastructure (see Fig.5 ).
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        Fig. 5 NEC smart device solution systems and framework.
      

    

  


  
    5.Conclusion


    In the future, we believe that needs related to the building of solutions that use smart devices will grow at increasing rate. Keeping a finger on the pulse of market trends and a sensitive ear turned to the voices of our customers, the NEC Group speedily responds to each demand, each issue. Specifically, we tackle numerous technological matters as an expansion of our technology assets and realize an ecosystem that shares our solutions both inside and outside the corporate environment. Through our ongoing fulfillment and sharing of this technology platform and infrastructure, it is our hope to make a useful contribution to the future business success of our customers.

  


  
    * iOS is a trademark of Cisco Systems, Inc. in the U.S. and other countries and is used under license.


    * Android is a trademark or registered trademark of Google Inc.


    * Windows is a registered trademark of Microsoft Corporation in the U.S. and other countries.


    * WiMax is a trademark or registered trademark of WiMax Forum.
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    Abstract


    The rapid dissemination of smart devices in recent years has been changing usage from the initial personal use to business use. However, smart devices are often involved in incidents such as theft or loss, so terminal management and security measures are indispensable for business use. This has led to the growth of security management operations and has made them an important issue.


    NEC supports enterprises introducing smart devices by preparing a comprehensive, far-sighted range of smart device management and terminal security solutions. This paper introduces details of these solutions.
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    1. Introduction


    As the business use of smart devices (smartphones and tablet terminals) is spreading, mobile device management (MDM) is now recognized as an indispensable management tool that is being actively introduced.


    The market is now flooded with a large number of MDM products. Their functions are enhanced day by day and MDM coverage is also expanding. NEC’s 3rd Carrier Services Division has commercialized the highly competitive MDM product (NC7000-DM Lite; hereafter “DM Lite”) as part of our MDM business strategy, which also provides a cloud-based service using the DM Lite (NEC Mobile Security Pro; hereafter “NMSPro”). These product and service will be advanced continually in the future.


    The characteristics of the DM Lite are described in sections 4 and 5 below, the NMSPro is described in section 6, and the NEC Mobile Security LCM (hereafter “LCM”), a service for the general support of smart mobile use by enterprises, is explained in section 7.

  


  
    

    2. Market Trends of MDM


    MDM was marketed originally as a security countermeasure to handle losses of smartphones and tablet terminals, following their increased business use, and its main purpose was to lock a terminal or to initialize (it clear data) remotely.


    However, as the actual use of MDM increased among enterprises, the required functions did not remain simply as terminal locking or initialization. The operational requirements of the businesses to be conducted by enterprises were now added. Specifically, terminal status management, asset management and application distribution have now entered the category of MDM functions.

  


  
    

    3. MDM at NEC


    3.1 MDM product (NC7000-DM Lite)


    In order to respond to the diversifying market needs, we commercialized an MDM product called NC7000-DM Lite and we are currently advancing its enhancement.


    We have previously launched a server product (NC7000-DM) that is used for management and control of feature phones by communications carriers. This product has actually been operated in carrier-grade large-scale environments. It has been developed making full use of the “expertise (large-scale/large-capacity) of NEC, which has been continuing R&D for carrier-oriented businesses over many years.” This expertise is also applied to NEC in-house and has led to the commercialization of the NC7000-DM Lite as a product that can be introduced in general enterprises as well as for communications carriers.


    3.2 MDM Services


    At NEC, we started provisions of two cloud-based MDM services based on DM Lite in February 2012.


    
      (1) NEC Mobile Security Pro (NMSPro)


      NEC 3rd Carrier Services Division implements the NMSPro (packaged solution service) as a menu supported service that does not need customization and enables immediate start up.


      (2) Smart device management service


      NEC IT Services Operations Unit implemented the Smart Device Management Service (SI type) with a menu that enables system integration (SI) such as linkages with business applications and backbone systems at the time of a service introduction.

    

  


  
    

    4. Features of NC7000-DM Lite Product


    The most useful four features of the DM Lite are the following (Fig. 1).
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        Fig.1 Four features of DM Lite.
      

    


    
      (1) Multi-user compatibility


      The first is the multi-user compatibility. Since a “one terminal per person” environment is not always possible in enterprises, the need for shared use is very high, particularly among business terminals. The DM Lite is designed to authenticate each user of a dedicated home application and sets the usable applications and functions according to the authority of each user.


      (2) Operations management functions in pursuit of usability


      The second feature is the pursuit of usability of operations management functions. One example is the profile distribution function. Some MDM products set the profile information per each terminal.


      However, in the case of the DM Lite, provided that a profile including the usable applications and securitypolicy is set per department or group, a user belonging to a specific group can automatically apply that profile to the terminal he or she uses.


      This is not only possible at the time of the initial setting. In the case of transfer or addition of employees, simply reflecting the information in the profiles, the latest profile is applied automatically thanks to the communication between the terminal and server. This system can reduce the operations management items and thereby reduce the operations load.


      (3) Security enhancement by linkage with NEC terminals


      The third feature is the linkage with NEC-made terminals. Specifically, linkage is possible with the MEDIAS, LifeTouch and business terminals.


      In general, MDM controls devices using APIs (Application Programming Interfaces), which are made public by OS and terminal manufacturers. In such case, MDM can only control devices within the certain level of their performance.


      An enterprise that requires particularly strict security can take stronger measures by adopting the combination of NEC-made terminals and the DM Lite, which is shown in Fig. 2.
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          Fig.2 NEC terminal linkage of DM Lite.
        

      


      The Inhibition of OS version upgrading and USB connection are also functions that are essential for business use in preventing illegal use. The collection of terminal usage logs is also one of the main functions of the MDM, and DM Lite is capable of collecting more detailed information than ordinary MDM systems.


      (4) Anti-malware measures


      The fourth feature is the anti-malware measures. The MDM terminal, application management function, anti-virus function and URL block are integrated so that all can be controlled from a single console.


      Should a virus be detected on a terminal, the notification is automatically displayed on the DM Lite management screen, so that the administrator can identify what is detected and at which terminal in real time.


      Integration of the anti-malware measures and the MDM contribute greatly to a reduction in the management burden.


      The anti-virus function and the URL block that are integrated with the DM Lite are the products of Webroot, Inc., which is an American software manufacturer. The Webroot products are highly evaluated for the absence of pressure on the device resources, lightness, quick search and low battery consumption.

    

  


  
    

    5. Future of DM Lite


    
      The following function extensions are planned for the DM Lite.


      (1) Multi-device/multi-OS compatibility


      The DM Lite is already compatible with Android and iOS terminals, and measures are being advanced for compatibility with Windows (it is planned to provide Windows with the lock function for use in the case of loss).


      To make the DM Lite capable of providing the same wide range of features as the MDM system, e.g. the capability for taking quick measures in the case of the launch of a new terminal, or upgrading of an OS version, upgrading will be prepared.


      (2) Prevention of iOS configuration profile deletion


      Various MDM products for use in managing the iPhone and iPad are already marketed, but their common problem is that effective management becomes impossible if the configuration profile that requires to be controlled is deleted. Also, if the configuration profile is deleted, it is necessary to reconfigure the initial setting of the terminal.


      To solve this problem, the configuration profile deletion prevention function will be provided before the end of March 2013. This function will allow enterprise administrators to manage iOS terminals securely and safely.


      (3) Quarantine function


      Accessing corporate networks or systems from smartphones is increasing. For this case, the MDM alone is inadequate and a quarantine function is required.


      DM Lite manages the profile application situation, and the terminal quarantine status, such as for a malware invasion, and prepares the web API according to the quarantine status. When it is linked with a quarantine server, the smart devices accessing the corporate network can refer to the quarantine status of the DM Lite for a quarantine check.


      As an optional function, the DM Lite alone can disconnect the Wi-Fi connection when the quarantine status is NG (Not Good).


      (4) Linkage with an authentication function


      The user authentication of the DM Lite-dedicated home application can be linked to the authentication product (NC7000-3A) of the NEC’s 3rd Carrier Services Division in order to implement a more secure environment.


      This linkage also makes it possible to implement single sign-on (SSO) and thereby improve the convenience of terminal users.


      In addition to the authentication linkage, we are ready to plan linkages with both NEC and non-NEC products to offer solutions that can meet the needs of enterprises more effectively.

    

  


  
    

    6. Features of NEC Mobile Security Pro (NMSPro)


    The NMSPro is a cloud-based service, so customers do not have to prepare servers and other devices in order to introduce MDM. They can use the MDM service soon after they apply for the service. Even after introducing the MDM service, the fact that the NMSPro is a cloud-based service allows it to deal with an increase in the number of users without need for a server upgrade. Furthermore, when the LCM service described in section 7 is used, a speedier MDM introduction is possible without increasing workload.

  


  
    

    7. Total Support of Smart Device Lifecycle


    NEC offers the DM Lite as a secure product for smart devices and the NMSPro as a cloud-based service. However, for actual use by enterprises, the emergency lock function in the case of a terminal loss during non-business hours, as well as the policy establishment and terminal initial settings at the time of terminal introduction are additionally necessary.


    NEC does not limit its products to the provision of solutions, but will also provide the LCM suitable for actual operations per enterprise for the total support of smart device lifecycles.


    The LCM deploys the following menus


    
      	Policy establishment support


      	24h-365d contracted operational support.


      	Operations analysis


      	Data recovery


      	Terminal initial settings (kitting)


      	Help desk


      	Spare device provision


      	Usage fee analysis

    


    7.1 Introduction Support


    One of the traditional issues in the introduction of smart devices in enterprises is the increase in the workload on the system department managing the smart devices.


    When introducing smart devices, it is required to establish a smart device security policy and operations rules; and to perform kitting of the introduced terminals according to the business form and method of usage of the enterprise introducing them.


    The LCM service has already been introduced in a wide variety of business types. Our SE specialists of the LCM support the establishment of an ‘optimum policy’ and ‘operational rules’ via their expertise.


    For the kitting, NEC has expertise as a terminal manufacturer and also possesses large-scale kitting centers in several locations across Japan, so the introduction of even thousands of terminals is possible.


    7.2 Operational Support


    Even after the terminals have entered the operational phase, there are still many issues, so the system department of the enterprise should be ready to accept emergency notices day and night in order to prepare for emergencies; including the loss of a terminal by an employee. It is also necessary to prepare a system for handling inquiries from employees who are not yet accustomed to using smartphones.


    The LCM can respond to terminal lock and wipe (data erasure) requests in the 24h-365d system by substituting the system department that manages the terminals. SE specialists offer technical support to enable safe, secure use of smart devices by all employees.


    Other services additionally available include the arrangement of substitute terminals in case of a terminal failure, data erasure before terminal disposal, and terminal usage fee analysis.


    Via menus offering various services, the LCD provides comprehensive support for safe, secure use of smart devices by all employees, while minimizing the workload of the system department that manages the smart devices.

  


  
    

    8. Hybrid Solutions for Smart Devices


    Many of the enterprises that have introduced smart devices are still only capable of using smartphones in reading E-mails and documents and in placing phone calls. To deal with this current status, NEC is planning to deploy the NEC Enterprise Suite (hereafter “ESuite”), which provides general enterprise solutions for smart devices developed besides the DM Lite/NMSPro, and is not limited to those in the security domain.


    In addition to the DM Lite/NMSPro, the ESuite provides various solutions, including the NEC Cloud Authentication (authentication and ID management), the NEC Cloud Smartphone (virtual smartphone) and solutions that are applicable to enterprise systems, such as quarantine, VPN and asset management solutions, as well as the Smart Communicator Catch! (communication support,); which is a communication tool for promoting business efficiency improvements using smart devices (Fig. 3).
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        Fig.3 Smart device introductory steps and correlations between solutions.
      

    


    By combining these solutions, we offer comprehensive support for various usages of smart devices including the BYOD (Bring Your Own Device) in enterprises.

  


  
    

    9. Conclusion


    Smart devices free the work styles of employees from conventional work on PCs and deskwork and change them to those not restricted in location and time. This change is expected to give rise to widely variable new usage scenarios in realizing predictions. We intend to continue our technical development program in achieving an increasingly active usage of smartphones.

  


  
    

    *Android is a trademark or registered trademark of Google Inc.


    *iOS is a trademark of Cisco Systems, Inc. in the U.S. and other countries and is used under license.


    *Windows is a registered trademark of Microsoft Corporation in the U.S. and other countries.


    *iPhone and iPad are trademarks of Apple Inc. The iPhone trademark is used under license from AIPHONE CO., LTD.


    *Wi-Fi is a registered trademark of Wi-Fi Alliance.
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    Abstract


    Smart devices such as smartphones and tablet terminals, which have disseminated under the leadership of general consumers, are beginning to be used as IT devices within enterprises. They not only meet the simple need for the replacement of mobile phones, but their abundant features such as light weight, mobility, low price, intuitive usability, a camera, a permanent network connection and location information make them applicable to actual cases of paperless and IT business operations that were not possible with devices in the past. On the other hand, the use of smart devices poses new issues that IT departments must solve, such as the need for security at the PC level and measures against short product cycles. This paper introduces three case studies in which smart devices have actually been applied along with some solutions for these issues.
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    1. Introduction


    Consumerization - the increasing use of new IT devices incorporating Android and iOS for general consumers, such as smartphones and tablets, and the services based on them - is becoming active among enterprises. This does not simply mean the replacement of mobile phones with smartphones. It is because of advantages such as “lighter weight, slimmer size and higher mobility” than PCs, “larger screen and better visibility” than mobile phones and “a touchscreen panel enabling intuitive operations” that the dissemination of smart devices such as smartphones and tablet terminals is accelerating in various business environments.


    In the initial stage of dissemination, the majority of enterprises regarded smartphones as a replacement for mobile phones or as a communication tool for mailing and scheduling. However, some advanced enterprises noticed added-value functions such as a camera, a permanent network connection and location information and tackled utilization for business purposes such as sales activities and field maintenance.


    According to a survey by Fuji Chimera Research Institute, Inc., the number of smart devices used in the corporate sector in 2016 is expected to grow to about 5 times that of 2010, and the total number disseminated in the enterprise market is predicted to be 1.3 million units. This means that more than 80% of the mobile subscriptions of enterprises will be replaced by smart devices.

  


  
    

    2. Trends in Utilization by Enterprises


    Current utilization of smart devices can roughly be classified into three trends (Fig. 1): “replacement of mobile phones” for replacing mobile phones, “replacement of business terminals” for replacing business-dedicated terminals used for specific purposes and “introduction of new business andoperations” aiming at using smart devices in business reform, the introduction of IT and the creation of new business.
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        Fig.1 Trends in smart device utilization.
      

    


    
      

      (1) Replacement of mobile phones


      Issues involved in introduction include transition plans for the functions used with mobile phones, settings information, on-premise wireless LANs and PBXes and the required new security measures accompanying replacement with smart devices.


      (2) Replacement of business terminals


      Although there are many advantages to this replacement, such as reduced costs for terminal purchase and maintenance and application development, it is necessary to modify applications to implement smart device compatibility and to introduce advanced security and terminal management systems matching business usage.


      (3) Introduction of new business and operations


      Studies should be done, not to mention business targets and operation plans prepared, on an investment recovery program, the development of new applications and the establishment of trial plans involving end users. In particular, with utilization studies that begin by thinking about nothing other than using smart devices and in business fields where paperless work and the introduction of IT have been difficult, it is necessary to elaborate scrupulous execution plans and effective evaluation processes.

    

  


  
    

    3. Smart Device Life Cycle Management and MDM


    Smart devices are being introduced to meet various needs, including those of business. For IT departments, the most important factors determining evaluation and selection are security measures and terminal management functions (MDM: Mobile Device Management) together with OS selection and terminal/circuit procurement. Since smart devices are most often used on public networks such as the mobile network and the Internet, they require the preparation of secure network environments that are different from those of PCs, which are mainly used on intranets. In addition, the advantage of high mobility also means a higher risk of information leak by theft or loss than with PCs. Considering the design differences between each mobile carrier and device manufacturer and the need to deal with frequent OS version upgrading, it is indispensable to establish a security policy with a comprehensive perspective of entire product life cycles.


    In addition, to improve the effectiveness of an introduction, it is necessary to select the terminal optimum for the business of each enterprise, to study and build an efficient business operations system and to prepare an operation and maintenance system covering fault countermeasures. However, under the current circumstances in which the product life cycles, specification change cycles and price drop cycles of smart devices are very short, it is not a good idea to do all of these exclusively using the resources of an enterprise.


    At NEC, therefore, we provide a wide range of solutions to meet the needs described above. Specifically, we provide solutions to support the use of smart devices throughout their useful life cycle, from “consulting” to clarify the purpose of introducing smart devices for each customer, operation methods and security policy to a “proposal of optimum terminals and applications” for solving issues in the customer’s business, “kitting” for smooth introduction, “preparation of network environments” such as wireless LANs or VPNs, “security measures” and “device management” including linkage of users (Fig. 2).
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        Fig.2 NEC’s coverage in the smart device business.
      

    


    Providing integrated solutions covering everything from devices to communications environments, service platforms and business-specific applications, our “smart device utilization solutions” explore every issue in an introduction study and the actual operations of each customer and contribute to the enhancement of sales abilities, the improvement of operational efficiencies and the creation of new business for the customer through the utilization of smart devices.


    For business purposes, we provide the Smart Device Management Service, a cloud-based MDM service featuring advanced information security measures and highly convenient device management functions. It is a highly flexible cloud-based service capable of linkage with existing systems. In addition to batch settings for all terminals, it is capable of “terminal management” and “terminal control” functions such as restricting distributed applications at a per-user level and remote password change or terminal data wipe in case of theft or loss. It also features rich operational functions required for business use, such as delegation of authority according to organizational layer or department (Fig. 3).


    
      [image: e120304_03.jpg]

      
        Fig.3 “Smart Device Management Service,” an MDM service provided by NEC.
      

    

  


  
    

    4. Case Studies


    Some advanced enterprises are already using smart devices freely by addressing the above issues. In the following, we will introduce three cases of advanced introduction for which we provided support.


    4.1 Introduction as an Information Sharing Promotion Tool


    One enterprise introduced MEDIAS smartphones as tools for promoting information sharing when employees are away from the office. The possibility of using a single unit, not only for phone calls and e-mail but also for business applications, has eliminated the traditional need to use a PC and mobile phone separately according to each required action. High portability and speedy startup have also improved the ease of international communications.


    In this case the Smart Device Management Service was also used, so that the resulting possibility of the integrated management of login authentication and application usage restrictions makes possible secure operations and simple operability without imposing burdens on IT departments. The particular wishes of this enterprise were to reduce roaming costs even when users are overseas and to enable the use of applications even without connecting to the network. To meet these customer needs, we provided a local cache function to enable the use of applications and security functions even without connecting to the network, thereby reducing roaming costs.


    4.2 Introduction as a Business Support System


    The next case is an introduction to the Sawayaka Shinkin Bank, which built a sales support system using smartphones under our guidance. This system has made it possible to perform operations that used to be done using handwritten forms and mobile phones - such as visit management, customer information inquiries and temporary receipt issues for bill collection and passbook keeping - more securely and smoothly. The information associated with these operations is processed in real time and managed by the server and, in addition, temporary receipts can be issued immediately by printing them on a mobile printer connected to the smartphone through Bluetooth communication, so that sales staff can serve customers accurately and quickly even outside the office. In addition, the GPS function of smartphones will be linked to a map information system so that they can also be used as tools to confirm the safety of sales staff in case of disaster.


    4.3 Introduction as Sales Tools


    The last case study deals with enterprises that tackle business reform by means of smartphones. One such enterprise is Itochu Enex Co., Ltd., a general energy sales enterprise developing community-based business in Japan. This enterprise introduced NEC’s LifeTouch series of tablet terminals and the Contents Director, NEC’s cloud-based content distribution service, and built a mechanism for the timely distribution of sales tools, including product catalogs and product demonstration movies. These are selected by headquarters according to the department to which each sales engineer belongs, the promotions situation in his or her territory and the inventories of the products handled. This service can improve the efficiency of sales activities because the sales engineer does not have to print sales tools on paper and can view a list of only the sales tools required for him or her by simply opening the terminal. Furthermore, it also allows headquarters to identify the browsing history of each sales tool and use this data to review these tools and the deployment of sales promotion measures.

  


  
    

    5. Conclusion


    As seen in the above, the use of smart devices in business allows enterprises to benefit from important advantages, including reduced terminal and application prices and improved business efficiency, as well as the construction of new business models. However, to make this possible, it is important to select the optimum solutions capable of solving the associated issues. At NEC, we not only provide terminals but also support their effective use throughout their life cycles. We also propose the optimum mode of smart device utilization for each customer and offer strong support for business reform.

  


  
    

    *Android is a trademark or registered trademark of Google Inc.


    *iOS is a trademark of Cisco Systems, Inc. in the U.S. and other countries and is used under license.


    *Active Directory is registered trademark or trademark of Microsoft Corporation in the U.S. and other countries.


    *Wi-Fi is a registered trademark of Wi-Fi Alliance.


    *LTE is a registered trademark of European Telecommunications Standards Institute(ETSI).


    *Bluetooth is a registered trademark of Bluetooth SIG, Inc. (USA).
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    Abstract


    Recently, users of smart devices such as smartphones and tablet terminals have been increasing both in the business and individual markets. In the business environment, the innovative use of smart devices has already begun and situations in which employees perform business tasks from outside the office by using smart devices are increasing. With regard to the individual market, various smart devices have already been released by the mobile carriers. This paper introduces an authentication solution that has been developed at NEC to support users to enjoy smart devices safely, securely and simply under the current trend for use with various terminals, regardless of the chosen OS or network.
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    1. Introduction


    The introduction of smart devices in the business domain is increasing year on year and the number of shipments is expected to grow even more in the future.


    Businesses are promoting the use of smartphones in support of their day to day activities because of the high portability, sophisticated appearance and for the cost reduction that results from paperless operation. In the individual market too, the number of smart device contracts of each mobile carrier increases every year.


    In recent years the product configurations of terminal manufacturers have also been changed in order to focus more on smart device usage. Accordingly, the services provided for end users are also becoming smart device compatible.


    These market trends are backed by the fact that smart devices have evolved into terminals that are usable by a wider range of users. This is due to the improved performance of smart devices, the enhanced user-friendly interfaces made possible by touchscreen panels, etc., and by the drop in prices.


    Nevertheless, the use of smart devices is associated with several issues that should be solved by applying certain measures. This paper introduces the issues that mainly involve security in the use of smart devices as well as discussing the solutions proposed by NEC.

  


  
    

    2. Businesses Utilizing Smart Devices


    2.1 Purpose of Introduction of Smart Devices


    In general, the devices used to support the business procedures of corporate enterprises have been PCs, but the advance of smart devices has been shifting work styles to those that utilize smart devices. The representative changes in work styles are as listed in the following:


    1) Execution of business operations by remote access from outside the office.


    2) Promotion of paperless meetings by adoption of electronic data.


    3) Customer explanations and PR using a touchscreen panel.


    4) Multi-device operations using PCs as well as smart devices.


    Common to these changes is the “capability of executing operations with a single smart device.” We believe that this is also the main reason for the introduction of smart devices by multiple enterprises.


    2.2 Issues with Smart Devices


    One of the issues of the execution of business operations from outside the office is access control in cases when the Internet is used. With operations inside the office, terminals such as PCs are connected to a LAN, so access to various business systems is possible by simply logging in using the employee’s ID and password. If such a system is opened to use outside the office, there is a risk of access by persons who have obtained the ID and password illegally.


    One of the existing methods of preventing illegal access is the two-factor authentication that uses hardware or software tokens. The mobile PC is used to implement the two-factor authentication by using hardware tokens such as a one-time password generator or USB token. With smart devices, however, hardware connection is not as easy as for a PC because of the small number of connection ports for micro-USBs, etc. In addition, as the smart devices are operated in the hand, the usability is downgraded considerably if certain hardware has to be kept connected to it.


    On the other hand, the two-factor authentication using software-based tokens is possible by adopting one-time password generation via an application or a software certificate. In this case, smart devices can be used with high convenience and without the need for additional equipment or facilities. However, with regard to the software certificate, the security itself is weaker than for the hardware tokens, which may easily result in an illegal access issue if the certificate is stolen.


    As described above, the business use of smart devices is accompanied by the issue of “compatibility of security and convenience.”


    2.3 Multi-device Authentication


    The NC7000-3A is an NEC product equipped with the “3A Secure Token” that achieves compatibility of security and convenience as discussed above. The features of this product are as follows:


    1) Software certificate without the need of additional equipment


    2) Camouflage technology providing protection against abuse in use, even in the case of theft


    3) Multi-device compatibility regardless of OS for Windows PC, iOS or Android OS


    
      

      (1) Software certificate without the need for additional equipment


      The 3A Secure Token utilizes a software-based, an X.509-base software certificate in which the NC7000-3A adds original security features. The software certificate does not need special equipment such as a hardware token, so the costs of procurement and operation can thereby be reduced.


      The 3A Secure Token can be used in two ways; the first method performs authentication based on the ID and password that an end user inputs and the second method performs authentication without the ID and password input.


      The two methods have a trade-off relationship between security and convenience. It is therefore necessary to select the optimum method according to each service and/or use case.


      (2) Camouflage technology protecting against abuse even in the case of theft


      Due to the mechanism of the ordinary software certificate, it has been weak against the offline brute force attacks in cases when the certificate has been stolen. The 3A Secure Token has solved this problem by means of its camouflage technology (Fig. 1).
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          Fig.1 Camouflage technique of 3A Secure Token.
        

      


      If an ordinary software certificate is used, a brute force attack can identify the secret key information, which is used illegally by a malicious attacker. With the camouflage technology of the 3A Secure Token, information seeming like a secret key is output every time and, if the attacker wants to find the real secret key, the attacker has to send an authentication request directly to the authentication server. Before the attacker completes checking all of the billion items of camouflaged secret key information, the authentication server locks the authentication when wrong attempts occur several times, so illegal access can be prevented.


      In this way, the 3A Secure Token is a software certificate that is capable of achieving a security strength equivalent to that of the hardware tokens.


      (3) Multi-device compatibility


      Multi-device operations with which a single person uses several terminals including smart devices and PCs are increasing. Even in such cases authentication of the 3A Secure Token is possible by using the same ID and password.


      The 3A Secure Token can be used on various terminals irrespective of OS choice, such as for the Windows PC, Android OS and iOS. There is also freedom from network restrictions and authentication is possible so far as the terminal in use is online.


      In addition, installation of the software certificate is possible by online downloading from anywhere that you happen to be. There is no need to gather the terminals for the setting.

    


    2.4 NEC Cloud Authentication


    The multi-device authentication using the 3A Secure Token described above is provided as a cloud-based authentication service for corporations by “NEC Cloud Authentication”. Provision of this service as a cloud service enables early startup of the service and reduction of the installation and operation costs (Fig. 2).
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        Fig.2 Outline of NEC Cloud Authentication.
      

    


    The usage situations in which the NEC Cloud Authentication can be applied are as described in the following.


    
      

      ・Corporate system access from outside the office


      Secure access from outside the office to a business-purpose web system is possible using the multi-device authentication facility.


      ・Substitute to hardware token


      Although the hardware token offers high security, its cost is very high. The NEC Cloud Authentication can be usedto replace it with a software token, which offers an equivalent security level at a lower cost.


      ・SSL-VPN authentication


      The multi-device authentication is compatible with the RADIUS authentication. The RADIUS authentication is necessary when connecting an SSL-VPN device of the Juniper Series, etc. The NEC Cloud Authentication supports the RADIUS authentication, so that it can be used in SSL-VPN authentication.


      ・Single sign-on between systems or cloud services


      The compatibility with standard protocols such as OpenID 2.0, SAML 2.0 and OAuth 2.0 makes possible a single sign-on between services in different domains. A user is required to input ID and password only once when he/she accesses several services in different domains. Because the services share authentication results securely, a user is authenticated without inputting ID and password to all of them.


      ・LDAP linkage


      Linkage with an LDAP server of the enterprise is possible.

    

  


  
    

    3. Authentication Service for Consumers


    Consumer-oriented services also involve the security issue derived from the differences between smart devices and feature phones.


    The 3G and LTE networks provided by the mobile carriers are capable of authenticating users by linking the SIM card of each user with the terminal. However, smart devices connect to the Internet, including Wi-Fi, in addition to mobile networks. This means that the Internet-based “open” world is now asked to implement the user security equivalent to the network authentications of mobile carriers (Fig. 3).
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        Fig.3 Authentication method in the “opened” world.
      

    


    The means for enhancing security may include the use of hardware tokens or an increase in the number of password digits, but both of these solutions compromise the convenience of users.


    Consequently, authentication using the 3A Secure Token is regarded as being promising.


    The 3A Secure Token has high security in spite of the use of software a certificate, and it may be used regardless of terminal types and networks. It can be used by simply installing it without adding hardware and authentication of users is possible using a 4-digit PIN code in consideration of the appropriate usability. With its compatibility of security and convenience, it can be used safely even by consumers who do not have a high IT literacy level.


    The multi-device authentication facility makes it possible to assign an identifier to the accessing user in order to distribute a recommendation or personalized information to that user. The consumer-oriented cloud-based authentication makes it possible to use these features, and the service NEC provides is the “Smart Cloud Sign.”

  


  
    

    4. Conclusion

  


  In this paper we discussed the security issues in the use of smart devices and proposed our authentication platform product and cloud authentication service as solutions. Smart devices are expected to be used actively in operations that involve confidential systems of enterprises. In this case, it will be necessary to develop solutions that place more emphasis on security. At NEC, we will continue to expand the services in this field and provide solutions for issues experienced by enterprises and consumer service providers.
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    Abstract


    Smart devices such as smart phones and tablet terminals are gaining remarkable popularity as their utilization spreads among both consumers and enterprises. As various services are now deployed on smart devices and the volume and complexity of such services are increasing more than ever, it is now necessary for the required solutions to be provided as a one-stop service so that solutions are capable of producing optimal value-added services. This paper describes the efforts being made by the authors at NEC for dealing with the current market environment in developing a cloud-based service solution for smart devices.
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    1. Introduction


    Popularization of smart devices (the generic term for referring to smartphones and tablet terminals) has been remarkable in recent years (Fig. 1). A wide range of commercial interests including carriers and service providers have noted the capability of providing various services via sophisticated smart devices and are actively developing businesses in this field.


    
      [image: e120306_01.jpg]

      
        Fig.1 Estimation of smart device sales.
      

    


    Under such circumstances, it has become an important challenge for a business to start provision of services at low costand quickly. The cloud service (XaaS) is attracting attention as a solution for this challenge and its market scale is expected to increase in the future.


    This paper describes the Smart Mobile Cloud (SMC), which is a cloud-based service solution for smart devices that has been developed by NEC to deal with such a market environment.

  


  
    

    2. Outline of Smart Mobile Cloud


    The SMC is composed roughly of three layers (Fig. 2), and by combining the layer components flexibly a service that offers extendibility is enabled. This feature thereby provides the SMC user with solutions that meet a wide range of optionsaccording to business plans and functions. These are seamless solutions that are effective from startup to operation and administration.


    
      [image: e120306_02.jpg]

      
        Fig.2 Configuration of the Smart Mobile Cloud Solution.
      

    


    The next section describes the efforts achieved so far and the features of each layer.

  


  
    

    3. Efforts and Features of Each Layer


    3.1 Efforts and Features of the SaaS Layer


    The SaaS layer provides services that support positive use of the open & mobile values of smart devices. In this section, we will deal with smart communication support solutions that utilize smart devices.


    
      

      ・Smart Communicator “Catch!”


      This solution estimates the status of the communication recipient (while walking or traveling in an automobile or in a train, etc.) based on the information from the acceleration sensor incorporated in each smart device and recommends the smartest method of communication to suit the status (Fig. 3).


      
        [image: e120306_03.jpg]

        
          Fig.3 Image of service by Smart Communicator “Catch!”
        

      


      This procedure supports efficient communications when using smart devices by determining the status, recommending the optimum communication method and offering a reply template selection function. The status determination technology can also be applied to support automatic selection of the optimum network communication environment for the smart device. As various means of communications including 3G and Wi-Fi areavailable for smart devices, selecting the best communication method for the current status contributes to a reduction in the battery load of devices as well as to the network load of the carriers.


      ・Social Communicator “Wa”


      One of the most frequently used services for smart devices is the SNS (Social Networking Service).


      In addition to SNSs such as Twitter, Facebook and mixi, a large number of convenient web services are currently available including Google news, YouTube and the Hatena Bookmark.


      Social Communicator “Wa” performs integrated management of information and provides a communication application with an easy-to-use user interface, instead of leaving the user to access the frequently-used services individually (Fig. 4). Active use of “Wa” will implement smart information management of smart devices.
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          Fig.4 Image of service provided by “Wa.”
        

      

    


    3.2 Efforts and Features of BaaS (Backend as a Service) layer


    The BaaS layer componentize on the functions required for deploying services and provides them as service development infrastructures. The specific function components include authentication, billing, settlements and loyalty points service management. The member authentication, service billing, settlement and loyalty points service management services are essential service components. If a provided service can implement these functions by utilizing the function components of the BaaS solution of the SMC in place of development from zero (Fig. 5), it will be possible to reduce the service and application development loads and to concentrate resources on the creation of the value-added elements of the services.
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        Fig.5 Outline of BaaS function.
      

    


    The functions provided as the service development infrastructures are based on the expertise that has accrued via our development of carrier and business service systems and our NC7000 Series network service infrastructure software. We provide API that ensures easy access to a number of high-quality features without exposing the complexity of the functions and services of high difficulty for the users.


    To ensure service support from startup to actual operations as well as to improve the efficiency of service development, functions and services for supporting the operation and administration are also provided. These functions are defined as the business operation/administration infrastructures and their workflows (procedures) are stylized and automated in order to reduce the workload related to service administration and to increase the speed of the PDCA cycles of services (Fig. 6).


    
      [image: e120306_06.jpg]

      
        Fig.6 Example of use of business operation/administration infrastructures.
      

    


    3.3 Efforts and Features of the IaaS (Infrastructure as a Service) Layer


    The IaaS layer provides the flexibility that makes it possible to secure the IT resources quickly according to the degree of growth of each service in the service business where estimation of growth is highly difficult. At the same time as ensuring the availability and scalability of the system, this layer provides the functions relevant to the system monitoring/operation. These infrastructures function in common for improving the efficiencies of the design, construction and testing that have been done individually, as well as reducing the operation and maintenance costs of the IT resources.


    The public cloud IaaS market provides a large variety of services. However, some of these are not provided with quality guarantees while some do not provide accurate information on payment before use and the prices may become very high due to detailed pay-as-you-go billing.


    NEC provides safe and secure IaaS by incorporating our expertise in the provision of carrier system infrastructures in order to make it capable of providing service quality at a level that allows it to be used as a substitute for telecommunication equipment for carriers. We also manage the utilization situations minutely by distributed management and by provision of resources.


    For the future, we are planning to automate the service extension simulation and evaluation testing and to build a platform that features high compatibility with other IaaS services, so that service providers can perform service transition and service extension more flexibly.

  


  
    

    4. Examples of Services Utilizing SMC


    4.1 Improvement of User Attraction Performance and Profits


    The SMC creates new service values by capturing how the information element related to the services provided via smart devices are exchanged between the users on an SNS and by utilizing the results in the form of life logs and social graphs. Specifically, we analyze the influential users (those users who can easily influence other users) and support serendipity (potential interest that is not yet noticed). We then feed back the information optimally to the service users and service providers in order to offer new, personalized values and effects.


    In the retail industry the O2O (Online to Offline) service has recently become topical. Services that support the attraction of consumers to retail stores and their purchases based on linkage with their smart devices are attracting attention. The SMC can detect the location information of smart devices via Wi-Fi and acoustic-wave equipment and implement a mechanism for promoting revisits of consumers based on linkage with the obtained information by applying gamification factors, for example by offering points and coupons and by sending messages as well as by analyzing data such as the utilization history of consumers. This facility makes it possible to set a management policy that can build a win-win relationship between consumers and retail stores.


    4.2 Provision of Added Values and Differentiating Elements for IaaS Services


    The previously stated IaaS layer businesses has difficulty differentiating IaaS infrastructure which results in falling into price competition. On the other hand, users also have a need to reduce the lead time to the start of the IaaS service, including user provisioning and checking detailed charge billing policy. The BaaS solution of the SMC is capable of solving these issues by providing authentication/billing infrastructures for the IaaS service providers. This facility makes it possible to implement services that are more convenient and competitive for both users and managers of IaaS.


    4.3 Marketplace


    By consolidating several services for smart devices as a marketplace and providing them in an easy-to-use format such as a flat-rate system, while implementing mashup services, essential functions for the market place such as portal, user management and user authentication as well as a profit-distributed charging and utilization of situation analysis can be provided on SMC. This facility makes it possible to start up a new market business quickly and it also contributes to the operation and administration of the service after startup.

  


  
    

    5. Future Perspectives


    It is expected that the smart devices will evolve and diversify in the future. It will be required to provide services for various OSs, browsers and devices, so that multi-OS and multi-browser compatibility as well as enhanced user experience will be required. To meet this trend, we are making every effort to enable more convenient, simpler use of the SMC by developing technologies that make use of the HTML5 and by preparing SDKs and libraries for the smart devices.


    We will also enhance linkages to our proprietary technologies including the big data, M2M and social media-based solutions in order to optimally improve the values of our total solutions.

  


  
    

    6. Conclusion


    In order to realize a society in which smart devices can be used safely, securely and more conveniently, we are refining the SMC into a one-stop solution that unify the process from planning of smart device services through their development, distribution, operation and maintenance.


    SMC will continue to evolve as a foundation for creating new business.

  


  
    

    *Google and YouTube are registered trademarks of Google Inc.


    *mixi is a registered trademarks of mixi, Inc.


    *Facebook is a registered trademark or trademark of Facebook, Inc.


    *Twitter is a registered trademark or trademark of Twitter, Inc.


    *Wi-Fi is a registered trademark of Wi-Fi Alliance.


    *Hatena Bookmark is a registered trademark or trademark of Hatena Co., Ltd.
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    Abstract


    “BIGLOBE Cloud Hosting” is a public cloud of a genuine Japanese IaaS type, which has been awarded numerous prizes by major business magazines. BIGLOBE has been providing various modes of high quality hosting services to businesses for ten years, cultivating servers, networks, storage and virtualization technologies, while improving the functions of a variety of service platforms, as an ISP business. This paper introduces BIGLOBE Cloud Hosting, a high quality service capable of providing hosting services on demand, built in a short period of time by combining technologies and know-how.
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    1. Introduction


    Although “Cloud” was once considered a buzzword in the IT industry, it is now firmly established, with services released one after another by vendors in Japan. Even though services will expand in the future through the use of smart devices, the utilization of “Cloud” is what becomes important in building high quality services cheaply and quickly. This paper introduces BIGLOBE Cloud Hosting, a public cloud of a genuine Japanese IaaS type, provided by NEC BIGLOBE, as well as the cloud technology that configures such systems, along with operational know-how and future initiatives.

  


  
    

    2. Trends of Cloud Market and Characteristics of BIGLOBE


    Although the year-to-year growth rate of Cloud in the Japanese market is slowing down, it is predicted to expand steadily. Cloud is classified into “AaaS/SaaS,” “PaaS” and “IaaS” categories, according to the layers of services provided, with all categories continuing to expand in a similar manner.


    BIGLOBE Cloud Hosting is a public cloud (IaaS), with utilizations and applications in the domain classified in the manner depicted in Fig. 1.


    
      [image: e120307_01.jpg]

      
        Fig.1 Domain and classifications of public cloud.
      

    


    First of all, a public cloud is often used for social applications, since its adoption by social vendors and online game vendors early on, due to its on-demandability and scalability,which are characteristics of cloud. Furthermore, its use is also increasing for web server applications that utilize conventional rental servers and hosting services.


    BIGLOBE Cloud Hosting is a public cloud, however it is significantly different from services provided by the competition in that the selection in the menu of available services, as well as service specifications, can be utilized in the infrastructure of business systems, with “business system applications for business corporations” cited as a slogan since the service was launched. BIGLOBE Cloud Hosting first of all operates in our corporate data center (public certifications: ISO/IEC27001, Privacy Mark and PCI DSS certifications) providing stable operations and where the know-how and the backbone of this service provider has been condensed. The reliable and proven VMware has been adopted as the highly available virtualization platform under the SLA (Service Level Agreement) with a server availability factor of more than 99.99%. Since this is an IaaS type service, its operation is easy. Creating a server and adding resources (CPUs, memories, disks) can be performed from a web browser in as little as five minutes, whereas the monitoring feature can be added and business opportunity losses reduced during peak times, with rapid responses (Fig. 2).
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        Fig.2 Characteristics of BIGLOBE Cloud Hosting.
      

    


    Furthermore, security services for networks, which provide private LAN for each user and logically separate each customer from others, are also available. Firewall, WAF, VPN (IPSec-VPN and SSL-VPN), dedicated lines and other necessary options, can be selected in fine detail, whereas the pricing structure features are available not only with metered rates but also with monthly charges that allow for easier expense budgeting. There are no charges for the use of private LAN or on the amount of data transferred on networks. This service is suitable for use with business systems of corporations, with such features as those outlined above.

  


  
    

    3. Technical Superiority of BIGLOBE


    3.1 Overall Structure


    (1) Virtualization


    BIGLOBE Cloud Hosting provides virtual servers, additional disks, firewall, etc., for users. The infrastructure supporting BIGLOBE Cloud Hosting is configured as depicted in Fig. 3.
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        Fig.3 Configuration of BIGLOBE Cloud Hosting.
      

    


    
      

      1) Server virtualization


      Physical and virtual planes needed to be highly available in order to satisfy the high SLA requirements of BIGLOBE Cloud Hosting.


      A highly available physical plane was achieved by creating a redundancy of the physical hardware within the data center. A highly available virtual plane was achieved through the adoption of VMware, which offers plenty of highly available features, such as vMotion and VMware HA. The vSphere API is used for the automatic control of VMware.


      BIGLOBE had already been using a concentrated control system (Cloud Controller), which was independently developed for Xen and KVM (Kernel-based Virtual Machine) of OSS hypervisor, but a VMware control module was added to the Cloud Controller in order to achieve a centralized administration of VMware with the system. This made it possible to offer functions for controlling the virtual environment, such as the creation of virtual machines or turning the power on and off.


      2) Networks


      The “Private LAN Feature,” which provides a closed network for each user, is available as an attribute that can be provided to users. The Private VLAN feature is used to utilize this attribute, with a unique Private VLAN ID set for each user. This allows for a virtual partition of large L2 segments, which can be allotted exclusively to individual users.


      The Cloud Controller automatically controls the allocation of VLAN IDs, as well as the VLAN settings for virtual servers. Special network configurations, such as those involving VPN connections, however, are not supported. The development and application of SDN (Software-Defined Networking) is planned in order to enable the automatic building of such complex requirements as well.


      3) Virtual firewall


      Firewalls of a physical type had been used in the past, but these created problems, such as longer lead times, due to the requirement of physical construction work at the data center. The Juniper vGW (hereinafter referred to as the “vGW”), which can operate in the hypervisor layer of VMware, was adopted to enable the implementation of firewalls online.


      Since the GUI screens of vGW products do not support the multi-tenant feature, a GUI for user operations was developed to enable individual users to change the settings of their firewall by themselves. This made it possible for users to change settings for purchases and the rules of their firewalls on their own and on-demand.

    


    (2) Provisioning


    BIGLOBE Cloud Hosting offers a new server creation function to provide a virtual server within five minutes of a request being made, a server duplicating function that creates an identical server as the virtual server to which the user had customized, as well as a server image function intended for the storage and distribution of the virtual server.


    These features are utilized by controlling the basic functions of the server virtualization, provided by the VMware, using the Cloud Controller developed by BIGLOBE. The Cloud Controller has an inventory of servers for each OS (virtual servers created in advance, with the power turned off) so that these can be allocated to users in response to their requests, in order to provide new servers in a short time. The mechanism is such that whenever an inventory diminishes it is automatically replenished by the Cloud Controller. The Cloud Controller also improves convenience for users by providing a feature that automatically sets IP addresses and private VLANs for created virtual servers.


    (3) Control panel


    Since the BIGLOBE Cloud Hosting service is provided as a public cloud service for a fee, a mechanism for retail services, such as product agreements or charging, must also be set up at the same time as the provisioning described above. The Control Panel used for a whole series of processes, such as the creation of a server and changes to specifications or deletions, was developed by utilizing the architecture for internet connection services and product sales nurtured by BIGLOBE as an ISP.


    
      

      1) Authentication and membership management


      The ID used for logging onto the Control Panel is the membership ID of BIGLOBE. The functions of authentication platforms and membership management platforms at BIGLOBE are utilized for authentication and membership management infrastructure. For instance BIGLOBE Cloud Hosting can be made available immediately, through an online sign up process using a credit card.


      Furthermore, although the Control Panel is used for certain purposes, such as the building and monitoring of servers or to verify usage fees, individual customers are expected to assign different users for each role, such as server builders, administrators and payment managers. Members are therefore grouped into units of customers through the implementation of the concept of the site by expanding the membership management infrastructure.


      2) Product management and contract management


      The features of products provided by BIGLOBE Cloud Hosting are as follows:


      ・Servers are configured with an OS type, as well as an expansion CPU and memory, which are separate products. Furthermore, the number of expandable CPUs and memory capacities vary, depending on the type of OS.


      ・Deleting a server also deletes monitoring and any additional disks linked to the server.


      ・Contract operations and contract establishment times differ. The time at which a contract is established is the point in time when a virtual server was actually successfully created.


      The aforementioned is achieved by utilizing the mechanism of the “Set Sale,” the “Linked Cancellation,” and the “Contract Booking,” which is used with assets of BIGLOBE.


      3) Campaign management


      The revision of charges and discount campaigns are employed in response to trends of the competition. Furthermore, the service is provided free of charge for a fixed duration and number of servers, in order to determine in advance whether or not a customer is able to use our servers. In order to realize such campaigns the Charge Master, for setting fixed term offerings, as well as mechanisms for limiting resources, such as the number of servers that can be created, are all built in at the onset of a service offering.


      4) Charging


      The charging method for products, such as servers, can be selected at the time they are created from two charging method options, monthly and metered (unit time rate). When a change is implemented once a server has been created, the charging method for expanded CPUs or memories also changes as they are linked to the charging method that applies to the server. Furthermore, an economical inactive mode charge can be applied by setting the server to the Inactive mode when the server is not used for a certain period of time. Four types of pricing are available for each product by combining the charging methods and the inactive mode.


      The mechanism for charging has been expanded to accommodate metered charging, in addition to the frequency charging and monthly charging used with our existing sales services.

    


    (4) Architecture


    The common system platform, built and operated by the ISP business at BIGLOBE, is diverted from the Control Panel for the operation of authentication, member management, product management, contract management and charging. A large business system can be built easily by connecting the whole system with APIs, since these subsystems have been built using SOA (Service Oriented Architecture). Furthermore, subsystems, such as product management or contract management, have mechanisms for accommodating the addition of new products without any development work, thereby facilitating shorter development cycles. BIGLOBE Cloud Hosting therefore succeeded in offering a menu of services that feature not only functions equivalent to those provided by cloud systems, offered by the competition, but also incorporating unique functions in a short period of only about one year.


    3.2 Agile Development Model Initiative


    Even though the efficiency in development was improved by diverting the common system platform, as described above, it will be necessary to enhance the speed at which the entire offerings are implemented, from planning to the releasing of services. Since the current development is carried out according to the waterfall development model, some issues must be resolved urgently, such as the inability to develop or evaluate until the requirements have been fixed to a certain degree. The implementation of the agile development method (Scrum), which encompasses the planning department to the development department, is therefore being considered as a future initiative, in pursuit of further shortening the development cycles (once a month).


    3.3 Comparison with OSS Cloud Platforms


    “CloudStack,” “OpenStack” and “Eucalyptus,” representative cloud platform software provided with open source, now have an increased number of functions and their operations are starting to become more stable, however, they have not been used in part because they lacked available functions and they were unstable to operate. The Cloud Controller and Control Panel, as well as independently developed server monitoring features operated by BIGLOBE, have all been diverted for independent developments. The Control Panel in particular, underwent function development that fully utilized the know-how of our ISP business and as a result it is significantly different from the OSS cloud, which is lacking in too many functions to be offered in a service business. Since expansion, which takes into consideration links among cloud systems, such as multi-hypervisor or intercloud, will be needed in the future, implementation and linkages of the OSS cloud platform will likely be moved forward.

  


  
    

    4. Future Initiatives and Conclusion


    BIGLOBE Cloud Hosting, introduced thus far, will be enhanced to become a public cloud service of a genuine Japanese IaaS type, which is undefeatable by the competition, through enhancements to the service linking menu that utilizes the strengths of BIGLOBE, such as access lines and mobile lines, as well as MVNO (Mobile Virtual Network Operator), while accelerating the incorporation of the OSS cloud platform and SDN, the implementation of which has started at BIGLOBE, will gain an advantage over the competition.

  


  
    

    *CloudStack and Xen are registered trademarks or trademarks of Citrix Systems, Inc.


    *Eucalyptus is a registered trademark or trademark of Eucalyptus Systems, Inc.


    *Juniper is a registered trademark or trademark of Juniper Networks, Inc.


    *Linux is a registered trademark or trademark of Linus Torvalds in Japan and other countries.


    *OpenStack is a registered trademark or trademark of OpenStack Foundation.


    *Oracle is a registered trademark of Oracle Corporation and/or its affiliates.


    *VMware, VMware vSphere and vMotion are registered trademarks or trademarks of VMware, Inc. in the U.S. and other countries.


    *Windows is a registered trademark of Microsoft Corporation in the U.S. and other countries.


    *Zabbix is a registered trademark of Zabbix SIA.
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    Abstract


    Increased network speeds and the wide dissemination of smart devices have brought about significant expansion both in business reforms and in new service provisions using digital content. NEC developed the “Contents Director,” a content distribution service for smart devices in 2012, and it is currently proposing a variety of usage scenarios for the service.


    Featuring easy-to-use interfaces and flexible distribution management functions, the Contents Director has already been adopted by various enterprises, in the form of either cloud-based or on-premises services.


    This paper gives an outline of the Contents Director and discusses case studies of its introduction.
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    1. Introduction


    Information contents have previously been “circulated” in the form of paper documents, however, the increased speed of networks and wide dissemination of smart devices have been accelerating the need for “delivery, distribution and management” of those contents in the form of digital data exclusively using smart devices. Detailed and diversified content distribution management that has not been possible via e-mail and web browsing is now available and capable of creating new content usage scenarios. These will offer the possibility of new work styles for enterprises and new experiences and convenience for the general user.


    This paper introduces the Contents Director, a content distribution service for implementing the above needs via smart devices.

  


  
    

    2. Changes in Content Environments


    2.1 Speeding up Mobile Communication and Evolution of Terminals


    Communication carriers have started to provide mobile communication services called 4G, such as LTE and WiMAX communications that are able to optimally achieve communication rates of over 100 Mbps.


    Rapidly advancing concurrently with the above trend is the dissemination of smart devices. The number of shipments of tablet terminals in Japan is expected to grow to 8 million units by 2016.1)


    The wide and diverse product lines from general-purpose terminals usable personally to the application-specific terminals for use as E-books and for business purposes allow users to utilize the terminals more effectively by selecting those that meet their individual needs.


    2.2 Diversification of Content Usage Scenarios


    In enterprises, situations for which information that used to be printed and circulated as a large amount of paper materials including support materials for meetings, work manuals and presentation materials etc. are now often handled in the form of digital data distributed and displayed on terminals.


    In the field of personal use, digital data is frequently downloaded to purchase E-books and to display local events information, sales information, etc. on personal terminals at anytime and anywhere.


    The expansion and popularization of diverse usage scenarios for digital contents is not merely a substitution of the paper medium, but is also causing reforms of enterprise work styles and consumer lifestyles.

  


  
    

    3. Content Distribution Solutions


    At NEC OMCS and Carrier and Media Solutions Operations Unit, we have been providing solutions related to content distribution to a large number of enterprises including telecommunications carriers as well as media enterprises such as broadcasting and newspaper companies. We announced the “PanelDirector” series of digital signage products in 2009 and also we started the contents distribution services and BPO service *1 in 2011. The contents distribution services includes weather forecasts and news according to user requests and BPO service supports users to distribute, manage and operate their own contents.


    Based on these achievements and our acquired expertise, we developed the “Contents Director” content distribution service for smart devices and began its provision in 2012.


    Currently, we offer a total content distribution solution based on the existing content distribution service. The solution provides a wide range of operations from contents procurement and production to terminal and network operation supports in the form of One-Stop Service. This is highly appreciated by many corporate customers regardless of business type or scale.

  


  
    

    *1 BPO: Business Process Outsourcing, which refers to the outsourcing of parts of the business processing of an enterprise to an external business.

  


  
    

    4. Features of Contents Director


    The basic concept of the Contents Director is a service capable of flexible distribution regardless of content or terminal type. This service has been developed by taking advantages of our content distribution technology cultivated through experience in digital signage, as well as in content management technology for media businesses and platform building technologies to support communication carriers. In addition, it also incorporates various ingenious features that allow users to utilize the service safely, securely and comfortably


    
      (1) Product concept in consideration of its usability


      The Contents Director runs on Android or iOS. It is composed of a “terminal application” that displays the list of contents for downloading a desired content and the “operations management function” that manages contents, users and terminals (Fig. 1).


      
        [image: e120308_01.jpg]

        
          Fig.1 Overall image of Contents Director.
        

      


      The operation manager of an enterprise can access the operations management screen via the web to register the contents to be distributed, set the distribution destinations and execute the distribution.


      When the user launches the application on the terminal,the list of contents distributed to each user up to that moment is displayed, so the user can immediately download and browse/view the required contents.


      To implement “a user interface and operability that is easy to use for anyone,” the screen uses large buttons so that operational mistakes can be avoided even by finger touch operations (Fig. 2).
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          Fig.2 Application display on a terminal.
        

      


      Considerations for facilitating discoveries of contents are also taken by means of the hierarchical display of contents according to categories and the use of the unread/read tabs. Previously downloaded contents are designed to be usable offline so that they can be utilized anywhere.


      (2) An operations management function enabling effective distribution


      The most appealing feature of the Contents Director is its flexibility in supporting distribution management. Flexible settings, e.g., “to distribute the product catalogue to sales engineers in the Kansai District, except for the department managers,” are made possible by setting and/or conditions based on attributed information from each terminal (Fig. 3). Any type of attributed data may be set including the department name, position, region, age and sex.
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          Fig.3 Concept of distribution setting.
        

      


      The possibility of setting the content distribution schedule as desired is another feature of the Contents Director. Content such as information regarding a limited time campaign can be distributed in a timely manner by specifying the distribution start and finish dates. Thecontent is automatically removed from the list after a specified finish date so that the risk of continuing to use an obsolete content may be avoided.


      A browsing history acquisition function is also provided in order to help identify browsing information on when the content was browsed and by whom. This enables implementation of an effective PDCA cycle in the use of contents.


      (3) Reliability notwithstanding large-scale distribution and large-scale utilization


      The Contents Director can be provided either as a cloud-based service or an on-premises service (PKG + SI) according to the needs of each user. With the cloud-based service, we offer a robust and secure platform, 24-hour, and 365-day operation surveillance and operational support via a help desk service.


      When a user requests linkage with a backbone system, we can take individual SI measures or customize by linkages with SEs that have expertise across a wide range of business types as well as by utilizing SI technologies.


      (4) Content distribution solution


      One of the features of our content distribution solution is the possibility of providing operations from procurement and distribution of contents to supporting customer operations as a total service.


      From the weather forecasts, news and entertainment content to information content in magazines, etc., we can procure any required contents and provide desired combinations.


      When a customer needs a combination of smart device and wireless carrier, we can provide the mobile cloud (MVNO) service.


      We can also provide the BPO service, with which we replace the customer in performing the operations that were previously performed by them, such as in content and terminal management and for responding to inquiries from user departments.


      Provision of these linked services makes immediate use of the service without the need for customers to conclude contracts with various carriers or to build a special system.

    

  


  
    

    5. Case Studies of Introductions of the Contents Director


    The Contents Director can be introduced by a large variety of customers regardless of the business type or of the scale of an enterprise.


    
      

      (1) Utilization by enterprises of sales capability enhancements


      Itochu Enex Co., Ltd. who are engaged in a wide range of energy-related businesses have adopted the LifeTouch tablet terminals, the Contents Director and a mobile cloud service (MVNO) with the aim of enhancing their sales capability. Their headquarters can select product catalogues and product demonstration movies according to the department, region or handled products of sales engineers and distribute them efficiently to the tablet terminals of sales engineers. The sales engineers can practice timely sales promotions and CS (customer satisfaction) activities without the need to always carry such materials, because they can acquire any required material whenever it is needed, even at the remote locations that they visit.


      With regard to the sales tools management that used to depend on printing and the circulation of paper materials, the manager can distribute digital materials anytime to anyone by uploading digital data and setting distribution patterns. The possibility of identifying the browsing history of individually distributed content can serve to review and extend sales tool usage as well as to save paper materials and a large amount of time spent on operations.


      (2) Use in improving services for visiting clients


      Showa Shell Sekiyu K.K. joins the “EV Service Station Network,” a network of EV recharging stations, in providing an original recharge pilot service. The LifeTouch tablet terminals are prepared in Showa Shell service stations where a recharging service is available, and contents that include E-magazines and short animation movies are distributed periodically for the entertainment of clients waiting for the recharging of their vehicle batteries.


      We have supported this service, not only by preparing the terminals, but also by procuring, distributing and administrating content in order to improve the CS of clients and expand added value at the stations without increasing the labor of both the headquarters and service station staffs.*2

    

  


  
    *2 In the case of Showa Shell Sekiyu K.K. the project was introduced as one of the projects adopted by the Ministry of Economy, Trade and Industry. The project was “FY2011 Petroleum Products Sales Business Structure Improvement Expenses Subsidies - A Next-Generation Fueling Station Implementation Support Project (one of those associated with the demonstration experiments of next-generation petroleum product sale business)” (in Japanese). Distribution using the Contents Director was conducted over the limited period from January to the end of June 2012.

  


  
    

    6. Future Perspective


    Dissemination of various smart devices is expected to increase the range of usage scenarios from personal use to more comprehensive, expert utilizations that are specific to business purposes.


    Aiming at a timely distribution of contents to the tablet terminals carried by NEC’s sales engineers for promoting their product/service sales activities, the Contents Director was linked with the in-house sales promotion information portal system in January 2013.


    We intend to continue the function enhancement of the Contents Director in various fields including the provision of compatibility with a wider range of terminals and OSs. We will also promote Solution enhancement as an information portal for accessing various contents, expansion of provided content types, enhancement of the contents search functions and the addition of a remote terminal management function for reducing the labor input of field staff.

  


  
    

    7. Conclusion


    In the above, we introduced an outline of the Contents Director, which is a contents distribution solution. The accelerating dissemination of smart devices is expected to expand the available variety of contents usage scenarios.


    At NEC, we will not limit ourselves exclusively to being the system and terminal provider but will also be the creator to provide innovative experiences to users through new contents and smart devices in order to support the creation of new contact points between enterprises and users, as well as supporting the reform of enterprise work styles.


    In the future, too, we are determined to serve our customers’ businesses by providing “new values” that are centered on content.

  


  
    

    *LTE is a registered trademark of European Telecommunications Standards Institute(ETSI).


    *WiMAX is a trademark or registered trademark of WiMAX Forum.


    *Android is a trademark or registered trademark of Google Inc.


    *iOS is a trademark or registered trademark of Cisco Systems, Inc. in the U.S. and other countries.
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    Abstract


    The dissemination of smart devices is rapidly increasing the need for BYOD (“Bring Your Own Device”), the use of individually-owned terminals in business. The UNIVERGE Mobile Portal Service allows a variety of smart devices owned by individual employees to safely use the e-mail, address book and groupware systems of their offices without leaving data on their smart device terminals. As it can be started as a trial involving a small number of users, this paper introduces it as an ideal service for customers who are considering the use of BYOD.
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    1. Introduction


    BYOD (“Bring Your Own Device”) is a term that is said to be derived from “BYOD” (“Bring Your Own Drink, Bottle”). It means a system in which employees bring their personal terminals into their offices for use in the business.


    The advantages of BYOD for every employee include the possibility of using their favorite terminal for business, the reduction of the number of terminals carried and the possibility of continuing the same operation while at home or in the field as well as in the office. As there are also advantages for enterprises, such as the elimination of the need to prepare corporate terminals for employees and expectations of improved productivity, BYOD has recently become a center of attention.


    However, the actual introduction of BYOD encounters several barriers, including systemic problems such as measures for dealing with a large variety of individually-owned terminals, keeping up with OS version upgrades and security measures against information leaks, etc., as well as the preparation of in-house rules and an operations support system.


    The UNIVERGE Mobile Portal Service introduced in this paper is a cloud-based service that can make the smooth startup of a BYOD system possible by solving various issues related to its introduction while reducing the introduction cost.

  


  
    

    2. Service Outline


    The UNIVERGE Mobile Portal Service makes it possible to safely use the e-mail, address book and groupware usually used in the office on a smart device, anytime and anywhere. The innovation in work style brought about by this service will increase the daily productivity of business through the effective use of time (Fig. 1).


    
      [image: e120309_01.jpg]

      
        Fig.1 Work style changes with smart devices.
      

    


    This service is a cloud-based version of the acclaimed UNIVERGE Keitai Portal system based on on-premise products. The on-premise system has already been introduced in many enterprises, mainly large ones. At NEC, too, it is used in the daily work of about 15,000 employees of the corporation.


    Providing the same system as a cloud-based service can render the construction of new server farms unnecessary, making application to the small and medium business (SMB) market as well as to small startup systems possible.


    While the UNIVERGE Mobile Portal Service is provided as a service for the secure utilization of smart devices, inquiriesand introductions of the service for BYOD have recently been increasing drastically. The functions and specifications of the present service are optimum for use in BYOD. Details of the service and its characteristics will be described in the following sections.

  


  
    

    3. Service Details


    As a cloud service linked with the e-mail and groupware systems already in use by each customer, the UNIVERGE Mobile Portal Service implements the following functions (Fig. 2).


    
      [image: e120309_02.jpg]

      
        Fig.2 UNIVERGE mobile portal service provision.
      

    


    
      

      (1) Connection to customer systems


      The Cloud Gateway Box (the router of the UNIVERGE IX Series) is installed in the environment in which the customer’s e-mail and groupware systems are installed and connected to our data center through VPN to provide secure services.


      (2) Linkage with e-mail and groupware


      For e-mail, linkage with a POP/SMTP-compatible system is possible. Unicode compatibility allows globally-compatible smart devices to read e-mails in various languages, including Japanese and English as well as Korean and Chinese. A service for opening files attached to e-mails is provided as standard for reading Microsoft Word and Excel documents as well as PDF documents.


      For groupware, compatibility with StarOfficeX, Lotus Notes/Domino and Exchange is provided for the use of schedulers and phone directories. (For a list of compatible versions, please contact the inquiry destination mentioned at the end of this paper.)


      (3) Linkage with a document management service


      The UNIVERGE Mobile Portal Service can be linked with the UNIVERGE Visual Cabinet Service, a visual document management service for reading registereddocuments without leaving information on smartphone terminals (Fig. 3). This makes it possible to securely share and browse highly confidential documents, such as sales promotion tools and product price information for service engineers and installation work manuals for engineers, from outside the office.


      
        [image: e120309_03.jpg]

        
          Fig.3 Service linkage with UNIVERGE visual cabinet.
        

      

    

  


  
    

    4. Features Matching the Needs of BYOD


    In the above, we described the representative functions of the service. In this section, we will discuss the features that make this service ideal for use in a BYOD environment.


    
      

      (1) Perfect security measures


      Usable terminals are identified by a two-factor authentication based on a unique ID incorporated in the application installed in each terminal and a password. Access from non-permitted terminals is denied. When a terminal is used for browsing e-mails or documents attached to them, the implementation of “smart devices as thin clients” does not leave any browsed information on the terminal, so safety can be assured even if the terminal is lost. In addition, in the case of an emergency, the service can be stopped by an individual user from a remote location as well as by a manager so that the risk of information leak can be minimized.


      Mechanisms are available, such as MDM (Mobile Device Management), for remotely erasing the information in a terminal using a remote wipe function, but these sometimes pose problems if the SIM card is removed or the terminal is located outside the reach of radio waves. As there are also other problems, such as the erasure of precious personal information including family pictures and the exposure of personal usage information such as website browsing history and installed applications, the application of MDM to BYOD terminals remains an issue to be developed in the future.


      We believe that, with BYOD, it should be fundamental to implement a mechanism for not leaving information on terminals in order to reduce the burdens of individual employees as well as to simplify operations.


      (2) Compatibility with various devices


      When we look at the mobile terminals owned by individuals, we see a flood of various terminals including traditional mobile phones, smartphones and tablet terminals. As each of these uses different OSes, browsers and screen sizes, it can be assumed to be impossible to identify all the possible specifications used in personal terminals.


      Even when we focus on smartphones, it is difficult to comply with various terminal sizes and keep up with rapidly changing OS versions. When an enterprise develops a BYOD-compatible application by itself, a large capital and labor investment is required to deal with each and every difficulty of individual user terminals and version upgrading for many OSes.


      The UNIVERGE Mobile Portal Service provides content by converting it to match the terminal size of each smart device. It also deals with version upgrading for Android and iOS at the service level so that modification of servers in on-premise products for version upgrading is not required. (However, version upgrading of terminals may sometimes be necessary.)


      In spite of rapid dissemination, the market penetration of smartphones is only around 30%. Since about 70% of individually-owned terminals are still traditional mobile phones, it is for the present important that BYOD be compatible with mobile phones. The present service is compatible with traditional mobile phone terminals from NTT DoCoMo and KDDI. (With SoftBank, compatibility is available only with smart devices.)


      In many cases, an individual owns more than one terminal. The present service permits the registration of up to three terminals per user. (Only one can be used at a time.) As a result, if an application is registered in a traditional mobile phone owned by the enterprise, a smartphone owned by the individual employee and a tablet owned by the individual employee, the employee is capable of executing business operations using the optimum terminal at the required time, according to the use case (Fig. 4).
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          Fig.4 Registration of three terminals per user.
        

      


      (3) Small start possibility


      Customers considering introducing BYOD often say that they cannot determine the service target, the number ofthose who need the service and the degree to which the users of the service will increase.


      As a customer tries to prepare in-house rules, there are a large number of items to be studied, for example the flow from application and approval to stoppage of service, the flow to be taken in the case of terminal loss and the formulation of a written pledge and letters of consent.


      Techniques for the above are not established at present. However, even if the way to be taken is unclear, it is important that we advance step by step with hypothetical thinking by repeating trials and trying small starts to promote the introduction of smart devices. From this viewpoint, we experienced difficulties in the easy startup of on-premise-type systems because of the need for large initial investments.


      The UNIVERGE Mobile Portal Service makes possible a small start from a minimum of ten users by simply installing the router for the VPN connection with the customer’s environment. In addition, the service prepares a trial environment based on a simplified VPN system so that a trial for a limited time can be made by installing only a notebook PC, without changing the customer’s network environment. This will be a great support for the smooth introduction of BYOD to customers.


      From a viewpoint limited only to cost, the cost of an on-premise-type introduction is sometimes lower than a service-type introduction when the scale of introduction is as large as thousands of employees. It is therefore also possible to make a flexible plan to begin with the UNIVERGE Mobile Portal Service and, when the scale of the system increases, to switch to the UNIVERGE Keitai Portal, which uses on-premise-type products.

    

  


  
    

    5. Efforts for BYOD made at NEC


    At NEC, we also started trials for adopting BYOD in limited departments in August 2012. After verifying the results, we started a full-scale introduction in November. The main points of our efforts for introduction are as follows.


    
      

      (1) Purpose of introduction


      Our purpose is “to improve business productivity,” with the idea that the execution of business operations using familiar terminals can increase the speed of operations and enable a quick response to customers.


      (2) Policy of use


      In principle, business operations are to be executed using the terminals supplied by the corporation. However, the use of BYOD is accepted upon request from each employee with approval from the department to which he or she is assigned.


      The conditions for the use of BYOD include submission of the letter of consent formulated by the corporation.


      (3) Range of use


      The targets are set to PCs and smartphones owned by individuals. A mechanism to avoid leaving confidential business data on these individual terminals is adopted. The service is deployed first among the management-level staff of the corporation.

    


    For the systems used, the PCs use a software-type thin client system and the smart devices use the UNIVERGE Keitai Portal, which is the on-premise-type version. As described above, the UNIVERGE Keitai Portal system has already been used by 15,000 users at the NEC Group, so it can be deployed with little trouble in terms of operability and system management.


    We also participated in the trial as users and responded to questionnaires aiming at full-scale introduction. In the trial, we realized that using the smartphones we are accustomed to use in private life is, after all, comfortable and can actually improve productivity.


    We have heard that almost all of the users who participated in the trial expressed approval for full-scale introduction. Though the deployment was started with management-level staff due to issues related to working hours, it is expected that the deployment will expand to the corporate level, including all employees.

  


  
    

    6. Future Enhancement Policies


    We will continue enhancing the UNIVERGE Mobile Portal Service as a service enabling safe and convenient business execution from smart devices, including BYOD devices.


    The specific enhancement policies are as follows.


    
      

      (1) Simplified introduction


      The simplified VPN system currently used in the trials will be commercialized as a product to be used in real environments. This makes it possible to introduce and start the service more easily and quickly without altering customers’ current network environment.


      (2) Improved operability


      Both the on-premise product and the service product will be improved by putting emphasis on “operability,” or how effectively users can access and use the service from outside the office while assuring security. We have already collected opinions and needs from customers and have attempted to enhance the service by using it ourselves. Since the most important point in the use of smart devices is “usability” rather than functionality, we are determined to enhance operability continually in the future.


      (3) Enhancement of communication functions


      Tools for convenient communication with friends, such as Skype and LINE, are popular for personal use. We have already provided an internal call solution using smart devices for use in in-house communications, but we will also provide an internal call service linked with the phone directory function of the UNIVERGE Mobile Portal Service. In the future, we are also planning to provide an integrated communication function covering internal calls and instant messages using BYOD terminals that does not impose phone charges on individuals.

    

  


  
    

    7. Conclusion


    It is said that 20% of enterprises have distributed mobile terminals to their employees. On the other hand, there is also a survey report that more than 50% of employees have at least once used their personal terminals in business, regardless of whether it is permitted by the enterprise or not.


    The employees who use their terminals may be doing so because of the current situation in which mobile terminals are distributed with priority for employees who often leave the office, such as directors and sales engineers, but are not distributed to employees who work out of the office only occasionally, such as technical staff and the marketing and sales promotion staff who work in the office supporting the field staff.


    Since there are employees who conduct their business using their own terminals and this involves the risk of information leak, it should be recognized that the time has already come for enterprises to consider the use of BYOD as a countermeasure against such a risk.


    The UNIVERGE Mobile Portal Service will be the core of our efforts to provide working environments in which as many employees as possible can work in the required places at the required times without being bound to their offices.

  


  
    For more details about the UNIVERGE Mobile Portal Service, please contact:


    
      NEC Enterprise Solutions Department

      UNIVERGE Information Center
    


    
      Tel.: 0120-75-7400

      E-mail : univergeinfo@usc.jp.nec.com
    

  


  
    

    *Microsoft Excel, Exchange are registered trademarks or trademarks of Microsoft Corporation in the U.S. and other countries.


    *Lotus Notes, Domino are registered trademarks or trademarks of International Business Machines Corporation in the U.S.


    *Android is a trademark or registered trademark of Google Inc.


    *iOS is a trademark of Cisco Systems, Inc. in the U.S. and other countries and is used under license.


    *Skype is a trademark of Skype Limited.


    *LINE is a registered trademark of NHN Japan Corporation.


    *Company and product names described in this paper are trademarks and/or registered trademarks of each company.
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    Abstract


    An increase in the introduction of enterprise based smart devices has been highlighting issues regarding their introduction, such as effective utilization of existing assets, inheritance of user interfaces and avoidance of the risk of information leaks. The Remote Desktop for Smart Devices is a software product designed to solve introduction issues by taking advantage of the three main features, which are Quick start, Easy to use and safety.


    This paper describes the functions for implementing these three main features and discusses the prospective usage scenarios.
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    1. Introduction


    Prominent in the remarkable spread of smart devices, the introduction of tablet terminals in the business environment is particularly noticeable. It is expected that the number of such introductions will be as large as 1.4 million units in FY20161) (about 8 times that of FY2011).


    However, actual introductions usually encounter the following three issues.


    
      

      ・Effective utilization of existing assets


      A mechanism is required that allows existing business systems and applications to be run on smart devices without a need for new development.


      ・Inheritance of user interfaces


      A mechanism for enabling the same control method as for the traditional PC is also required in addition to the control that is proper to the smart devices.


      ・Avoidance of risks of information leaks


      A mechanism is required for assuring security, even for personally-possessed smart devices.

    


    To solve these issues, NEC System Technologies has developed the Remote Desktop for Smart Devices. This is a product (hereafter referred to as “this product”) for use in connecting and using a corporate business system from a smart device while taking advantage of its three main features of Quick start, Easy to use and safety.


    This paper describes the functions implementing the three main features of this product in sections 2 to 4 and discuss the prospective scenarios for which use of this product are assumed.

  


  
    

    2. Functions Implementing Quick Start


    This product implements Quick start via its simple system installation facility and the remote desktop function that allows existing Windows business applications to be run on smart devices without providing any modification or new development.


    The remote desktop function makes it possible to control the desktop of a PC from a remote location. This product implements the remote desktop function by simply installing the software in the smart device (Fig. 1). After installation of thisproduct in a smart device, it can immediately connect to a PC in the office and control it. There is no need to install not only a dedicated server but also server modules or middleware in the PC.


    
      [image: e120310_01.jpg]

      
        Fig.1 System configuration (Simple introduction pattern).
      

    


    The remote desktop function is composed of the following three elements.


    
      

      (1) Remote Desktop Client


      This is the software provided by this product that enables it to run on a smart device. It connects to a PC, displays the desktop and provides the mouse/keyboard functions of a PC by means of its software. An external mouse and keyboard can also be used.


      (2) Remote Desktop Service


      This software runs on a PC. Upon reception of a connection request from the Remote Desktop Client, it sends the information on the desktop. It also receives control information such as the mouse operation and keyboard input and hands it to an application running on the PC. This product utilizes only those functions provided as standard with Microsoft Windows, so that there is no need to add software to the PC or dedicated hardware, such as a network appliance server.


      (3) Remote Desktop Protocol (RDP)


      This is the communication protocol between the Remote Desktop Client and the Remote Desktop Service. This product adopts the Microsoft RDP protocol.

    


    The remote desktop function allows a smart device to use Windows applications immediately. It is not necessary to rewrite existing business applications for the smart devices. The possibility of effective utilization of existing business applications assets allows the user enterprise to improve added value. For example, by allocating investment for the development of a new catalogue application for face-to-face sales, thereby making full use of the easy-to-use user interfaces of smart devices.

  


  
    

    3. Functions Implementing Easy to Use


    This product can control a remote desktop using the gestures proper to smart devices such as pinch-in, pinch-out and flick. In addition, it also facilitates the PC-proper operations that are usually hard to control with smart devices, such as the mouse and keyboard operations, by developing a unique user interface (Fig. 2).


    
      [image: e120310_02.jpg]

      
        Fig.2 User interface.
      

    


    
      

      (1) Transparent buttons (patent applied for)


      These semitransparent buttons correspond to the Maximize, Minimize and Close buttons at the top right corner of the window displays of Windows applications. Although these buttons are frequently used in the control of Windows, they would be too small to be pressed when they are displayed on the smart device screen. So we have created buttons that are enlarged into easy-to-press sizes and placed them on the screen. They will not hinder operation because they provide background view thanks to their transparency and they may also be moved to a required location.


      (2) Transparent mouse (patent applied for)


      A software-based transparent 2-button mouse can be displayed on the screen whenever necessary. Clicking on a desktop icon or scrolling of the display is possible with finger touch without using the mouse, certain operations such as changing the cell width of spreadsheet software and control of the drawing tool of presentation software are hard to accomplish with finger touch, because the control targets are small and they are hidden by the fingertip. The transparent mouse is designed for use in such cases. The transparent mouse features an extendible mouse cursor that reaches near to the corners of the screen to facilitate control in these locations.


      (3) Transparent keyboard (patent applied for)


      This device is a software keyboard that facilitates control of the remote desktop. When running spreadsheet software on a PC for example, the arrow keys are used frequently. Also, business applications often use the Tab, Shift + Tab, Enter and Shift + Enter keys for moving across the displayed input boxes. However, these keys are not provided in the keyboard used as standard in ordinary smart devices. This product provides the following software keyboards to facilitate control of Windows applications from the smart device.


      
        	Short keyboard: This keyboard collects the keys used frequently in the control of business applications and for editing character strings and arranges them in a line at the bottom of the screen.


        	Numeric keyboard: This keyboard combines the ten numeric keys and arrow keys to facilitate the use of spreadsheet software.


        	Remote full keyboard: This is a full keyboard offering keys equivalent to a Japanese 109-key keyboard. It accepts the combination key inputs.

      


      All of the software keyboards are transparent, offering a view of the display below the keyboard. While the keyboards of ordinary smart devices are displayed on the bottom half of the screen and sometimes hide the input target display, the transparent display makes it possible to confirm the target display during input.


      (4) Fusion of finger touch gestures and Windows control


      This product can scroll the Windows application displays by using finger touch as the mouse wheel operations. In general the Windows operating system supports finger touch control since Windows 8. This product enables control of windows using smart device-proper operations that combine finger touch gestures such as Tap, flick, drag and pinch even with Windows XP and Windows 7.

    

  


  
    

    4. Functions Implementing Safety


    The smart devices feature excellent portability even when they are compared to the notebook PCs, they are thereby expected to be applied actively outside offices. On the other hand, however, such use also leads to the risk of losing a smart device that contains important business data or to the theft of data by a malicious user. Since the use of smart devices is being adopted very rapidly, the malware countermeasures for corporate use are not yet well established compared to those for the PC. In addition, as the use of privately owned terminals in business (BYOD; Bring You Own Device) is becoming a trend, it is expected that the management of smart devices connected to corporate systems will become very complicated.


    In general, the use of a remote desktop does not cause the actual data to be stored in the smart device even when the handled data is identical to that used by the PC in the office. Disconnecting the remote desktop connection clears the displayed data from the smart device, so the risk of an information leak can be regarded as being small from this aspect.


    To promote safer use of smart devices in business, this product is provided with the following five security enhancement features.


    
      

      (1) Inhibition of file downloading


      The remote desktop function usually includes a facility for transferring files to the terminal as standard, but this facility cannot be used with this product.


      (2) Inhibition of local clipboard linkage


      The smart device cannot exchange the clipboard data with remote PCs .


      (3) Inhibition of local printing


      Data from the remote desktop is not enabled to be output at the local printer of the smart device.


      (4) Freedom from care against key logger malware


      The unique transparent keyboards send the key information directly to the remote desktop. Even if the smart device is infected by key logger type malware, the key input data will not be extracted when the transparent keyboards of this product are used.


      (5) Impossibility of startup in debug mode


      When a smart device set to the debug mode is connected to a development environment, the operation information of the software running on the smart device can be extracted. However, this product cannot be launched when the smart device is in the debug mode, so the extraction of information can thereby be prevented.

    

  


  
    

    5. Prospective Usage Scenarios


    This product allows a single smart device to be used as two terminals, including the use of dedicated applications of the smart device and the outside use of a PC.


    For example, the use of a smart device-dedicated application with high operability is recommended in face-to-face sales talk. When inquiry of the inventory is required, the same smart device can be used to access an existing business application. This usage makes it possible to use existing business applications just as on the PC in the office without the need of re-developing them into ones that are specifically for smart devices (Fig. 3).
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        Fig.3 Prospective usage scenarios.
      

    


    It is also effective to use a smart device exclusively as a substitute for a mobile PC. If you currently use two PCs including a desktop PC for use in the office and a mobile notebook PC for use outside the office, replacing the mobile notebook PC with a smart device makes it possible to reduce the weight by less than a half*1and the thickness by less than 1/3rd*2.


    
      

      *1 If an UltraLite type VB (1.2 kg) is replaced by the Lifetouch L (0.5 kg).


      *2 If an UltraLite type VB (29.5 mm) is replaced by the Lifetouch L (7.9 mm).

    

  


  
    

    6. Conclusion


    The Remote Desktop for Smart Devices makes it possible to apply the latest hardware technologies, communication technologies and the high cost efficiencies of smart devices in corporate businesses easily, safely and at low cost. Adoption of the device is expected to accelerate the use of smart devices by enterprises.

  


  
    

    *Windows is a registered trademark of Microsoft Corporation in the U.S. and other countries.


    *Wi-Fi is a registered trademark of Wi-Fi Alliance.
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    Abstract


    Utilization of smart devices for enterprise systems is becoming increasingly popular. Yet, a wide diversity and variety of smart devices makes it necessary to develop applications that are compatible with multiple devices and platforms. This paper describes techniques for developing applications for smart devices that combine native application development technology with web technology including HTML5 as enabled by the SystemDirector Enterprise (SDE) business system platform.
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    1. Introduction


    In recent years, in addition to supporting increased task efficiency the business use of information technology (IT) has been shifting towards strengthening competitiveness. In this climate, there has been a fast-developing trend that smart devices (smartphones and tablet terminals) with high portability and usability are being introduced at the front end of enterprise systems as a means of improving business solutions and promoting the acquisition of new customers.


    However, when smart devices of various models and OSs are to be used for enterprise systems, application developers need to focus on the various issues listed below.


    
      

      (1) Development efficiency


      Compatibility with new technologies, learning a native application language according to the OS, and utilization of existing assets.


      (2) Ease of compatibility with multiple devices


      Implementation of applications compatible with each device, and quality assurance.


      (3) Ease of release


      Establishment of a means of distributing applications, conclusion of contracts for distributing the applications, and preparation of certifications and their incorporation in the applications.

    


    While native application development environments for smart devices are evolving individually, web technologies such as HTML5 and CSS3 are becoming increasingly standardized. Web technologies can now acquire location information by GPS, device access and offline processing of an acceleration sensor, etc. In other words, smart device applications can now be developed with web technologies alone. Web browsers incorporated in smart devices, in particular, are quickly becoming compatible with HTML5, making it possible to achieve highly functional web applications.


    By applying web technologies to the development of smart device applications, application developers can enjoy benefits as follows.


    
      

      (1) Development efficiency


      Usability of development skills for existing web applications and ease of access to existing systems and data.


      (2) Ease of compatibility with multiple devices


      Ease of compatibility with various devices and to a certain degree, ease of testing thanks to the debugging capability of PCs.


      (3) Ease of release


      Usable when installed in a web server.

    


    As mentioned above, web applications based on HTML5 have features that include development efficiency, ease of compatibility with multiple devices, and ease of release. Nevertheless, they are unsuitable for functions that take full advantage of devices such as biometric authentication devices that are peculiar to smart devices and for functions that require real-time properties. When these functions are to be implemented, it is more effective to use native applications. To achieve smart device applications, it is necessary to have a platform that can achieve hybrid applications that takes advantage of web applications and native applications optimally and accordingly.


    This paper describes the features offered by SystemDirector Enterprise (SDE,) including the architecture and development methods of the framework to develop a hybrid application that allows HTML5-based web applications and native applications to work in conjunction with each other.

  


  
    

    2. Issues When Smart Device Applications Are Developed and the Availability of Functions with SDE


    In this section, problems that may arise when smart device applications are developed and the functions that SDE has to offer to cope with them are described.


    When smart device applications are to be developed, the following points need to be investigated in addition to the points to be examined for the PC conventional systems.


    
      

      (1) Development process optimized for the development of smart device applications


      Development process that deals with viewpoints peculiar to smart device applications such as considerations for user interfaces, security, and resources.


      (2) Architecture with high device portability


      Application architecture with high portability that is compatible with multiple devices.

    


    SDE offers the following functions that support the development of smart device applications.


    
      	Smart device application program development guide


      	Smart device application program development support generator


      	Smart device application program framework

    


    Details are shown in Fig. 1.


    
      [image: e120311_01.jpg]

      
        Fig.1 Smart device application development support function of SDE.
      

    


    SDE offers templates for design documents optimized for the development of smart device applications. It also offers a function to automatically generate source codes (source code generator) in accordance with smart device frameworks based on the information contained in the design documents. These development support tools and frameworks are in accordance with the development process of smart devices and they will support smart device applications effectively.

  


  
    

    3. Smart Device Application Development Using SDE


    3.1 Smart Device Application Development Process


    Based on the development methodology for enterprise systems that use conventional PCs as clients, the precautions and know-how for the development of enterprise systems that use smart devices as clients are systematically arranged according to the processes and are compiled as a guide. Moreover, the know-how for user interface design and the secure application program (AP) development are compiled respectively in separate guides (Fig. 2).
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        Fig.2 Smart device application program development guide scheme.
      

    


    When multi-device compatibility is a must with smart device applications, it is necessary to investigate designs that take account of multi-device usage such as responsive web designs and progressive enhancement, as well as compatibility with touch-based user interfaces.


    Although multi-device compatibility becomes easier to achieve by building smart device applications using HTML5-based web applications, the necessity of designs that take account of multiple devices remains the same.


    Using web design methods for conventional PCs, it was possible to presume the screen resolution and the size of the display area of a browser to a certain degree. However, the increasing diversification of devices connectable to the web now makes it necessary for a smart device application to cope with various requirements. A smart device that requires consideration for viewing angles with the horizontal and vertical rotations has to take account of how to provide users with content effectively, in addition to uniformity of screen appearance.


    Currently an approach called responsive web design that features variable designs based on the screen size of each device is winning popularity. With web applications, the use of Media Query functions specified by CSS3 can sort style sheets at points (breakpoints) where layouts such as screen sizes, devices, and orientations are changed and can now switch between screens for smartphones, tablets, and PCs. Moreover, by taking advantage of RESS (REsponsive webdesign + Server Side Components), flexible control of image files according to the device and more advanced switching of devices will also be possible.


    Furthermore, there are several different strategies available for design and layout implementation that are applicable in different browser environments. By embracing strategies such as “progressive enhancement” that offer the latest user interfaces for the latest browsers and “fault tolerance” that lowers functionality for earlier versions of browsers based on the latest browsers, smart device applications can be accomplished more flexibly.


    Allowing these features to be implemented forms the initial stage of the application program development for which the manual and the user interface (UI) basic design guide have been compiled.


    3.2 Smart Device Application Program Framework


    The presentation layer including smart devices has a relatively fast pace of technological progress; it is a layer that features rapid revision. On the other hand, the application program layer and its business models have a long life. Smart device applications need to apply an architecture that can absorb such differences in the life cycles of the presentation and application program layers.


    SDE offers a framework that achieves loosely coupled data communications between the presentation layer (smart devices) and the application program layer (servers) by using the standard specification REST/JSON (Fig. 3). This enablesthe development of applications for PCs and smart devices on the client side while maintaining the business logic on the server side, thereby supporting the effective utilization of existing assets as well as the prompt accomplishment of services for smart devices. Moreover, by using the SaaS application development platform that SDE is able to offer, the early achievement of mobile cloud services will also be possible.
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        Fig.3 SDE framework that enhances the reusability of existing assets.
      

    


    For the smart device application client, the framework is offered that supports the development of hybrid applications to link HTML5-based web applications with native applications. jQuery Mobile is used as the web user interface framework. This is a framework that offers user interfaces optimized for smart devices based on jQuery in the JavaScript library. It is offered as an extension of HTML5 and makes the web application development for smart devices more efficient. jQuery has the following features.


    
      

      ・ Due to its capability of allowing the user to achieve screen transition and dialogue animation easily and without using a program. It is useful even to designers.


      ・ Confirmation of operation is possible to a certain degree on the desktop because it is also operable via a desktop PC browser.


      ・ It is designed to write multiple pages in one HTML file, so that it is easily usable for offline applications.

    


    In addition to jQuery Mobile, SDE offers a smart device application program framework that enables activation of functions such as native application linkage, MDM (Mobile Device Management) linkage, and log output, all via JavaScript (Fig. 4).
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        Fig.4 Smart device application program framework.
      

    


    By separating the device-common implementation layer and the per-device implementation, it achieves an architecture that can more easily deal with the diversification and evolution of devices and it also may be customized readily.


    3.3 Smart Device Application Development Support Tools


    With HTML5, application program interfaces including Web Storage, Offline Application, Web Socket, and Web Worker are available additionally for the development of applications. This has changed the role of JavaScript, making it now, an indispensable programming language for the achievement of enterprise applications. Due to its capability to be embedded in HTML files, JavaScript nevertheless imposes the risk of considerably lowering the maintainability of business applications unless consideration is taken for a standard HTML/JavaScript architecture that separates view and logic. SDE supports the development of applications with uniform quality that eliminates individual dependency by offering a generator according to the architecture that separates viewing (HTML) and logic (JavaScript) (Fig. 5). In addition, the generator mechanism using design document templates as input is expected to provide the following effects:


    
      	Improvement in design quality


      	Elimination of communication loss during process transition


      	Prevention of discrepancy between design documents and codes
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        Fig.5 Standard architecture using generators.
      

    

  


  
    

    4. Conclusion


    This paper introduces procedures used to develop smart device applications. The utilization of smart devices for enterprise systems is now expanding rapidly. In response to this trend NEC is concentrating on the replenishment of smart device application platforms and is accelerating its efforts to deal with them precisely and effectively. NEC is committed to continue its efforts to better support the development of smart device applications by incorporating new technologies in the SDE platform.


    SDE, which incorporates the above-mentioned functions, is scheduled to be released in April 2013.

  


  
    

    *JavaScript is a registered trademark of Oracle Corporation and/or its affiliates in the U.S. and other countries.


    *jQuery is a trademark or registered trademark of jQuery Foundation, Inc.


    *Windows is a registered trademark of Microsoft Corporation in the U.S. and other countries.


    *Android is a trademark or a registered trademark of Google Inc.


    *iOS is a trademark of Cisco Systems, Inc. in the U.S. and other countries and is used under license.
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    Abstract


    This paper introduces a platform service for use in distributing content to smart devices. The main targets are the enterprises that want to distribute proprietary content (music, movies, etc.) to consumers via smart devices. The service includes functions such as one that is available by integrating and connecting with the authentication and billing functions of mobile phone carriers, and also one that can protect content by linking with applications running on smart devices. These functions are provided by being incorporated in the enterprise-oriented web hosting environment prepared in the BIGLOBE Data Center. This paper is intended to describe the mechanisms of these functions and to consider points to be noted when the service is applied to smart devices.
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    1. Introduction


    There is now a need among those content providers (CPs) that distribute music and movie content mainly to consumers to expand content distribution services to smart devices. This has resulted from a general trend in shifting the terminals of mobile users from traditional mobile phones (feature phones) to smart devices. In addition, the increase in the share of smart devices among personally-owned mobile phone users is increasing the number of enterprises that are considering the introduction of new content distribution services.


    BIGLOBE has been providing a service for building official carrier sites for feature phones. We have thereby accumulated expertise and achievements by producing and running many sites using BIGLOBE while providing services to CPs.


    Based on our content distribution R&D for mobile phones, we provide the BIGLOBE Contents Director (hereinafter referred to as Contents Director) service as a platform for content distribution to smart devices.

  


  
    

    2. Details of the Contents Director Services


    The Contents Director is an ASP service provided by BIGLOBE, which prepares a server domain for each customer enterprise in the BIGLOBE Data Center (web hosting) and provides dedicated functions for content distribution tosmart devices in the form of a preset package (Fig. 1). The provided functions include the following:


    
      [image: e120312_01.jpg]

      
        Fig.1 Contents Director service details.
      

    


    
      

      ・ Member management + Carrier billing


      By connecting to the systems of three of the Japanese mobile phone carriers (NTT DoCoMo, KDDI (au) and SoftBank Mobile), the Contents Director conducts user authentication and billing confirmation services.


      ・ Contents management + Distribution


      Content such as music, movie, etc. provided by the customer enterprises are registered in their servers and opened to users. The users can then download the selected contents via their smart devices.


      ・ Download records


      Counts the monthly download results of individual content inside sites and displays them on a website. These results can also be output as data.


      ・ Content DRM + Terminal playback application provision


      In a case when a customer enterprise wants to sell its own produced content, a function to add DRM (Digital Rights Management) to each content is provided in order to prevent illegal copy being circulated after the content is downloaded. An encryption tool, the server function for license management and the terminal application (also used for content playback) controlled by interlocked control from the smart device are provided as a set. The DRM and terminal application are provided as options only for those customers requesting them.

    

  


  
    

    3. Provided Functions


    3.1 Operating Platform


    The Contents Director constructs, provides and sets the environment for each customer enterprise in the enterprise-oriented web hosting environment of BIGLOBE.


    The server is configured on a platform composed of two kinds of hosts, the Web/AP and DB servers, and the NAS (Network Attached Storage) (Fig. 2). The web servers use Apache products, the servlet container uses Tomcat products and the database management system uses a MySQL database.
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        Fig.2 Server configuration.
      

    


    In the server environment described above, the functions are composed in the web applications written in Java. These web applications run on the Tomcat servers.


    3.2 Provided Function Details


    As described above, the Contents Director provides a series of functions for use in building a content distribution site for smart devices. The next section describes the most characteristic functions, which are the carrier billing and DRM functions.


    
      

      (1) Carrier billing


      The mobile phone carriers provide the CP with a “contracted billing service” that bills the smart device and feature phone users on behalf of the CP. The Contents Director links with the contracted billing service provided by each mobile phone carrier, and bills users when they download content. The Contents Director can provide the following contracted billing services.


      
        	NTT DoCoMo: sp mode Contents Payment service


        	KDDI: aukantan Kessai(Easy Payment)


        	SoftBank Mobile: SoftBankmatomete(lump-sum) payment

      


      Every carrier provides a contracted billing service to its own specifications. The connection sequences of the Contents Director are designed to absorb the differences in specifications between carriers and to handle the billing of all carriers in a unified manner.


      The billing mode can be selected from monthly billing and pay-as-you-go billing. With the monthly billing, the user pays a certain amount automatically every month and receives points according to the paid amount. With the pay-as-you-go billing, the user pays the necessary amount at the moment of downloading and receives points according to the paid amount. In either mode, the user can download content by consuming the obtained points.


      Some carriers provide users who switched their models from feature phones to smart devices with a function for taking over the previous billing registrations. This function allows users who already utilize the monthly billing in the official site for feature phones to transfer automatically to the corresponding official site for smart devices after switching their models to smart devices. This function serves to prevent losses caused by withdrawal from membership at the time of terminal model switching. The Contents Director is compatible with these billing takeover functions run by carriers. Simply by registering the official site of the user’s feature phone, the user transfer to the corresponding smart device site can be completed without the need for customer enterprises to develop the relevant functions.


      (2) DRM service


      To prevent the distributed content from being copied to another medium and reproduced via other terminals, the Contents Director provides the original DRM service as an option.


      The original content is encrypted in advance using the dedicated authoring tool provided by BIGLOBE, and it is registered in the content distribution server (DB). In this process, a content ID is generated for each encrypted content and the ID is registered automatically in the license management server (DB) by the authoring tool. A content downloaded into a terminal cannot be reproduced as it is because the file is encrypted. When a user attempts to reproduce the content, an inquiry on whether the user is the legal one is sent to the license management and content distribution servers. And, when the user is identified as a legal user, the content is decoded using the decoding key separately distributed from the license management server and reproduced in the streaming format. The factors used for judging a legal user include the content ID, the user ID (this corresponds to the UID of the carrier) and the terminal’s serial number (a unique number for each terminal). These operations allow the content to be reproduced only by the user who obtained it (by purchase) and on the terminal used in downloading it. As the confirmation and decoding operations above are indispensable for reproducing content via DRM, we provide a customer enterprise with a unique player application incorporating the DRM check function as a terminal application to be distributed to their end users.


      With the Contents Director, the DRM mechanism is independent from the content distribution function itself, and a distribution server and a DB server for license management are installed independently. This configuration makes it possible for example to meet a need of using only the DRM part (while using the existing servers of the customers for content distribution) (Fig. 3).
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          Fig.3 Outline of DRM.
        

      

    


    3.3 Differences from Services for Feature Phones


    The Contents Director is an extended version of services based on the rich achievements in the operation of contentdistribution sites for feature phones and of their functions and configurations, in aiming at applying this service to smart devices. In the building of a smart device-oriented system, it was sometimes necessary to employ different processing procedures than for the feature phone-oriented system. The following section describes them.


    
      

      (1) User authentication


      In the case of the feature phones, the user information is sent every time an HTTP request is made so that the information can be used to identify and authenticate the user. With smart devices, however, such a simple user authentication is not possible. So the carriers provide the authentication system based on OpenID 2.0 and the Contents Director authenticates users in the method that corresponds to it.


      With feature phones, the connection source IP address has been limited to the gateways of the carriers in order to prevent user ID impersonation by a terminal other than a mobile phone. On the other hand, with smart devices, the connection source IP address cannot be limited considering the access via Wi-Fi. Therefore, the Contents Director does not limit access based on the IP address and adopts instead an authentication method without IP address limitation.


      For the user authentication, it can be said that the feature phones employ an original system unique to mobile phones, while the smart devices have changed the system to one that is almost equivalent to general websites or websites for PCs.


      (2) Distinction by terminal model information


      With websites for feature phones, it is basically necessary to collect and register the information on all of the terminal models.


      This is because the compatible file formats and specifications vary between terminal models, and the websites have to select the optimum content for the terminal before distribution. On the other hand, the smart devices can handle the general file format of each content type uniformly and regardless of the terminal model, thereby making it unnecessary to register the information on each terminal model.


      If special processing per terminal type is required, a determination function based on the User Agent can be added separately.


      (3) DRM


      For the feature phones, only the built-in software can access the downloaded content. As it performs unique copy control for this purpose it is easy to inhibit the copying of content. With the smart devices, users may use the downloaded files freely, so if contents providers want to inhibit copying, they should introduce the DRM by themselves. As described in (2) in section 3.2, illegal content copying is prevented by limiting access for reproducing contents to the dedicated application.

    

  


  
    

    4. Conclusion: Future Orientation as a Distribution Platform


    The Contents Director has been providing the functions required for the CPs of traditional feature phones to meet the need to expand the content distribution service to smart devices. Nevertheless, the fact that smart devices have a wide variety of functions and that their main usages are based on applications, expands the market range of content business for smart devices, which could be greater than the conventional content business for feature phones. In the expansion toward new business functions, “what can be distributed” to smart devices is becoming the key issue for the future of the Contents Director.


    For the orientation of the expansion of distribution variations, we are planning R&D on the following topics.


    
      	Distribution of the application itself - dedicated sites for special terminals.


      	Distribution of data used within a single application - component distribution.


      	Matching locations between several providers and the receiver (user).

    


    In addition to the measures above, we will also extend billing methods and advance the CMS (Content Management system) so that we can continue to provide effective platform services, thereby matching the current needs of customer enterprises.

  


  
    

    *NTT DOCOMO products and service names appearing on this paper are trademarks or registered trademarks of NTT DoCoMo, Inc.


    *KDDI product or service names appearing on this paper are KDDI trademarks or registered trademarks.


    *All SoftBank Mobile Corp. product, service and related names appearing on this paper are trademarks or registered trademarks of SoftBank Mobile Corp.


    *Apache and Tomcat are registered trademarks or trademarks of The Apache Software Foundation.


    *MySQL and Java are registered trademarks or trademarks of Oracle and/or its affiliates.


    *Android is a trademark or registered trademark of Google Inc.


    *Wi-Fi is a registered trademark of Wi-Fi Alliance.


    *SD is a trademark of SD-3C, LLC.


    *OpenID is a registered trademark of OpenID Foundation.
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    Abstract


    The “LifeTouch” tablet series can be used easily, featuring a lightweight body, touch panel and Android OS. Advantages include providing the necessary security functions for business use and supporting for customizations such as the addition of other functions or a batch default setup.


    Three products have been produced according to the different usage scenes. The “LifeTouch L,” which comes with a large 10.1-inch LCD screen, features a thin and lightweight body, it measures 7.99 mm thick and weighs just 540 g. The “LifeTouch B” has a 7-inch screen and can be held with one hand, it is waterproof and could be utilized in various business fields. The “LifeTouch W” features a book-style dual screen, which is adaptable for unique usage scenes.
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    1. Introduction


    The “LifeTouch” series of tablets are smart devices that can be used easily, featuring a lightweight body, long battery operation and touch panel, as well as offering the intuitive operation of the Android OS.


    These LifeTouch tablets are intended for business uses such as mobile work, presentations, industrial applications in manufacturing plants and also provide services to corporations as dedicated terminals. The LifeTouch tablets are different from ordinary tablets available on the market as they provide additional functions, such as security and communication functions necessary for commercial applications in a business environment. They also support group automated installation, as well as respond to customization requirements, which are different for each business.


    The LifeTouch tablet series product lineup includes three products that can be selected according to the usage style. The first one is the “LifeTouch L” tablet that features a 10.1-inch LCD, intended for mobile work or presentations, thanks to the visibility of its large screen with a wide viewing angle and superior operability. The second one is the “LifeTouch B” tablet with a 7-inch LCD that can be held in one hand and features both superior visible and portable size. It is waterproof and dustproof, making it suitable for use outside offices or in manufacturing plants. The third one is the “LifeTouch W” book-style tablet that features two display screens, which can be folded and carried around just like a notepad or a book.


    The concept and features of the respective LifeTouch products are introduced in this paper.

  


  
    

    2. “LifeTouch L” Model for Business Features Large and Easily Visible Screen


    2.1 Product Concept


    The LifeTouch L business model (Photo 1) is a smartdevice intended for supporting business applications that require an easily visible, attractive and large screen for displaying information. The large 10.1-inch screen makes it suitable for mobile work involving the presentation of materials, browsing emails in a meeting or out of the office, sales work involving face-to-face presentations and customer service or for the display of signage.


    
      [image: e120313_01.jpg]

      
        Photo 1 LifeTouch L.
      

    


    The slim and lightweight body, in addition to the large screen with a wide view angle and a long-lasting battery, offers superior mobility to provide portability and operability of a tablet, while it is still capable of supporting the work-style described above.


    2.2 Large Screen and Wide Angle of View LCD


    The 1,280 × 800 pixel high-definition 10.1-inch LCD is mounted as the display. A strong brightness and wide viewing angle IPS liquid crystal was adopted for the tablet, enabling it to display beautiful images to each person viewing from a variety of angles at the same time, making it suitable for face-to-face interactions with customers at storefronts (Photo 2).


    
      [image: e120313_02.jpg]

      
        Photo 2 Example of style of usage at meetings.
      

    


    2.3 Slim and Lightweight Driven by Long Lasting Battery


    The portability, which is essential for smart devices, was contemplated in order to achieve this slim and lightweight body, which measures only 7.99 mm thick and weighs only about 540 g, even though it is equipped with a 10.1-inch display.


    The slim but lightweight body was created while maintaining rigidity by separating the side and the back surfaces of the frame structure, integrating the side surfaces through the casting of a resin form without any joining seams and using a single aluminum plate to form the back surface. The flat shape means it is easy to store and carry the tablet in a business bag where it can be quickly removed and used immediately.


    Furthermore, a thin 7,710 mAh large capacity lithium-polymer battery has been incorporated to achieve up to 13 hours of battery operations (for web browsing; according to our internal measurement method). This makes it possible to work in the field or in environments that do not provide a power source for long periods of time.


    2.4 Advanced Specifications


    The LifeTouch L is characterized by a slim and lightweight body, driven by a long-lasting battery, while it also features advanced specifications, with an emphasis on performance and connectivity.


    
      

      ・ High performance platform


      A high performance dual core OMAP4460 1.5 GHz was adopted for the SoC (System on a Chip) and Android 4.0 was adopted as the operating system to provide a speedy and delightful operating environment.


      ・ Wireless LAN


      The IEEE 802.11a/b/g/n is supported to respond to a wide range of network environments. Furthermore, the 2.4 GHz band and the 5 GHz band of the IEEE 802.11n are both supported.


      ・ Expandability


      The tablet incorporates a number of expansion interfaces, Micro HDMI terminal for connecting to a projector, USB terminal (in the interest of keeping the tablet thin, a special terminal is provided on the tablet for connecting a USB host cable for USB connections) for connecting supported devices such as a keyboard, micro SDHC card slot and Bluetooth, etc. The possible usage of the tablet expands when connected to a variety of peripheral devices.


      ・ Camera


      A 1.2 M pixel front facing camera and a 5 M pixel rear camera (equipped with flash and auto focus functions) have been incorporated and can be used for video conferencing or taking photographs both indoors and outdoors.


      ・ Security


      A variety of security functions have been incorporated into the tablet for business purposes. The tablet has inherited the superior security functions of the LifeTouch series, which prevents unauthorized use and provides enhanced measures against loss and facilitates safe connection functions for networks, including VPN.

    

  


  
    

    3. Compact, Lightweight and Very Portable “LifeTouch B” Series


    3.1 Product Concept


    The LifeTouch B series of tablets (LifeTouch B (Photo 3) and LifeTouch B Plus (Photo 4)) are smart devices with a 7-inch LCD, which support business use in stores, offices and sales activities both in/out of the office thanks to clearvisibility and excellent portability.


    
      [image: e120313_03.jpg]

      
        Photo 3 LifeTouch B.
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        Photo 4 LifeTouch B Plus.
      

    


    Furthermore, because of the dustproofing and waterproofing features they can be used for inspections in manufacturing plants or warehouses, as well as outdoors.


    3.2 Rich Functions in a Compact Body


    Specifications suitable for the operation of work site duties outdoors are all integrated condensed in a compact body that can be held in one hand.


    
      

      ・ Compact and lightweight


      Easily portable and operable, since it is a size that can be carried in one hand.


      ・ Battery replacement


      The battery is removable and easy to replace whenever the battery drains, which offers users the option of carrying multiple batteries as replacements to continue using the tablet when away from a charging point for long periods of time.


      ・ Security functions required for business


      Just like LifeTouch L, the LifeTouch B series of tablets feature various security functions. They can be used for business with peace of mind, as they feature functions that prevent unauthorized use, as well as provide measures against loss, while facilitating safe connection functions for networks, including VPN support.


      ・ 3G model


      A model supporting the 3G connectivity is included in the product line of LifeTouch B Plus, therefore the tablet can be used for business purposes by connecting to a network from anywhere, while out in the field.


      ・ Wireless LAN handover


      Supports a wireless LAN handover feature that switches over automatically to an optimum wireless LAN access point, making it possible to use the tablet while moving freely across environments, including those with multiple wireless LAN access points, such as inside buildings.


      ・ Expandability with consideration for usability


      It can link up with other devices, such as digital cameras or PCs with the use of the full size SD card slot or bar code readers using the USB host function.


      ・ Stylish and user-friendly design


      A “Flat Surface Design” that eliminates unevenness on both the front and reverse side surfaces was adopted, so that it can be used as an embedded system as well.


      The rear camera is positioned at the center of the back’s surface, so it is not covered regardless of whether the body is held vertically or horizontally.


      A strap hole is also incorporated to allow a strap to be fitted to prevent the body being dropped, enabling the tablet to be used safely with outdoor duties.

    


    3.3 Dustproof and Waterproof Features Expand Usage Style


    Dustproofing and waterproofing features reduce the risk of malfunctions arising from dust or water ingress when the tablet is used outdoors or in a wet environment.


    Furthermore, the LifeTouch B Plus is equipped with a higher level of resilient dustproofing and waterproofing, making it possible to use the tablet in even rougher environments.


    
      	LifeTouch B: IP54 compliant


      	LifeTouch B Plus: IP65/IP67 compliant

    

  


  
    

    4. Book-Style Dual Screen “LifeTouch W”


    4.1 Product Concept


    The LifeTouch W (Photo 5) is a dual screen smart device that can be folded shut, just like a book or a pad, making this large screen tablet portable. The two screens can be used as a single spread screen or they can be used as two individual screens to use applications and services.


    
      [image: e120313_05.jpg]

      
        Photo 5 LifeTouch W.
      

    


    4.2 Book-style / Dual Screen Application


    The LifeTouch W features a unique book-style shape and dual screen.


    
      

      ・ Easily portable folding shape


      The LifeTouch W can be opened to an arbitrary angle (Photo 5) and features a shape like holding a book.


      ・ Large screen stores away compactly


      The tablet features a display area equivalent to a 10-inch tablet when opened, with the incorporation of two 7-inch LCDs, which can be stored away in a compact manner by folding the tablet just like a pad for transporting. Furthermore, since the liquid crystal surfaces are folded inside, there would be no concerns for the display being scratched whenever the tablet is carried in a bag.


      ・ Two applications can be used simultaneously


      Each of the two screens can be used to display and use applications on each, individually.


      For instance, one screen can be used to browse the web, while the other screen is used for editing emails, making it possible to work efficiently, without the need of switching between two applications on a single screen as with a smart phone for example.


      ・ Framework and SDK makes application development easy


      Using the dual screen framework and SDK (Software Development Kit) for LifeTouch W makes it possible to develop applications that take advantage of the dual screens. Furthermore, existing single screen applications can be operated on the overall display comprised of two screens by modifying just a section of the definition file for the application.

    

  


  
    

    5. Conclusion


    The functions and LifeTouch products line-up will continue to be enhanced in the future, so that these smart devices can be used for commercial applications of various businesses, as well as dedicated terminals for cloud services intended for corporate customers.

  


  
    *Life Touch is a registered trademark in Japan owned by NEC Corporation.


    *Android is a trademark or registered trademark of Google Inc.


    *IPS stands for In Plane Switching LCD and is a registered trademark of Japan Display Inc. in Japan.


    *OMAP is a trademark or registered trademark of Texas Instruments Inc.


    *HDMI is a trademark or registered trademark of HDMI Licensing, LLC in the U.S. and other countries.


    *SD and SDHC are trademarks of SD-3C, LLC.


    *Bluetooth is a registered trademark of Bluetooth SIG, Inc. (USA).
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    Abstract


    Incorporating a 12.5" LCD screen, the newly announced VersaPro Type VZ (VK15E/ZS-G) is a tablet PC that mounts the latest Windows 8 operating system. This paper discusses the product concept and the technological devices that have been employed to commercialize the product.
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    1. Introduction


    Unlike a conventional PC that has its data entry performed mainly via a keyboard, the tablet PC is a new-generation PC that offers new uses. This is thanks to its touchscreen panel technology featuring fingertip operation for a quick look at information and the ability to have comments entered via handwriting using a stylus pen.


    There are two types of tablet PCs: one is called a convertible tablet that makes keyboard operation and fingertip/pen operation compatible, and the other one, which does not incorporate a keyboard, is called a “pure” tablet. In order to achieve a weight of less than a kilogram despite its large 12.5" screen, NEC chose the “pure” tablet type for its newly announced VersaPro Type VZ (VK15E/ZS-G) tablet PC. Through the pursuit of a large screen, light weight, and easy operability, NEC has succeeded with this tablet in achieving the lightest design in the class of large 12.5" screen-incorporated tablet PCs and in featuring easy pen writing in addition to fingertip operation.

  


  
    

    2. Features and Specifications


    The VersaPro, Type VZ ( Photo 1 ) has the following features. These are also shown in the Table below.


    
      [image: e120314_01.jpg]

      
        Photo 1 External view of the VersaPro Type VZ.
      

    


    
    
      Table Main specifications of the VersaPro Type VZ.
    
[image: e120314_02.jpg]


    
      (1) The VersaPro Type VZ has a large screen measuring 12.5 inches across the diagonal and weighs less than a kilogram, and thus it achieves a superior portability. When users switch from a conventional mobile PC, they candisplay conventional Windows application files at about the same size as before.


      (2) It incorporates Windows 8 Pro, the latest business operating system that features fast startup after shutting down.


      (3)An electrostatic capacitive touchscreen panel compatible with fingertip touch-operation features 10-point multitouch, allowing all fingers and thumbs to operate the screen.


      In addition, users can choose to have the latest Office programs compatible with touch operation (including Word 2013, Excel 2013, PowerPoint 2013, and OneNote 2013) pre-installed.


      (4) The provided digitizer pen is conveniently held as a pencil and it has a tapered tip that enables delicate handwriting. Moreover, handwriting operation as easy as writing on paper is achieved thanks to the mechanism to enable pen data entry even if the hand of the user that holds the pen is in contact with the screen.


      (5) The VersaPro Type VZ incorporates wired LAN, IEEE 801.11a/b/g/n Wi-Fi, and Bluetooth modules as standard, while also offering expandability as a means of communication such as WWAN compatibility with NTT DoCoMo’s ultra-high-speed wireless communication service Xi (Crossy).


      (6) The removable battery conveniently enables users to replace it with a new one when the battery operation time becomes short due to exhausted battery life. Users can avoid troublesome chores to send the device to the maintenance counter of the manufacturer.


      (7) An external USB keyboard with the same key layout and keystrokes as those of a conventional mobile PC is optionally available. When the VersaPro Type VZ is combined with a stand to hold it in an upright position, the user can perform keyboard operation in the same manner as with a conventional mobile PC.

    

  


  
    

    3. Incorporation of a Large Screen and the Pursuit of Light Weight


    The VersaPro Type VZ incorporates a 12.5" LCD monitor, which is a large screen for a tablet PC. NEC selected this screen size to allow users to switch from conventional mobile PCs to the tablet PC without feeling the difference in screen size, since conventional mobile PCs usually have 12" class LCD screens. This strategy allows them to use backbone systems and business applications that they already use in their mobile PCs without any modifications, because the ways they are displayed are almost the same. Optimum ease of use is thereby achieved.


    Moreover, the lightest-possible materials for the components were chosen to construct the VersaPro Type VZ in orderto achieve a lightweight design; in addition, the following devices were adopted.


    
      

      (1) Employment of thin, durable magnesium alloy for the body


      Magnesium alloy with a thickness of less than 1 mm was used for the body of the VersaPro Type VZ in order to ensure durability and freedom from denting or warping when the tablet is held in the hand, while at the same time achieving a lightweight design.


      (2) Employment of thin, durable tempered glass for the protection of the LCD


      The VersaPro Type VZ uses thinner protective glass than hat used for ordinary notebook PCs. Moreover, the glass surface is coated with an anti-glare film in order to prevent fluorescent light and other types of illumination from being reflected by the protective glass and also to prevent fingerprints from staining the surface.


      (3) Employment of an SSD for the storage drive


      The VersaPro Type VZ uses an SSD (solid state drive) that is lighter than the HDD (hard disk drive) used for most of the conventional mobile PCs. Since unlike the HDD, the SSD neither has rotating components or head, the SSD is more unsusceptible to vibrations and shocks than the HDD and also has freedom in its positioning angle during use. For these reasons, this tablet may be used at various angles.


      (4) Reduction in the weight of the heat dissipation components


      By simplifying the air flow for the dissipation of heat from the CPU and chipset, which are heat sources, NEC has designed the VersaPro Type VZ not to use excessive heat dissipation components in order to reduce the weight.

    

  


  
    

    4. Pursuit of Ease of Use in Touch Input and Pen Input


    Although the VersaPro Type VZ is a “pure” tablet type without a built-in keyboard, it achieves remarkable ease of use thanks to the employment of the following devices for both touch input and pen input.


    
      

      (1) A flat surface that takes account of Windows 8 operation


      The basic operation of Windows 8 is to touch and slide a finger from the edge of the screen when the menu is displayed. Therefore, NEC has eliminated unevenness between the screen edge and the central display area in order to make the front panel fully flat (flat surface design), which facilitates Windows 8 operation.


      (2) Multitouch


      The VersaPro Type VZ uses a touchscreen panel that is compatible with 10-point multitouch that enables correct recognition, even if the panel is touched simultaneously with all fingers and thumbs.


      This makes it possible for the user to cope with various touch gestures of Windows 8 applications such as enlarging the display size by pinching thumb and forefinger together and reducing the size by stretching them apart.


      (3) Character recognition with a high recognition rate


      A Japanese handwriting input application that can be used in the desktop mode of Windows 8, “mazec” manufactured by MetaMoji Corporation is optionally available. It has an excellent character recognition rate and achieves easy handwriting input thanks to the character conversion prediction function with a learning capability that improves as it is used more. This application has been evaluated and developed by MetaMoji Corporation in collaboration with NEC’s development of the VersaPro Type VZ.


      (4) Operability of the pen


      An easy-to-grip digitizer pen ( Photo 2 ) with a thickness equivalent to that of a pencil is used for the VersaPro Type VZ. Since this pen has a tapered tip, delicate handwriting input is possible, thereby making it suitable for delicate touch operation of window displays on the Windows 8 desktop. Furthermore, pen input is possible even if the hand of the user that holds the pen is in contact with the screen, so pen operation as easy as for ordinary writing is possible while placing a hand on the paper.


      
        [image: e120314_03.jpg]

        
          Photo 2 Digitizer pen.
        

      


      (5) How the pen writes


      The protective film employed in the VersaPro Type VZ appropriately creates a sense of resistance, just likewriting on paper with an ordinary pen. It does not make the pen tip too slippery, thereby making it easy to use the dedicated pen to write letters and draw pictures.


      (6) Reduction of parallax


      The thickness of the protective glass on the exterior surface of an LCD panel creates distance between the pen tip and the display surface of the LCD panel, causing parallax ( Fig. ). To minimize this parallax, the VersaPro Type VZ uses thinner protective glass than that of a conventional notebook PC, thereby achieving easy pen input with virtually no parallax.


      
        [image: e120314_04.jpg]

        
          Fig. Schematic diagrams of parallax.
        

      


      (7) Tracking capability of the pen


      The electromagnetic induction type touchscreen panel recognizes the position of the pen with the accuracy of ±0.4 mm and reads out 133 times per second.


      This helps achieve an excellent tracking capability that responds smoothly to finely performed, rapid pen maneuvers.

    

  


  
    

    5. Other Features


    In addition to the large screen, light weight, and easy operability, the VersaPro Type VZ also has the following features.


    
      

      (1) Extended battery operation time


      The VersaPro Type VZ offers a battery operation time of 7 hours at maximum (under the JEITA Battery Run Time Measurement Method). The VersaPro Type VZ can be kept in sleep mode (the condition in which the power consumption is suppressed by the engagement of the power-saving mode for the SSD and display, while the status of the memory in progress is maintained) whenever it is carried around. It may then be used away from the office all day long.


      (2) Dual core CPU for high-speed processing


      The VersaPro Type VZ employs the Intel Celeron Dual Core CPU featuring superior processing capability to the Intel Atom processor that is used in many tablet PCs.


      In combination with standard 4 GB memory upgradable to 8 GB, it offers high-speed processing for smooth operation of the latest Office programs (including Word 2013, Excel 2013, PowerPoint 2013, and OneNote 2013) and extended battery operation time compatibility.


      (3) Versatile interfaces


      The VersaPro Type VZ has USB ports on both left and right sides in order to easily accommodate multiple devices such as a mouse and keyboard that may become necessary when working at an office desk. It is also provided with versatile interfaces to enable utilization of existing company assets - such as standard provision of an external RGB display connector to enable connection with a projector.


      (4) Versatile communications functions


      The VersaPro Type VZ incorporates Wi-Fi (IEEE 802.11a/b/g/n) and Bluetooth modules as standard, while offering versatile communications functions such as WWAN compatibility with NTT DoCoMo’s ultra-high-speed wireless communication service Xi. Moreover, this tablet is also provided with a LAN port as standard that is compatible with gigabit Ethernet (1000BASE-T) to cope with existing wired LAN environments. The LAN modular jack is laid out so that the latching tab of the modular plug comes on top when inserted into the jack in order to prevent the LAN cable from falling off when the tablet is placed on a desk.


      (5) Web cameras incorporated on both the front and back panels.


      Web cameras useful for video conferencing, status report preparation, and many other purposes are provided as standard on both front and back panels of the VersaPro Type VZ.


      (6) Fingerprint authentication function


      The VersaPro Type VZ is provided with a fingerprint sensor as standard that can execute individual authentication with a simple touch and by sliding a fingertip. It is also compatible with a single sign-on capability that simultaneously authenticates access to BIOS and Windows with a single authentication operation to achieve simple yet safe security functionality.


      (7) Motion recognition


      The VersaPro Type VZ incorporates a gyro sensor that senses the rotation of the body and an acceleration sensor that recognizes movement of the body. Thereby, it detects that it has been rotated and can automatically rotate the display. The automatic rotation of the display can be overridden to enable the user to rotate the display at the touch of a button.


      (8) Deletion of data in case of theft or loss


      A remote data deletion service that can erase the data in the VersaPro Type VZ via internet is available free of charge for one year.


      This service offers a function that automatically deletes the data specified in advance when no authentication is passed for an extended period of time. This service helps reduce the risk of information leakage in case of theft or loss.


      (9) Pursuit of ease of use


      The VersaPro Type VZ is provided with a strap that prevents the digitizer pen from being lost. Moreover, there are two strap eyelets on the left and right sides of the tablet to allow both left-handed and right-handed users to use the strap. Furthermore, a display rotation button is provided, which is useful when a map is displayed, for example, and in other cases when automatic display rotation is not desirable.

    

  


  
    

    6. Conclusion


    This paper discussed various features of the newly announced VersaPro Type VZ (VK15E/ZS-G) tablet PC with Windows 8.


    In order to promptly address the new demands of the tablet PC market, which is currently expanding rapidly, NEC is planning to develop and release even more innovative tablet PCs.


    To conclude, NEC would like to thank all those that have collaborated in the release of the VersaPro Type VZ.

  


  
    *Windows, Excel, PowerPoint and OneNote are registered trademarks of Microsoft Corporation in the U.S. and other countries.


    *Bluetooth is a registered trademark of Bluetooth SIG, Inc. (USA).


    *Xi is a trademark or registered trademark of NTT DoCoMo, Inc.


    *mazec is a trademark or registered trademark of MetaMoji Corporation.


    *Intel, Intel Atom and Celeron are trademarks of Intel Corporation in the U.S. and other countries.

  


  
    

    Author's Profile


    
      
      SAKOYoshikazu
    


    
      
      Manager

      
       Personal Solutions Sales Promotion Division

      Personal Solutions Operations Unit
    


    
      
      SASAKINoriyasu
    


    
      
      Assistant Manager

      
       Personal Solutions Sales Promotion Division

      Personal Solutions Operations Unit
    

  


  

  
    
      Special Issue on Smart Device Solutions
    


    
      Smart devices
    

  


  Development of an Android-based Tablet(Panel Computer series)


  
    MORIMITSUHiroshi, SATOUHiroshi, WATANABENoriaki, TARESAWAEiichi, OTSUBOToshimasa, SATOHKotaro
  


  
    

    Abstract


    The recent activation of the tablet market is encouraging many enterprises to study the use of tablet terminals. At NEC, the Application Appliance Division has been developing products meeting various business operations and business type requirements in collaboration with each customer. For this opportunity, the division has commercialized an Android-based tablet by making full use of our rich experience. This paper introduces the convenience in actual business operations of this product, its features including stability improvements, the process of its commercialization and actual cases in which this product has been introduced.
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    1. Introduction


    The launch in the market of the iPad by Apple Computers, Inc. has started the activation of the tablet market. The Application Appliance Division has developed an Android-based tablet (tablet-type panel computer, model name AGT-10) targeting various industries based on our experience of the commercialization of panel computers (Windows-based computers with touchscreen panel displays for various business operations and industry types) and have commercialized it as a product for new markets. In the rest of this paper, we will introduce the concept and features of this new product in section 2, the process of commercializing the product in section 3 and two cases of actual introduction in section 4.

  


  
    

    2. Product Concept and Features


    This product is positioned among smart devices such as the LifeTouch series and the VersaPro series and is specialized for the business operations/business type-specific product market. In order to cope with such markets, it has been implemented based on the Android platform with the three concepts of enabling its use by “anyone,” “anywhere” and with “safety and security.” With regard to specifications, it is a 10-inch tablet incorporating the basic functions required for a tablet and takes into consideration convenience, stability and supply capability in actual business operations without compromising stylishness. The following subsections introduce its main features and functions.


    2.1 NFC


    NFC is currently used in communications with contactless IC cards such as FeliCa and MIFARE and its use is expected to become more active in the future. As a 10-inch tablet is expected to be used for reading and writing IC card information by waving the card over the product, it is very important to set NFC on the front chassis frame of the product without compromising the chassis design. For this purpose, we repeated four cycles of packaging studies and also repeated three cycles of prototyping and evaluation of the NFC module itself in order to improve its reading accuracy. As a result, we succeeded in packaging the universal antenna and module on the front frame of the tablet by reducing their area by 60% and volume by 10%. This allowed us to offer the world’s first tablet that can read and write NFC data on the front (Photo 1).


    
      [image: e120315_01.jpg]

      
        Photo 1 Size reduction of the NFC module enabling IC card authentication on a tablet front panel.
      

    


    The NFC module is equipped with the SmartMX security chip, which has the highest level of security strength (certified Security Common Criteria EAL 5+). In the future, it will be compatible with a service that judges the authenticity of each terminal by verifying its legitimacy and internal ID data in the cloud computing system.


    2.2 Wired LAN and Cradle


    Tablets are generally carried for use, so they typically do not have a wired LAN function. Nevertheless, tablets are also used in a stationary position, on an office desktop, in many scenarios of business operations. In such cases, wired LAN is required to secure more stable communications as well as in consideration of the replacement of traditional panel computers. With this product, the wired LAN function (bottom left, Photo 2) is packaged in the optional cradle (top, Photo 2) so as not to spoil its portability as a tablet and also in consideration of the product design.


    
      [image: e120315_02.jpg]

      
        Photo 2 Cradle incorporating a wired LAN system.
      

    


    Specifically, the tablet and the cradle are connected through USB contacts (bottom right, Photo 2) and a USB-LAN converter chip is incorporated into the cradle. The contacts make use of the expertise cultivated through long years of business terminal development by NEC Infrontia to achieve plugging/unplugging resistance able to withstand business use. In addition to the USB contacts, recharging contacts as well as contacts for detecting the placement of the main body (bottom right, Photo 2) are provided, making it possible to identify the tablet plugging/unplugging count and to switch between the wired LAN and 3G circuits automatically.


    In addition, to prevent theft, a hole for a Kensington lock and one for securing the tablet body with a wire are also provided.


    2.3 Environmental Resistance


    For business use, the tablet is expected to be used in severe environments, while avoiding the interruption of operations is important. Consequently, it is important to consider environmental resistance. The dust and drip proofing of this product complies with IP54 by adopting ultrathin packing at themobile phone level in the chassis fitting section (Fig.). For protection in the case of accidental dropping from a desktop, it is designed as a robust terminal featuring drop resistance up to 75 cm as well as impact resistance.


    
      [image: e120315_03.jpg]

      
        Fig. Chassis fitting using ultrathin packing.
      

    


    2.4 Notification LED


    One of the LEDs on the left side frame on the front of this product is a notification LED that can be lit by applications in any of seven colors. For instance, while viewing the screen display with a customer, a sales engineer can be notified of information such as “there is an instruction from the store manager” without interruption of the screen display. By linking colors with message content, instructions can be recognized intuitively. It is also possible to assist awareness by including a vibrate function.


    2.5 Easy Customization


    Considering the usability in actual business operations, there are many cases in which it is inconvenient to use the standard product without change. To deal with this issue, we provided this product with our own innovations, assuming customization from the design phase, so that it can handle customers’ requirements flexibly and quickly. One is reduced board sizes and separation of boards (which are connected through cables) according to function in order to improve the flexibility. Individual components such as the camera are also installed by separating them according to function. These design measures make it possible to provide hardware variations, such as a model without a camera or a 3G-only model, relatively easily. Furthermore, to ensure flexibility of design, we stick to domestic development (both hardware and software) and domestic production.


    2.6 Software Innovations Such as Multi-user Functionality


    General Android terminals presuppose the use of a terminal by a single person, so they are not suitable for the sharing of a terminal among multiple users, which may often happen in the business use scenario. Therefore, we introduced the concept of multi-user functionality, like that available with Windows, to improve the convenience of business operations. In addition, we addressed terminal security by user authentication with the NFC function as well as with application usage restrictions (using a whitelist protection). The combination of these functions makes it possible to switch the user level (such as store manager or part-time clerk) of a business application after turning the terminal on to adapt to various other usage scenarios.


    To improve kitting efficiency, a configuration application is included to enable batch installation of application files as well as some other operations including a LAN setting.

  


  
    

    3. The Commercialization Process


    As described above, this product is full of innovations allowing users to deal with various types of usage requirements. We believe that we were able to produce such a product not because we determined its specifications as an extension of general tablet terminals, but because we commercialized it by collecting needs from the specifications study phase through to the product shipment phase, always in collaboration between development departments, and by obtaining support from linkages between applications and services inside as well as outside NEC. In the following, the process of commercializing this product will be detailed.


    3.1 Beginning of Commercialization


    We began studying commercialization of products in early 2011 because we had requests from sales departments for an Android tablet specialized for business use and also needed to study the upcoming products in our division, products to be released next to conventional desktop type. We first presented the concept and specifications and exhibited the mock-up of the concept image at the Embedded Systems Expo & Conference (ESEC) in May 2011. As on that occasion we were able to confirm our production direction met customer’s needs, we advanced to the next step, consisting of a detailed specifications study and actual development.


    3.2 Development System


    To meet the challenge of developing this product with the optimum system, we organized a development base (a team of development personnel) with experience in the LifeTouch series by overhauling the development and production base of our division. We initially studied ODM (Original Design Manufacturing) by an overseas vendor, but decided to handle everything from development to production within Japan in consideration of the sharing of key technologies throughout the NEC Group and the possibility of flexible customization.


    3.3 Shipment


    The reactions to our exhibition and demonstration at C&C User Forum & iEXPO 2011 held in November 2011 made us reconfirm that our concept and direction were not wrong. After this we started to release proto-type models for application developers etc. We had their feedbacks such as unexpected usage scenarios and problems and implemented them in the product as far as possible. We continued to improve the quality of the product and eventually shipped in March 2012.

  


  
    

    4. Actual Use Cases


    In the last section, we will introduce two cases in which this product has been introduced in various fields thanks to the characteristics described above.


    4.1 Maximum Use of NFC Built into the Front Chassis frame


    In the first case, the orders for this product were received thanks to one of its biggest features, “NFC built into the front chassis frame.”


    The customer was considering the possibility of introducing fashionable tablets to replace the current terminals used in their storefront service (business reception), which store visitors operate the terminal by their own using their membership cards as keys, with the aim of reducing system introduction cost and improving installation/operation performance.


    Then, in place of the touchscreen panel display that customers currently used, we first examined the idea of employing a tablet which embeds the necessary peripherals (2D reader, contactless IC card reader, etc.) in a single box. However, from the viewpoint of cost, this proposal failed to be an attractive one for the customer, as it could weaken the advantage of introducing tablets.


    We then proposed the maximum use of NFC built into the front chassis frame of this product. By employing some alternatives such as substituting a 2D reader for the built-in camera, we were able to obtain an order for a configuration consisting only of the tablet’s standard model. In addition, we also proposed customizing the software so that operability and controllability were not spoiled by the functionality of the Android standard (for example, illegal bypassing of the business screen by pressing the [Return] or [Home] button). This contributed to making our reception of the order certain.


    The stylish cradle with highly durable contacts also was one of the product’s highly evaluated features.


    The following points led to the success of this case.


    
      1) NFC built into the front chassis frame (improved card authentication usability)


      2) High environmental resistance of terminals against dust, drips, impact, etc.


      3) Software technology and support capability for developing business applications


      4) Stylish recharging cradle (high terminal plugging/unplugging endurance)

    


    These are the major points in the first introduction case.


    4.2 Specifications and Flexibility Responding to the Advanced Requests of Customers


    The next case is an order from a financial institution customer. As with other business types, there is a great need for tablets in financial institutions and the introduction of tablets has been examined for several years. Nevertheless, general Android tablets were mostly excluded in the process of study because of many issues including short product cycles, security vulnerabilities that cannot be compensated for and the impossibility of customization according to actual operations. However, as our product clears all of the above issues, its introduction was decided upon as the first Android-based tablet for financial institutions in Japan.


    The following four points led to the success of this case.


    (1) Long-term product supply/maintenance


    In a financial institution, it takes at least a year from the start of a terminal introduction study (requirements definition) to actual introduction and deployment. In addition, one of the characteristics of this type of user is to avoid adoption unless all of the product’s issues have already been cleared before the requirements definition. As it was required that the product already exist at the requirements definition stage and that it should continue to be supplied until the deployment stage, the long-term supply of the product was one of the important points that led to adoption. Maintenance was also required to be provided for up to 5 years after shipment and the availability of various options such as long-term warranty (3-year, 4-year, 5-year), remote locking, wipe and spare with a kitting service was also highly appreciated.


    (2) Security


    Since financial institutions handle sensitive personal information, they require the highest level of security and any user system has to pass severe security reviews by a third-party organization.This product incorporates all the security functions, often insufficient in ordinary products, that have ever been requested of us in relation to security needs.


    (3) Customization


    The hardware customization requests for this case included the packaging of the communication function (3G). The customer had been using iPhones and wanted to use the same carrier as before with 3G even when the terminal was switched to a 10-inch tablet. This product has a construction facilitating customization so it could respond quickly to the customer’s request by simply replacing the internal 3G module.


    For software customization, we customized even the parts close to the OS level in order to meet the highly stringent security requirements of a financial institution. Needless to say, the fact that engineers in our domestic bases can customize deep in the software hierarchy is one of the factors of superiority of this product over others. In addition, with options that become necessary in actual usage scenarios, quick proposals for privacy screen guard protection, adjustable power cable length and a group cradle (able to hold multiple smart devices) made it possible to incorporate them as added value.


    (4) Easy introduction and deployment


    As this case involves large-scale deployment, how quickly terminals are set up is an important point. In addition to making proposals to use the product’s functions, such as batch settings, we also made full use of connections inside and outside NEC Group, including the linkage between the kitting and maintenance departments we had been promoting in advance, linkage with the carrier department and linkage with the terminal management service (MDM: Mobile Device Management) department. As a result, we were able to reach the final introduction decision quickly by omitting the time that would have been required for a study of proposals.

  


  
    

    5. Conclusion


    We succeeded in commercializing an Android-based tablet for the new market thanks to our many years of expertise in the commercialization of business-oriented products, the collaboration of related departments and the positive incorporation of customers’ needs. In this paper we introduced two cases of introduction making use of this product’s characteristics and we believe that these cases show the important points to ensure that this product will also be adopted in other business types. In the future, we will inherit and advance our expertise so that the product can grow to become easier to use and so that we can continue to deliver better products to customers.

  


  
    *iPhone and iPad are trademarks of Apple Inc. The iPhone trademark is used under license from AIPHONE CO., LTD.


    *Android is a trademark or registered trademark of Google Inc.


    *FeliCa is a registered trademark of Sony Corporation.


    *MIFARE is a registered trademark of NXP Semiconductors N.V.


    *Windows is a registered trademark or trademark of Microsoft Corporation in the U.S. and other countries.


    *All other product names that appear in this paper are trademarks or registered trademarks of their respective companies.
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    Abstract


    The recent increase in the diversity of work styles demands changes in our working environments. People are expecting to work in their favorite places and at their most convenient times, rather than working in a certain place like an office during certain hours. The “ConforMeeting” series resolves this issue. By developing it to be compatible with smart devices, the usage scenarios of the “ConforMeeting” series have been significantly expanded. It is now available for use outside offices and it can also be a great tool for seminars, etc.


    This paper introduces the ConforMeeting series and its innovative usage scenarios.
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    1. Introduction


    NEC Information Systems has developed and marketed two systems: “ConforMeeting/c,” to achieve real-time document sharing, and “ConforMeeting/e,” which allows corporate managers and executives to hold innovative board meetings.


    Customers can select between these according to their usage scenarios.


    So far, these systems have been provided to be installed on Windows PCs with the aim of conducting efficient, cost-saving meetings.


    However, since smart devices have disseminated in our society, innovative usage scenarios for the ConforMeeting series have been realized by optimally utilizing the superior characteristics of smart devices, such as mobility, intuitive usability, advanced GUI, etc.


    Section 2 in this paper explains the diversified needs for information sharing and conference systems in a society in which working styles are drastically changing. An outline of the ConforMeeting series as an information sharing system is described in section 3 together with conventional usage examples and, finally, innovative usage scenarios for the ConforMeeting series compatible with smart devices are introduced in section 4.

  


  
    

    2. Drastic Changes in Work Styles and Diversified Needs for Real-Time Document Sharing and Conference Systems


    The style of working in a certain office during certain hours has been widely accepted so far. However, the diversity of the recent working environment has changed such a conventional working style. People are demanding an environment in which they can work anywhere, not only in an office but also outside offices, even during a business trip and even at any hours convenient for their lifestyle.


    In order to cope with globalization and the acceleration of business operations, it is expected that a working environment will be established enabling information sharing with other staff by linking anywhere, anytime and even with anybody. The systems we have developed to achieve real-time document sharing and efficient meeting arrangements are the solutions to support such demands.


    According to the results of a marketing company study, the Japanese market for real-time document sharing and remote conference systems (videoconference, web conference, voice conference) may continuously expand in the future and is projected to double in three years. At the same time, the market needs for these systems have also increased. These systems were once expected to reduce staff transportation costs when holding meetings. Now, however, they are expected to have the capability of being used in various scenarios such as education, e-learning and e-training and also to cope with BCPs (Business Continuity Plans), etc.


    ConforMeeting will satisfy these various needs.

  


  
    

    3. What Is ConforMeeting?


    3.1 Features of ConforMeeting


    The ConforMeeting series provides a real-time document sharing system and a remote conference system that have been developed to share information among people and to promote efficient business operations. Since its release in 2007, over 60 enterprises in various industries have employed these systems.


    The features of the ConforMeeting series are as follows.


    
      

      (1) Paperless operation through superior usability, just like writing on a sheet of paper


      ・ Operation of the touchscreen panel with a stylus pen allows users to experience a feeling of smooth usability, just like writing on paper.


      ・ Thanks to a mechanism for sharing digitized information, the labor and costs required to modify, replace and print documents can be reduced.


      (2) Support for communications and collaboration making best use of IT


      ・ What a meeting leader does with his/her device, such as writing comments, turning pages, etc., is synchronized to the screens of other meeting attendees’ devices. Attendees in the meeting can see the same screen on their own devices immediately.


      ・ A function to highlight the important parts of a document allows users to have a clearer conversation. When key items are pointed out, discussion points will be clearer so that smooth conversation can be expected among attendees.


      (3) A mechanism to avoid information leakage


      ・ A highly secure mechanism is provided in which each document is converted into NEC’s unique encrypted file format before being stored on the server.


      ・ Accidentally leaving behind document data at a client’s office, an ever-present risk with paper documents, will never happen, so information leakage even in the case of the loss of a terminal device can be avoided.

    


    The ConforMeeting series provides two types of systems, as shown in Table below. Users are able to select a system according to their usage requirements.


    
    
      Table Comparison between ConforMeeting/c and ConforMeeting/e.
    
[image: e120316_01.jpg]


    In the following sections, the purposes as well as usage and operation scenarios of ConforMeeting/c and ConforMeeting/e are explained.


    3.2 Purposes and Usage Scenarios for ConforMeeting/c


    First, let us describe ConforMeeting/c. The purpose of this system is to provide an environment in which people can share documents and hold meetings with just a single-click operation at any time and anywhere without any advance preparation.


    Details of ConforMeeting/c usage scenarios are as follows (Fig. 1).


    
      [image: e120316_02.jpg]

      
        Fig. 1 Using ConforMeeting/c.
      

    


    
      

      (1) Face-to-face meetings


      A meeting can be started by simply bringing your tablet PC to the meeting space or conference room. Copying and printing documents and distributing them: none of this is necessary anymore to hold a meeting. Paperless meetings can be realized. Even setting up a projector is unnecessary. Moreover, the details of the meeting can be stored in the devices of each attendee so that the meeting discussion can be resumed smoothly on a subsequent day by referring to the stored notes from the previous meeting.


      (2) Confirming documents with staff at a distant location


      When reviewing a document among staff located in distant offices, ConforMeeting/c should be operated together with a videoconference or voice conference system. Staff can write comments or mark important items in the shared document so that clearer discussions can be conducted even among staff at remote locations. When using the system together with a smartphone, a user should wear a headset so that he/she can attend a meeting by listening to the voices of meeting attendees.

    


    3.3 Purposes and Usage Scenarios for ConforMeeting/e


    Next, we will describe ConforMeeting/e, a board meeting solution system. When holding a regular meeting, a meeting organizer is expected to prepare the meeting and run the proceedings. ConforMeeting/e has been developed to support such a meeting organizer in running an efficient meeting and in creating an environment in which attendees can concentrate on thediscussion in the meeting. In order to achieve these results, dedicated tools for meeting organizers are provided. These tools support meeting organizers in simplifying tasks such as preparing, monitoring and running the meeting, as well as distributing materials after the meeting.


    A meeting conducted with ConforMeeting/e is shown in Fig. 2.


    
      [image: e120316_03.jpg]

      
        Fig. 2 Conducting a meeting with ConforMeeting/e.
      

    

  


  
    

    4. Innovative Usage Scenarios for the ConforMeeting Series Compatible with Smart Devices


    ConforMeeting/c achieved compatibility with Android terminals in 2011 and ConforMeeting/e achieved compatibility with the iPad in 2012. These compatibilities with smart devices provide users with opportunities to use the ConforMeeting series in the following scenarios.


    
      

      (1) Users can bring terminal devices with them more often outside the office or even on business trips.


      (2) User-friendly UI and intuitive usability allow users to carry out real-time document sharing and conduct remote meetings without any special training in how to operate the system.


      (3) Users can work efficiently, making the best use of their spare time.

    


    Details of actual usage examples are introduced below.


    [Usage example 1 (with ConforMeeting/c)]


    Using it as a secure tool to bring information to and from the office


    
      

      ConforMeeting/c allows users to bring information to and from the office securely (Fig. 3).


      
        [image: e120316_04.jpg]

        
          Fig. 3 Using it as a tool to securely bring information to and from the office.
        

      


      Let us explain how to operate ConforMeeting/c with a detailed example. First a user creates a “meeting room” on a Windows PC located in the office. The user registers relevant documents in the “meeting room” and then stores the “meeting room” so that these documents can be browsed from outside the office. The user brings his/her Android terminal with him/her out of the office and accesses the system inside the office via DMZ (demilitarized zone) or VPN (virtual private network) so that he/she can access the “meeting room” on the Windows PC located in the office to attend a meeting. Once a user enters the “meeting,” he/she is allowed to access the documents stored in advance. This means that the labor of carrying paper materials around will be eliminated and users will be free from the anxiety of losing them. This can be a secure tool to bring information to and from the office. Moreover, it can be used as a tool for other purposes, such as storing a snapshot taken by an Android device in the “meeting room” or bringing meeting information back to the office securely, because all information, including handwritten notes, are directly input to the document files stored in the “meeting room.”

    


    [Usage example 2 (with ConforMeeting/c)]


    Using it as a tool to share documents or conduct a presentation in a seminar, training course, etc.


    
      

      Making the best use of user-friendly UI and intuitive usability, ConforMeeting/c can be used as a tool to share documents and conduct a presentation in a seminar, training course, etc. A lecturer can use a marker function to emphasize desired points. Lecture attendees can write their notes in the document displayed on their devices (Fig. 4). Moreover, files created with different applications, such as PowerPoint, Excel, Word and PDF, can be operated on without switching to each application, so that users can operate ConforMeeting/c without confusion from the first time.


      
        [image: e120316_05.jpg]

        
          Fig. 4 Usage in training courses, seminars, etc.
        

      

    


    [Usage example 3 (with ConforMeeting/e)]


    Using it to access and browse information at the moment you are inspired, to use your spare time more effectively


    
      

      Browsing information and making decisions are major activities that business managers and enterprise owners have to do every day, but PCs are mostly used for creating documents. ConforMeeting/e utilizes the superior characteristics of smart devices, which are suitable for browsing information, so that business managers and enterprise owners can access necessary information in a timely manner. They can access documents to be distributed at board meetings or other important meetings whenever they feel like it, during their spare time, from anywhere, as long as they carry a smart device with them. They can browse such data from home. This may result in an even safer way to browse information because they do not need to carry around paper documents (Fig. 5).


      
        [image: e120316_06.jpg]

        
          Fig. 5 Information browsing is available easily and securely during your spare time.
        

      

    

  


  
    

    5. Conclusion


    The dissemination of smart devices has built an environment in which one can access a variety of information anytime, anywhere and quickly. By incorporating the advantages of smart devices, the ConforMeeting series has evolved into a tool that allows users to conduct real-time communications among users and experience an information-sharing environment without limits of place and time, much more convenient than before.


    In the future, the ConforMeeting series will be advanced to become an even more attractive product by developing it to be compatible with Windows 8, as well as to achieve improved handwriting recognition.

  


  
    *Android is a trademark or registered trademark of Google Inc.


    *iPad is a trademark of Apple Inc.


    *Excel, PowerPoint and Windows are registered trademarks of Microsoft Corporation in the U.S. and other countries.
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    Abstract


    BusinessView (called CSView/Reception Management by NEC) is a contact center application by NEC Nexus Solutions that enables the centralized management of reception processes, starting from the reception of customer inquiries all the way to completion of processing. BusinessView Maintenance Work Solutions improve the efficiency of maintenance staff assignment and the response time to customer requests by performing location management (GPS information) of staff whereabouts and the management of their schedules. It also improves the efficiency of maintenance work by taking advantage of the functions of the smartphones carried by staff, such as searching relevant in-house documents, entering maintenance work data, and enabling printing of the maintenance completion reports from a mobile printer.
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    1. Outline of BusinessView


    Companies are facing issues involving customer satisfaction with the improvement and efficiency of procedures in dealing with customers. BusinessView is a system as well as a service that is customized for the “contact center” to solve such issues. NEC Nexus Solutions has developed this business package system with a view to offering improved satisfaction to customers by enhancing the quality of customer service. It also serves to provide a seamless linkage to the relevant departments. Another consideration has been that the system was developed with the intention of providing optimum satisfaction to the “contact center” operators that use it.


    Based on our experience in the development of a customer consultation system for an automaker in 1992 we have now been carrying out the development of packaged products and the construction of systems exclusively for use by “contact centers” for more than a decade. Our products have been used in various industrial categories and operational types such as manufacturing, retailing, service, financing, and local authority, thereby resulting in introductions to about 20,000 clients in about 250 companies in Japan.


    We also started a contact center operation consignment service in 1996 that offers know-how for the “contact center” administration and systems integration engineering.


    In addition, we provide templates for the food and medical/pharmaceutical industries, and for municipalities that are based on our business expertise.


    1.1 Background of the Development of BusinessView Maintenance Work Solutions


    We were entrusted with the development of a repairs request reception center system in 2003 and we subsequently assigned requirements as follows.


    
      Requirement 1:The reception center should be able to assign staff when arequest is received and advise the scheduled visit time tothe customer.


      Requirement 2:The reception center should be able to notify staff of thelocation to visit, appointed time, and repair request details.


      Requirement 3:Staff should be able to report work progress including thetime of arrival on site and starting/finishing times of thework.


      Requirement 4:The reception center should also be able to control the progress and results of the work.

    


    Requirements 1 and 2 are functions that are essential for maintenance work where immediate action is a must, whereas Requirements 3 and 4 are functions that enable the reception center to control the handling situations. To achieve these requirements, we created a system that can notify work orders using i-mode mail and updates work status via i-mode connection to web servers.

  


  
    2. Smartphone Linkage


    Accompanied by the proliferation of smartphones, the effectiveness of utilization of smartphones for business use has been attracting attention. When smartphones are used in maintenance work, they present the following benefits when compared to mobile PCs.


    
      1) Lightweight and compact


      Maintenance personnel need to minimize the belongings that they carry in addition to the essential tools and replacement components.


      2) Operable when walking


      Because maintenance staff check confirmation points and enter the results while performing inspection rounds, quick start-up and easy operations are required (the use of a mouse and keyboard is not desirable).


      3) Cost of the terminal units


      The cost of the terminal units allotted to all maintenance staff must to be kept low.

    


    Against such a background, the smartphone compatible functions intended for maintenance staff were incorporated in BusinessView, resulting in the enhanced version of October 2011. This version was released as BusinessView Maintenance Work Solutions in order to target new markets in addition to the conventional market for contact centers.


    2.1 The need for Environmentally Friendly Smartphones


    As mentioned above, BusinessView works on the assumption that the PC screens of the customer contact representatives at contact centers are used. Therefore, it is necessary to overcome issues such as those relating to security when accessing from outside the company using a smartphone. The number of man-hours required to complete the development were also of concern. Such issues as these were targeted in creating business systems that were compatible with smartphones.


    2.2 Considerations to be Observed When Adapting an Existing System to be Compatible with Smartphones


    
      (1) Security considerations


      Personal information such as customer names and addresses is handled in the maintenance of home electrical appliances for example. For this reason, a repair request reception center system is installed in the company intranet. In order therefore to connect to such a system from a smartphone, it is required to use a platform that enables easy and secure connection to the intranet.


      (2) Considerations of operability


      When a web application optimized for existing PCs is displayed on a smartphone screen, the screen size may be restricted and the operability may be considerably deteriorated due to the inability to use a pointing device. This makes it necessary to develop displays that are specifically applicable to smartphones.


      (3) Provision of a development environment that is independent of models and OSs of terminals


      It is required that the reference/entry display applications of the maintenance work terminals be provided with screens that have been developed exclusively for particular businesses because requirements vary with customers. It is also required that the database information on the reception center side be referred to in real time.

    


    To build such a business system, the dependency on terminals and OSs is high when developing a dedicated application for smartphones. This makes it necessary to redistribute applications to the terminals each time the system is expanded and to perform the development and evaluation according to the type and version of the OS of the targeted terminals. For this reason, we thought it would be ideal to develop a web-oriented application based on Java for the intranet application server.


    Against this background, Smartphone Linkage Platforms (optional) have been commercialized as a standard platform in order to promote improvements in smartphone compatibility of existing business applications. This solution is indispensable when BusinessView Maintenance Work Solutions are used from smartphones.


    2.3 Smartphone Linkage Platforms


    The Smartphone Linkage Platform features module-type architecture as shown in the Table below and in Fig. 1.


    
    
      Table Modules of the smartphone linkage platforms.
    
[image: e120317_01.jpg]


    
      [image: e120317_02.jpg]

      
        Fig. 1 Schematic diagram of the smartphone linkage platforms.
      

    


    2.4 Smartphone Compatible Functions of BusinessView Maintenance Work Solutions


    (1) Functions on the repairs request reception center side


    Displaying the whereabouts of out of office maintenance personnel on a map by using the GPS function of smartphones makes it possible to visually confirm the presence of any maintenance staff in the vicinity of the area from where therepair request has been made (Fig. 2). This enables efficient assignment of maintenance staff who can most quickly arrive at the location in question when immediate action is required.


    
      [image: e120317_03.jpg]

      
        Fig. 2 PC displays at the repairs request reception center side.
      

    


    Moreover, when this function is combined with a scheduler, confirmation of the operation schedules of maintenance staff and their appointments can be achieved, thereby enabling the assignment of appropriate maintenance staff.


    (2) Functions on the maintenance staff side


    Creation of repair condition/result registration displays for smartphones makes possible confirmation of operations orders and registration of results while maintenance personnel are out of the office (Fig. 3). This means that it is no longer necessary for them to create reports when they are back at the office after the task is completed.


    
      [image: e120317_04.jpg]

      
        Fig. 3 Smartphone displays at the maintenance staff side.
      

    


    Moreover, the site conditions both before and after a repair can be shot with a smartphone camera and uploaded to the server, and validation of completion of the repair can thereby be shared in-house.


    Furthermore, reports can be printed out by a mobile printer using Bluetooth. The printouts may then be handed tocustomers on the spot, thereby enabling immediate customer approval of the repair etc.


    (3) Linkage with other systems


    The BusinessView Maintenance Work Solutions support the tasks that maintenance staff need to perform when they are out of the office (Fig. 4).


    
      [image: e120317_05.jpg]

      
        Fig. 4 Schematic diagram of BusinessView Maintenance Work Solutions.
      

    


    
      1) Browsing of in-house documents


      In case manuals need to be referred to during fieldwork, required information can be browsed when the in-house file server is accessed from a smartphone (shared folders and files on the Windows server may thus be viewed from outside).


      2) Linkage with a sales force automation (SFA) system


      As for the progress status of a maintenance task, this maintenance work system can be linked with an SFA system. This will allow sales reps to share the progress conditions and results and to update customer contacts.


      3) Linkage with workflow tasks such as reimbursement of expenses


      To increase the efficiency of payment procedures, submitting requests for payment of expenses such as transport expenses can be made from a smartphone. Moreover, the smartphone linkage platform enables the development of smartphone-dedicated applications equipped with workflow functions.

    

  


  
    3. Future Deployment


    BusinessView Maintenance Work Solutions have been developed based on the expertise of BusinessView, a dedicated application targeting the “contact center.” Therefore, they will feature the capabilities of customer inquiries (incidents) management and response history (process) management.


    It has been more than a year since product sales started in October 2011, and demand was high in the field of equipment management. Therefore, the equipment management function was added in December 2012. This has enabled its use for equipment maintenance history management using serial numbers such as for plant facilities and heavy construction machinery as well as in the management of apartments for rent.


    In addition, a study is currently underway for its application in the new fields that are expected to increase, such as M2M (Machine to Machine, e.g., GPS information and monitoring/alert processing of data of vehicle conditions transmitted from the electronic components of sensors installed in automobiles).

  


  
    *i-mode is a registered trademark of NTT DoCoMo, Inc.


    *Java is a registered trademark of Oracle Corporation and/or its affiliates in the U.S. and other countries.


    *Linux is a registered trademark or trademark of Linus Torvalds in the U.S. and other countries.


    *Bluetooth is a registered trademark of Bluetooth SIG, Inc. (USA).


    *Windows is a registered trademark of Microsoft Corporation in the U.S. and other countries.
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    Abstract


    A system closely ties the high usability of smart device terminals to Unified Communications can reinforce human-to-human bonds and bring innovation to work styles and lifestyles.This paper demonstrates that a system suitable for health consultation and monitoring services for the elderly can be realized by integrating tablet terminals to the UNIVERGE Remote Consultation Solution through a case study of the use of such system and clarifies how it can offer safety to the lives of elderly persons.
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    1. Introduction


    In contrast to legacy communication tools, which handle voice and data separately, Unified Communications (UC)1), which provides deeper human-to-human communication by closely integrating voice and data, is proposed as a new communication trend to accelerate the work- and life-styles evolution. The usability improvement from the legacy type “mouse and keyboard” operations to intuitive operations through the touchscreen panel interface on smart devices leads to the solution of digital divide problems. The improvement, hence, is expected to be the breakthrough for those who are unaccustomed to PCs, including elderly persons with low IT literacy.


    In this paper, we will describe a system that will lead to lifestyle innovation providing remote monitoring and health consultation services to the elderly persons by incorporating with UC capabilities. UNIVERGE 3C2) will provide the UC capabilities in the system.


    We will first analyze the requirements for remote health consultation and monitoring services for home care of the elderly (hereinafter referred to as watch services) and then demonstrate how the UNIVERGE Remote Consultation Solution can meet these requirements. Through this case, we will clarify how a combination of smart device and UC can contribute to improving the lifestyles of the elderly by enhancing safety and offering daily, weekly, monthly, or annual cycles of activities.

  


  
    2. Requirements Analysis for an Elderly Watch Service


    In villages and islands isolated from urban zones, the aging population, population decline and doctor-less regions have recently been on the rise simultaneously, posing an threat for local governments. In order to maintain and promote the health of residents from the viewpoint of disease prevention, some local governments have begun installing terminals in community halls to use for administrative services.


    It has been increasingly required to provide in-home health care services for elderly persons who have difficulty going out. Though a numbers of Medical Alert IT systems applied to elderly in-home watch services are on the rise, there exist the following issues;


    
      	Lack of need to leave home may lessen the number ofcommunications,


      	Possible difficulty for elderly persons to handle IT equipment such as PCs leading to low usage rate of the introduced services.

    


    To solve these issues, elderly watch services need to meet the following requirements.


    
      (1) Enrichment of communications


      Many elderly persons are feeling insecure about the deterioration of health as a result of aging or about the economic future. As households composed of single persons or elderly persons are increasing, many people are losing the bonds with their families and/or local communities3). In order to reduce the feelings of insecurity, the watch service operator (hereinafter referred to as a “watcher”) in a remote location should communicate with elderly persons in a multimedia style such as a videophone to enrich the communication as much as possible.


      (2) Simplified interface and alternate control


      In the communications between the elderly person and the watcher mentioned above, it is sometimes difficult for the elderly persons to perform complicated IT operations. This makes it necessary for this service to provide communications through a simple user interface and to allow the watchers to execute alternate control of a PC from a remote location in case the elderly person is unable to perform accurate control.


      Since each elderly person must install an in-home terminal to use this service, it is also necessary to consider privacy, for example by getting consent from the elderly person being monitored and displaying images around the elderly person on the watcher's monitor only when the consent is given.


      (3) Linkage with various services


      Various use cases can arise for a watch service and the functions provided by this service may be covered by many kinds of applications. Therefore, a watch service should be easy to cooperate with various applications, For example, a videophone can be easily handled by various applications, and so on.

    

  


  
    3. UNIVERGE Remote Consultation Solution


    The UNIVERGE Remote Consultation Solution is a bidirectional communications solution supporting rich media including audio, video and web. It connects the end user with consultants with expertise and enables near-face-to-face consultations even at distant locations.


    As shown in Fig. 1, this solution is implemented through the use of user terminals, consultant terminals and a remote consultation server that controls the connections between the above two types of terminals. Each terminal has the ability to handle audio and video communications and has an application sharing feature. The media are controlled through UNIVERGE Concierge Client (browser) on each terminal. Audio is connected through UNIVERGE 3C and other media are connected through the UNIVERGE Concierge Server. In this paper, we will refer to the user terminals as “elderly watch terminals” and the consultant terminals as “watcher terminals.”


    
      [image: e120318_01.jpg]

      
        Fig. 1 UNIVERGE Remote Consultation Solution components.
      

    


    The solution can satisfy the watch service requirements discussed in the previous section by the use of the following outstanding features of the UNIVERGE Remote Consultation Solution.


    
      (1) Rich media communications with audio, video and applications


      Provision of various information, including audio and video streams of both sides and application sharing windows, makes it possible to feel as if talking face to face.


      (2) Touchscreen panel that enables easy operation even for novice users


      ICT can become a source of stress for the elderly if not utilized adequately. The elderly watch terminal screen has the minimum number of buttons, which can be easily controlled by the use of the touchscreen panel. Complicated operations can be executed by alternate control by the watcher after the connection is established. By having the watcher execute relatively advanced functions, including operations on the shared screen of the elderly person's terminal and video device switching, the elderly person can be protected against ICT stress.


      (3) Easy linkage with existing systems


      In combination with other systems, more advanced consultation services can be implemented. The API (Application Program Interface) provided by the UNIVERGE Remote Consultation Solution makes it possible to add the consultation service onto various web applications.

    

  


  
    4. Use Case


    In this section we will explain about the watch service that we introduced in Mishima-mura village, Kagoshima Prefecture, Japan together with the opinions and comments collected from the users.


    The Mishima-mura municipality decided to introduce this service to reduce the insecurity of being doctorless and to create an environment in which elderly persons can live securely in their homes. The service will ensure smooth communications between elderly persons and public health nurses and clinical nurses in remote locations, such as municipality offices, and provides a fine watch service helpful for the early discovery and prevention of diseases. As you can see the service operation flow shown in Fig. 2, this service can be classified into the following two functions.


    
      [image: e120318_02.jpg]

      
        Fig. 2 Operation of the Elderly Watch Service.
      

    


    The first function is a physical condition check function based on reports given by elderly persons (1, 2, 3 and 6 in Fig. 2). The elderly persons press the buttons on the screens of the elderly watch terminals in their homes to report on theircurrent physical condition. These reports are recorded in the server so that public health nurses and clinical nurses can check them from their watcher terminals in remote locations. If a report on bad physical condition is found, or if no buttons have been pressed for a long time, a mail is sent to the registered address. This function realizes a “participatory watch,” which is not composed of one-way checks of the conditions of elderly persons by clinics and municipality offices, but is also participated in by the elderly persons themselves.


    The second function is communication function with rich media (4 and 5 in Fig. 2). In case of doubt of the health of an elderly person, a public health or clinical nurse can call the elderly person by videophone from the watcher terminal. During the videophone conversation, near-face-to-face consultation can be held by sharing web pages, materials and application screens between the nurse and the elderly person. Though not shown in Fig. 2, if an elderly person wishes to consult with a public health or clinical nurse, the elderly person can call the nurse by videophone with a single click of a button on the elderly watch terminal.


    The most important feature of the service is its enhanced usability to facilitate use even by elderly persons not familiar with PCs. As shown in Fig. 3, the elderly watch terminal has only the buttons displayed on the screen. An elderly person can execute basic actions with a single touch, such as reporting physical condition, making a videophone call and so on. To prevent touch mistakes, the buttons are given larger sizes and colored in more vivid colors than usual. The buttons also has illustrations showing their functions at a glance.


    
      [image: e120318_03.jpg]

      
        Fig. 3 Elderly Watch Terminal
      

    


    The audio interface for the videophone does not use a built-in microphone, but rather a USB handset is provided so that elderly persons can talk with the same feeling as with the telephone they are accustomed to. In order to take advantage of the high portability of smart devices, the terminal is connected through wireless LAN. This enables elderly persons to carry the terminal anywhere in the home, for example in the living room in the daytime and in the bedroom at night.


    The comments sent by elderly persons using this service included “it gave me a secure feeling that I can be connected anytime, or a feeling as if my family has increased,” “the habit of reporting my physical condition gave a rhythm to my life,” “using a machine foreign to me is a good stimulation for me,” and so on. Public health nurses who watch elderly persons evaluated the service with comments such as “it shortened the distance between us and elderly persons,” “I felt secure to talk with them by seeing each other’s face on the videophone because it is hard to visit them frequently,” and so on.


    For the present, this service has been introduced in some aged families composed of members aged 70 or more. As it is highly appreciated by its current users and many elderly persons are requesting to use it, it is planning to increase the number of households introducing it. For the future, municipalities are studying expansion of this service in the field of preventive care by increasing applications contributing to the prevention of dementia and introducing the watching function between elderly persons and their families living separately from them or between elderly persons.

  


  
    5. Conclusion


    In this paper, we explored how the high usability of smart devices and the Unified Communications (UC) function of the UNIVERGE Remote Consultation Solution can give elderly persons secure feelings and rhythms in life and contribute to reform their lifestyles.


    UC is capable of bringing lifestyle and work style innovation to many usage scenes other than that described in this papaer. The UNIVERGE Remote Consultation Solution has been been applied to the videophone guidance system of the Narita International Airport Corporation supporting the improved efficiency and advancement of the airport's foreign visitor guidance service. It is also applied to the integrated communications service of Taketomi-cho island, Ishigaki-shi municipality, Okinawa Prefecture , for a broad area of administration-related operations of a local government.


    In the future, we are planning to provide vertically-integrated solutions with the integration of smart devices and UC. Through the solutions, we would like to contribute work- and life-style innovations for various business scenes.
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  Introduction of the GAZIRU Image Recognition Service
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    Abstract


    Based on research results of NEC, we are now providing the GAZIRU service. This is an image recognition service that operates on smartphones and comprehensively recognizes objects including three-dimensional objects that have conventionally been regarded as being difficult.


    By using GAZIRU, companies will now be able to easily take advantage of image recognition technologies; thereby enabling their businesses to take advantage of the new services using image recognition. An overview of GAZIRU and examples of its service applications are described in this paper.
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    1. Introduction


    Having been proven in various competitions to represent a world beating technology, the image recognition technology of NEC has been applied practically for use in fingerprint identification and face recognition systems, including NeoFace, which is now widely marketed world wide. The GAZIRU service that is now offered does not use an image recognition technology that targets specific objects such as fingerprints and faces; rather, it uses an image recognition technology based on the results of NEC research that can recognize a comprehensive range of objects. The term “GAZIRU” is coined from a combination of two Japanese words - “gazo” meaning “image” and “shiru” signifying “recognize.”


    Although recognition using characters and barcodes are widely used nowadays, the quality of the design is compromised when barcodes and other coding marks are placed on target objects, especially those such as magazines and posters. The image recognition technology of GAZIRU features a compact image processing system that can operate even on smartphones as well as a high-speed computing algorithm performance. It provides various innovative services such as recognition services that do not require barcodes and it is used as a high-function smartphone application.


    GAZIRU provides a platform from which to expand new businesses using image recognition technology via smartphones, and we are convinced that it can contribute to the creation of new markets. While introducing practical usage examples where the GAZIRU image recognition service creates new added value to existing businesses, the features of the image recognition engine are also described. To conclude the anticipated future progress of GAZIRU is also discussed.

  


  
    2. Overview and Practical Usage Examples of GAZIRU


    2.1 Overview of GAZIRU


    GAZIRU offers image recognition that can identify images acquired by snapping a recognition target with a smartphone. A database called a “dictionary” is created in advance from suitable images of objects to be recognized, and the target object is then identified using this dictionary.


    NEC has begun to offer this service as a platform for new businesses that utilize smartphones. This enables many companies to easily use image recognition so that they can expect that their businesses will be expanded by creating new services and providing added value to existing services. Some actual examples that are in use are discussed below.


    2.2 Practical Usage Examples of GAZIRU


    The examples of services that can be achieved by companies through the recognition of snapped objects by using GAZIRU are listed in the following.


    (1) Service linked with print collaterals and other advertising media


    
      After making advertising materials such as print collateral and TV spots of the products as recognition targets, companies can distribute content linked to such materials and also provide consumers with advertising linkage applications that lead to web pages for purchasing the products. Advertising linkage services can then be accomplished without applying additional gimmicks for the existing media. Moreover, provision of a flexible service is possible when only general information is placed on print collateral, and the parts susceptible to changes are distributed online (Fig. 1).

    


    
      [image: e120319_01.jpg]

      
        Fig. 1 Advertisement linkage service.
      

    


    (2) Usage for campaigns and events


    
      When posters exhibited at particular places such as inside stores and movie theaters are snapped with a smartphone, premium content can be distributed using GAZIRU.


      When linked with a location information system such as a GPS, content that differs from location to location even with the same poster can also be distributed. This also enables assembling crowds of visitors in particular locations (Fig. 2).

    


    
      [image: e120319_02.jpg]

      
        Fig. 2 Campaign example in which posters at different stores are snapped and collected.
      

    


    
      Usage is also possible for entertainment events in which posters are snapped - events similar to the “stamp rally” that are popular activities in Japan can be advertised for different venues.

    


    (3) Usage for electronic manuals


    
      The use of GAZIRU also enables a company to provide an electronic manual application whose recognition targets are various parts of the company’s product line. For example, when the user holds a smartphone over a product component that he or she doesn’t know how to use, the relevant page and instruction movie can be displayed.


      This will make it unnecessary to look for the instructions of the part in question in the TOC (table of contents) or index of the manual, thereby contributing to an increase in user satisfaction and a decrease in otherwise unnecessary inquiries to the support staff (Fig. 3).
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        Fig. 3 Practical usage example of an electronic manual.
      

    


    (4) Food assessment


    
      In healthcare service where daily health management is essential for users, they sometimes have to register photos of food they have eaten as records of their meals. When these photos are used for the image recognition, the users can register the details of their meals without entering the names of the food, manage the calories as the information related to the food, and even receive suggestions for recommended recipes and groceries - all done simply by snapping the food (Fig. 4).
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        Fig. 4 Example when used in food assessment.
      

    


    (5) Use in museums


    
      Curators of museums and exhibition demonstrators can use GAZIRU to provide visitors with applications explaining exhibited objects whose recognition targets are paintings, photographs and other artworks. When the visitor holds a smartphone over the exhibited object, he or she can confirm its detailed description. It is possible to provide various users with friendlier services by making the description available in multiple languages or providing audio guidance, for example. It can also be used to let users know where they are in the exhibit hall with floor maps, using the exhibited object in front of them as a reference point (Fig. 5).
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        Fig. 5 Practical usage example in a museum.
      

    

  


  
    3. Features of the Image Recognition Engines


    GAZIRU offers multiple image recognition engines according to the targets to be recognized and the provided forms ofthe image recognition function. The engines are roughly divided into two types, depending on whether the target object is two or three-dimensional (Table).


    
    
      Table Types of applicable image recognition engines.
    
[image: e120319_06.jpg]


    3.1 Recognition of Two-dimensional Objects (GAZIRU-R)


    This image recognition type is mainly aimed at printed matter. Designed for two-dimensional objects having features (shapes and patterns), it can also recognize images displayed on TV screens in addition to printed matter. Even when the recognition target is snapped in a slanted (or rotated) condition or from some distance, the target can be reliably recognized. This image recognition verifies the snapshot image of the recognition target to find out whether or not there is a part that corresponds to the image registered in the dictionary in advance.


    A key technical point of the image recognition is that it operates smoothly. The amount of data and computing is reduced from that of a conventional system thanks to the proprietary technology to achieve compactness of information on the characteristics obtained from the images of the recognition target so that less degradation of the recognition accuracy is acquired. This enables the user to perform real-time recognition of the targeted object simply by holding a smartphone over it.


    The numbers of types of objects that can be recognized with the current practical level of smartphone operation are about 100 with the device-oriented type which installs the dictionary in the device and about 10,000 with the server-oriented type which installs the dictionary in the server. The number of recognitions of the server-oriented type is planned soon to be increased further.


    This image recognition creates a dictionary using one image for one type of a recognition object. In order to allow clientcompanies to create their own dictionaries by themselves, a dictionary creation tool is also offered.


    To use this service, the image recognition library for smartphones needs to be incorporated in the customer’s application. Not only does it allow customers to develop a new service by using the image recognition function, but it also enables them to increase added value by using the image recognition for existing services and applications.


    The confirmation of the contract condition for this library is executed at specified intervals. The library currently available is intended for Android and iOS (Fig. 6).
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        Fig. 6 Configuration of GAZIRU-R and GAZIRU-X.
      

    


    3.2 Recognition of Three-dimensional Objects (GAZIRU-X and GAZIRU-W)


    With the current image recognition technology, image recognition of three-dimensional objects of a higher level of difficulty can be performed. There is some difference between GAZIRU-X, which performs recognition in real time on the device, and GAZIRU-W, which performs recognition on the server.


    In the recognition of three-dimensional objects, classification is made by judging how much the characteristics of a recognition target resemble the type of each target defined in the dictionary. When a dictionary for three-dimensional objects is made, it is created from about 100 images per type. Client companies need to prepare suitable images, and NEC is then assigned to create the dictionary from those images.


    (1) Device-oriented type (GAZIRU-X)


    
      With the device-oriented type, identification of objects is mainly performed on those whose shapes do not vary much between individual examples, such as the names of cars and the components mounted on an apparatus. The volume of dictionaries and the size of logic used to judge the recognition objects are optimally minimized by the proprietary technology created to operate smoothly on the device. This allows the user to perform real-time recognition of the target objects while holding a smartphone over them. The number of types of recognizable objects with a smartphone may be up to about 100. The method of using this service is achieved by installing the library of image recognitions for smartphones in the customer’s application. This library is designed to periodically confirm contract conditions. The currently available library is for Android and iOS.

    


    (2) Server-oriented type (GAXIRU-W)


    
      The server-oriented type can also be used for the recognition of objects whose appearances vary with individual objects, such as plants and food, in addition to those mentioned in item (1), and a large number of types of recognizable objects are available (1,000). The method for using this service is different from that of GAZIRU-R and GAZIRU-X; recognition results are obtained by transmitting image files to WEB-API on the internet.

    

  


  
    4. Expected Future Progress of GAZIRU


    In addition to the image recognition functionality for recognizing target objects that GAZIRU currently offers, NEC is planning to expand the available image recognition functions with a view to helping achieve new services that use images by taking advantage of other technological advances at our laboratories and by adopting the new technologies derived from ongoing and future programs. The feasible functions and examples of their expected effects are listed below.


    
      	Search for similar products from numerous products by using the resemblance search function that searches for similar images


      	Simultaneous recognition of multiple objects that is expected to reduce the number of management processes in operations where a large quantity of products are managed


      	Usage for traceability management of shipped products as well as for identification of counterfeits by using the technology to identify minute and subtle differences

    


    In addition to the expansion of the functions, we are planning to also make the image recognition service available for devices other than smartphones.


    We intend also to contribute to the creation of high value additions to marketing and other “Big Data” businesses as well as to the creation of core competence by using image recognition to automatically add metadata to images and movies in a highly precise manner.

  


  
    5. Conclusion


    With the cooperation of our laboratories and affiliated companies, we have created a general-purpose image recognition service that has been conventionally regarded hitherto as being difficult to achieve. We have been able to do this by utilizing the world’s highest performing image recognition technology.


    By taking advantage of the GAZIRU image recognition service, users can quickly achieve their own new services at low cost. This enables acquisition of required information simply by snapping objects, the names of which are unknown.


    At NEC, we are committed to continue our efforts to offer more products so that our image recognition technology may be utilized by more companies and services.

  


  
    *Android is a trademark or registered trademark of Google Inc.


    *iOS is a trademark of Cisco Systems, Inc. in the U.S. and other countries and is used under license.
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  Tablet Concierge - An Ultimate Customer Service Solution -
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    Abstract


    Smart devices are rapidly disseminating in society and as essential tools of our every day lives are increasingly becoming capable of changing our life styles. Due to their innovative user interfaces, they also have the momentum to effectively change business styles while appealing to the business usage market.


    NEC System Technologies, Ltd. joined this market trend from its early stages and it has been conducting R&D to apply our products and services in improving the performance of smart devices. This paper introduces details of how we are continuing to promote these activities.
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    1. Introduction


    The iPad tablet device was released by Apple Inc. to the Japanese market in May 2010 and its innovative operability has attracted users and aroused widespread interest. Since its market release, iPad has achieved favorable sales results while presenting severe competition to the Android devices. The iPad has also been prominent in changing our life styles.


    In focusing on the business domain, the tablet devices are expected to provide significant solutions for customer service and sales activities. They are providing new experiences that customers have not experienced with the conventional PC. NEC System Technologies, Ltd. launched a business concept planning project in August, 2011 in order to explore the future impact of the tablet device.


    Since then, the business concept of our plan has been enhanced by reflecting on the feedback collected from the actual sales fields in achieving an ideal concept model for an effective customer service solution. After receiving favorable reports from customers, we have started to prepare the development framework for our systems development engineers in order to enhance their development environment. We have been able thereby to steadily prepare our sales and manufacturing systems to cope with the smart device business that is showing a rapid and significant spread in society.


    Section 2 describes our activities that are dedicated to establishing our business concept. How we have improved our business strategy for customer services is introduced in section 3. In section 4, an outline of our “Tablet Solutions Implementation Framework” is explained.

  


  
    2. Activities Focused on Establishing a Business Concept


    When iPad was released to the market, people were instinctively aware of some of the potentialities of a tablet device. However, no one knew how it would provide us with “user experience” or how it would appeal to customers in the market. At first they were not aware of the significant implications of such an innovative device.


    2.1 “It is not Helpful to Ask Customers about Things that They Haven’t Experienced.”


    When creating an innovative idea that has not existed in the market hitherto, it is not helpful to conduct market research or to ask for customer opinions. Henry Ford, the founder of the Ford Motor Company, dealt with this issue in a phrase. He said “If I would ask my customers what they want, I am quite sure they would say “a horse that can run fast.” An innovative idea is always created by a “professional creator.” He constructs a hypothesis first, and then the hypothesis is enhanced by a “professional actually in the field.”


    2.2 Visualizing the Model of “User Experience” is Essential before Conducting Any Market Research


    One of the features of a tablet device is its superior presentation appeal. The initial approach taken for this project was to focus on product usage situations so that superior presentation appeal could be optimally enhanced. The first situation to be chosen was a home appliance retail store. The author has had experience as a part-time worker with a home appliance retailer for three years during undergraduate days, in which he gained actual field experience as a “semi-professional salesman.” In order for a salesman to enhance the product awareness of a customer, what sort of “user experience (the experience that a consumer feels when purchasing a product)” should the salesman provide for the customer? Based on this question, a hypothesis was constructed and a simple concept model was created (Photo 1). Note that people are only able to explain their impressions based on their own experiences. Therefore, to be able to effectively visualize “user experience” is an important function.


    
      [image: e120320_01.jpg]

      
        Photo 1 Concept model demonstration of face-to-face customer service.
      

    


    Most of NEC’s products so far had been manufactured using seeded ideas, such as “We possess such and such a technology, so we will manufacture a product that will use that technology.” However, a product manufactured using such a concept does not always meet the potential needs of customers. Therefore, the concept and plan were examined by conducting in-depth hearing surveys in order to see if they would meet the needs of customers. This meant that the plan was examined by reflecting customer opinions and “real marketing” cycles were repeated in order to brush up the applied strategy.


    In the following section, customers’ opinions that were acquired during the process of the plan enhancement are introduced.

  


  
    3. Brushing Up the Conceptual Model for Customer Service Solutions


    3.1 Evaluation of Acceptability as a Face-to-Face Customer Service Model


    This is what everyone has experienced during shopping in a home appliance store. Customer service skills vary depending on the ability of the individual salesperson. Customers cannot always expect to receive satisfactory answers from sales staff. In the home appliance retailing industry, the quality of customer service directly reflects the amount of product sales. Our new product “Tablet Concierge” is a tablet device customer service solution that is intended to support salesmen in increasing their sales.


    This means that the tablet device allows a salesman with little experience to provide a better customer service when using a tablet device to display product information with the help of photographs and video. Even for an experienced salesman it is sometimes hard to catch up with the latest product information of the market due to the quick turnover in new product models. A tablet device is able to give support for them in acquiring the latest product information.


    This trend will result in reducing any inconsistencies in the customer service quality that might depend on the individual ability of the salesperson and ultimately more customer purchasing motivation will result and higher customer service satisfaction will be achieved.


    Moreover, sales activity using a tablet device will allow customers to acquire more helpful information easily, such as comparing products, confirming the opinions of other users and checking details of product functions, etc. This will lead to a heightened purchasing motivation (Photo 2).


    
      [image: e120320_02.jpg]

      
        Photo 2 Screens showing product information (Left) and a product comparison chart (Right).
      

    


    With a tablet device, a variety of information such as product details that cannot be provided by a paper catalog can bedisplayed by using video, etc. Moreover, by linking with backbone systems or commissioned systems provided by service companies it becomes possible to display continually changing information in real time on a tablet device.


    Let us suggest the situation whereby you are a newly married couple and a shop salesperson assists you in buying the various home appliances necessary for your new house (Photo 3). It must be troublesome if you have to pay for each home appliance at different cash register counters. Or sometimes your salesperson has to leave you in order to check the inventory. Your ongoing conversation is interrupted and you have to wait until he or she returns in order to resume your conversation. “Tablet Concierge” will sort out these issues. One of its most advantageous features becomes apparent in such a situation. If the salesperson is able to check inventories without leaving you and can instead show the inventory data directly to customers, superior customer services will be much more readily available. “Tablet Concierge” is not a device to be used simply as an electronic catalog. It is capable of being connected to backbone and Web systems, so that it is able to display inventory and product performance data etc. that is relayed from other users. The best thing is that a salesperson is able to share these experiences with customers. This is something that conventional PCs cannot offer us and a significant innovation in customer service is thereby offered.


    
      [image: e120320_03.jpg]

      
        Photo 3 Face-to-face customer service provided by a salesperson at a home appliance retail shop.
      

    


    With a simple operability that anyone can use, this is a UI (User Interface) that meets human adaptability and provides a one-stop service that enables users to perform various tasks smoothly, such as business presentation and routine desk work, etc. by using a single device. Such advantages create abundant value both in your work and in your everyday life. The vertical linkage with backbone business systems is NEC’s strength (Fig. 1). “Tablet Concierge” can be used not just as a simple business device but also as a total SI (System Integration) business device.


    
      [image: e120320_04.jpg]

      
        Fig. 1 Vertical linkage model achieved by “Tablet Concierge.”
      

    


    “Tablet Concierge” is not a device that merely mounts abunch of advanced technologies and various patents. It is a device that was developed by gathering the needs of customers that can therefore easily appeal to customer needs.


    The usage scenario of “Tablet Concierge” described in this paper is the case for which its functions were upgraded by reflecting the views of sales staff at leading home appliance retail shops (Fig. 2).


    
      [image: e120320_05.jpg]

      
        Fig. 2 Scenario in which “Tablet Concierge” is employed for customer services.
      

    


    The series of exercises that we have conducted so far has resulted in sales via a leading home appliance retailer. We have received orders via a customer service support system using a tablet device and have thereby achieved cutover for the “Tablet Concierge”*1.


    3.2 Dissemination to the Cross-industry Market


    In the early stages of this project, home appliance retailers were chosen as the market sales target of “Tablet Concierge.” However, while introducing the product concept of “Tablet Concierge” to our clients in various industries, we found that it could be usefully employed in almost every situation where people need to contact each other, such as at the service counters of department stores and supermarkets, etc.


    This means that “Tablet Concierge” can be a Cross Industry model that functions effectively beyond the confines of different industries and work styles.


    Table is a list of customer views.


    
    
      Table “Tablet Concierge” concept model supported by a wide range of industries.
    
[image: e120320_06.jpg]


    (1) Operability


    
      	No anxiety regarding the touch operation method because it is already familiar to users as a smartphone operation.


      	Communication operation is easier than for that of PCs.

    


    (2) Usage purposes


    
      	Suitable for shop floor staff to complement required information.


      	Useful not only for shop floor staff but also for sales staff.


      	Suitable for providing better follow-up services.

    


    (3) Linkage with backbone business operations


    
      	Inventory data can be checked while consulting a customer about the product, so that smooth business negotiations may be expected.


      	Linkage with the POS system enables a quick settlement so that customers do not need to wait for the floor sales staff to come and go between the shop floor and the back office.

    


    As described above, the hypothesis of the concept model was constructed and examined while considering the implications of various shop floor opinions. At the same time opinions from the systems development department were also collected. These opinions were quite different from the ones collected from the shop floor and they revealed various unique issues that the engineers of the systems development department had discovered (Fig. 3).
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        Fig. 3 Advantages found in the fields and issues that the systems department staff may encounter.
      

    


    Issues of the development departments


    
      	Different OSs such as iOS, Android and Windows are employed by different tablet devices. It is difficult for the system department staff to aggregate the different OSs. Therefore, different applications need to be developed for the different mobile devices, depending on their OSs. This means that it is necessary to update and maintain all of these applications in order to effectively support the different device models life cycles, which is an almost impossible task.


      	It would be difficult for an enterprise to employ system development staff for each OS.


      	New models of mobile devices are marketed one after another. However, it imposes a heavy burden on the system department staff to release new applications to go with these new models, because verifications have to be done for the various peripherals (printers, bar-code scanners, etc.) that have to be connected to these newly marketed mobile devices.


      	Moreover, unlike a desk top PC, a mobile device can be carried around outside of the office, so that information leakage may be expected due to loss or theft.

    


    In order to solve issues that the system development department may encounter we have prepared a “Tablet Solution Implementation Framework.” This solution has improved development conditions in this department. An outline of the “Tablet Solution Implementation Framework” is provided in section 4.

  


  
    *1 Photos and screen images introduced in this paper have been prepared from the different case studies.

  


  
    4. Outline of the Tablet Solution Implementation Framework


    4.1 Framework Proven by the Needs of Various Fields


    The framework was configured not just by reflecting the opinions of the development section staff. It is a development platform that reflects opinions collected from actual field situations. The needs of the systems department staff are sometimes different from those that the actual users are seeking. However, this implementation framework has been developed to satisfy the needs of both groups (Fig. 4).


    
      [image: e120320_08.jpg]

      
        Fig. 4 Development platform based on opinions from actual field situations.
      

    


    4.2 Four Unique Points of the Framework


    The “Tablet Solution Implementation Framework” isconfigured with four components (Fig. 5).
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        Fig. 5 Diagram of hybrid framework.
      

    


    
      1) An application development framework that employs an OS-independent HTML description


      2) An API wrapped with advanced technologies is provided so that it can cope with a driver level knowledge to support various peripherals.


      3) An interface linked to the backbone systems is provided as a component.


      4) Capability of managing a smart device that requires a management method different to that which the PC, MDM (Mobile Device Management) service will support.

    


    The concept of “Tablet Solution Implementation Framework” is employed for the NEC's business system platform, “SystemDirector Enterprise.”

  


  
    5. Conclusion


    The global volume of tablet device shipments is expected to exceed that of notebook PCs by the year 20161). Currently, iPad and Android mobile devices dominate the market. However, the Windows 8 tablet released on 26th Oct. 2012 is attempting to catch up with the introduction of innovative UX (user experience) and UI (user interface) solutions. The smart device market is expected to present a climate of severe competition for these three OSs.


    Such a market situation may provide users with an opportunity for a choice of hardware selection. However, it may also cause some confusion among users. In future competition will tend to die out due to trends in market refinement. However, we should remember that what a customer seeks is not the mobile device itself but the innovative “user experience” acquired from use of advanced mobile devices.


    We will continue to research the tablet device market as it tends to heat up even more, and we will do our best to provide the optimum “user experience” that our customers are seeking.

  


  
    *iPad is a trademark of Apple Inc.


    *iOS is a trademark of Cisco Systems, Inc. in the U.S. and other countries and is used under license.


    *Android is a trademark or registered trademark of Google Inc.


    *Windows is a registered trademark of Microsoft Corporation in the U.S. and other countries.
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    Abstract


    NEC Soft has developed a System Integration (SI) template for business systems that makes use of smart devices to support periodical inspections and checks. The template utilizes Android terminals and is equipped with functions that allow it to be suitable for a variety of business types. An interchangeable components system has been prepared in order to improve the system development efficiency. The template is designed to support global applicability of multi-language compatibility and to promote its deployment in China and Southeast Asia. With a demonstration site built in the OSS cloud-based environment, it is expected to contribute to the discovery by customers of reformed business ideas using smart devices.
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    1. Introduction


    Recently, interest in and inquiries regarding business applications of smart devices, including smartphones and tablet PCs have been increasing in the enterprise markets. Several survey firms report that the number of units will grow greatly in the coming five years, and the sales departments/ SEs (system engineers) of NEC are actually receiving an increased number of inquiries that already assume the use of smart devices.


    Nevertheless, the majority of prospective customers who want to utilize smart devices by extending applications to support functions other than in-house mailing/scheduling are still seeking operational situations in which smart devices can be actively utilized. Consequently, at NEC soft we are often requested by NEC to make optimum proposals as an SI vendor and to offer business systems that can actually be practiced in customers’ businesses. As business SIs utilizing smart devices are also a prominent topic at NEC Soft, we have proceeded to the development of business applications that can be used as the basis for responding to such needs from the customers, sales departments and SEs of NEC.


    As a part of these efforts, we have developed an SI template for business systems (hereinafter simply referred to as “the template”) for supporting periodical checking operations. For example for periodical maintenance in the field that is still based on paper and with which the introduction of IT is expected to offer a significant contribution*1.

  


  
    *1 The patents for the next templates pending as of December 2012 are: “Equipment Inspection Support System, Server, Client Device and Equipment Inspection Method and Program” and “Equipment Inspection Support Device, Equipment Inspection Support Method and Program.”

  


  
    2. Outline of the Template


    The template is an SI component for use in developing a system that can perform periodical inspections and checks of equipment in buildings and facilities; such as business buildings, apartment houses, stores and factories and of the service situations of employees. It uses a single smart device terminal. The introduction of such a system is expected to bring about the following advantages.


    
      	Improved portability by decreasing the number of items to be carried, such as the check lists for each facility, drawings and digital cameras etc.


      	Improved man-hour efficiency in transferring data from the check list to the management database (including Excel, etc.) after checking (Fig. 1).


      	Possibility of accurate data collection via linkage of pictures and checked positions at the time of data input. That is, you can collect accurate data of records easily as the data is archived at the time of inputting.

    


    
      [image: e120321_01.jpg]

      
        Fig. 1 Contribution to reduced work hours/man-hours.
      

    


    2.1 Template Business Use Situations


    The template can contribute to various types of business activity by performing periodical inspections and checking operations. Possible business situations include the following.


    (1) Periodical inspection of installations and equipment at large facilities


    
      In large-scale buildings, apartment houses and public facilities such as water supply and sewage treatment plants, thousands of installations are inspected during safety management patrols. If the inspection/maintenance personnel carry terminals and input historical data and photographic records, the consequent speedy collection of accurate data can contribute to improved safety management.

    


    (2) Store survey of retail industry


    
      In enterprises that run shop chains such as supermarkets, convenience stores and rental shops, the area supervisor visits each shop to check the situation. If the area supervisor carries a terminal and records shelf contents, shop cleaning and clerk services etc., the information will contribute usefully to improvements in the client services.

    


    (3) Inspection and checking of products flowing on the production lines


    
      The system based on the template is not only to be used in periodical checking of facilities and equipment in premises, but it may also be applied to inspections of products flowing on the production lines. By checking the measurement results, failures and defects during inspections and sharing the data across the system, the data can contribute to quality improvements due to the early discovery of defective articles at the production stage.

    


    2.2 Configuration of the Template


    The template is composed of a server-client type system. It uses an AP server and a DB server to record checked items, organize schedules and assign staff (Fig. 2).


    
      [image: e120321_02.jpg]

      
        Fig. 2 Examples of server displays.
      

    


    Workers can log in the system via smart devices and download the checking operations to be conducted according to the authority of each person via Wi-Fi. The template is designed to permit the stand alone offline use of a smart device because checking may also be performed out of reach of radio waves such as underground or in a tunnel (Fig. 3).


    
      [image: e120321_03.jpg]

      
        Fig. 3 Examples of smart device displays.
      

    


    After completing all of the checks, the Worker uploads all of the checked results data to the server. The data history is output in the CSV format from the server.


    The template provides the access point for the data entry. Since the requirements of the history management after the CSV output vary between each customer, these operations are not developed under common specifications. As a result, after the history data output stage, our basic policy is to take the SI operations as according to the requirements of each customer, for example to input the data into the customer’s existing system or to auto-output data in the specified format (Fig. 4).
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        Fig. 4 System configuration.
      

    


    2.3 Android OS Compatibility


    The template is currently compatible with the Android OS. It has been developed as an Android-native application for the following reasons:


    
      	Since the template will be applied to operations conducted outside the office and in unfavorable environments, the terminals need to be tough, dustproof, waterproof and shock resistant.


      	Considering those customers that need terminal portability more than screen size as well as those that prefer to browse using a large screen, it is necessary that a wide variety of screen size options are provided (4, 7, 10-inch, etc.).


      	Comfortable operability should be implemented so that the terminals are easy to use, even by those who are not accustomed to them.

    


    We decided to develop the template as an Android application because there are abundant options of terminal types in the business field in which the template is used and for which Android enables linkages with various sensors.

  


  
    3. Template Features


    The features of the template can be broadly classified into three major features.


    3.1 Preparation of Interchangeable Component System


    The Android terminal has limited processing speed and memory capacity compared to the PC. Considering this constraint, we prepared functions as listed below. The use of this template-interchangeable component system can contribute in improving efficiency compared to develop a system from a scratch and makes the template applicable to other domains than that of periodical inspection and checking (Fig. 5).
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        Fig. 5 Concept of Android application business platforms.
      

    


    Interchangeable system


    
      	Terminal inventory (OS version, MAC address) information acquisition.


      	File encryption (obfuscation).


      	Camera control/image processing.


      	SD card management.

    


    Sample source system


    
      	Auto updating to latest programs.


      	Terminal data erasure under control from the server.


      	Permission for connection only from specified terminals.


      	Encryption of terminal-server communications.


      	Enlargement/reduction of images (drawings).


      	Branching of processing into online and offline by checking the Wi-Fi communication status.

    


    Since data is retained in the terminal during business operations, technical measures are adopted that consider assurance of security on smart devices. If a higher security level is required, it is important to propose and introduce the system by combining the smart device management system (MDM: Mobile Device Management).


    3.2 Global Deployment Measures


    The periodical inspection and checking operations to whichthe template is applicable are not specific to Japan but the same needs are also to be found overseas. Particularly, the potential for strong desirability is expected in Asia where the economy is showing significant growth and infrastructures are being prepared at a rapid pace.


    Therefore, we have provided the template with a function for switching the language settings of both the server and the smart device display between displaying Chinese (simplified characters) and the English language (Fig. 6 and Fig. 7).
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        Fig. 6 Examples of Chinese (simplified character) displays.
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        Fig. 7 Examples of English language displays.
      

    


    In China, we have already started the technology transfer to local affiliated corporations so that they may deploy and support the system by themselves. In Southeastern Asia, we have started building demonstration environments and technology transfer systems in Malaysia, Singapore and Indonesia. We are planning similar deployments in China to these countries and we are making preparations with a view to offering the service to advanced enterprises in other Asian countries.


    3.3 Enhancement of Usability


    The users of periodic inspection and checking operations applying the template are expected to extend from the senior to the younger generations as well as to non-Japanese workers in consideration of the global deployment plans. This means that the smart device functions of the template should be used by a wide range of people and that a user interface that can deal with all of them should be prepared.


    At NEC Soft research department (VALWAY Technology Center) we have staff that are exclusively researching the usability, who are investigating easy to use user interface systems on a day to day basis. With the present template development project, we have staff participate in the project from the initial phase in order to advise on display layouts and icon positions etc. As a result, we were able to package globally-applicable interchangeable designs in the colors, currencies, date formats and icons, and of succeeding in implementing display images that are easy to use for a wide range of people.

  


  
    4. NEC Group Confidently Proposes to Aim at Business Systems


    We have already prepared demonstration/trial sites of the template on the OSS cloud-based environment. That can be tried by prospective customers and sales personnel/engineers of the NEC Group for a limited period.


    In addition, since we at NEC Soft possess proprietary sensor technologies including M2M and excellent voice and image recognition technologies, combining these technologies with the template is expected to lead to wide ranging business improvements.


    We will be very pleased if the use of these tools can contribute to the discovery of new business improvement ideas using smart devices across a range of business types. At NEC Soft, we are determined to continue our endeavors to develop excellent systems for our customers that can contribute to an improved commercial environment.

  


  
    *Android is a trademark or registered trademark of Google Inc.


    *Excel is a registered trademark or trademark of Microsoft Corporation in the U.S. and other countries.


    *SD is a trademark of SD-3C, LLC.


    *Wi-Fi is a registered trademark of Wi-Fi Alliance.
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    Abstract


    Against the background of an aging population, combined with a diminishing number of children as well as prolonged economic stagnation, there is an ongoing trend in which many public institutions and private enterprises are choosing cloud services for the sake of cost reduction. At the same time, their review of BCPs (Business Continuity Plans) has spurred increased interest in video-based communications, including videoconferencing systems that take advantage of tablets as part of the maintenance of a remote office environment. To meet these needs, NEC offers a multifunctional video communications cloud service that is compatible with multiple devices and multiple protocols while ensuring the capability to link with conventional videoconferencing systems.
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    1. Introduction


    Japan’s economy has been suffering from a prolonged recession, while its society is aging, with fewer children. Now, against this background, there is an ongoing trend in which many public institutions and private enterprises are choosing cloud services for the sake of cost reduction, the result of further efforts to reduce fixed expenses and increase strictness in the cost effectiveness of system investments.


    Combined with the lessons learned from the 2011 off the Pacific coast of Tohoku Earthquake, many companies and governmental/municipal organizations are reviewing their BCPs. This has resulted in their increased interest in video communications such as videoconferencing systems. They are expected to promote the preparation of a remote office environment. Especially for business sector, such systems are expected to accelerate the maintenance of a collaborative environment between establishments in and outside Japan for the purpose of increasing their overseas sales ratio, in addition to the aforementioned cost reduction.

  


  
    2. The Development of a Video Communications Cloud Computing System


    The need to develop a cloud computing system for video communications was first noticed when the present authors, who are its planners and developers, conducted original questionnaire surveys on videoconferencing by telephone aimed at approximately 1,400 companies in February 2011.


    2.1 Research into Companies about Introduction of Video Communications Systems


    As a result of this research, it was found that over 60 percent of companies carried out production overseas. There were many responses saying that they wanted to use video communications such as videoconferencing to announce management strategies and business decision to their overseas market.


    On the other hand, over 70 percent of companies responded that they did not have concrete plans for the introduction of video communications such as videoconferencing.


    Among the private enterprises that responded to our questionnaire surveys, one company presented an advanced case of accomplishing simultaneously knowledge sharing, with effective use of time, by simultaneously holding, recording and distributing videoconferences of various liaison meetings and training seminars and revising regulations and systems among forty places, including offices and mobile phones.


    2.2 Issues in Video Communications


    There are three major issues when introducing a video communications platform, as in the advanced case mentioned above.


    
      	High initial cost (investment in equipment and facilities)


      	Difficulty in deployment video communications networks


      	Lack of understanding of the effectiveness of video communications usage

    


    NEC developed the Vaether service with a view to addressing these problems.

  


  
    3. Overview of the Vaether Service


    In the description that follows, for the sake of making it easier to understand the features of the Vaether service, a comparison is made with the introduction of an ordinary videoconferencing system.


    3.1 Introducing an Ordinary Videoconferencing System


    The main factors generally causing the high initial introduction cost of a videoconferencing system and the difficulty in introducing a video communications network are as follows.


    
      	The complexity of adding equipment and altering existing networks


      	Assuring connectability with existing equipment and maintaining security

    


    In other words, advanced network technology is required to introduce and set up equipment and the equipment itself is very expensive (Fig. 1).


    
      [image: e120322_01.jpg]

      
        Fig. 1 Deployment of an ordinary videoconferencing system.
      

    


    3.2 Introducing a Videoconferencing System with the Vaether Service


    With the Vaether service, the NEC data center maintains and manages costly communications facilities for the aforementioned videoconferencing to offer an environment that allows users to easily and safely connect to networks with customers (Fig. 2).


    
      [image: e120322_02.jpg]

      
        Fig. 2 Deployment of a videoconferencing system with the NEC Vaether service.
      

    


    3.3 Four Available Services


    The four services the Vaether service has to offer are now introduced below (Fig. 3).


    
      [image: e120322_03.jpg]

      
        Fig. 3 Four services of Vaether.
      

    


    (1) SSL-VPN service


    
      This is a rental service for a compact SSL-VPN device (Photo 1) that was originally customized by NEC to improve throughput, for example through priority control of packets for video communications.


      
        [image: e120322_04.jpg]

        
          Photo 1 A handy size SSL-VPN device.
        

      


      This device links to a NEC VPN server to allow users to easily and safely build an SSL-VPN connection environment with external systems without the need to change the security settings of a corporate intranet. It also helps to achieve encryption of communications between different makers, which is difficult with an ordinary videoconferencing system alone.

    


    (2) MCU Cloud Service


    
      Generally speaking, a device called an MCU (multipoint control unit) is required to bridge videoconferencing connections between three locations or more.


      The MCU Cloud Service lets users use MCUs owned by NEC. Simultaneous connections between up to 20 locations are possible in the standard service.


      This service is compatible with standard audio/video protocols like SIP and H.323, which are used by many videoconferencing terminals, thereby enabling connections between different makers.


      In short, this service enables mutual connections with newly introduced equipment to help achieve the effective utilization of existing assets.

    


    (3) Mobile Video service


    
      This service enables the mutual interaction of audio and video information between mobile terminals such as iPhones, iPads and Android phones, as well as Windows PCs and existing videoconferencing terminals manufactured by NEC, Polycom and Sony. It helps to increase productivity through its capability to allow users to participate in conventional videoconferences using mobile terminals such as iPhones, iPads and Android phones when they are away from the office.

    


    (4) Content delivery service


    
      With this service, a videoconference connected via SSL-VPN to the Vaether service is recorded in real time for streaming distribution. This makes it possible to record and distribute content such as CEO speech at annual conference and various remote seminars. iPhones, iPads, Android phones and other mobile terminals are incorporated into this service as tools for video communication.

    

  


  
    4. Basic Technologies Supporting the Vaether Service


    The basic technologies used by the Vaether service to achieve easy-to-use yet advanced video communications are described below.


    4.1 Network Technologies


    (1) Stabilization of communications


    
      The SSL-VPN device employed for the Vaether service uses a technology that establishes multiple sessions of TCP connections during a VPN connection to stabilize a VPN tunnel through which UDP packets are distributed. This reduces packet loss in the unstable communication conditions in which packet loss is likely to occur.

    


    (2) High-speed encryption/decryption processing technology


    
      In encryption and decryption, encryption processing time generally increases relative to encryption strength.


      The compact SSL-VPN device employed for the Vaether service minimizes the delay in encryption processing by performing high-speed processing of encryption and decryption, including 256-bit AES encryption processing, thereby enabling audio/video communications free from the impression of influence from encryption/decryption processing.

    


    (3) SSL-VPN technology


    
      The compact SSL-VPN device employed for the Vaether service takes advantage of a VPN that uses HTTPS (SSL) communications. HTTPS is a protocol with which communications with the outside are generally permitted. Because the VPN is built in layer 2 in the HTTPS communications, safer use of videoconferencing is possible without changing the settings of existing networks.

    


    (4) Optimization of video and audio packets


    
      The Vaether service performs original settings optimization for priority processing of audio and video packets inside the VPN to achieve clear video and audio communications in videoconferencing.

    


    4.2 H.323/SIP Conversion Technology


    In general, the H.323 and SIP standards are used as call control protocols to perform video and audio communications. The advantage of SIP is that it is easier to incorporate into web and other applications and offers high compatibility with mobile/cellular phones. As for H.323, it was standardized three years before SIP, so videoconferencing terminals using H.323 have been more widely disseminated, with a much greater number of implementations. Unfortunately, there is no protocol compatibility between H.323 and SIP, making it difficult to bridge between H.323-compatible and SIP-compatible devices.


    The communications devices of the Vaether service implement a technology that converts between SIP and H.323 without delay.

  


  
    5. Conclusion


    Currently, an interpretation cloud service (Photo 2) basedon the Vaether service is being offered at mass transit systems and retail shops.


    
      [image: e120322_05.jpg]

      
        Photo 2 Installation conditions of interpretation service terminals.
      

    


    This interpretation cloud service achieves a multilingual interpretation service compatible with multiple devices. When foreigners visit Japan, they can use real-time Japanese interpretation to and from a range of languages including English, Chinese, Korean, Portuguese and Spanish via a dedicated application on mobile terminals such as iPhones, iPads and Android phones, in various situations - for example, when visiting municipal tourist information offices, purchasing drugs at pharmacy counters, going to hospitals and shopping at shopping centers.


    Conversely, the Japanese traveler can easily use the interpretation service at all times from their mobile terminals via the Internet when overseas.

  


  
    *iPhone and iPad are trademarks of Apple Inc. The iPhone trademark is used under license from AIPHONE CO., LTD.


    *Windows is a registered trademark of Microsoft Corporation in the U.S. and other countries.


    *Android is a trademark or registered trademark of Google Inc.
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    Abstract


    Bring Your Own Device (BYOD) is attracting considerable attention nowadays. In BYOD scenarios, enterprises wish to integrate their employees’ mobile devices in enterprise operations (e.g., reading emails, editing documents). This clearly raises serious security concerns since the mobile device in question is not under the control of the enterprise and is vulnerable to a wide range of security threats. In this article, we address this problem and propose a solution that enhances the security in the BYOD scenario without compromising the usability, and flexibility of the system. Our proposed solution does not require modifications to the underlying operating system of the device and enables IT officials to remotely manage their desired security policies.
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    1. Introduction


    Bring Your Own Device (BYOD) is gaining significant attention nowadays. BYOD denotes the problem of enterprise usage of devices, such as smartphones, tablets, PCs or notebooks, personally owned by employees. Such solutions enable companies to (i) reduce costs, since they no longer have to purchase enterprise-dedicated devices for their employees, and (ii) to offer the flexibility for employees to choose their own devices. While providing clear advantages, BYOD poses serious challenges with respect to securing data that originates/belongs to the enterprise and that is stored or displayed on the personal device of the employee. More specifically, given that the employee has full control of his/her device, the solution space to secure access to sensitive or security/critical information on the personal device of employees becomes rather limited.


    We contrast this to the traditional case, where the device being used by the employee is provided by the company. In this case, IT officials of the enterprise can make the necessary modifications to the device kernel and Operating System (OS), to enforce that the required enterprise policies cannot be bypassed by employees. For instance, the enter-prise could certify a certain OS configuration and guarantee by means of a certified micro-kernel and a Trusted Platform Module (TPM) chip on the device, the correct execution of binaries.


    In BYOD scenarios, these solutions cannot be deployed. This stems from the fact that given the device does not belong to the enterprise, the latter does not have any justification - and rightly so - in modifying the underlying kernel of the personal device of the employee.


    This gives rise to the following security challenge: How can security policies be enforced on mobile devices with minimal modifications to the state/OS of the device?


    This problem is further hardened when considering possibly untrusted device owners or employees, who may (purposefully or accidentally) alter their device settings to bypass security policies.


    For instance, enterprises might be interested in ensuring that sensitive information is always stored in encrypted form on the device, and is only communicated to trusted pre-approved entities, in spite of potential threads caused by malware, malicious applications, etc.


    In this article, we address this problem and we explore the solution space to secure mobile devices in the context of BYOD without incurring changes on the mobile device. First, we clarify the adversary model adopted in our context and we briefly discuss the challenges in securing application execution and information access in BYOD settings. We then present a solution that strengthens and isolates the execution of enter-prise applications. Finally, we discuss a complementary policy management and policy enforcement layer that lev-erages application isolation and inter-faces with a user-friendly Mobile De-vice Management (MDM) layer.

  


  
    2. Related Work


    Nowadays, there are a number of products in the market that are designed to support BYOD. Some of these products are based on virtualization of the device1) 2), other offer specialized applications for specific business processes such as emails or VPNs3) 4). Furthermore, some products offer remote con-nections to the enterprise networks.


    Most of these solutions, however, ex-hibit the disadvantage that they either require a modification of the underlying operating system, or they only consider passive adversaries (i.e., weak attacks). As mentioned earlier, modifying the OS of an employee device is not an appealing solution since it (i) prevents employees from installing updates on their devices and (ii) it requires the consent of the employee.


    On the other hand, existing solutions that do not incur a modification are vulnerable to Man-In-The-Middle (MITM) attacks in which the adversary intercepts (e.g., by means of a malicious application) communication between the enterprise and the mobile device, acquires sensitive material (e.g., keys, sensitive emails), and can imper-sonate the mobile device, forge authentication credentials, etc.


    In systems that support a Trusted Execution Environment (TEE)8), a chain-of-trust is achieved using static measurement of system components at system-boot-time. The chain of trust starts from the Core root of Trust and includes measurements for the OS running on the device. Given these measurements, it is easy to decide whether a modification of the OS (or any other component) has occurred. These measurements could also be used for remote attestation purposes, where the device proves to a remote entity the correctness of it software.


    Trusted Network Connect (TNC) equally adopts a similar approach9)that leverages TPM chips; the network switch in question can then grant or deny access to the network, based on the correctness of the measurements.

  


  
    3. Adversarial Model


    We start by clarifying the underlying adversarial model particular to our BYOD settings. Here, we assume that the adversary is interested in (i) diverting the execution flow of applications (e.g., to inject, modify code or execute malicious code), (ii) acquiring secrets (e.g., cryptographic keys), or sensitive information (e.g., sensitive emails, messages, etc.).


    For that purpose, we assume a remote and/or local adversary that can install a malicious application on the mobile device. According to the permissions given to the application, the adversary can then get access to certain resources (e.g., Internet, contacts, etc.). Here, the adversary can install two or more applications to that can collude to acquire sensitive corporate information. Examples include privilege escalation attacks, collusion using overt and covert channels7).


    The adversary could also attach exter-nal peripherals to the device. Here, we assume that the adversary is only interested in acquiring the secret keys used to log in to corporate services and can have access to the entire disk space on the mobile device.


    However, we do not consider the case where the adversary installs malware in the device firmware, has access to low/high speed buses or compromises the OS. As far as we are aware, the only workable mechanism that could be used to circumvent such attacks would be the reliance on trusted computing in conjunction with fully homomorphic functions6).

  


  
    4. System Design and Architecture


    In this section, we describe a solution that achieves the isolation of applica-tion execution as a means to harden possible tampering with the mobile device.


    4.1 Overview


    In contrast to existing BYOD solutions in the market, we present in what follows a solution that enables the reliance on BYOD while achieving “best-effort” guarantees on the security of the information stored on the mobile device. Our proposal does not require any modifications to the device and can be easily integrated within most existing mobile devices.


    Furthermore, our proposal does not penalize the owners of the mobile devices since it only affects the applications/information that belong to the enterprise and that are deemed to be sensitive.


    4.2 Architecture


    Our solution consists of installing a container within the user application space in the mobile device (Fig. 1). The application container consists of a set of interceptors for both native and java function calls from the application to the system. The container loads the application in such a way that critical function calls outside the application, to libraries or system calls,are replaced by our own stubs. In turn, our stubs provide not only extra functionality, such as for example performing a write to the flash memory using encryption, but also enable us to allow or deny certain calls to be performed based on device context and policies. While the same applications will also run outside the container, they will not have access to the enterprise network or the encrypted data in the device.


    
      [image: e120323_01.jpg]

      
        Fig. 1 BYOD architecture and deployment views.
      

    


    Our application container is used in conjunction with carefully tailored security protocols that ensure that no long term secret keys can be leaked to the adversary. We assume that the long term secret keys are perpetually stored on tamper-resistant storage such as SIM cards or SD cards. These keys never leave their storage facility and are not exposed to any other entity. Our solution incorporates a security algorithm that negotiates temporary short-lived session keys with the enterprise servers upon the start of every session. This ensures that (i) the adversary cannot acquire long term keys even if she compromises the OS of the mobile device, and (ii) the advantage of the adversary in the system is time-bounded, since new session keys are established upon every session.


    As such, our proposed architecture offers a tradeoff between the security and the usability of our system. Note that, within the application container, numerous services such as remote wipe, secure data storage, or fine-granular policy management) can be provided. This can be achieved without affecting the user experience in executing any other kind of application - and without limiting the private functionalityof the mobile device.


    4.3 BYOD policy management


    At the heat of our solution is a policy based management for all available mobile devices. Given this, our solution offers a modular approach, inside the mobile device, that can be fine-tuned according to the required security level of the company. Our solution offers the IT administrators of the enterprises to remotely activate the security features that are mandatory to achieve the required level of security. While doing so, our solution is efficient and scales with the number of devices in the system; as such, it can be easily integrated within medium and large-sized companies.


    Fig. 2 illustrates an example of a running BYOD application in our solution. One can see that multiple times updated policies (rules) have been received from the MDM server one can safely assume that there were no violations of enterprise IT security policies.


    
      [image: e120323_02.jpg]

      
        Fig. 2 BYOD application, view of current security issues.
      

    

  


  
    5. Conclusion


    Even though there are currently a number of BYOD security solutions in the market, these solutions are either vulnerable to a large number of security threats or require modifications of the underlying mobile device OS. In this article, we portrayed a solution that is flexible and user-friendly, while hardening the overall security for enterprise use. Our proposed solution combines the use of an application container, secure storage facilities on the mobile device, along with specially-tailored cryptographic protocols that ensure the secrecy of long-term keys and sensitive materials in the mobile device. We show how this can be achieved simply by installing a single application within the user-level application space of the mobile device.


    Clearly, our solution offers a tradeoff between the security and usability of the mobile device. We believe that our proposal can be used to enforce most existing security policies adopted by current enterprises. It also promises a convenient and effortless means for the IT officers of enterprises to remotely manage security policies for a large number of devices. Finally, our solution makes it also possible to enforce to user to follow the IT security policies on all installed application and data from boot-time on.

  


  
    *Java is a registered trademark of Oracle Corporation and/or its affiliates in the U.S. and other countries.


    *SD is a trademark of SD-3C, LLC.
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    Abstract


    The increasing use of smart devices in enterprise businesses is making it an urgent task to take proper measures against information leaks. The NEC Cloud System Research Laboratories is conducting R&D into a flexible network control function that links networks and smart devices by introducing OpenFlow technology to smart devices. This paper introduces the improved safety of business communications using smart devices achieved by applying this technology.
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    1. Introduction


    The use of smart devices such as smartphones and tablet terminals makes it possible to benefit from various business services through multiple wireless networks such as 3G, LTE (Long-Term Evolution) and Wi-Fi. Meanwhile, an important issue in the use of smart devices in business is how to ensure security.


    This paper introduces a technology applying OpenFlow to secure the safety of business communications among smart devices.

  


  
    2. Security Issues of Smart Devices


    Smart devices adopt extended functions, as shown in Table 1, beyond those of traditional cell phones. Theseextensions make it possible to efficiently use various business services.


    
    
      Table 1 Extended functions of smart devices.
    
[image: e120324_01.jpg]


    Table 2 shows a classification of the security risks arising from these extended functions. The problems listed in this table require suitable countermeasures.


    
    
      Table 2 Risks caused by the extended functions of smart devices.
    
[image: e120324_02.jpg]


    This paper introduces a technology applying OpenFlow to deal with these communications-related security risks. When storage-related risks are covered using another MDM (Mobile Device Management) solution, the combination will enable the safer use of smart devices in business.

  


  
    3. Application of OpenFlow to Smart Device Communications Control


    This section outlines the OpenFlow technology and its method of application to smart device communications control.


    At the NEC Cloud System Research Laboratories, we are conducting research into a technology that applies OpenFlow for real-time control of the communications of smart devices on a network.1) This research aims to make smart device communications control more flexible according to the overall situation of the network and the requested services.


    3.1 Outline of OpenFlow


    OpenFlow is a network control technology with the following features. It enables flexible network management, operation control and adding new functions with software-based operations.


    (1) Centralized control


    
      As shown in Fig. 1, an OpenFlow network is composed of an OpenFlow Controller (OFC), which controls the network route, and OpenFlow Switches (OFSes), which process packets according to the packet processing rules given by the OFC. It employs a “centralized control network” configuration in which the OFC installed in a network controls multiple OFSes.

    


    
      [image: e120324_03.jpg]

      
        Fig. 1 OpenFlow concept.
      

    


    (2) Fine granularity: per-flow control


    
      OpenFlow manages communications according to a unit called a “flow,” which is a combination of protocol information from the data link layer and the transport layer. As a result, it is capable of communications control with finer granularity than traditional communications control based on information from each layer of the OSI hierarchical model.

    


    (3) Flexible software-based control


    
      Traditional networks require dedicated equipment for network control, but OpenFlow can perform it by modifying the packet processing rules stored in the OFC. Together with the per-flow control described in (2) above, this feature makes possible flexible network management, operation control and adding new functions with software-based operations.

    


    3.2 Application of OpenFlow to Smart Device Communications Control


    At the NEC Cloud System Research Laboratories, we are advancing the research and prototyping of a system for controlling the communications of smart devices running OFS software from the OFC by applying OpenFlow technology to smart devices.


    In this research, we assume two modes of application, which are shown as a) and b) in Fig. 2.


    
      [image: e120324_04.jpg]

      
        Fig. 2 Configuration of smart device communications control.
      

    


    Comment a) in Fig. 2 shows the configuration in which the OFC is installed on the network and comment b) indicates the configuration in which the OFC is installed on each smart device. The OFS in the smart device is controlled by either OFC. In either configuration, incorporation of the OFS in the smart device makes it possible to identify the application communicating on the smart device from the information in the control unit called a “flow.” The information obtained can be used for application-specific control, for example the selection of a wireless communications route such as 3G or Wi-Fi, and the denial of communication.


    The difference in OFC installation location leads to the following difference in characteristics.


    ・ The OFC is installed on the network


    
      When the OFC is installed on a mobile carrier network or enterprise network, centralized control of the communications of all the smart devices on the network is possible.

    


    ・ The OFC is installed on the smart device


    
      The introduction of OpenFlow is facilitated because operations are possible with the smart device alone. However, additional linkage with an MDM system, etc. is required for centralized control of all smart devices.

    


    At the NEC Cloud System Research Laboratories, we are currently advancing research and prototyping on the Android smartphone using the configuration shown in Fig. 3. As to the issue of network OFC and smart device OFC, either configuration can be selected to control the OFSes according to each use case.


    
      [image: e120324_05.jpg]

      
        Fig. 3 Configuration of prototyping on an Android smartphone.
      

    

  


  
    4. Applications of Smart Devices in Improving the Safety of Business Communications


    This section presents examples of applications of OpenFlow-based smart device communications control technology for improving the safety of communications by smart device business applications.


    (1) Automatic communications network selection according to corporate policy


    
      A business network can give instructions to smart devices to use 3G or Wi-Fi based on safety and cost of communications. With Wi-Fi, it is also possible to specify the Wi-Fi access point to connect to.

    


    (2) Communications network selection according to application usage requirements


    
      A communications network is selected automatically according to the requirements of the application running on the smartphone (communications safety, connectivity and bandwidth) and the user situation (inside or outside business hours, inside or outside the office and communication route).

    


    (3) Automatic allocation of business communications to a VPN


    
      It is possible to flexibly control the automatic allocation of VPN resources to business communications according to specific applications and access to specific sites.

    


    (4) Blockage of malware communications


    
      Notification to the user or blockage is possible for communications with a destination other than the server addresses specified in advance in a whitelist.

    


    Fig. 4 shows the configuration of the system for implementing the control described above.


    
      [image: e120324_06.jpg]

      
        Fig. 4 Configuration of a business communications security improvement system.
      

    


    This system is composed of the OFC, which gives communications control instructions from the network to the smart device as described in section 3 above, and the OFS, which controls the communications of each smart device. These components implement the following functions.


    ・ Routing control per application and per communication destination


    
      Based on instructions from the OFC, a wireless communications standard can be selected from among 3G, Wi-Fi and VPN for each application and each communication destination.

    


    ・ Detection and blockage of communications to an address not specified by the OFC


    
      Communications conducted by malware running on a smart device with a destination other than the permitted addresses can be detected. Notification and detection information can be sent to the user or manager and the communication in question can be blocked.

    


    ・ Linkage with a smart device control application


    
      An API (Application Programming Interface) for use in controlling the OFC from an application running on the smart device is provided to enable, for example, switching of communications control functions according to the context (location, time and usable networks) of the smart device.

    


    These functions make it possible to provide safety for operations (1) to (4) above in the business communications of smart devices.


    The biggest feature of this system is its ability to easily implement various functions related to communications control on a platform centered around an OFC and OFSes. New communications security risks can immediately be dealt with by simply adding new control software to the OFC installed on the network or smart device.

  


  
    5. Conclusion


    In the above, we introduced examples of a system for improving the business communications safety of smart devices by using a smart device communications control technology applying OpenFlow.


    At the NEC Cloud System Research Laboratories, we are conducting R&D on the dynamic construction of a network offering optimum communications characteristics for each service based on the technology introduced herein. The results of this R&D will be used to create new services making full use of smart devices.


    Part of the present research is conducted in the framework of “R&D of network virtualization infrastructure technology supporting new-generation networks” (topic A), a research subject commissioned by the National Institute of Information and Communications Technology (NICT).

  


  
    *LTE is a registered trademark of European Telecommunications Standards Institute(ETSI).


    *Wi-Fi is a registered trademark of Wi-Fi Alliance.


    *OpenFlow is a trademark or registered trademark of Open Networking Foundation.


    *Android is a trademark or registered trademark of Google Inc.
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    Abstract


    In order to provide easy access for all to cloud services, NEC has developed an interactive technology that enables control of information using images displayed by projectors and gesture-based input. This technology enables operations such as selection of information and transfer of data between devices by using gestures and without the need for input devices such as a remote control or mouse. It does this while displaying images that support input in any chosen location over a wide area by combining a micro projector, which is equipped with a movable mechanism, with a camera that measures and recognizes 3D shapes. This helps achieve a natural human-computer interaction that functions intuitively for users and makes it easy for them to understand operations.
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    1. Introduction


    Applications that perform various processes in the cloud have been spreading in recent years. This trend is resulting in their increased availability in a variety of locations in addition to the office. There is also a tendency for users to be no longer exclusively IT specialists but for ordinary people who do not have IT skills to be participating more and more. On the other hand, the dissemination of PCs and personal information devices such as smartphones and tablets, etc. has made it possible to obtain information whenever and wherever required by using them as the terminals of cloud services.


    Although personal information devices are now being used widely, input operation using a mouse or touch screen is required to obtain information. To use a service, the user needs to go through the procedure of, for example, taking the terminal out of his or her pocket or bag and starting up an application. When the future progress of cloud services is examined, they are expected to include applications in which access to a cloud service is made from public locations. Some examples of these are: directory guidance in shopping malls, theaters and stadiums. Real estate brokers and financial agencies will also tend to use them to introduce information regarding their properties and products. Because of the time consumed and the number of procedures it takes to obtain such information, personal information devices are not necessarily easy to use in this context. An interface that is installed at the location where the information is actually provided is preferable, so that users can access information easily and quickly. Moreover, the display area of a personal information device is limited, making it necessary for users to perform operations based on menu selection and also for them to have IT skills. To enable universal access to cloud services, an intuitive and easy-to-use interface is keenly awaited.


    In order to address the needs discussed above, NEC has developed an interface that achieves a more natural interaction. The configuration and features of this interface are described in this paper as well as the practical applications that allow its effective utilization. Also introduced here are cases in which systems were actually developed and applied to the selection and transfer of files and for which the interface was used for video selection and its transfer to large shared screens and personal information devices.

  


  
    2. Human-Computer Interaction by Integrating Image Projection and Gesture-Based Input


    2.1 System Configuration and Features


    This interface is based on a head module that facilitates the flexible adjustment of the orientation of a micro projector and 3D camera (Fig.) and offers the following features.


    
      [image: e120325_01.jpg]

      
        Fig System configuration
      

    


    ・ Compact movable projector for projection of images in a specifically desired location over a wide area


    
      Integrated control of a movable projector and 3D camera is accomplished by projecting images only onto the required location. Image projection with sufficient brightness in a specifically desired location over a wide area is possible even when a micro projector is used. Thanks to the use of the micro projector, space saving and power saving can also be achieved. Moreover, image projection while tracking the movement of the user is possible at high speed thanks to the directional movement controls that utilize the measurement results of the 3D camera.

    


    ・ Achieving intuitive operation by integrating gesture-based input and image projection


    
      Three-dimensional shapes are measured by the 3D camera to recognize the motion of hand and finger gestures and their shapes for operational input. This enables achievement of practical applications such as the transfer of data between terminals, editing of data, and operation of equipment without the use of input devices such as a remote control, mouse or keyboard. Thereby, intuitive and natural human-computer interaction is offered to the user. Moreover, the micro projector projects images that facilitate input, such as a keyboard image and operation device at any location such as on the top of a desk or on a user’s hand, etc. Such images support input procedures thereby achieving an interface that renders the resulting operation easy to understand.

    


    2.2 Examples of Expected Applications


    Based on the selection and examination of likely applications such as those in a public space, at an office or in the home, it is expected that the interaction technology using image projection and gesture-based input will be applied to support a variety of uses, including information selection, guidance and operations, etc.


    (1) Digital signage


    
      An example of digital signage - a practical application in public spaces - is shown in Photo 1. With a simple motion of the user’s hand, the gesture-based input enables the sending and choosing of menus and products that are displayed on a large screen. It can also be used as a means of picking up a coupon, for example. There can be an added sense of fun in increasing the effectiveness of the signage, for example, when the direction to a restaurant is projected onto the floor and the acquired coupon is projected onto a hand. Since this function can be used right in front of the display, there is no problem in taking a personal terminal out of a pocket or bag.

    


    
      [image: e120325_02.jpg]

      
        Photo 1 Application example of digital signage.
      

    


    (2) Office


    
      When this technology is applied to a meeting room, the addition of information and the editing of displays can be performed by hand gestures (Photo 2, top). Making the target object controllable by direct finger pointing allows the user to avoid interruption of thought processes or conversation, which occasionally happen due to the concentration on operating the equipment, which is expected to increase the efficiency of meetings. When the system is incorporated in a tablet, the keyboard can be projected near the user’s hand for easy input operation even if the tablet is placed in a cradle, away from the user’s hand (Photo 2, bottom).

    


    
      [image: e120325_03.jpg]

      
        Photo 2 Application example at an office.
      

    


    (3) Home


    
      Hand gestures may also be used to operate air conditioning, lighting, and other home electrical appliances when this technology is combined with an infrared transmitter. The projection function of this technology is particularly helpful in achieving ease of operation by displaying operational status as shown in Photo 3.

    


    
      [image: e120325_04.jpg]

      
        Photo 3 Application example as used in the Home.
      

    

  


  
    3. Development Evaluation Examples


    In order to confirm the effectiveness of the interaction technology using image projection and gesture-based input, an Interaction evaluation system was developed by fabricating a head module mounting a movable projector and a 3D camera. The resulting system was used for two applications respectively, one for the data transfer of images and programs and the other for the selection and display of videos.


    Photo 4 shows the evaluation system for the first application. The dark object in the upper part of the photo is the head module. Distribution of photo albums and programs as well as data archiving were assumed in this application, and the required selection and transfer operations for this applicationwere achieved via hand gestures alone. Photo 5 shows how the system was operated. Required images were selected from multiple images displayed on the cloud service terminal (Photo 5, top, larger screen) and the user mobile terminal (Photo 5, bottom, two smaller screens), and these were then transferred to a desired terminal. The operation was executed by the following procedure.


    
      [image: e120325_05.jpg]

      
        Photo 4 Interaction evaluation system.
      

    


    
      [image: e120325_06.jpg]

      
        Photo 5 Image selection on a cloud terminal (Top), selection on a mobile terminal (Bottom).
      

    


    
      (1) The image was selected by moving an open hand in front of the desired image displayed on the terminal from which the transfer would be made.


      (2) The selection was determined by closing the hand in front of the image.


      (3) The closed hand was moved to the terminal front and then it was opened to complete the data transfer.

    


    By allocating a motion and shape of hand to the gesture, an intuitive and natural interface was achieved without using a keyboard or mouse and without the need to enter addresses to designate the target devices. Moreover, thanks to the projection function of this interface, the result of the selection operation was able to be shown comprehensively by projecting the selected data onto the surface of the desk while tracking the movement of the hand as shown in Photo 6. The system shown in Photos 4 to 6 was demonstrated at MWC 2012 where many people experienced the operation.


    
      [image: e120325_07.jpg]

      
        Photo 6 Projected image tracks the hand motion while the selected image is moved to the destination device.
      

    


    A system was developed for the second application thatwould enable information sharing on a large screen and downloading to personal terminals after a video was selected from a large number of them. This application is expected to be used in the following instances.


    
      	Guidance of products and facilities


      	Trailers, performance details, and event introductions at movie theaters and in auditoriums


      	Facilitation of decision making in large control rooms and supervision facilities, by information sharing among many attendees, with the efficient selection and expansion of images on multiple surveillance monitors

    


    Photo 7 shows the actual system that was developed. Shown at the left of the photo is the large display screen for information sharing; shown at the lower part on the right of the photo are the data selection screens that show multiple choices of video and other introduced material and the tablet used as a personal information device. The dark object in the upper part on the right of the photograph is the head module. Directly below it is the display for the description of the technology.


    
      [image: e120325_08.jpg]

      
        Photo 7 Video selection display system.
      

    


    In this system, a desired image is selected from the images displayed on the data selection screen by a hand gesture as described in the section above. The throwing action of the selected image to the left causes its video content to be displayed on the large screen to be shared by a large number of people in its proximity. Similarly, images can also be downloaded to personal information devices. Furthermore, the images in a personal information device can be directly transferred to the large screen. So various transfer combinations can be achieved by a mere hand gesture. This system was demonstrated at Futurecom 2012.


    As results of these two exhibits, many comments including the following were received.


    
      	“It seemed convenient and efficient that the simple sequential action of closing and opening a hand allowed for multiple operations, such as the selection of the devices from and to which the transfer was to be made, the selection of data, and the determination of data acquisition and transfer.”


      	“The operational status was easy to understand because the selection result was projected physically onto the desktop.”

    

  


  
    4. Conclusion


    As described above, NEC has developed a human-computer interaction technology to control information by integrating the display of projectors and input by gestures. When this technology is used, information can be displayed on surfaces where there are no displays, such as on the user’s hand, wall, and floor, thereby relaxing restrictions imposed by the display location. Information can be controlled without interruption of the user’s thought process because multiple operation procedures can be executed by simple movements of a hand without using an input device and anyone will now be able to use cloud services regardless of their IT skills, thanks to the intuitive operation.


    Many users have been favorably impressed by the practical applications of this innovative NEC interface. The benefits include the transfer of data, selection and display of video on large screens, and downloading them to personal terminals, as described above. As a result, NEC is convinced that the effectiveness of this technology has been confirmed.


    This technology is expected to be used for a wide range of applications including digital signage, usage in offices, and for the control of home electrical appliances.
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    Abstract


    This paper introduces a technology of noise-robust speech recognition to correctly recognize a user's speech even in places with a high level of background noise and immediately respond to it, together with applications of this technology. Voice UI is useful when the user's hands or eyes are busy, but the background noise may cause false operations. The accurate detection of the user's speech using two microphones and the noise reduction with speech patterns suitable for speech recognition; these techniques enable applications of speech recognition in domains where this has previously been regarded as being difficult. In addition, these techniques also enable the usage of voice UI more natural.
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    1. Introduction


    Applications using voice UI for smartphones and tablet devices are becoming increasingly popular. These applications include, for example, one that displays the response to a question made by the user's voice on the screen and one that responds to the question with speech1). They allow the user to obtain desired information efficiently without keyboard input.


    However, when such an application is used in a place with a high level of background noise, it may be incapable of reacting to the user's speech, or speech recognition errors may lead to false operation. Some applications require a button press before speaking in order to prevent false operation by reacting to noise. These factors narrow the range of voice UI functionality or degrade the efficiency in application use.


    This paper describes a technology that NEC has developed for robust speech recognition in a noisy environments (noise-robust speech recognition technology)2). In addition, the pilot applications that we produced using this technology are introduced.

  


  
    2. Noise-Robust Speech Recognition Technology


    Fig. 1 shows a voice response system. The user's speech, input through the microphone, is recognized by means ofmatching with an acoustic model (acoustic information) and a language model (language information). The response according to the recognition results is displayed on the screen and/or output in audio form to loudspeakers.


    
      [image: e120326_01.jpg]

      
        Fig. 1 A voice response system.
      

    


    When the system is used in a place with a high level of background noise, the microphone picks up the user's speech together with the noise. To prevent false operation of the system due to noise, the system employs a technique to detect when the user is speaking (speech detection) and one to reduce the mixed-in noise (noise reduction).


    Fig. 2 shows an example of the effect of these techniques.Fig. 2 (a) is a spectrogram of a user's speech sample. When noise is mixed in (a), the spectrogram becomes as shown in (b). Speech detection converts from the noisy input (b) to (c) and then noise reduction converts (c) into (d). The degree of reduction of the influence of noise is dependent on the speech detection and noise reduction techniques to be applied.


    
      [image: e120326_02.jpg]

      
        Fig. 2 Example of the effects of speech detection and noise reduction.
      

    


    2.1 Two-microphone Speech Detection


    Two-microphone speech detection detects user's speech by using two microphones to spatially distinguish from background noise. It is especially effective when this noise contains the speech of a person other than the user. One of the two kinds of speech detection methods described below is selected according to the usage setting.


    (1) Speech detection using phase difference


    
      Fig. 3(a) shows an example of microphones positioned to distinguish a user's speech from noise using the phase difference of the sounds picked up by the two microphones. The sounds simultaneously input to microphones 1 and 2 can be regarded as the user's speech and those not simultaneously input can be regarded as noise. The advantage of this method is the possibility of positioning the two microphones within a small space.

    


    
      [image: e120326_03.jpg]

      
        Fig. 3 Examples of microphone positions for two-microphone speech detection.
      

    


    
      The method we have developed is based on the ratio between the output of a filter that enhances the audioarriving from the user's direction (the frontal direction in the case of Fig. 3 (a)) and the output of a filter that eliminates the audio arriving from that direction. If the ratio between the two outputs is larger than a threshold value, it is judged that the user's speech is arriving. This method processes the cancellation of the audio arriving from the user's direction in two steps, i.e. in the complex spectral domain and in the amplitude spectral domain. This feature makes it possible to detect user's speech robustly even when the user deviates from the expected direction.

    


    (2) Speech detection using amplitude difference


    
      Fig. 3 (b) shows an example of microphones positioned to distinguish a user's speech from noise using the amplitude difference between the sounds arriving at the two microphones. The sound input at a higher level to the speech microphone can be regarded as the user's speech and that input at a higher or equivalent level to the noise microphone can be regarded as noise. The advantage of this method is a relatively high degree of freedom in the positions of the two microphones.


      The method we have developed is based on the ratio between the inputs of the speech and noise microphones. If the ratio is larger than a threshold value, it is judged that the user's speech is arriving. This method calculates the ratio at each frequency subband and uses the highest ratio for speech detection. This makes it possible to detect user's speech robustly even when the noise level is equivalent to that of the user's speech.

    


    2.2 Noise Reduction


    Noise reduction in the amplitude spectral domain is used frequently because of its effectiveness as preprocessing for speech recognition. This technique obtains the speech spectrum by eliminating the noise spectrum estimated from the noisy speech spectrum.


    The method we have developed2) is based on the ratio between the speech and noise spectra estimated from the noisy speech spectrum. When the ratio is small, that is, when the noise level is higher, the noise reduction filter coefficient becomes closer to zero. The noise is eliminated by multiplying the filter coefficient by the noisy speech spectrum. This method calculates the filter coefficient with the estimated speech spectrum compensated using pre-trained speech patterns. This enables noise reduction suitable for speech recognition.

  


  
    3. Development of Pilot Applications Using Noise-Robust Speech Recognition Technology


    3.1 Automatic Speech Translation System for Smooth Conversations


    We prototyped an automatic speech translation system that makes conversations smooth by making use of our noise-robust speech recognition technology, in particular the speech detection method based on phase difference ((1) in section 2.1). Target language switching according to speech arrival direction and speech detection automation make it possible to omit a button press before speaking. This is expected to improve the smoothness of conversations.


    (1) Outline of a prototype automatic speech translation system


    
      Imagine that two speakers with different mother tongues are facing each other across a hotel lobby or a counter in a commercial facility to hold a conversation through a tablet device running an automatic speech translation application, as shown in Fig. 4. The two persons hold a conversation by viewing speech recognition results and their translation results.
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        Fig. 4 Example of a conversation using a tablet device running an automatic speech translation application.
      

    


    
      The prototyped system assigns the direction of user A determined from the two microphones on the tablet as direction 1 and the direction of user B as direction 2 and only detects sounds from these directions. Sounds arriving from other directions are ignored to reduce false detections due to noise. In addition, if direction 1 differs greatly from direction 2, the speech detector for direction 1 can reject speech from direction 2. This property can be used to identify the language, e.g. the speech from direction 1 is in Japanese and that from direction 2 is in English.


      (2) Evaluation of speech recognition


      
        We conducted a speech recognition evaluation to confirm the effects of speech detection using two microphones and language identification according to speech arrival direction.


        We recorded the evaluation utterances using a mockup having the shape and size of a 7-inch tablet device and two microphones installed at a distance of 3 cm. Assuming that the frontal direction of the microphones is 0 degree, we installed the loudspeaker for playing Japanese utterances in the -45-degree direction and that for playing the English utterances in the 45-degree direction. The distances between each loudspeaker and each microphone were 20 cm and 40 cm respectively. For both Japanese and English utterances, we played a total of 20 travel conversation utterances by 4 persons reading 5 utterances each and recorded them. To simulate the noise that would be present in real use, we added noise data recorded with the same microphones on the speech data to create the evaluation utterances.


        Fig. 5 shows the results of these speech recognition evaluations. They show that, compared to the conventional method of performing speech detection and language identification using a single microphone, our proposed method can achieve higher speech recognition accuracy. The main cause of the low speech recognition accuracy of the conventional method is the false detection of noise. Our method also achieves speech recognition accuracy equivalent to the case in which the time frame and language of the user's speech is known in advance. These results confirm the effectiveness of speech detection using two microphones and language identification according to speech arrival direction. Our system not only improves smoothness of conversations with theomission of button operations but also ensures speech recognition accuracy at a practical level of 80%.
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          Fig. 5 Speech recognition evaluation results.
        

      


      3.2 Trial Service of Voice Response System in the Entertainment Domain


      We implemented a trial service of voice response system that provides the experience of a conversation with a character to apply the noise-robust speech recognition technology to the entertainment domain. This trial service was conducted in an indoor theme park known as Sanrio Puroland.


      (1) Outline of the trial service


      
        This trial service consisted of a simple conversation experience with “Cinnamon,” the main character of the amusement park's “Cinnamoroll” group. When a guest spoke to the Cinnamon puppet, it answered according to the recognized content of the guest's speech so that the guest could experience conversation with the character.


        The voice response system used dozens of greetings and simple question-and-answers prepared in advance.


        Since the location of the trial was in an indoor park, the environmental noise did not include the sound of wind or rain. However, it was still a severe condition for speech recognition because the background music always existed and the voices and footsteps of other guests also made the recognition difficult especially when the park was crowded.


        The installed voice response system was based on a speech detection method making use of amplitude difference ((2) in section 2.1). The signals from the speech microphone and the noise microphone were input intwo channels to the PC and the response was output from the loudspeaker. All the processes were executed on a single PC as a stand-alone system, including the speech recognition and the voice response. Fig. 6 shows an appearance of the voice response system. The puppet was set in an acrylic cylinder. The speech microphone was installed on the front and the noise microphone was installed on the top of the cylinder, respectively. The loudspeaker was installed in the bottom of the cylinder. The height of the speech microphone was set to the face level of children and was installed to keep a distance from the noise microphone to get better noise robustness. The PC is installed separately in the backyard.
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          Fig.6 Appearance of the voice response system.
        

      


      (2) Results of the trial service


      
        The voice response system was operated on all the business days of the theme park from April to September 2012. The number of operating days was about 140 and the number of responses made by the system was about 136,000. Because of the nature of a theme park, the numbers of responses on weekends and holidays were several times larger than those on weekdays. On weekdays and holidays, the number of recorded responses was as high as 2,000 per day.


        Considering that the operating time on weekends and holidays was about 10 hours, the system responses more than three times per minute on the average, which suggests how popular this trial service was among the guests.


        The system was started at opening time of the park and shut down at closing time, without any helps by staff. All the staff had to do was only execute the startup and shutdown procedures, and no difficulties were reported.


        We sampled the collected log and evaluated the response speed and accuracy. For the response speed, the responses were output immediately after the guests' speech, which means that the trial succeeded in real-time processing and provided stress-free conversation experiences to guests. For the response accuracy, we evaluated about 1,000 samples and found that 70% of them were accurate. Though this accuracy is not very high, the real-time processing made it possible to obtain correct responses by demanding to the guests immediately to speak again when the response was incorrect or nothing. As a result, we consider that the system was able to provide guests with genuine conversation experiences in most of the cases.


        On the other hand, the problem of false operation due to the false detection of background noise, which had been worried at the beginning, rarely occurred. This proves the noise robustness of speech detection using two microphones.


        Finally, the feedbacks given by guests and staff are represented. Guests evaluated the system very favorably, saying, “It's so cute that I can't stop talking with it,” “I was astonished because I felt I was really talking with Cinnamon,” etc. Staff also evaluated it favorably, for example, saying, “I was very happy because the high recognition accuracy made the guests glad.”

      

    


    
      4. Conclusion


      This paper has introduced the noise-robust speech recognition technology NEC has developed. It has also introduced applications of this technology, including an automatic speech translation system enabling smooth conversations and a trial service of voice response system in the entertainment domain. In the future, we expect that noise-robust speech recognition technology will make further progress and that its applications will expand further.
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    Abstract


    A communications outage may occur as a result of congestion of the mobile communications networks or of multiple and simultaneous physical damages to the transmission lines and communications facilities that comprise the mobile communications networks. Such issues may all be caused by a massive and concentrated occurrence of calls and data transfer from and to mobile phones, especially during major natural disasters happen. It is essential therefore for the congestion issues to be resolved and the networks to be restored.


    As a part of the R&D strategy to solve these issues, this paper discusses suitable technologies designed to enhance processing capacity by using virtualization of the communications services, a priority control technology for mobile traffic using OpenFlow and a quality maintenance technology for virtualized communications services.
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    1. Introduction


    Because calls and data transfer from and to mobile phones take place massively and concentratedly in the case of a major natural disaster, a huge demand for the services of mobile communications networks is generated. This causes congestion conditions in which the connectivity ratio is decreased by exceeding the communications service processing capacity. Moreover, there may be simultaneous and multiple occurrences of physical damages to transmission lines and communications facilities that comprise the mobile communications networks, thereby posing the possibility of a serious communications outage.


    As a result of the Great East Japan Earthquake in northeastern Japan, for example, the demand for communications services reached about 60 times that of normal. This demand surge resulted in major difficulties in providing stable communications services. On the other hand, in areas away from the disaster-stricken areas, no large-scale communications congestion was reported to have happened.


    Should such abnormal conditions occur, it is essential that the events are promptly detected and that appropriate countermeasures are taken to solve the congestion conditions and restore the networks. At such a time, the traffic with higher priority such as voice calls and emails need to be processed flexibly.


    To solve the above-mentioned issues, the authors of this paper are engaged in R&D for the enhancement of the anti-disaster capabilities of communications services by using the network and server virtualization technology, while focusing on the communications services for LTE (Long Term Evolution) networks1). The technologies listed below are chosen as suitable R&D for discussion in this paper.


    ・ Processing capacity enhancement technology by virtualizing communications services


    
      In virtualizing communications services in order to enable their flexible deployment, the processing capacities of the communications services, including the voice calls, which are critical in a disaster, are enhanced by utilizing the available hardware resources.

    


    ・ Priority control technology for mobile traffic using OpenFlow


    
      By dynamically controlling networks using OpenFlow2), the data (traffic) of the voice calls that are critical in a disaster are transmitted as high priority data.

    


    ・ Quality maintenance technology for virtualized communications services


    
      In order that a virtualized communications service may be used for a practical communications system, the stability of the processing time of the virtual machines (VMs) themselves is improved, so the quality of their responsiveness can be improved.

    

  


  
    2. Processing Capacity Enhancement Technology by Virtualizing Communications Services


    The VoLTE (Voice over LTE) ‘voice call service of the LTE network’ is achieved by the linkage of two systems, one is the EPC (Evolved Packet Core,) which is a packet service network and the other is the IMS (IP Multi-media Subsystem,) which provides voice call services. Performances within certain assumed ranges are required for EPC and IMS in order to ensure the quality of the voice calls.


    In communications services that have these features, it was conventionally difficult to share the same hardware for different services, since an individual service system was achieved via dedicated hardware. Moreover, it was necessary to operate using static configurations that had been thoroughly verified in advance. This made it difficult to change the configurations dynamically.


    Now the authors have solved the above-mentioned problems in dynamic configuration changes of communications services by using the server virtualization technology. In other words, virtualization of EPC and IMS has made it possible to change the processing capability flexibly during congestion.


    Here the first objective is to flexibly change the configuration of communications services within each site while the second one is to establish a technology that enables a flexible change of configurations via the linkage of the communications services between sites.


    2.1 Technology to Change the Communications Service Configuration within Each Site


    In order to change the communications service configuration flexibly within each site, R&D is underway to achieve a technology to appropriately control changes in the configuration of the virtualized communications services. The processing capacity of important communications services can then be enhanced (Fig. 1), by using excess resources within the site as well as the resources of other services of lower priority. This process comprises the following technologies.
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        Fig. 1 Overall scheme of technology to change the communications service configurations of each site.
      

    


    ・ The communications service deployment technology


    
      Judges whether or not multiple communications services can be deployed on multiple servers installed in thesites on a per virtual machine basis while taking account of the characteristics of communications services such as their real-time properties.

    


    ・ The communications service execution control technology


    
      Controls the execution of the communications services, such as start-up and shut-down as well as the settings of the virtual networks. They are all carried out by considering the dependencies between the components that comprise the communications services and also by referring the network configuration restrictions.

    


    ・ The communications service status monitoring technology


    
      Judges the congestion conditions and failures of the communications services by collecting output log data to monitor the status of the communications services.

    


    Among these technologies, the communications service deployment technology estimates the processing capability of communications services by using the performance conversion method applied with the system configuration evaluation algorithm. This is based on operation models that take account of the characteristics of communication services so that the performance of the services even during congested period can be ensured.


    2.2 Linkage Control Technology of Communications Services between Sites


    There might be occurred large communication congestion with which the above mentioned technology to change the communication services configuration within one site cannot cope. In such a case a technology that enables linkage of thecommunications services between sites will be applied. This will enable sharing of the communications processing resources that are dispersed in different sites (Fig. 2). Sharing is achieved by organically linking such resources from different sites via networks; such as those between sites that need to have their communications capacities enhanced due to the occurrence of communications congestion, and those of sites that have surplus processing capacities. To achieve such linkages between the various communications services, efforts are in hand to advance the following technologies.
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        Fig. 2 Overall scheme of the linkage control technology of communications services between sites.
      

    


    ・ Linkage control technology for communications services between virtual resources sites


    
      To allow conventional communications services to operate between sites without making any changes in them, the virtual resources are linked and controlled so that communications processing services operate between sites as if they were in the same site.

    


    ・ Inter-site deployment determination technology for communications services


    
      To cope with communications congestion conditions for which processing capacities cannot be ensured by the resources of a single site, the deployment of communications services that fulfill the required processing capacity is determined by using the available communications processing resources that exist at multiple sites.

    


    As one of the linkage control systems between virtual resource sites, efforts are now being made to develop a technology to link and control virtual networks to enable networks to be used as if they are in the same site even if they are located in multiple sites. Inter-site operation is thereby possible without changing conventional communications services. In this system, which links and controls virtual networks, the networks are dynamically deployed using a tunneling technology to arrange physical networks between the sites. This strategy will permit communications networks installed in a single site to be linked to other external sites while keeping pace with the planned expansion of services in order to solve a congestion issue within the site.


    Moreover, the inter-site deployment determination system for communications services determines the deployment destinations of the communications services, so that the required performance for multiple communications services may be ensured while meeting two requirements. These are the restriction of communications performance in each communications service such as regarding delay and bandwidth, and the distribution of limited communications resources.

  


  
    3. Priority Control Technology for Mobile Traffic Using OpenFlow


    In order to specify the communications service that is the most important at given time among communications services such as voice calls and emails when a major disaster occurs and to transfer that service preferentially, it is necessary to control the traffic based on the dynamic priority allocation of the communications services. To control the traffic according to the priority of the communications services, it is essential that all traffic priorities are clearly defined. Traffic exchanged between core networks and base stations in current mobile communications networks does not, nevertheless, have the functionality to differentiate important communications such as voice calls and emails. Consequently, the controls to prioritize important communications during a disaster cannot be performed. In addition, it is also necessary to perform route controls according not only to the events generated in the networks, but also to suit the priority of the traffic, to set up pathways that can flexibly cope with phenomena that has been generated by the occurrence of failures. Such pathway controls are however impossible to perform currently, since current route controls use only IP addresses.


    For this reason, it is necessary to undertake the dynamic reconfiguration of network resources available for basiccommunications services that have a higher priority. This is achieved by collecting various events such as disconnection of links and connection of new nodes that have occurred in the network and by controlling the routes using the traffic classes and characteristics including QoS (Quality of Service) as individual flows. At the same time the control of low-priority traffic is enabled according to the priority of the service.


    The present authors are engaged in the R&D of a system to apply OpenFlow to mobile communications networks in order to process the traffic according to the priority of the communications services. OpenFlow enables the definition of flow by flexibly combining fields in Layers 1 to 4 of the IP packets, making it effective for the achievement of flexible processing according to the traffic priority. OpenFlow also enables achievement of virtual networks that are completely separate per port of the switches that correspond to Layer 1 even when the communications services of voice calls and packets that function on virtual machines are operated separately in virtual networks.


    The introduction of OpenFlow switches to the applications from the base stations of mobile communications networks to the networks of communications services at large will help achieve: 1) reconfiguration of intranets in station buildings, 2) reconfiguration of communications service networks, and 3) bandwidth allocation according to the priority of communications services (Fig. 3).
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        Fig. 3 Priority control technology for mobile traffic using OpenFlow.
      

    

  


  
    4. Quality Maintenance Technology for Communications Services


    When the technology for flexible configuration change is to be applied to actual communications services by using the server virtualization technology as mentioned above, it will be necessary to consider and solve the issues accompanied by the virtualization, including any deviation from the expectedprocessing time or any extra time needed to process overheads. Therefore, the present authors are developing the following technologies in order to allow the processing of communications services to maintain constant quality in the processing on the servers. It is thus that the quality maintenance of processing of communications services can be achieved (Fig. 4).
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        Fig. 4 Quality maintenance technology for communications services.
      

    


    ・ Evaluation technology for the real-time performance of communications service deployment


    
      Evaluates the real-time performance of deployment in order to avoid as much as possible the deployment of communications services that cause resource competition at a single physical server.

    


    ・ Quality maintenance technology for communications service processing


    
      Allocates appropriate resources for communications services so that the communications services implemented on the server can maintain a desired quality.

    


    Of these technologies, the quality assurance technology for communications service processing has achieved a scheduling system that stabilizes the processing time of the communications services. This is achieved by separating the computational resources allocated for the communications services from those for other processing operations such as the interruption processing that may affect the communications service processing time.

  


  
    5. Conclusion


    The present paper discusses technologies for the enhancement of the anti-disaster capabilities of communications services by using a technology for the virtualization of networks and servers while focusing on the communications services of LTE networks. The system effectiveness remains to be verified via its implementation and evaluation. Efforts will be made to achieve superior communications services by establishing this technology, so that “connectability” will be ensured even during major natural disasters.


    Additionally, this research is now being implemented as projects commissioned by the Ministry of Internal Affairs and Communications.


    The projects are: (1) “Experimental challenges for dynamic virtualized networking resource control over an evolved mobile core network - a new approach to reduce massive traffic congestion after a devastating disaster (FY2011’s General Account Revised Budget [No. 3])” and (2) “Research and development of network conversion of communication processing functions in large-scale communication congestion (FY2012's General Account Budget) ” .

  


  
    *LTE is a registered trademark of European Telecommunications Standards Institute(ETSI).


    *OpenFlow is a trademark of registered trademark of Open Networking Foundation.
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Customer’s opinions

- It is expected that applications will be developed to
be operated with any mobile devices that mount
different OSs such as Android, iPad and Windows.

- Application development with Web based (HTML5) is
ideal due to ease of maintenance and high security.

- Reductions in both speed and cost are expected to
result from infrastructure development. )

4 Freedom to choose your favorite mobile device is important.

44 The program development and maintenance loads need to
be minimized.

{2 Development of a standard tablet platform is anticipated.
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CPU Intel® Celeron® processor
LCD 12.5" touchscreen panel LCD (HD 1,366 x 768 dots), non-glare
Input method Fingertip operation Electrostatic capacitive system (compatible with multitouch)
Dedicated stylus " : : S e

- o Electromagnetic induction system (provided with digitizer pen)

Chipset Intel HM76 Express Chipset

Memory (max. memory) 4 GB/8 GB selectable (max. 8 GB)

HDD 64 GB SDD/128 GB SDD selectable

Communications LAN Gigabit LAN [incorporated as standard]

functions Wi-Fi Wi-Fi (IEEE 802.11 a/b/g/n) [incorporated as standard]

Bluetooth®

WWAN
Interface

Headphone/
microphone

External display

Security chip

Bluetooth® Ver. 4.0 [incorporated as standard]
Xi-compatible WWAN (selectable as option)
USB x 3 ports (USB2.0 x 2, USB3.0 x 1)
Headphone terminal (stereo mini jack) x 1
Microphone terminal (stereo mini jack) x 1
Analog RBG x 1

TPM (TCG v1.2) incorporated

Fingerprint sensor
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Sound Intel High Definition Audio compliant
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Effective pixel number: 920,000 pixels [incorporated as standard]

Battery operation S battery 5 hours or more (under JEITA Battery Run Time Measurement Method)

time 7 hours or more (under JEITA Battery Run Time Measurement Method)

Weight Less than 1 kg (with S battery), 1.1 kg or less (with M battery)

Body size (W x D x H) Approx. 327 x 206.4 x 18.6 mm

Pre-installed OS

Windows 8 Pro (64 bit) or
Windows® 7 Professional (32 bit) [Windows 8 downgrade
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* Using a development and implementation framework (based

on jQuery Mobile) that was specifically created for smartphone
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| Microsoft Office, mailing software and scheduler software, etc. can be operated on a smart
device while travelling.

Dedicatedly developed catalog application By introducing the “Remote Desktop”, the smart devices
with the best use of the smart device can be used with replacing Windows applications in the
operability provides superior presentation back-office without changes.

and face-to-face customer services.
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Customer opinions

“Tablet Concierge” is available to provide customer information from a product catalog, inventory data,
delivery schedules, product specifications, etc. so that customer services can be provided without keeping

them waiting.

Japanese-style customer services are recently receiving favorable appraisals from overseas countries (Europe and U.S.).
Vendor companies in these countries appreciate the introduction of our “Tablet Concierge.” Availability of the
“Tablet Concierge” for shops in these countries is expected in the near future.

Besides providing a visual explanation of products, even more sophisticated customer services will be expected
by referring to individual customer data. The best solution is to be able to perform all operations via the

“Tablet Concierge” that are usually done on a PC.

Various tasks related to shop forecourt sales such as referring information, commercial tasks

(quotation, maintenance, insurance, etc) can be operated and completed via a single device.

By optimally using features of the tablet device; superior ability of representation, interactivity, etc.,

finely tuned shop-front consultation for skin condition diagnosis is expected to be provided for customers.

Sales that fuse virtual products (product images) and real products as displayed in the shops will improve the
customer satisfaction level. Such a sales approach may be introduced to especially shops that specialize in apparel.
It may facilitate the reservation of products procedures (seasonal gifts, etc.) at shop counters. “One To One”
customer service can also be carried out by referring to the dispatch records of repeat customers.

It is useful as a support tool for supervising franchise shops: proposing new products, shop management
consultation, staff education, etc.

It can be expected to display a variety of financial products and simulation charts quickly at the shop counter.

It also allows business meetings to be held at clients’ offices without bringing a pile of data sheets.

It may help to appeal sales products to customers of supermarkets by showing abundant visual data.

It could be effective especially in introducing case studies of shop promotion sales.
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